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Abstract. The primary purpose of this article is the hash function formation based on the theory of finite
fields. Standard cryptographic hash functions for digital signature algorithms were considered. The methods
of hashing different initial data types were analyzed. A method for hashing text files by applying irreducible

polynomials was proposed.
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Introduction

The exponential nature of the growth
information volume entails the need of creation of
new protecting information and authentication
systems as well as tools that provide the ability to
reduce the amount of memory required for the
convenience of storing and transferring large files.
Hash function is a such tool. These functions make it
possible to convert an input data sequence of
arbitrary length into a certain fixed length sequence,
by means of a certain algorithm. The algorithm and
length of the output sequence must be accurately
determined by the importance of the data being
converted. The initial data is called "message" or
"key" and the result of the hash function is "hash
code", "hash" or "convolution". The result of a hash
function can also be defined as a checksum that
uniquely verifies the integrity of the data that was
digitally transmitted. In this paper, we investigate
methods  for cryptographic hash  functions
constructing and their use in electronic digital
signature algorithms and also as a means of
accelerating search in various data structures.

The of hash functions vulnerability should be
taken into account when developing such systems.
The powers of the M input sequence set and the set
of the convolution H (M) possible values can be
found in any relation. As a rule, the set of input data
M has a larger dimension than the set of all
possible values of the convolution H (M), it can
lead to the transformation of different messages into
equals convolution value. Such a case is called
"collision" and it is one of the important factors that
must be taken into account when constructing
hashing algorithms. The lower the probability of
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collisions, the more reliable the algorithm.

Collisions are the main vulnerabilities of hash
functions, this fact should be taken into account
when developing various hashing algorithms in
cryptographic systems, as well as in some data
structures, such as hash tables. Hash-tables are
developed to speed up the search in databases by
storing a pair of "key" and "address" (hash) values.
The appearance of collisions is inevitable in
algorithms, where the variable length of input data
are hashed into fixed length values. Collisions make
it difficult to perform operations in tables, because
different keys will correspond to the same value,
which is inconvenient for working with large data,
especially when the number of collisions is large.
Based on this, there is a need of methods that can
resolve collisions in hash tables.

The main instruments for resolving collisions
in hash tables are the separate chaining and open
addressing methods. The method of separate
chaining involves combining keys with the same
address in a linked list, and these lists can be ordered
or unordered [1]. The choice of the type of linked
lists depends on the purposes of the implementation,
because when trying to organize keys with the same
hashes in the ordered lists, it can perform the data
operations at a faster rate. However, the use of
unordered lists is more advisable in terms of the
device memory saving. It should also be taken into
account that the effectiveness of using separate
chaining depends on the average number of items in
the list. The larger it is, the slower the method
works. Unlike this method, public lists do not use
linked lists. One of the open addressing methods is
the method of linear probing. The idea of this
method is to search for an element with a key that is
equals to the search key and to resolve collisions by
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placing the element in an empty space in the table.
In this method, lists are not used, it helps to save
memory, but the speed of finding an empty space in
the table depends on its sparsity [1]. If the table is
heavily loaded, a large number of soundings may be
required. If the table is completely filled, it will lead
to an infinite number of soundings, which makes this
method unsuitable for resolving collisions.

The main task of this article is to analyze the
existing hashing algorithms and to construct a
method based on finite fields theory.

Cryptographic hash functions
signature algorithms

in digital

Hash functions are widely used in various
cryptosystems. A cryptographic hash function must
satisfy a number of requirements specific to
cryptographic methods of information protection,
namely [2]:

- resistance to the search of the first prototype.
This means that it is impossible to create an effective
polynomial algorithm that, in real time, restores the
message M by its convolution H(M);

- resistance to the second prototype search. It
should be impossible to find such a message N as
N#M and H(M)=H(N) knowing M and
HM);

- resistance to collisions of the second kind. It is
must be impossible to select a pair of different
messages M # N for which the values of the hash
functions would be the same H(M) = H(N);

- with a slight change in the initial message, the
result of the hash function must differ to a large
extent, that i1s, has an avalanche effect.

These properties are independent and should be
considered only in the aggregate. The east feature
allows you to use hash functions in cryptography,

Sender

authentication systems, various data structures for
searching, as well as in computer graphics and
computational geometry.

At the moment, the existence of an irreversible
hash function remains an unproven fact and is an
unsolved problem in computer science. Usually
finding an inverse value is a computationally
complex task.

Cryptographic hash functions are widely used
in electronic digital signature algorithms. The use of
hash functions is not necessary, but it is a convenient
tool for converting raw data into a fixed-length
sequence, which significantly reduces the
computational complexity of applying a digital
signature over such a sequence.

Electronic digital signature serves as a means of
authentication and not a means of protecting
information. The following requirements apply to
digital signatures [3]:

1. Guarantee of the information integrity in the
processes of its transmission and storage.

2. Providing access to information exclusively
to its legitimate users.

3. Absolute authentication of information in
accordance to the selected forms of its presentation.

4. Impossibility of authorship refusal.

5. Guarantee of non-traceability of information
by providing a consistent analysis of the dynamics
of the information messages formation in full.

The above requirements make it possible to use
the electronic digital signature tool in economic
obligations and in other spheres, as well as in
systems that require unambiguous identification of
the participants. Such documents may contain
several electronic signatures that determine the
consent of all involved in the signing process
participants.

The scheme of the algorithm for creating and
verifying an electronic signature is as follows [2]:

Recipient

Key Generation
Choice of random x

Calculation v = g” (mod p)

Private key x

Message 1,
The result of the

Open options

(g.p.2)

w=s"modg
u, = (H(m)-wimod g

i, = (w)mod g

a={(g"g"“)mod p)mod g

cryptographic hash function
H above the message
i =H(m)

Public key (1) ‘

e

EDS 1s true EDS is falce

Formation of the signature:
Choice of random & > g

» =(g" mod p)modg

(h+xr)
5= Emodq

Letter from EDS
(m.r.5)

Img.1. The scheme of the algorithm for creating and verifying an electronic signature.
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From this scheme it is clear that the formation
of an electronic signature does not sign the
document itself or the message, but its convolution,
that is, the result of applying the cryptographic hash
function. Such a function must to follow the
requirements for cryptographic hash functions.
There is no need to work with a large amount of data
each time, but only with their convolution.

In developing cryptographic hash functions
algorithms for digital signature systems, the great
part of attention is paid to the last property due to the
fact that it guarantees the integrity of information.
The recipient must receive the message exactly as
the sender wanted to send, excluding the possibility
of intercepting and changing the message. In case of
any accidental or deliberate modification of the
document, the electronic signature will be
considered as an invalid, since it is calculated
according to a special algorithm based on the
original document and corresponds only to it. As a
consequence, forging  documents  becomes
inappropriate in most cases.

In electronic digital signature algorithms, the
hash function is a separate component and can be
selected depending on the individual requirements of
the system and can also be changed in the process of

its improvement or to ensure a dynamic change in
the protection system when it is subjected to an
unauthorized access.

Such hash functions as MD5, RIPMD-160 and
SHA-1 are widely used in digital signature
algorithms. Each of them is a generalization of the
MD4 algorithm and is iterative in nature [2].

A digital signature must have a certain stability,
otherwise its usefulness will rise a question. The
MDS5 algorithm is one of many algorithms that
guarantees the necessary level of protection. This
algorithm is more resistant to collision attacks than
MD4, but it is not invulnerable, as it has been shown
that it is possible to create a couple of different
messages with the same hash. In SHA-1 the
avalanche effect is improved. The longer hash can
be obtained with the help of SHA-1 algorithm and
its resistance to similar attacks makes this algorithm
more secure than MD35, but it is inferior in terms of
performance. The RIPMD-160 function is
comparable to SHA-1 by performance.

It is a table of comparing the performance of
the above algorithms below [4].

Table 1

The table of comparing the performance hash algorithms

Algorithm The number of cycles Speed Mbit / s Relative performance
MD4 241 191.2 1.00
MD5 337 136.7 0.72
SHA-1 837 55.1 0.29
RIPEMD-160 1013 45.5 0.24

The algorithms mentioned above are belong to
the specialized hash functions class. There are also
algorithms based on block ciphers (MDC-2, MDC-
4) and modular arithmetic (MASH-1, MASH-2).
Such algorithms have large computational
complexity and low speed. The algorithms based on
modular arithmetic don’t have a wide spread in
cryptography due to specific requirements for
software and hardware.

Specialized methods are easy to implement,
therefore they are widely used not only in electronic
digital signatures, but also in other information
security and authentication systems. It should be
noted, that such methods are more vulnerable and
could be attacked by cryptanalysis methods.

When using cryptographic hash functions in the
electronic digital signature algorithm, the important
thing is the bit length of the output sequence, since it
must correspond the standards proposed for
documents of different significance level. So the
optimal size is the output sequence within 160 - 256

bits. It should be taken into account that these
numbers will be corrected to a larger extent with the
increasing capabilities of technology.

Various methods of constructing hash functions
will be considered further in the paper depending on
the type of the initial data.

Hash functions for different types of initial
data

The methods that will be discussed in this
section are intended to convert arrays of original
integer data. Such methods are applicable in cases
when it is necessary to map one numerical set to
another one or if the original data of another type is
pre-transformed into integers by certain algorithms.

One of the most famous methods is the
division method [1]. The main operation is modulo
division and hash is calculated as the remainder of
dividing by the number of all possible values of the
hash function:
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H (k)= k(mod M)

Where £ - is a key (input data), M - the number
of all possible hash codes. In order to avoid a large
number of collisions, it is better to choose a prime
number as a value of M and to avoid the choice of
numbers by a degree with base a 2. This function is
called modular. This method is effectual because the
hash distribution is evenly in the gap [O;M — l].
Such a method has a high computational complexity
for large values of M , which makes it unsuitable
for use.

Another method based on division is the finding
of a hash by using polynomial coefficients that are
obtained from the remainder of the division of the
original data K that represented as a polynomial
K(x) by a pre-selected polynomial P(x) by
modulo 2 [5]:

K(x)mod P(x)=h, x"" +...+hx+h,
H(x)=h,,_, ...hh,

Where A4, - is the remainders of the polynomial

division, i =0,m—1.
Just like in the previous case, the correct choice
of the polynomial P(x)minimizes the probability of

collisions between almost identical input data. In
this case it is expedient to use irreducible
polynomials as a polynomial. They are the
analogous of primes in the theory of finite fields.
The theory of irreducible polynomials will be
analyzed in this paper. Methods based on the
modular arithmetic have large computational
complexity, especially with big initial data.

The multiplication method is used in addition to
the methods based on division. To compute a hash
code using the multiplication method, it is needed to
use a hash function[5]:

H(k)y=|M*({K* 4|

Where A - is a rational number in the range
[0,1], M -is the number of all possible hash codes,

{ } - is the operation of taking the fractional part,
( )— is the priority brackets, |_ J - is the operation of

taking the whole part of a number.

It is advisable to choose the value of M the
power of two because it is a shift to digits in the
computer and can be calculated quickly. For an
uniform distribution of hash codes, it is important to
select the appropriate value of A. Most often
selected A =0,61803398 87, this choice is based

on the properties of the golden section [6].

The convolution method is also used as a hash

function. The input data is divided into several parts
and after operations of addition or non-identity are
performed. If the values of two digits are equal to (0
or 1), then the non-identity operation yields O,
otherwise -1 [6].

There are many other hash functions, the scope
of which depends on the set of hashed keys. It is
impossible to uniquely determine which of the
functions to choose without regard to the nature of
the input values. When you select a hash function, it
is important to calculate it efficiently, since it will
not be more efficient to search for an object in one
attempt if more time is expended on this attempt
than several attempts with the alternative method. It
is necessary to take into account the fact that
compression of information in protection systems is
an integral part of the system and must be performed
in a reasonable amount of time while ensuring
proper reliability.

These methods are widely used when
compressing documents that will be signed or
transmitted over the network. If the initial data is not
a number, then it must be converted to integers
before applying the hash functions described above.
For example, for a character string as a binary
number, the internal binary representation of the
code for each character can be interpreted.

The disadvantage of such methods is that for
most computers the binary representations of all
letters or digits are very similar to each other. To
avoid such situations, a merge method and a
weighting method for the string input data were
created.

In the merge method to the sequence number in
the ANSI sequence of each letter is used create an
integer [6]. When there is some integer
representation of a string of characters, then to
convince it to an acceptable size, the convolution
method or the middle of the square method that were
given earlier in the work, can be used.

The weighting method uses the position value
of each symbol to avoid collisions when using
anagrams (permutation of the letters of a certain
word or phrase, which results in another word or
phrase) as keys [6]. The hash function method based
on the theory of finite fields will be proposed in the
article.

Methods for constructing hash functions
based on the theory of finite fields

Finite fields are widely used in cryptosystems.
A great number of cryptographic protocols and
cryptosystems are based on the theory of finite
fields. Algorithms based on elliptic curves, which
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are one of the key objects of study in modern
cryptography, also use finite fields.

A finite field is a finite set on which arbitrary
operations,  called  addition, multiplication,
subtraction and division, are defined (except division

by 0). The finite field is usually denoted asF_,

whereq is the order of the field, which is always the
power of a prime number, it is called the field
characteristic [7]. The most common field is
F,=Z7,, consisting of all the

{0,1,..., p—l}of division by modulus of a prime
number p . Operations in such fields are consistent
with the rules of modular arithmetic.

The finite fields satisfy a number of following
properties[8]:

1) The characteristic of a finite field F is
different from zero and is a prime number.

2) For any two elements a and b of a finite field
with a characteristic p , the equality is fulfilled:

remainders

(a+b) =a” +b".

3) Any finite field contains p”elements,
where p is the field characteristic, where k is some
positive integer.

4) For given p andk there exists a unique field
of p*elements up to isomorphism, which is denoted

by Fp,c .

5) The multiplicative group F~ ,+ of nonzero

elements of the field Fp,( is entirely generated by the

powers of some element of the field (it is cyclic)
.The study of multiplicative groups has applied
value in cryptography, as well as in the tasks of
raising to a power or extracting roots [8].

The field Fpk can be constructed as a quotient
ring Fp [x]/ f(x), where the f(x) is irreducible

polynomial is over the field. To construct a field
from elements it suffices to find an irreducible
polynomial of degree kover a field Fp and such a
polynomial always exists[8].

A polynomial f(x)e F [x] is irreducible over
afield F' orinaring F [x] if it has a positive degree
and equality /(x) = g(x)h(x)is fulfilled, where
g(x),h(x) € F[x]
h(x)is a constant polynomial (polynomial degree
<0)[8].

It is possible to construct hashing methods
basing on the theory of irreducible polynomials. The

is satisfied only if g(x)or

result of this method is as follows. An information
sequence is fed into the algorithm, which is divided
into structural elements - symbols. Each character in
the ANSI sequence has a sequence number that is
represented as a numeric. A simple number p is

chosen depending on the number of possible
symbols & in the text that is fed to the input, it
satisfies the condition p > k. Further, for the

transformation of these symbols, it is expedient to
use a polynomial that is irreducible on the field of
characteristics p . Hash of each character can be

obtained by substituting its ordinal value (in the
ANSI sequence) as the argument of an irreducible
polynomial and then dividing by a prime
number p modulo. To get the hash value of the
whole text, it is needed to sum the hash of each
character.

This method is effective for converting and
compressing the original text data into a specified
range of values. The result of this transformation is
the integer value of the convolution, which makes it
easy to use it later.

The use of irreducible polynomials as a hash
function minimizes the probability of collisions.
This is based on the fact that an irreducible
polynomial does not have roots over a given field
and when the argument value is substituted, the
function will not be zero. It is possible to select the
same numbers that will be the roots of this
polynomial and will give a zero value using a
reducible polynomial over a given field. This means
that some characters can be replaced or completely
deleted, it will not change the final hash value. Thus,
it is expedient to apply exactly irreducible
polynomials in such algorithms.

However, such methods are expensive in terms
of the time operation of the algorithm and its
computational complexity for large volumes of input
data. In addition, a separate problem is the selection
of an irreducible polynomial over a field that
depends on the dimension of the original data. The
larger the dimension of the original data, the more
difficult the problem of finding an irreducible
polynomial over the field of a given prime number
characteristic.

A separate issue is the problem of finding a
prime number from a set of primes. Main problem is
constructing an algorithm for the factorization of the
prime factors for definition of the simplicity of a
given number. There must be specific requirements
to such a number and the search for a number with
given properties and dimension that satisfies
cryptographic systems is another difficult task[9].
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Conclusion

As it was noted before, hash functions can be
used in information protection and authentication
systems as well as in forming of optimal data
structures. In the course of this work the collisions
resolving in the data tables were analyzed. The
methods of hashing integer and string initial data
were considered with defining of their advantages
and disadvantages.

There was also proposed a method of
constructing the hash function that based on the
theory of finite fields by wusing irreducible
polynomial over chosen finite field of prime number
characteristic. It was proved that this method is
stable to collisions. But at the same time it has a
drawback in the sense of computational complexity
due to operations with a big input data arrays. Also
must be constructed effective method for finding
prime number of given dimension. In future work it
is planed to define a method of computer realization
of the hash function that is constructed by using the
theory of irreducible polynomials over a finite field.
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JTAHAMIYHI ITPOIIECA ®OPMYBAHHSI XEII-®YHKIIA B CACTEMI KIHIIEBUX
nOJIIB

Boctpos I'. M., Ilonomapenko O. 1O.

Ooecovkuil HayionanbHul noaimexuivnuil ynisepcumem, Qodeca, Yxpaina

Anomauia. Y Oaniii pobomi onucami ocHOHi Memoou nobyoosu xeuwl-QyHKYiti ma npoodremu, AKi
BUHUKAIOMb NPU IX peanizayil, Wo € 8aXCIUSUM ACNEKMOM NPU GUKOPUCTAHHKI 8 CUCMeMAax 3axucmy iHgopmayii
ma aemenmugbikayii, a maxoc 8 cmpykmypax oanux. OCHO8HOIO NPOOIEMOI 8 BUKOPUCMANHI Xeul-DYHKYIU €
BUHUKHEHHA KOMI3ill, N08 A3aHe 3 GeIUKUM 00 €MOM MACUBI@ OaHUX, 5Ki nidnseaoms 00poOyi. 3HAX0OHCeHHs
KOJI3I MOJICEe SUKOPUCTNOBYBAMUCH O/ HECAHKYIOHOBAHUX Q0CmYny abo niopoOKu Oauux, siKi nioiseaioms
3axucmy. BuHukHenHs KOMi3id 6 CMPYKMypax OAHUX YCKIAOHIOE npoyec 00poOKu ma 30epicanHsi 8eluKux
macusige Ooanux. Taxum uuHOM, GUHUKAE HeOOXIOHICMb ) (DOPMYGAHHI AneOpumMmis, sAKi O MIHIMIZyeanu
MOJCIUBICMb BUHUKHEHHSL KO3l | GUKOHYBAIUCHL 3d PAYIOHANbHY KinbKicmb uacy. Byau posenanymi ocnoémi
Memoou NOWLyKy KO3 6 Xeul-madauysax ma Memoou ix eUpiueHHs, NPOAHAi308aHi ix MOXCIUSE HedoNIKU. B
X001 pobomu Oyau po3AAHYMIi CMAHOAPMHI KPpUNMocpaghiuni aneopummu xeul-@yHKyiti, KOMpi WUpoKo
BUKOPUCMOBYIOMbCS 8 AI20PUMMAX eleKMPOHHO20 YuPpogo2o nionucy, ix nepesazu i Hedoriku. OCHO8HOIO
yinmo Oamoi cmammi € MOOCNIOSAHHS AN2OPUMMY Xeul-(IyHKYil Ha OcHO8I meopii KiHyesux nomie 3
BUKOPUCTNAHHAM HE36I0HUX MHO20YIEeHI8. 3anponoHoganuii memoo oOpoOKu meKcmosux ¢aiinie 3a 00NOMo20i0
Xew-QhyHKyYii HA OCHOBI He36I0H020 MHO20YAEHY. [aHui mMemoo 6UA8UECS CMIUKUM 00 KONI3Il, 0OHAK Mae
BUCOKY O0OUUCTIOBATIbHY CKIAOHICMb, 3VMOGIEHY 3HAXOONCEHHSAM HPOCMO20 HUCIA MAK020, Wob KilbKicmb
PI3HUX CUMBOTI8 MeKCcmy He nepesuuysana 6 sHavents yboeo yucaa. e oouiero npobremoio € 3Haxooicenns
He36I0H020 MHO20YNeHA HAO KIHYesUM HONeM XAPpAKmepucmuku obpanozo npocmoeo uuciad. Taxuil memoo
MOdICe BUKOPUCIMOBYBAMUCL 6 CUCHEMAX 3axucmy iHgopmayii ma aemenmughikayii, a maxooc 8 CMpyKmypax
oanux, 0e 3a64ACHO MONCIUBO BUABUMU KITbKICMb PI3HOMAHIMHUX CUMBOIB Y MeKCMi. 3anponoHo8anuti Memoo
nompebye SUKOPUCMAHHS eheKMUBHUX MemOo0i8 PO3KIAOEHHs YUCIA HA NPOCMI MHOJCHUKU O15 GU3HAYEHHS
NPOCTNOMU YUCTA, A TNAKONHC NOOAbULOT MOOUGIKAYTT 3a015 3MEHUEHHST 0OUUCTIOBATILHUX GUMPAT.
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Knrouoei cnosa: xeuw-gpynkyis, xeuw-mabauysi, KOizis, KPUNMoCcUcmemd, eleKmporHull yu@posuil nionuc,
npocme yucno, Kinyese noie, He36i0HULl MHO2OYIeH.

JUHAMHUYECKHE MPOLIECCHI ®OPMUPOBAHUS XENI-®YHKIIUA B CHCTEME
KOHEYHBIX ITOJIEN

Bocrpos I'. H., Ilonomapenko E. 1O.

OOdecckuii HayuoHaIbHLIU noaumexHuveckull ynueepcumem, Qodecca, Yxkpauna

Annomauusa. B oannoii pabome onucanvl 0CHOGHbIE MemoObl NOCMPOoeHUst Xew-@yHrkyull. Paccmompena
npobrema 803HUKHOBeHUSL KOAU3UIL. B x00e pabombl OvLiu paccmompersvl Cmanoapmuvle Kpunmozpagpuiecxue
aneopummbul xeul-@yHKyul, Komopwvle WUpoKo UCNOIb3YIOMCS 8 Al2OPUMMAX IJIEKMPOHHOU YUPPOBol NOONUCHU.
Ilpeonooicen memoo obpabomru mexcmoegwvix (hainos ¢ HOMOWbIO Xeul-yHKYUU HA OCHOBE Meopul KOHEUHbIX
noaeil ¢ UCNOAb308AHUEM HENPUBOOUMBIX MHOSOUIEHOS.

Knwuesvie cnosa: xou-gpynxyus, Xxeui-mabauya, KOAIU3USL, KPURMOCUCHEMA, INEKMPOHHA Yupposas
NOONUCH, NPOCOE YUCTO, KOHEYHOe NOJle, HeNPUBOOUMbIL MHO2OUIEH.
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