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®OPMYBAHHA Y MAMBYTHIX YYUTE/NIB IHOOPMATUKM KOMNETEHTHOCTEM BE3NEYHOI AIA/ILHOCTI
Y KOMIMIOTEPHUX MEPEXKAX

AHomayia. ¥ cmammi 0ocnidoweHo noHamms kibepHemu4yHoi ma iHgpopmauiliHoi 6e3nexku. Aemopom
BU3HAYEHO HAYyKOBO-MemoOuy4Hi 3acadu opmyeaHHA y MalibymHix yyumenie iHhopmamuku ¢haxosux
KomnemeHmHocmeli y 2anysi iHpopmayiliHoi b6e3neku — HenepepeHicmbs ma noemanHicme. Ha nepwomy i3
8U3HAYEHUX emarnie 3anpornoHosaHo 30ilicHI8amu opmysaHHa y cmydeHmis KomrnemeHmHocmel b6e3neyHoi
disnbHOCMIi y 0oc8imHbo-iHpopmayiliHomy cepedosuw,i BH3. 3as0aHHA Opy2020 emany nosAf2aomMe y 8UBYEHHI
cmydeHMamu meopemuyHUX OCHO8 iHghopmayiliHoi 6e3zrneku ma popmMyB8aHHA HABUYOK 3ACMOCY8AHHA 3adcobis
3aXUCMy KOMM'IOMepHUX Mepex(. IX po38'A3aHHA MOXCAUBE y MEeXax HOPMAMUSHUX OUCYUMAIH YUKy ¢axoeoi
nidecomosku malibymHix yyumenis iHgpopmamuku. Tpemili eman nidzomoeKu 3anpornoHosaHo 30ilicHroeamu y
hopmi 0ocnidneHHs cmydeHmamu ix 8nacHUX iHghopmayiliHux cucmem Ha nNpedmem 8usAeseHHSA 8passausocmeli ma
8UAB/MEHHA HECAHKYIOHOBAHO20 MPOHUKHEHHA 00 HUX. Y 00CNiOMeHHI po32AaHYmMo mMaki OCHO8Hi KOMMOHEHMU
npodgeciliHux kKomnemeHmHocmeli 84umens iHPopPMamuKu: MomueauiliHo-yiHHICHUl, op2aHi3ayiliHo-3micmosHul,
Ko2HimusHo-onepayiliHuli ma ocobucmicHo-pegnexkcusHuli.

Knwuoei cnoea: kibepbesneka, iHgpopmayilina 6e3neka, malbymHili y4umens iHHOPMAMUKU,
KomMnemeHmHicmb, KOMI'tomepHi mepexi.

NoctaHoBKa npo6nemu. BnNpofoBK OCTaHHIX AECATUANITL PO3BUTOK MEPEXKHUX TEXHONOri 3abesneuns
3HaAYHi MOXX/MBOCTI LWOAO CTBOPEHHA Ta BMKOPMUCTAHHA iHPOpMaLUinHMX pecypcis. Mopag 3 uuMm Hacnigkom
CTPIMKOTO PO3BUTKY FN06a/NbHUX KOMM'IOTEPHUX MEPEXK € BUHUKHEHHA HEeraTMBHWUX SABWL, MNOB'A3aHUX 3
iHbopMmauiliHolo 6e3neKkolo, 30Kpema, BTPYYaHHA Y MpPMBATHE XUTTA JIOOMHWU, 3HUWEHHA ocobuctux abo
KOPMNOPaTUBHUX AaHuX. Y 3B'A3KY 3 UMM BUHMKAA noTpeba y nigrotoBui ¢axiBuiB y ranysi KibepHeTU4HoOi Ta
iHbopMau,iiHOT 6e3nekn. CUCTeMHe BUPILLEHHA NPOBAeMU MOXKANBE SULLE 33 YMOBU PO3BUTKY KOMMNETEHTHOCTEMN
6e3neyHoi A4iANbHOCTI B KOMN'IOTEPHMX Mepeskax Ta IHTepHeTi. 3a3HaYyeHuit NpoLec NoBUHeH ByTU HenepepBHUM Ta
34iMCHIOBATUCA YMNPOAOBK YCbOro }MUTTA, MOYMHALOUM i3 3arasibHOOCBITHLOI LWKON. Y LLbOMY KOHTEKCTi BaXK/IMBOO
Npo6,1emoto € HaBYaHHA BYMTENIB iIHGOPMATUKM OocHOBam iHbopMmaLiiHOi 6e3nekn. Ha Hawy AyMKyY, Yy NneaaroriyHnx
BH3 3a3HaueHilt npobaemi NpuainAeTbca HeAOCTaTHSA yBara.

AHani3 aKTyanbHUX AochipKeHb. 3aTpebyBaHicTb ¢axiBUiB y ranysi kibepbesneku niaTeepaXKeHo Ha
33aKOHOZaBYOMY piBHi, 30Kpema Yy HeloAaBHO NPUAHATOMY 3aKoHi "lpo OocHOBHI 3acagu 3abesneyeHHA
Kibepbe3snekn YKpaiHu". BignoBigHO BiTYM3HAHA BMLLA LUKO/A 3A4iMCHIOE NiArotoBKy ¢axiBuiB y ranysi 3axucTty
iHpopmauiiHux TexHosoriin. Y 2016 poui 3aTBepAsKeHo CTaHAapT cneuianbHocTi "125. Kibepbesneka", y skomy
BM3HAYeHO 3arajbHi Ta cheuianbHi KOMMeTeHTHOCTI 6akanaspis 3 Kibepbesnekn. Y nybnikauii O.B. Kop»osoi
nocnigxyetbca npobnema ¢pyHAAMEHTAaNbHOCTI HaBYaHHA Ta MiXNpeaAMETHUX 3B'A3KIB y npoueci NigrotoBku
MaibyTHix daxiBuis i3 opraHisauii iHbopmauiiHoi 6e3nekn [6]. C.O. BOCKOBOMHIKOB BWUAINAE KOMMNOHEHTU
npodeciinHoi rotoBHOCTI ¢axiBuiB 3 Kibepbesnekn: HoochepHO-aKCioNoriyHMn, iHHOBALiIMHO-GOPMYIOYMN,
iHGOPMaLLiITHO-TEXHONOTYHMI, NPOEKTHO-TEXHIYHMI Ta MOHITOPUHIOBO-OLiHHWIA [4].
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MeToaon0ri4HO OCHOBOW Npobnem iHpopmauiiHoi 6e3nekn € ¢inocodia po3sBUTKY iHPopmaLiiHOro
cycninbcTBa Ta iHpopmaTm3auii ocsiTM. HeBig €éMHMMU CKNagHUMKaMKM LUUX MPOLLECIB € MiATOTOBKA KOMMETEHTHUX
¢daxisuis [11]. Mpobaemu iHpopmaLitHOT 6e3nekn € 0COH6MBO aKTyaNbHUMM Yy NPOLECI CTAHOB/IEHHA Ta PO3BUTKY
BigKpwuTOI ocBiTU. B. 0. BUKOB, AocnigxKyoun npobaemaTUKy HaBYa/IbHOrO CEPEAOBULLA BiZKPUTOI OCBITU, cepej,
BMMOT [0 MOro CKagy i CTPYKTYPU BUAINAE BUMOTU WOAO0 3aXMCTy 3acobiB, TexHoNoril Ta iHpopmauiiHUX pecypcis
Bif, HecaHKuUioHoBaHoro goctyny" [3, c. 52]. Po3pobneHHI0 MeToaMKK 3abesnedyeHHsa iHGopmaLiiHoi 6e3nekn y
KOMM'IOTEPHO OPIEHTOBAHOMY HaBYa/ibHOMY CepefoBML npucBaveHi pgocnigaeHHa O. M. CnipiHa Ta
B. H. KoBanbuykK [12]. Mpobnemu ouiHIOBAHHA KOMMNETEHTHOCTEN NeaaroriB Ta Y4YHIB A40CNIAKYIOTbCA Y NybaiKkauiax
B. H0. bukosa, O. B. Osuapyk, O. M. CnipiHa Ta iHwwux [10]. O. 0. bBypoB cepes, HeraTMBHUX YMHHMUKIB Ta PU3UKIB
AiAnbHOCTI Yy UMPOBOMY HaBYa/IbHOMY CepefoBMLi BUAINAE: BIAKPUTICTb YYHA A58 30BHIWHbLOTO BMMBY,
BiACYTHICTb "KMBOro" cninkyBaHHA, ¢isionoriyHi pusmku (Bagy nocrtasu, rinogMHamia TOLO), BaAM NCUXIYHOrO
PO3BUTKY (TPMBOMKHICTb, MeEpPEXKHA aAMKLiA), HEKOHTPONbOBAHWUM XapakTep Kibepsarpos, BiAcyTHICTb abo
HECUCTEMHWIA XapaKTep 3acToCyBaHHA 3acobis 3axucty [1].

MeTa crarTi. BU3HaunTM 3acagHuui Niaxogu PO3BUTKY KOMMETEHTHOCTeN 3 iHdopmauiliHoT 6e3nekn y
ManbyTHiX yuntenis iHpopmMaTUKK, PO3POBUTN OKPEMI CKNAAHWUKM BifNOBIAHOI METOANYHOI CUCTEMM.

AK NOKa3ye A0CBiA4 3arabHOOCBITHBLOI WKOAK, NPOBIAHUM i dpaxisuem y ranysi IKT € yuntenb iHbopmaTukm
[7]. Y KoHTeKcTi 3abe3neyeHHn iHpopmaLinHoi 6e3nekn BiH NnoBuHeH ByTu 34aTHMM 36a1aHCOBYBaTU Nepesaru Ta
HeA0MiKM 3aCTOCYBaHHA MepPEXHUX TEXHOJOriM y HaB4yasbHOMy npoueci. Mig Kibepbesneko po3ymitoTb CTaH
3aXMLEHOCTI KOMN'IOTEPHMX Mepex. BignosigHo 3aBaaHHA Kibepbesnekn nonAraloTb Yy 3axMCTi AaHUX, WO
nepesarnTbCca B MEPEXHUX CUCTEMAX, @ 3aBAAHHA iHGOpPMaLiiHOT 6e3neKn NoB’A3aHi 3 AiANbHICTIO KOpUCTyBaya.
BoHK nonaratoTb B 3axucTi iHpopmaLii, He 3aneXHo Big, Hocis, Ha AKoMy 36epiratoTbca BiANOBIAHI AaHi. OcKinbkn
npobaemu iHbopmauiliHOi Ta KibepbesneKkn 3HAX0AATbCA Ha MexXi neaaroriku Ta IKT, To MOXKHa NPUNYCTUTH, WO
BMCOKOKBaNiPiKoBaHUM yuntenb iHGopMaTMKM byae CNPOMOKHUM 34iMCHIOBATA HAaBYaIbHO-METOAMYHY AiANbHICTb
3 YYHAMM Ta neparoramu, a TaKoXK 3a6e3neynmT TeXHIYHO-eKCMepTHUM cynposis iHOPMALIMHO-OCBITHLOTO
cepefoBULLA LWKOAM.

Y npoekKTi cTaHAapTy niarotoBkM 6akanaepis 3i cneuianbHocTi "0.14.09. CepeaHa ocsita (IHpopmaTuka)"
cepen npegMeTHUX (cneuianbHux paxoBMx) KomneTeHocTel daxiBus BM3HAYEHO 34aTHICTb GOPMYBATU YMIHHA
6e3neyHoi AiSNbHOCTI WKOAAPIB Y KOMM'IOTEPHIN MepeKi Ta 34aTHICTb BNPOBaAKyBaTM 3acobu i meToam 3axucTy
iHpopmauji Ta 6e3nekn B mepexi IHTepHeT. MpoTe, AK NOKa3ye A0CBiA, PO3BUTOK BiAMNOBIAHNX KOMNETEHTHOCTEN,
3a3BMYan, He nepenbadvyeHUit y HaBYaNbHUX NANaHax negaroridHnMx BH3. AHanis HayKoBo-negaroriyHMx npatb
O0CNiAHMKIB KOMNETEHTHICHOTO NiaxoAy A03BOIMB BUAIANTU OCHOBHI KOMNOHEHTU NPOdECiNHMX KOMNETeHTHOCTEMN
BUMTENA IHPOPMATUKM: MOTUBALIMHO-LiIHHICHWIA, OpraHisauiiHO-3MICTOBHWI, KOTFHITUBHO-OMepaLinHUiA  Ta
ocobucTicHo-pedneKkcuBHMi [2]. Ha Hawy AyMKy, pO3BMTOK KomMneTeHocTel 3 iHGopMaLiiHoi 6e3nekn noBuHeH
3/iMCHIOBATMCA HENepepBHO, NPOTe 34iACHIOBATUCA NOETaNHO YNPOAOBK YCbOro TEPMiHY MiArOTOBKM CTyAeHTa. Ha
KOXXHOMY i3 eTaniB HaBYaHHSA nepenbavyaemo NigroToBKy CTYAEHTIB, AKA Nnepenbayac pisHOpiBHEBE YCBIAOMNEHHS Ta
npoTuaito iHpopmauinHUm Ta Kibep3arposam.

1. ETan po3BMTKY KOMMNETEHTHOCTEN y npoueci BUKopucTaHHA IKT AK 3acobis opraHisauii AianbHoCTi.

2. ETan BMBYEHHA Ta 3aCTOCYBaHHA 3aC06iB 3aXMCTY KOMMN'IOTEPHUX MEPEK.

3. ETan gocnigyKeHHa cTyaeHTamu piBHA Kibepbesneku BnacHUX iHpopmaLiiHUX cucTem.

Ha nepwomy eTani gopeyHo 3gilicHoBaTM (GOPMYBaHHA Y CTYAEHTIB KomneTeHTHocTel 6e3neyHoi
AiANbHOCTI y OCBITHbO-IHPOpPMaLiHoMy cepepoBuLi BH3. HuHi Baxaneoto 6e3nekoBoto Npobaemoto € CTBOPEHHSA
EAVHNX CUCTEM aBTeHTUIKaL,iT, AKi LULMPOKO BNPOBAAKYHOTLCA Y Cy4aCHUX YHiBEpCUTETax. IHTerpauia y HUX XmapHux
Ta TpagmuiiHMX cepBiciB 3abe3neyye nerknin Ta yHipikoBaHUIM [OCTyN BMKNALAYiB Ta CTYAEHTIB A0 iX 0cObMCTMX
OaHUX, 30Kpema W u4epe3s Mepexy |HTepHeT. 3a3Buyai, AnA aBTeHTUdiKauii KopucTyBadiB cepegosumLla
BUKOPUCTOBYIOTb TPaAMLiIMHMIA 3acib — BBeAEHHA noriHa Ta naponsa. Y iHpopmMauiMHO-OCBITHbOMY cepeaoBULLi
HaBYa/IbHUX 3aKNafiB BUKOPUCTOBYIOTb EANHY aBTeHTUIKaLito — AocTyn A0 pi3HMX (ycix) cepsiciB 34ilMCHIOETbCA 3a
A0NOMOrol OA4HOrO M TOro ¥ NoriHa M napona. TakKMMM cepBicamm MOXKYTb OYTU CalMTU, CUCTEMA €NEKTPOHHOro
HaBYaHHSA, e/IeKTPOHHA MoLTa, BipTyasbHa NpuBaTHa meperka, 6e3gpoToBi mepeki Wi-Fi Towo. daxisui 3 6esneku,
BMKNaZayi iHGOPMaTUKM, @ TAaKOXK CTYAEHTU MalOTb PO3YMITH, WO TaKMI Niaxif Hece CyTTEBI 3arposn, 0cob6amBo y
BMMaAKy BUKOPUCTAHHA BiAKPUTUX MPOTOKONIB NepefaBaHHA AaHWX.

Y cTygeHTiB BapTo dopmMyBaTM AK CKAaZoBYy iX iHOOPMALIMHOI KynbTypu PO3YMIHHA, WO 3a LiNicHICTb
BJIaCHMX AaHMX NepLlIoYeproBo Hece BiANOBIAANbHICTb KOPWUCTYBA4-BAACHMK. 3 MeTol niasuuweHHA 6e3neku
36epeKeHHA AaHMX BMKNaAaui Ta CTYAEHTU, AK KopUCTyBadi iHpopmaLimHO-0CBiTHbOro cepenosuwia BH3, noBuHHi
BMKOPMCTOBYBATN NAPOAi AOCTATHLbOI CKAAAHOCTI Ta NepioguYHO 3MiHIOBATK iX. LLle ogHiel0 TeHOEHLIED PO3BUTKY
iHbopMaLiiHO-0CBITHIX cepenoBuL, BH3 € BUKOPUCTaHHA NepcoHasibHUX NPUCTPOIB Y HaBYasibHOMY npoueci. Kpim
[OCTYNy A0 BNacHUX 6e34p0TOBUX Mepexk YHIBEPCUMTETM HafatloTh BifAaseHUIM AOCTYN BUKNagaYamM Ta CTyAeHTam
00 B/IaCHOI KOPMOpPaTMBHOI MepeXKi 3a A0MNOMOrot0 TEXHOJONN BipTya/ibHUX MPUBATHUX MEpPEX. 3HUMKEHHS
3a3HayYeHux pu3unkis Bbayaemo yepes nigBULLEHHA PiBHA 6e3nekn iHpopmMaL,iMHO-OCBITHLOTO cepeaoBMLLA Yepes
CermeHTauito Komn'toTepHUX mepeK Ta GinbTpyBaHHA TpadiKy, AKMI NepeaacTbca y HUX, a TaKOXK 3aBAAKN PO3BUTKY
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B YYaCHMKIB OCBiTHbOro npouecy IK-komneTeHTHOCTEN WOA0 3abe3neyeHHA HaNeXKHOro PiBHA 3aXMULLEHOCTI iX
B/IACHMX NPUCTPOIB.

BuBUYeHHn 3ac06iB 3aXMCTy KOMN'IOTEPHUX CUCTEM (APYrMiA eTan) Mae nepeabadaT BignoBigHy TEOPETUYHY
Ta NPWKAAAHY MigrOTOBKY MalbyTHbOro BuMTena iHGOPMATUKM. PO3BMTOK BignoBiAHUX KOMMEHETHOCTEN Ma€
34iMCHIOBATMCA YNPOAOBK BUBYEHHSA NPAKTUYHO YCiX AMCUMNIH NpodeciiHOoi NiAroToBKW. besnocepeAHe HaBYaHHA
OCHOBaM iHpOpMaLiNHOI 6e3MeKM MOXKAMBE Yy MPOLECi BUBYEHHS OKPEMUX «KNACUMUYHWUX» KypciB ("onepauiliHi
cuctemn”, "Teopia iHbopmauii i KogyBaHHA", "Komn'loTepHi mepexKi Ta IHTepHeT", "nNporpamysBaHHs", "meTo AnKa
HaBYaHHA iHPopMaTMKK"), @ TaKOXK KOMN'IOTepPHOT, BUPOBHMYOI, NesaroriyHoi Ta HayKoBO-MeAaroriyHol NPakTuK, y
npoueci HaNnMcaHHA KypcoBMX Ta KBasnidikaLinHMx pobiT.

BaxKNMBMMM MOHATTAMM AucumMNAiHM "onepauiiHi cuctemn” y KOHTEKCTi Kibepbe3nekn BBaXKAaeEMO NOHATTA
npouecy, ¢aina, ceaHcy poboTn KopucTyBaya. Ha iX OCHOBI MOXKHa GOPMYBaTU KOMMETEHTHOCTI WOAO 3aXMCTy
onepawiinHUX cMcTem Big BipyciB. TEOPETMYHI MNOIOXKEHHS MPO TUNU BipyCiB Ta cnocobu 3axucTy Big, HUX AOLiIAbHO
NiAKPINAOBaTM NPAaKTUYHUMM 33aBAAHHAMWU. BUBYEHHA Ta 3HELKOAMEHHA BiPYCHMX 3arpo3 MOXKHA 34iMCHIOBaTMH,
opraHi3yBaBLUM BipTyanbHi nabopaTopii y akagemiuHii xmapi yHisepcutety [8].

Y kKypci "Komn'toTepHi mepexi" cTyaeHTM BMBYAOTb TEOPETMYHI OCHOBM MNepefaBaHHs AaHUX.
PyHOaMEHTaZIbHUMM MOHATTAM, AAIKE CTOCYOTbCA Kibepbesnekn € mogenb Biakputux cuctem OSI. Ha ii ocHoBI y
CTYAEeHTiB BapTo GOPMYBaTU PO3YMIHHA MPUHLMMIB NepefaBaHHA AaHUX Y JIOKAZIbHUX Mepexax Ta IHTepHeTi.
HanexHe 3acBOEHHA OCHOB QYHKLiOHYBaHHA CTeKy NpoTokonis TCP/IP € 0cHOBOI A4/1 PO3BUTKY HAaBMYOK LWOAO
binbTpyBaHHA AaHUX Yy CKAAAEHUX Mepexax. 3a3HayeHi NMUTaHHA AOPeYHO BMBYATM Ha OCHOBI Kinbkox OC Ta
nporpam-bpaHgmayepis. Mpu LbOMY HE3MIHHUMM 3a/IMLWIAOTHCA NPUHUMNU GiNIbTPYBAHHA Ta KpUTepii, Ha OCHOBI
AKUX NPUIMMAETBLCA PiLLEHHA NPO NoAanblly 06pobKy nakeTa gaHux. Cnig NigKPECAUTU BaXKANBY POSIb MOHITOPUHTY
npovecis nepeaaBaHHa Tpadiky. Y 38'A3Ky 3 LM Y KypCi MOXKHa nepeabaynTv BUKOHAHHA 1abopaTopHUX PObIT, AKi
CTOCYIOTbCS BUBYEHHSA BiANOBiAHMX NpoTOoKoAiB (SNMP).

YMmano nuTaHb, SfKi CTOCYOTbCA 3axMCTy iHOOPMALIMHUX CUCTEM, MOXKYTb BMBYATMCA Yy KypCi
"AAMiHiCTpyBaHHA KomN'toTepHUX MepesK". Ba3oBMMMU NOHATTAMM KypCy, AKi CTOCYIOTbCA Kibepbe3nekn, BBaXKaemo:
06/1iKOBMIA 3anNnC KOpUCTyBaya, aBTeHTMdiKaLia, aBTopusauia, poboya rpyna, LOMeH, cepBep, KNieHT. Po3rnagatoun
TepMiHM, NoB'A3aHi 3 NepeBipKOK AO0CTOBIPHOCTI 06/1IKOBUX 3aMnuCiB, BAapTO 3YMUHUTMCA Ha Cy4acHUX Migxoaax
3abe3neyeHHn aBTeHTUIKaLi 1 aBTOpU3aLii (biomeTpnuHa, ABodaKTOpaHa). Y npoueci aAMiHiCTpyBaHHA MepPeXHMX
cepeiciB OC cTyaeHTam MPOMOHYIOTb y3arasbHeHy OpPIiEHTYBa/ibHy OCHOBY AiA/NbHOCTI, fka nepegbayae aHanis
XypHanis OC, y AKMX 34iNCHIOETbCA diKCyBaHHA NOAiN, AKi CTOCYOTbCA GYHKLiOHYBaHHA CUCTEMHUX CEPBICIB, ayaAnTy
LiANbHOCTI KOPUCTYBaYiB, BCTAHOB/IEHHS NPOrpaMHoro 3abesneyeHHsn. PoboTa KypHanamu nogin 8 OC € BaxKANBOLO
CKNagoBoto IK-komneTeHTHOCTI PpaxiBLA Y KOHTEKCTi 34iIMCHEHHA HUM MOHITOPUHTY Ta NpoTuAii Kibep3arposam.

Nigxoam To LEeHTPani3oBaHOro aAMiHICTPYBaHHA KOMMN'IOTEPHUX CUCTEM MOXHA iNHOCTPYBATU Ha NPUKAaA
OOMEHHUX MepPeXXHUX CTPYKTyp. Mopsag i3 3HaYHMMK nepeBaramm LOMeEHHA MoZenb 3abesneyeHHs AocTyny Ao
MepEeXHUX pecypciB Hece cyTTeBi be3neKoBi HeAoNiKU. He3Baxkaloumn Ha Te, WO AeAKi NPOTOKOM aBTeHTUdIKaLi y
JOMEHI BMKOPWUCTOBYIOTb KAtOYI WKMpyBaHHA Ta nepepbayvatoTb 0b6oB'A3KOBE NiATBEPAKEHHSA [,0CTOBIPHOCTI
KOPUCTYBaYa TPETbOIO CTOPOHOLO, Came BAana KibepaTaka Ha KOHTPONEPU LOMEHY MOXKE NPU3BECTU A0 BUBELEHHA
3 flagy ycix Komn'totepis mepexi. LleHTpanizoBaHa mogenb aAMiHICTPYBaHHS OOMEHIB mMoXe 6yTu AeTanbHO
NpPoOAEeMOHCTPOBAHa Ha NpPUKNaLi JOMeHHUX cnyxb Active Directory. K BigoMo yci 06'eKTU AOMEHIB micTATbCA Y
iepapxiyHin 6asi gaHux — LDAP-kaTano3i. [lo MOro CTPYKTYPHUX OAMHULb — KOHTEMHEPIB MOXYTb BYTN 3aCTOCOBaHiI
NnoNiTMKM 6e3nekn. besanekosi acnekTU MOBUHHI BYTM NpUCYTHI 11 y npoueci BUBYEHHA |HTepHeT-cepsiciB (Beb-,
nowTosi, ftp-cepsepn). Kpim MOHITOPUHTY Ta CTaTUCTUKM iX OYHKLiIOHYBAHHA CTYAEHTAM MOXHa 3amnponoHyBaTu
BUKOHATU KOHOIrypyBaHHA iX A0AaTKOBUX MoAyAiB, AKi, HAanpMKnag, 3abe3neyyoTb 3aXUCT Bif cnamy Ta BipyCHMX
aTak. LlikaBum niaxonom Ao BUBYEHHA Kypcy "AAMIHICTpYyBaHHA KOMN'IOTEPHUX MepeXK" € BUKOPUCTAaHHA MPOEKTHUX
MeTOAMK. BUKOHYIOUM HaBYaZIbHUI NPOEKT, CTYAEHTU HaNalUTOBYIOTb BAACHi cepBepu. B yyacHWKIB NpoekKTiB chig,
bopmyBaTM NepeKoHaHHA Ta YMiHHA 34iCHIOBATU pe3epBHe KonitoBaHHA BnacHUx OC.

3HayHy po/ib Y PO3BUTKY KOMMETEeHTHOCTeM 3 iHdopMaLiliHOT Oe3nekn HanexuTb Kypcy "MeToaumKa
HaBYaHHA iHPpopmaTMKK". Y 3a3HauYeHOMY KypCi AOPEYHO NPUAINATU yBary NiaroToBLi CTYAEHTIB 4O KPUTUYHOIO
OUiHIOBaHHA pecypciB IHTepHeTy. BignoBigHi HaBMYKM AaloTb 3MOry yuuTento iHGOpPMaTMKM YHUKATM YMManoi
KinbKocTi iHpopmaLiMHMX 3arpo3, a TakoXK GopmMyBaTU HaBUYKM Ge3neyHoi iHpopmaLiMHOI AiANbHOCTI B YYHiB.
Barknusnumn cknagosummn  |IK-KOMNeTeHTHOCTI BBA*KAaEMO YCBIAOMNEHHA CTyaeHTamu akTiB npo Te, WO
onybnikosaHi B IHTepHeTi BigomocTi npo ocoby byayTb 4OCTYNHUMM ANA YCiX HE3aNEXKHO Big, 6aKaHHA iX BAACHUKa,
a BMAANWUTU BIANOBIAHI AaHi Byae NPakTUYHO HeMOXNMBO. CTyaeHTam BapTO MOACHIOBATM Ta AEMOHCTPYBATK Ha
npuknagax ¢eHomeH "umdpoBoi TiHI" KopucTyBaya, siKa CTBOPKETbLCA BHACAILOK iHPOPMaLiMHO-NOLWYKOBOT
AianbHocTi B IHTepHeTi. BoHa ¢opmyeTbca 6e3 yuyacTi BnacHMKa iHbopmauii i HaKOMMYYETbCA LWWOpasy, Koau
BinOyBa€eTbCA MOLWIYK BiZLOMOCTEN MPO KOPWUCTyBaya, Yy MNPOLECi e/1eKTPOHHOro MNOLWTOBOrO PO3CUAAHHA, Npu
iHOeKcauii NoWyKoBMMM CMCTEMAMM CTOPIHOK 3 iHpopMaLieto Npo ocoby.

JocnigyeHHs CcTyaeHTamMM 3aXMULLEHOCTI BAacHUX iHpopMaLuiMHUX cuctem (TpeTih eTan NiAroToBKM)
MOXMBE Yy BapiaTMBHIM 4YacTUHiI uMKkny npodeciiHoi niarotoBkn — y dopmi cneurypcis. MNMPOMNOHYEMO Y HUX
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34ilicHI0BaTM NOrMbBAeHe BUBYEHHA NUTaHb Kibepbesneku 3 BUKOPUCTAHHAM TaK 3BaHUX 3a4a4 Ha NPOHUKHEHHS. 1X
CyTb NONArAaE y MOAEeNoBaHHI cnocobis BMnpobyBaHHA 3acobis 3axucTy iHPopmauinHoi cuctemn. Y npoueci
TECTYBaHHA Ha NPOHUKHEHHA CTYAEHT BUKOHYE POJib 3/TOBMUCHMKA, AKMI HAaMaraeTbCca NOPyLWUTU iHPpopMaLinHy
6e3neKy mepexki 3aMOBHMKA. BUKOHaAHHSA 3a3HAaYeHUX TECTIB AA€E 3MOTy OLHUTU pPiBEHb 3aXMLLEHOCTI MepeKi abo
Beb-pecypcy Ta BUABUTU BPA3NMBOCTI, AKi MOXYTb OYTM BMKOPUCTaHi 3710BMUCHUKOM. lNepeBaramu 3agay Ha
NPOHUKHEHHA €: 3HaYHa AOCTOBIPHICTb BUABNEHUX BPA3/IMBOCTEN, HAOUYHICTb OTPUMAHUX PE3yNbTaTiB, NPaKTUYHUI
XapaKTep HaBYaHHA. Hefonikamu 3a3HaYeHOi METOANKM MOKHA BBAXKaTU: HE MOXKUBICTb JOCANIAKEHHA CTYAEHTOM
AiM 6iNbly KOMNETEHTHOrO 3/I0BMWUCHWMKA, HEOOCTOBIPHICTb pe3y/bTaTiB, AKi CBigYaTb MPO BiACYTHICTb 3arpos,
HWU3bKMI CTYNiHb aBTOMaTM3auii [5].

BMKOHaHHA 3a4a4 Ha NPOHWKHEHHA AOLMIbHO 34iMCHIOBAaTU Y BipTyanbHMX XmapHux nabopatopiax [9].
3oKkpema Hamu Ha ocHoBi nnatdpopmu Apache CloudStack 6ynm po3ropHyTi Kinbka Takux nabopatopiih. Y Hux
peani3oBaHO TaKi MOM/IMBOCTI HABYAHHA OCHOBaM iHpopmaLiiHOi 6e3neku:

e  QYHKLIOHYBaHHA 3HAYHOI KiNbKOCTI BipTyasbHUX MaLluunH (BM), siki npaLtotoTb Nig ynpasaiHHAM pisHux OC;

e 06'egHAHHA Ta NEPEMILLEHHSA CTYAEHTCbKMX BM y mexax BipTyanbHUX Mepex;

e poboTa 3 BM sAK Yepes cTaHAApPTHI NPOTOKOAM BifAaneHoro AocTyny, Tak i Yepes Beb-iHTepdelic;

e be3neyHe TeCTYBaHHA BipyCHWUX 3arpo3 y XMapHi iHdpacTpyKTypi.

Heponikamu peanisoBaHMx XmMapHUX n1abopaTopii MOXHa BBaXKaTW: 3HAYHY TPYL03aTPATHICTb CTBOPEHHA
wabnoHiB BM, HeMOXNUBiCTb BUKOpUCTAaHHA pgeakux OC, HeobxigHiCTb NOCTIMHOrO cynpoBody Xmapu
KBasidikoBaHUM daxiBuem. Mepea NOYATKOM TECTYBAHHA CTYAEHTAM HaZaloTb cxeMy Ta onuc IT-iHppacTpyKTypu. Y
noAanbllOMy BOHM BMKOHYIOTb LOCHIOMKEHHS BPA3/MBOCTEN, MOB'A3aHMX 3 POOOTOID MEpPEeXHWX CepBicis,
KpuntorpadiyHMx MexaHiamiB, NOMUIKaMM KOHPirypauii, a TakoX 3 110ACbKMM GaKTOpPOM.

CTyaeHTam MOXKHA 3aMpPOnNOHYBATU BUKOHAHHA TaKMX TUNIB 3aZ@4 Ha NPOHUKHEHHS.

MepexonneHHs AaHUx aBTeHTUdIKaLi, AKI NepeaatoTbcA Yepes He3axULLEeHi MPOTOKON.
OgaepkaHHA aaHux npo OC Linux cepBepa TepmiHaniB, Ha OCHOBI BifOMMX AaHMX aBTeHTUIKaLiT
JocnifrKeHHA Ha Bpas3amBicTb Be6-calTy, AKMIM po3miweHo Ha BM, KonitoBaHHA Moro 6asu AaHux.
JocniaxeHHs }KypHany nNoAin cepsepa, 3 METOI BUABEHHA Nifbopy Napons KopucTysaya.
MoLwyK Ta MOHITOPUHT BiAKPUTOro mepexkHoro nopTa IHTepHeT-cepBepa.

OTpumaHH#A Ta po3wmndpysaHHs 6a3n JaHWX KOPUCTYBAYIB NOLITOBOrO CEPBEPA.

Mowyk KopucTyBaya OC Windows, o Buaanune gaiin i3 cninbHOro MepeXKHoro pecypcy.

BMCHOBKM. HaykoBo-meToguuHi 3acagn ¢opmyBaHHA y MaWBYTHIX yuuTenis iHPopmaTUKKM daxosBux
KOMMeTeHTHOCTeN y ranysi iHbopmauiliHoi 6e3nekn nonaratoTb y 3abesneyeHHi HemepeBHOCTI Ta NOETamnHOCTI
npouecy ix NiAroToBKU. BaxKNMBUM € PO3BUTOK Y CTYAEHTIB MOTMBALLIMHO-LiHHICHOrO, OpraHisaLiliHo-3mMiCcTOBOrO,
KOTHITMBHO-OMEpPaLiMHOrO Ta 0COBMUCTICHO-pedIeKCUBHOTO CKAAAHWMKIB HaxoBUX KOMMNETEHTHOCTeW. PO3BUTKY
MOTMBALLMHO-LiHHICHOTO Ta 0COBUCTICHO-pedNIeKCUBHOTO KOMMOHEHTIB MOM/AMBUA 3aBAAKM  (GOPMYBAHHIO
nornagis, nepekoHaHb Ha iHbopmauiliHy 6e3neky. OpraHi3auiiHO-3MICTOBMIN Ta KOMHITMBHO-ONEpaLuinHKUiA
CKNMAgHUKM MOXHA PO3BMBATM Y MPOLLECi BUBYEHHA TEOPETUYHUX OCHOB Kibepbesnekn. PopmyBaHHA yMiHb Ta
HaBWYOK 3axXMUCTy iIHPOPMaLIMHUX CUCTEM BapTO 3/iACHIOBAaTN ONOCEPEAKOBAHO — Y MeXaxX HOPMATUBHUX ANCLUNAIH,
a Takox H6e3nocepeHbO —y MeXax CrneLKypciB.
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DEVELOPMENT OF FUTURE COMPUTER SCIENCE TEACHERS’ COMPETENCE
OF THE SAFE ACTIVITY IN THE COMPUTER NETWORKS
Vasyl Oleksiuk
Ternopil V. Hnatiuk National Pedagogical University, Ternopil, Ukraine
Abstract. The article examines the notion of cyber and information security. The author of the scientific and
methodological bases of formation of future Informatics teachers ' professional competencies in the field of
information security - continuity and phasing. At the first of the specific steps proposed to implement the formation
of competences safe activities in the educational information environment of the University. The second stage is to
examine students of the theoretical foundations of information security and acquiring skills in application of means
of protection of computer networks. Their solution is possible within regulatory disciplines cycle of professional
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training of future teachers of computer science. Third phase of the training proposed to be implemented in the form
of a research students their own information systems to identify vulnerabilities and detect unauthorized penetration.
The study examined the following components of professional competence of the Informatics teachers: motivational
value, organizational and substantial, cognitive-operational and personal-reflective.

Key words: cyber security, information security, computer science teacher, competence, computer
networks.
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