HccenenoBaHbl 4eThIpe dTama IBHKEHUS XPYIIKO pa3pylIaeMON cpebl, KOTOpas 110 CBOMM CBOMCT-
BaM OJH3Ka K pa3IpoOiIeHHON TOPHOH mopo/Ie.

BbiBobI 1 HaNpaBJieHHe JAJbHERINX HCCAeTOBAHUIE. AHAINZUPYSI MATEMaTHIECKIE MOJICITH
B3pPBIBHOTO HATPYKEHHS TBEPAOH Cpeibl, HEOOXOMMO OTMETHTh YCIOBHOCTh MX moctpoenus [7-10].
B neficTBUTENBHOCTH HE CYNIECTBYET YETKUX TPAHMIl MEX/TYy 30HAMH HJIM TAllaMH, HA KOTOPBIX TOCT-
POCHO paccMoTpeHue mpouecca. IIpu 3ToM 0 CUX Mop He CYIIECTBYET OOLIEHPUHSITON eIMHON TOUKH
3pEeHHUs] Ha MEXaHW3M B3PBIBHOTO pa3pylicHus. TeM He MeHee, pacCMOTPEHHBIE MATEMATHUECKHE MO-
JIeTIH, B CHITY CBOCH (PH3MUECKOM SICHOCTH M TIPOCTOTHI MOTYT OBITh HCIIONB30BAHBI JJISl KAUYECTBEHHOTO
aHaJn3a MPOIIECCOB, MPOUCXOSIINX MTPHU B3PHIBHOM pa3pyIICHHU TOPHBIX MOPOI.
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SAFE CORPORATE NETWORK ACCESS

Purpose. To analyze existing techniques and means of improved security corporate network data and to identify weak
links of hardware and software which can threaten the data security and network functionality. The data security in corporate
networks is an urgent issue due to the rapid increase in the number of incidents of information technology. Many of them
were confronted with a wide range of private, corporate and governmental interests.

Methodology. Existing methods for organizing a corporate network, as well as methods for improving security data
transmission and storage are as follows: access control to network resources, network connection, (DMZ) demilitarized zone,
network segmentation, service division into Front- and Back- ends. Comparative analysis of the corporate networks in view
of design characteristics, their pros and cons is provided.

Scientific novelty. The methods of data protection in corporate networks that exist today, and further develop of new
methods to improve the security of corporate systems, which reduce the vulnerability of corporate networks and increase the
confidentiality of data transmitted, are analyzed.

Practical value. Main incidents and a number of possible solutions to the problem of data security in corporate net-
works and means of preventing attacks of cybercriminals on information systems, which increase the security of corporate
networks are considered.

Results. Considered software and hardware means to ensure an appropriate security of corporate networks are of a
great significance in the use today. The following analysis allows us to further synthesize new methods of protecting corpo-
rate networks.
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The issue and its connection with scientific and practical tasks. Nowadays a rapid increase in
the number of incidents in a field of information security takes place, which have a wide dissemination
and are of an increasing threat.

Many of those attacks interfere with a wide range of private, corporate and governmental inter-
ests.

The main trends in the growth of those threats include:

the increase of number of attacks that lead to heavy losses;

the increase in a complexity, which involves several stages and uses special methods of protection
to deny counter-actions;

the impact on almost all electrical appliances, including portable devices, which are of an
increasing importance and vulnerability in the field of information security;

the more frequent cases of attacks targeting the information infrastructure of large corporations,
important industrial facilities and governmental structures;

All of the above demonstrates the importance of safe storage and transfer of information within
corporate networks. The presence of software and hardware vulnerabilities in such networks is a sig-
nificant threat and can lead to unauthorized access to information and/or its falsification and, as result,
to financial and reputational losses of the company.

Modern corporate networks provide the functionality of different kind of services. Among which
are: traditional data transmission, mail and terminal service, network printers, video surveillance. Us-
age of corporate networks within the organization provides an efficient work of users and a convenient
access to them, shorten working hours and increase overall efficiency of company management.

However, it is important to consider that usage of global connectivity in corporate networks im-
plies a high importance of information security implementation. It is connected to a dispread and con-
stantly circulating nature of information inside corporate networks which leads to a necessity to avoid
possible unauthorized access through vulnerabilities of such network.

Analysis of research and publications. In corresponding literature and web-resources various
methods to organize corporate network are considered. As well as techniques targeted at the increase
of a security level within corporate information transmission channels. However, in most cases, de-
scribed methods are not complete and don’t provide enough universality. As a result, causing and ur-
gent need in detailed classification of existing methods and tools, used to organize an information
space of corporations and configure services of corporate networks.

Problem statement. To classify options of organizing a secure access to services of corporate
network through the Internet, considering possible differences in the architecture of systems and varia-
tions in attacks’ targets and methods.

Material presentation and results. To organize a secure access to services of a corporate net-
work through the Internet a number of ways to configure it are advised. One of them is A flat network,
when all nodes of a corporate network are linked to one internal network, shared by all clients with
unlimited and uncontrolled internal interconnections. However, this method doesn’t provide a required
level of security. To address this issue, nodes of the network, that can be accessed from the Internet
are placed in a special dedicated segment — a demilitarized zone (DMZ). Demilitarized zone is orga-
nized with a help of firewalls, which separate it from the Internet and from the rest of the internal net-
work. Firewall filtration rules are as follows: it’s possible to initialize a connection from internal net-
work to a DMZ and to a WAN (Wide Area Network), from DMZ to WAN, from WAN to DMZ. Ini-
tialization of connections from WAN and DMZ to the internal network is prohibited.

This variant increases the protection from hacking individual services. In case of one server being
hacked, an intruder will have no access to the rest of the network. However, moving servers to DMZ
on its own does not increase their security. Furthermore, the implementation of such a method require
an additional firewall to separate the DMZ from the internal network.

Another way to organize a network is service separation to Front-End and Back- End. As soon as
placing a server in DMZ does not improve its security, one of the possible ways to improve it is to
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split the functional of a server into two parts: Front- End and Back- End. Each part is placed on a sepa-
rate server, servers are interconnected. Front-end servers, which implement the functional of client
interaction through the Internet, are placed within the DMZ. Back- End servers, in turn, implement
another type of functional and are left within the internal network. To guarantee Front-to-Back con-
nectivity a set of rules is implemented.

At most times during an implementation phase companies choose the simplest way of service de-
ployment and set up all its components on a single server. Then, as awareness of the need in infor-
mation security grows, the functional of a services is divided into parts. The one responsible for client
handling through the Internet is placed on a separate server (Front-End), which interacts with the rest
of a functional (Back-End). In this setup Front-End part is placed in a DMZ, while Back-End contin-
ues to be a part of an internal segment of the network. For their intercommunication several rules are
applied, which allow connection initialization between Front and Back ends.

Therefore, attacks, targeting the server, which have been organized and protected in such a way,
can be eliminated at Front-End stage, which allows to minimize or to completely avoid any possible
losses. For instance, DDoS-attacks, targeting the service, will lead to inaccessibility of Front-End
server. At the same time letting the Back-End function correctly and service the clients. Back-end
server might loss its connection to the Internet, which, in case of the service being hacked, will make it
harder or almost impossible to be gained access to by intrudes. More than that, Front-End is suitable
for establishing firewalls on the levels of application and intervention avoidance.

At the same time, it should be taken into account, that the rule to allow to initialize the intercon-
nection between DMZ and the inner network must be created, which is a source of threat from a DMZ
side. It should also be noted, that not all services can be divided into Front-End and Back-End compo-
nents. More than that, company shall implement certain protection mechanisms to confront possible
attacks from intruders, who have gained access to the DMZ.
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Fig. 1. Service separation to Front-End and Back- End

The extended variant of a DMZ network is a protected DMZ. Demilitarized zone, being directly
accessible from the Internet, is at a higher risk of compromise of its nodes. Methods, being used in
DMZ shall provide maximum redundancy in the case of intruder gaining access to one of the DMZ
nodes. There are plenty of possible attacks that affect almost all systems that operate on manual set-
tings. Some of them are: authentication bypassing, password brute forcing, exploiting vulnerabilities
of network services, attacking Web-applications, etc. Part of attacks is based on Ethernet networks
vulnerabilities, which allow MAC and IP spoofing. MAC spoofing can be prevented by enabling
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MAC-filtering on a routing device. IP spoofing protection, in turn, can be implement by segmenting
the IP pool of the DMZ into smaller sub-pools and filtering all incoming connections.

Due to the large number of possible attack variations there is no universal solution to be found.
Every particular case requires individual security configurations to be implemented. Traditional meth-
ods of addressing vulnerabilities are: implementing vulnerability management procedures, installing
patches and using an intrusion prevention system.

Usage of a protected DMZ significantly increases the security level of a corporate network, but on
the other hand requires more functional hardware and more time-consuming installation and mainte-
nance process.

Conclusion. Options of organizing access to the corporate network, mentioned above, increase
the security of transmission and storage of corporate information. A choice of each individual method
is determined by the value of information, being protected, technical resources, which the company
possesses and the qualification of specialists, which are responsible for system implementation and
maintenance.
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KpuBopi3bkuii HallioHaTbHAN YHIBEPCUTET

TEOPETUKO-METOANYHI 3ACA/IA LHOAO BCTAHOBJIEHHS MEXK 3EMEJIBHUX
JAISTHOK HA SIKI PO3ITIOBCIOUKYETHCA ITPABO 3EMEJIBHOI'O CEPBITYTY

Mera. Merta crarTi nosusirae B 0OOIPYHTYBaHHI Ta aHali3i TEOPETHYHUX 1 IPAKTUYHUX PEKOMEHJALIN NpH 00CTEkKEHH,
BUIIYKYBaHHi, TONOrpago-reoie3udHuX, KaprorpadivHuX, MPOSKTHUX Ta MPOEKTHO-BUIIYKYBAJIbHUX POOOTaxX, 10 BUKOHY-
I0THCS 3 METOIO CKJIaIaHHs JJOKYMEHTALT i3 3eMJIeyCTpOr0. Y 3B’SI3Ky i3 3aIyd4eHHSAM y LUBUIBHUI 000pOT 3eMENbHUX JiIs-
HOK JIOCUTb CKJIAJIHUM IIPAaBOBUM SIBHIIEM BHUCTYIIAE CUCTEMA 3€MEJIbHUX CEPBITYTIB.

CepBiTyT € OZIHUM 3 BUAIB IIpaB Ha yyXi pedi, sAkuil Moxe OyTH BU3HAYEHHUH SIK IPaBO OOMEKEHOr0 KOPUCTYBaHHS HUMH
(MaifHOM), BCTaHOBJICHE B iHTepecax MeBHOI ocoOu. CepBiTyT HaJISKHUTH 10 IPaB, 10 I IOPSAIKOBYIOTh Pid YIIOBHOBAXKEHIH 3a
HHUM 0c00i (CepBiTyapito) y IEBHOMY HAapsMi i 3 HEBHO MeTor0. CepBiTyT J03BOJISIE CEPBITYapit0 KOPUCTYBATHCS NIPUPOJHUMU
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