HABYAHHA ITHOSEMHHUNX MOB Y BHUIHNK HABYANDHUX 3AKNAJIAN

Bnpaeu pna opratdi3auil iHTepakTUBHOro HaB4YaHHS
aAHIrMOMOBHOIo0 NUCbMa y HeMoBHOMY BH3

Hocnigauibka AigabHIiCTh CTY/IEHTA € 000B’I3KOBUM
KOMTIOHEHTOM (DYHKITIIOBAHHS cCydacHUX (popM iHTETpartii
HayKH, ocBiTH, iHHOBatliil y HarionaapHomy TexHivHOMY
yuiBepcureti ¥Ykpaiau “KIIT”. Ha ctapmmx kypcax HeMoB-
Horo BH3 naBuanms cripsiMmoBane Ha IIpOBe/ICHHST HAyKOBOTO
MOCJTiKEeHHs, 36aradyeHHsT TEOPETUYHUM i TIPAKTHYHIM
JocBijoM y npodeciiino opientoBaniit cepi. [Hozemna
MOBAa BUCTYIIAE He JINIIE HeOOXiIHIM 3ac000M OfIePKAHHSI
indopmartii 3 iHIMOMOBHUX JKepeJT TIPO iHHOBAIIIT 32 KOP-
JIOHOM, aJjie i iIHCTPYMEHTOM JIJIsT TTPe3€eHTallii pe3yabTaTiB
HAYKOBOTO IOCJII/PKeHHS Y TUCbMOBIiH Ta ycHii ¢popmax Ha
koHbepeHIisax, 3ycTpivax, TpeHinrax. Mu choxycysanu
HAlIl 3yCUILIA Ha HaBYaHHi aKa/IeMI4HOro MMcbMa CTY/IeHTIiB
— MaiibyTHIiX (axiBiis 3 iHdopMamiiiHoi Oe3lexu, a came,
Ha HAYKOBOMY TPOGJEMHO-TEMAaTHYHOMY MOBiZIOMJICHHI
(HIITII / research paper).

Merto10 cTartTi € IpeICTaBUTH BIIPABU JIJIs1 iIHTEPAKTHB-
HOTO HaBuaHH4 anrsomMoBHoTOo ucbma HIITII i3 3acrocy-
BaHHSAM iH(GOPMAIITHUX TEXHOJIOTI .

OcHoBHUM 3ac060M HaBYaHHS BUCTYMAIOTH iH(bOpMa-
mivai rexnostorii. OnTuMaaIbHUMIM TEXHOJIOTISAMHY JIJI HaB-
YaHH$ 32 iHTePaKTUBHOIO METOINKOIO € iHTeJIeKTyaJIbHa KapTa
(mind map), To6TO cCXeMaTHYHE TIPEICTABIEHHST [yMOK aBTO-
Pa, sIKe I03BOJISIE 3AMTPOTPaMyBaTH Maliby THE MOBIIOMIICHHS;
61101 (blog), To6TO Beb-caiiT, IKWUii J03BOJISIE PO3MIIILyBATH
npodeciiino opierTtoBany iHgopmallito Mpo BIACHUN
TEOPETUYHUH 1 MPAKTUYHUN MTONIYK 3 METOI0 BUKJIA/JICHHS
CBOIX TOTJIALIB 1 JOCBiY, CIIJIKYBaHHSI, KOMEHTYBAaHHS i
penarysanis); Biki (wiki), To6T0 Be6-caiir, sikuii 6asyeTbes
Ha riepTeKCTOBOMY CEPE/IOBUILL 1 I03BOJISIE OPraHi3oByBaTH
nipodpeciitno opieHTOBany iH(GOpMaIliio y TuchbMoBiii popmi,
3MIiHIOBATH, peIaryBaTH, IOTIOBHIOBATH i orliHioBarty ii. 11i
TEXHOJIOT 3a/Iy4aloThCsl Y HaBYATIbHUM 1Tpoliec i CTaloTh Horo
HeBi'eMHUM cKIagHuKoM. [lepes Hamu ocTae mpobiema
BUKOPUCTAHHSI IIX TEXHOJIOTI i TAKUM YHHOM, 11100 BOHU He
mopyuIyBaau MigicHocTi HaBuanus. 71 1boro mnpoiec
HABYAHHS PETETHHO TTAHYETHCST | PO3POOIISETHCSL.

BrpaBu gk ocHoBa oprawnizaiiii cucreMu HaBYaHHS €
PYUIiHOIO CHJIOI0 TIpoliecy OllaHyBaHHs iHo3eMHOT MOBU. B
CYKYITHOCTi BIPaBU 00’€IHYIOThCS Y CUCTEMH i TijicucTe-
mu. Hartre focstizpkenns socepe/skene Ha HaBYaHHi aHTJIif-
CBKOTO ITICEMHOTO MOBJIEHHSI, TOMY CHCT€Ma BIIPaB Tiepe/l-
6auae OBOJIOIIHHA HABUYKAMUY i BMiHHSIMHU aHTJIOMOBHOTO
niucbma 3 metoro ctBoperrs HITTII y koM torepaomy cepe-
JIOBHUIIT. 3Ti/IHO 3 eTanlaMy HaBYaHHA (IOTEKCTOBOMY, TEKC-
TOBOMY, TCJAATEKCTOBOMY ) i BiiIOBifHUMY iH(MOpMAITiii-
HUMM TEXHOJIOTiIMU BUAIISEMO TPU MiJICUCTEMU BIIPAB:
BITPaBH U151 (DOPMYBaHHS HABUYOK i BMiHb Ha IOTEKCTOBOMY
erari, BUpaBu /s GOPMYBAaHHSI HABUYOK i BMiHb Ha
TEKCTOBOMY eTalli, BIPaBH /7151 hOpMyBaHHS BMiHb Ha ITiCJIsI-

TEKCTOBOMY eTalli HaB4aHHs. KoykHa 3 11X MiZICHCTeM BKIIO-
Ya€e rpyIu BIIPAB, METOIO SIKMX € OBOJIO/IiHHS XapaKTePHUMHA
JUUIS TTUX TPYTI HAaBUYKaMU i BMiHHAMU.

VY pospo0ii Li€i cucteMu BIIpaB MU KEPYEMOCSI BUMOTa-
MU /IO BIIPaB /7151 (pOpMYBaHHS iHIIOMOBHUX MOBJICHHEBUX
HABUYOK i BMiHb, pekomenpoBannmu H.K.Ckispenko.! 3a-
MPOTIOHOBAHI BIPaBHU mepeabavaoTh HeOOXiaHI KOMIIO-
HEHTHU: 3aB/laHH, 3pa3oK ((akyabTaTUBHO) BUKOHAHHS
3aBJlaHHS, KOHTPOJIb BUKOHAHOTO 3aBianHs. g Brpas
XapakTepHi Taki inTepakTuBHI (hopMu: CTyEHT (1) ¢ KOM-
ioTep, CTyAeHT(1) <> KOMITIOTep <> CTy/1eHT(1) / BUKJIa-
Jlad aHTIIChKOT MOBM / BUKJIAJIau-KePiBHUK MaricTepchbKOl
pobotu, ctyneHT(1) <> cryaenT(n), cTyaeHT(n) <> TeKCT-
3pa3oK <> CTy/leHT(1) / BUKJIAay aHTTCbKOI MOBH, BU-
KJIa/1a4 aHTJTHChKOT MOBH ¢ KOMIT' IOTEP > CTY/ICHT.

Or:xe, po3IJIsiHEMO KOKHY ITiZICHCTEMY BIIPaB, BU3HAUU-
MO 11 METY, TUTIN i BUJIM BITPAB, HABUYKY i BMiHHS, SKi hop-
MYIOTbCS Y KOKHi# IpyTIi BIIpas, i HaBegeMo npukJaau (y
3B’I3KY 3 OOMEKEHUM OGCATOM CTATTi HABOATHCS JIHIIE
JlesIKi BIIPABH, 110 YBINIIJIH 10 CUCTEMH ).

IMincucrema Bpas aist GopMyBaHHS HABUYOK i BMiHb
Ha /IOTEKCTOBOMY eTai

Mertorlo niicucreMu BIPaB € HABYUTU CTYACHTIB IJIaHY-
BaTH OBiZIOMJIEHHS Ha IOTEKCTOBOMY eTarti. CKIa/lHuKaMu
1i€i mizicucTeMu € rpyTa BIpas /71t POPMyBaHHSI HABUYOK i
BMiHb TIOITYKY i KepyBaHHs iH(opMaIli€io Ta Tpyra BIIpaB
1t (hopMyBaHHS BMiHb ITpOrpaMyBaHH (TIJTaHYBaHHS ) TOBi-
nomiients. 1s mizicucrema BIpaB roTye CTy/eHTa 10 Hallk-
caHs oBigomenHs. [To-tiepiire, He0OXiIHO BUIIIUTH TTPO-
6J1eMy JIJTsT BUBYEHHSL. 3 T[I€I0 METOIO BiZIOYBAETHCS MOTITYK
Bimnosinnoi indopmartii B Intepueri. [To-npyre, citig ckope-
ryBaTH fii CTyAeHTa, CIIPAMOBAHI Ha Te, 10 pOOUTH 3i 3Ha-
izeHomo iHdOopMalielo; Io-TpeTe, HeoOXiAHO OpraHizyBaTu
inei y Burssazi intesekryanbaoi kaptu (1K), mo rae mosxm-
BiCTB 3arrporpamyBatu rosiziomaeHus. Lle osnavae, 1110 1isbo-
BUM IIPU3HAUYEHHAM IIi/ICHCTEMU BIIPaB € HABUNUTHU ITpallio-
BaTH 3 inopmaltiiero, ykiaat inteaekryanbay kapty. Hamn
BUKOPHUCTAHI TaKi TUIY BIIPAB: HEKOMYHIKaTUBHI peLeNITUBHI
i pEpPONYKTUBHI, YMOBHO-KOMYHIKaTUBHI PellelITUBHO-Pe-
MPOLYKTUBHI, KOMYHiKaTUBHI ITIPOlyKTUBHI; TaKi BUIY BIIPAB:
Ha BI/I6ip Bi/INIOBIIHOCTI, BUTIPABJICHHS [IOMUJIOK, HAITMCAHHS
Ha3BU MOBiOMJIEHH S, BiA0ip i BUSHAYEHHS TOTPiOHOI iHpOP-
Mallii, 3aIToBHeHHST TaOJINI, nomyk indopmartii, 3aHOTO-
BYBaHHsI, 3aITUC HeOOXiZIHUX pecypciB, aHaJIi3 i cucTeMar-
3alliio, ysaraibHeHHs iHbopMarii, ykiagamus 6i6aorpadii,
3anosHenss K, pexaryBanns, 3asepienns [K. Xoua kom-
'I0Tep BUCTYITA€ OCHOBHUM 3aCOO0M BUKOHAHHSI 3aB/IaHb i
KOHTPOJIIO, MepebavacThest TaKOXK MepeBipKa 3aBIaHHs
BUKJIa/[aueM aHIJIifCbKOT MOBH, BUKJI/[aueM-KepiBHUKOM
MaricrepchKoi poGOTH i KOHCYIbTALI] 3 IHIIUMU CTYI€HTaMH.

!Cxasapenxo H.K.Cyuacui Bumorn o Bipas st (hOPMYBAHHS iHIIOMOBHIX MOBJIEHHEBUX HABUYOK i BMiHb // [HO3eMHi

MoBH. — 1999. — Ne3. — C. 3-7.
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I'pyna Bupas g popMyBaHHS HABUYOK i BMiHb HOIIYKY
ikepyBaHHs iHpopMaILi€0
Merta 11i€i rpyny BipaB — HAaBYUTH (DOPMYITIOBATU TEMY,

mparoBaty 3 inbopmaitiero, ykaagaru 6i6miorpadito. o

TPYTIN BIIPAB /i1 (hOPMYBAHHS HABUYOK i BMiHbB TTOIIYKY i

KepyBaHHs iHOpMaIlieio 3aydeHi Taki HABUYKH i BMiHHS:

1. ¥Ywminng popmymosaru remy HIITII.

2. HaBuykn TexHiKM MHUCbMa: 3aMMUCYBATH TEMY TIOBiZIOM-
JICHHS BiIMTOBiZIHO /10 opdorpadhivHmX i MyHKTYaIliHHIX
TTPaBUJI AHTJT HCHKOI MOBH.

3. Vwminug Bigbuparu it KepyBaTu iH(hopMaItie: Bigbuparu

neBHY iH(MOPMAITIIO 3 PI3HUX JKepeJt, aHAIi3yBaTH OTPH-

MaHy iHhOopMaIio, cucTeMaTH3yBaT! i y3araJbHIOBAaTH

OTpPUMaHIi JIaHi, 3aHOTOBYBATH iH(MOPMAITiTo, BUSBIATA

POOIEMY Y TeMi, 1[0 BUBYAETHCST, POOUTH apryMEHTOBaHi

BUCHOBKY, T€HEPYBaTU HOBI 11€1, ITpaIfoBaTy B KOJIEKTUBI,

BUPIIITYOUH MT3HABAJIBHI | TBOPUI 3aBAHHHS Y CIIIBPOGIT-

HUITBI, BOJIOAITU MUCTELITBOM I KYJIbTYPOIO KOMYHIKallii.

Ywuinus ykaagaru 6ibaiorpadio.

HaBuuky TexHiky I1MCbMa: 3alIMCyBaTH JiKepeJia BilIo-

Bi/IHO /10 TIYHKTYyaI[ilHUX TTPaBUJI.

G

Ipuknan 1

Mera: HaunTu oporpadivHo PaBUILHO 3AMTUCYBATH
Ha3BY HAYKOBOTO TOBIIOMJICHHSI.

IurepakTuBHa pOpPMA: CTYIEHT <> KOMITTOTE.

Instruction: You are an editor. You have to look at the titles
of the research papers and pay attention to using capitalization.
The authors of the suggested titles of the research papers made
some mistakes when they were fillingin the application formsin
the conference. Correct mistakes in the suggested titles.

Ipuxnazn 2

Merta: HaBuMTH aHATI3yBaTH OTPUMaHy iHopMaItiio i Bij-
Gupaty HeoOXizHy iH(pOPMALLiIO, IIPOUNTABIIN AHOTALIIO, BCTYIL

IurepakTuBHA POPMA: CTYICHT ¢> KOMITIOTEP.

Instruction: Your supervisor wanted to help you with your
research paper and sent you the parts of some articles that he
had found on the Internet by e-mail. Look through the infor-
mation and define if these articles suit you. Put a tick and
send him a table with your notes by e-mail.

IIpuxknan 3

Mera: HaBYNTH aHAJII3yBaTH OTpUMaHny iH(opmariiio,
BU3HAYATH MOTPIOHY iH(MOPMATIi0 i 3aHOTOBYBATH HEOOXi/I-
Hy iH(opMartifo.

IntepakTuBHa dopma: cTypeHTn (Maji TPynn) <>
KOMIT'IOTED.

Instruction: You are a masterin the field of IT. Suppose
your work is devoted to a computer attack classification. Of
course, you have to get acquainted with the known attack
classifications. Your teacher offers you electronic addresses
of sources where you can find different classifications. You
work in groups of three. The students of your group have to
read, look for necessary information and then define the types
of attacks in the table. Share your information.

a)

Author(s) | Sandeep Kumar

Title of the | Classification and detection of computer intrusions.

source PhD thesis, Purdue University, West Lafayette, Indi-
ana, August 1995

Address ftp://ftp.cerias.purdue.edu/pub/papers/sandeep-
kumar/kumar-intdet

Types of

attacks

b)

Author(s) | Peter Mell

Title of the [ Understanding the Global Attack Toolkit Using a

source Database of Dependent Classifiers. In 2" Workshop
on Research with Security Vulnerability Databases,
January 21-22, 1998.

Address http://citeseerx.ist.psu.edu/viewdoc/download;
jsessionid=5BEFOD172FDDA1136F40BCD3755514B77doi=
10.1.1.39.8764

Types of

attacks

c)

Author(s) | Richard Lippmann, Joshua W. Haines, David J. Fried,
Jonathan Korba, Kumar Das

Title of the | The 1999 DARPA Off-Line Intrusion Detection Evalu-

source ation. Computer Networks, Volume 34 (Issue 4): 579—
595, October 2000.

Address http://www.cc.gatech.edu/~wenke/ids-readings/
1999Eval-ComputerNetworks2000.pdf

Types of

attacks

Ipuknan 4

Mera: HaBUNTH aHAJII3yBaTU OTPUMaHy iH(opMaIiiio,
CHCTEeMaTU3yBaTH i y3araJbHIOBATH OTPUMaHi 1aHi.

InrepakTuBHa popma: CTYIEHT <> KOMIT'IOTED, CTY-
neHT (1) <> cTyneHT(1).

Instruction: Yourwork is connected with classifications of
attacks. Your supervisor recommended you to study informa-
tion about previous classifications. He gave you three tables
with classifications of Anderson (1980) and Perry and Wallich
(1984). To show the specification of every classification and
systematization of information, look at the tables containing
different classifications and write two-three sentences about
every classification. Discuss it with your fellow-mates.

Anderson’s Penetration Matrix

Scientist | Year | Report Contribution

James P. | 1980 | Com- a four cell matrix;

Anderson puter then three subclasses of Class B,
Security | Internal Penetration: the masquer-
Threat ader, the legitimate user, and the
Monitor- | clandestine user;
ing and | the complete outline:
Surveil- | A External Penetration
lance B. Internal Penetration

a. The masquerader (defeats
procedural controls)
b. The legitimate user
c. The clandestine user (defeats
logical controls)
C. Misfeasance (authorized action
in an improper way).

Ino3ei Mosu Ne2/2009



HABYAHHA ITHOSEMHHUNX MOB Y BHUIHNK HABYANDHUX 3AKNAJIAN

Anderson’s Penetrator Matrix

Penetrator Not Penetrator
Authorized to Use | Authorized to Use
Data / Program Data / Program
Resource Resource
Penetrator Not CASE A:
Authorized Use of | External Penetrator
Computer
Penetrator CASE B: CASE C:
Authorized Use of | Internal Penetrator | Misfeasance
Computer

Perry and Wallich: An Attack Matrix

Scientist | Year | Report Contribution

Perry and | 1984 | Can An Attack Matrix

Wallich Com- 1) physical destruction (ruining the
puter computer or the tapes);
Crime be | 2) information destruction (erasing
Stopped? tapes);

3) data diddling (changing data in-
put or the data in the com-
puter...);

4) unauthorized use of computer
services

IMpuxnan 5

Mera: HaBunTH ykaazaTu Gibmiorpadiio i sanucysatu
JUKepeJia Bi/IMOBITHO /10 TyHKTYAI[iHHUX MTPaBUL.

InrepaktuBHa hopma: CTyIEHT ¢> KOMITIOTED.

Instruction: You are a student. Every year you visit the
IEEE Symposium. You've written your research paper for
publishing in a scientific journal. And in this paper you’ve
used information from other participants of the symposia,
but you've forgotten to mention it in the list of references.
Look attentively at the programs of the symposia and write
the works according to the rules of reference organization.
The titles of your interest are marked by red ink.

I'pyna BupaB 1151 GopMyBaHHS BMiHb IPOrpaMyBaTH
MOBiZIoMJIeHHs (YKJIAJIaTH iHTEJEKTyaJbHy KapTy)

Merta 1i€i rpynu BIipaB — HABUUTH [JIAHYBATH TIOBiIOM-
senns 3a gonomoroio K. Tyt dopmytoThest Taki BMiHHS
YKJIQ/IAaHHS IHTeJIEKTYaJbHOI KapTU: TeHepyBaTH ijei, Bu-
3HAYaTH MicClle MiZITeM JI0 TOJIOBHUX TeM T10 BiJTHOIIEHHIO /10
IEHTPAJILHOI TEMW, OPTaHi30BYBATU 1 YITOPSIIKOBYBATH i/1€i,
o0’exnyBatu enementr IK y rpynu, nogasatu HeoOXigHi
enemenTH, peparysatu [K.

Ipuxnazn 6

Mera: HaBUYNTHU BU3HAYATHU MiCHe HiI[TeM J10 TOJIOBHUX
TEM 110 BIJHOIIEHHIO 10 LIEHTPAJIbHOI TeEMU, OpPraHi3oByBaTU
11 yITOPSIIKOBYBATH i/1€i.

TurepakTuBHa (POPMA: CTYIECHT ¢ KOMITIOTED.

Instruction: Yourteacher of English suggested you a part
of the future mind map. The generated ideas of the main
topics in this mind map are represented in a separate list. To
develop this mind map match numbers to letters in the table.

1.5ervice of information security 2. What to protect |

T_Security policy 3.Fram what 1o protect

Information security

G_Means of security

4 Adequacy of security

5.Cryptography mechanisms

A. Classification of attacks.

B. Standards.

C. Principles of service organization.

D. Classification of ciphers.

E. Classification of information systems.
F. Management of risks.

G. Automated means of security.

1 2 3 4 5 6 7

Ipuxman 7

Merta: po3BUBaTH BMiHHS caMOCTiltHO cTBOproBaTH I K.

InTepakTuBHa dopma: cTyiIeHT(M) <> KOMITIOTEP >
cTyfieHT(n).

Instruction: You work in groups of three and you are co-
authors of your future research paper. You have to create a
mind map for your paper. Pay attention to the steps of the
mind map creating that are represented below. Try to draw
your own mind map. Discuss it with your fellow-mates and
add your mind map to the general mind map of your group.

1. Choose the topic of your future research paper and think of as
many as possible keywords to your topic.

2. Look for information to the chosen topic and keywords. Fix all
the references connected with the topic and attach the infor-
mation that you’ve found to these keywords. Try to organize
your own ideas.

3. Create the initial mind map (together with your partners).

4. Try to analyse the initial mind map and look for more informa-
tion independently.

5. Edit the initial mind map and create the final version of your
mind map.

IMincucrema Bupas aist GopMyBaHHS HABUYOK i BMiHb
Ha TEKCTOBOMY eTalli

Merto10 1pyroi mizicucteMu BIIPaB € HABYUTH CTY/ICHTIB
peasizoByBaTH IJ1aH BucJoBaoBanHs. [1g rpymna Bmnpas
OXOILJTIOE TaKi Tpynu Biipas: 1) 17151 hopMyBaHHs BMiHb aHa-
JIi3yBaTH TEKCT aKaJIeMiYHOTO UCbMa; 2) /17151 (hopMyBaHHSA
JIEKCMYHUX i TPaMaTUYHUX HABUYOK NUCbMa; 3) /17151 hop-
MyBaHHS BMiHb IicaTi ab3ail i BCTyIr; 4) 171t popMyBaHHs
BMiHb PeIaryBaTH i MucaTti KOMeHTapi; 5) 1Jist QopMyBaHHs
BMiHb IIMCATH OCHOBHY YacTHHY; 6) /17151 (hopMyBaHHS BMiHb
MUcaTv BUCHOBKU; 7) st GOPMYBaHHS BMiHb MUCATH
aHOTAIIiIo i I[O6I/IpaTI/I KJIIOYOBI CJIOBA.

Turm BripaB: HeKOMYHIKaTUBHI PeITpolyKTUBHI, yMOBHO-
KOMYHIKQTUBHI pelenTUBHO-PEIPOAYKTUBHI, KOMYHiKa-
TUBHI pellelITUBHO-PENPOAYKTUBHI i TPOLYKTUBHI.
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Buu Brpas: 3a110BHEHHS TaOJIHIIb, IOTIOBHEHHS TEKCTY,
Ha 3aMiHy, audepeHtiarito, BOip, posumdpoByBaHHs abpe-
BiaTypH i TIepeTBOPEHHS Ha3B y abpeBiaTypu, 3alIOBHEHHSI
MPOIYCKiB (TepMiHaMu, KOHHEKTOpaM, 3acobamMu Mizk(pa-
30BOTO 3B’513KY, YaCOBUMU (hopMaMn ), Ha TpaHchopmalliio,
3iCcTaB/IeHHSA, PO3CTAHOBKY PO3/AIJIOBUX 3HAKIB, BUIIPABJICHHA
MTOMUJIOK, PeIaTyBaHHS, BIOPSAKyBaHHs iHdopmartii. [1po-
BiTHUM 3ac000M JIJIst BUKOHAHHST BITPAB € KOMIT'toTep. BussiT-
KOM € TpyTia BIIpaB Ha (JOPMYBaHHS BMiHb aHAJII3YBaTH TEKCT,
sKa BIATBOPIOE TEOPETUYHI OCHOBU TEKCTOBOI'O IIAXOAY.
[ITnssxoM BUKOHAHHS TTi€l TPy BITPaB (hOPMYIOTHCS BMiHHS
CIIpUIMAaTU TEKCT y LioMy, aHali3yBaTu Oro, Hac/1iyBaTtu
0COBIMBOCTI TEKCTIB AKaJIEMITHOTO MTICHMA.

I'pyna Bnpas aist popMyBaHHS BMiHb aHAJIi3yBaTH TEKCT
aKaJIeMiYHOr0 MIchbMa

Merta: naBunTy anaIizyBaT TEKCT aKa/leMi4HOr'O II1ChbMA.
YMiHHA: anasizyBaTH TEKCT II0BiJOMJICHHS.

Ilpuknan 8

Mera: naBunuTH aHali3yBaTU TEKCT IIoBiomuenusa (y
1iJTOMY ) BiITTOBiIHO /10 TEBHNUX KPUTEPIiB.

IurepakTuBHa (POPMA: CTYJEHT <> TEKCT-3Pa30K <>
cTyneHT(n) / BUKJIaa4 aHTJiiChKOi MOBH.

Instruction: Your friend works in the journal “New Scien-
tist”. All the papers of this journal are placed on the Internet
and readers have an opportunity to discuss them interac-
tively and evaluate these papers. The editors suggest tables
with the help of which it is easy to evaluate the quality of
information. The new paper “Computer System Attack Clas-
sification” (written by N. Paulauskas, E. Garsva) is repre-
sented to the readers. Try and evaluate it.

1) Read this sample of the paper. Try to evaluate it from these points
of view:

Criteria Points Quantity of

your points

Information quality: 30(20 |10 |5

1. novelty of ideas,

2. organization of content:

— text components (title, name of
author(s), abstract, keywords,
introduction, main body, conclu-
sion, references),

— clarity,

— unity and coherence,

3. relevance in the field

Language use: 50|40 |30 |10

— vocabulary (usage of terms,
absence of jargons and con-
tractions),

— grammar (tenses, articles,
prepositions, verb forms, sin-
gular/plural forms, subject-verb
agreement, word order),

— punctuation and spelling

Paper design: 20|10|5 |0

— format,

— length of paper,

— clearness of figures, tables and

I'pyna BripaB /17151 popMyBaHHS JIGKCHYHUX HABUYOK

Mera ni€i rpynu BIIpaB € HaBYUTU CTY/IEHTIB CTBOPIO-
BATH TEKCT y MeXKax aKaJeMiuHOTO CTHIIO i chopMyBaTh
TaKi JIEKCUYHI HABMYKH: BKUBATH 3arajbHy HayKOBO-TEX-~
HiYHY JIEKCUKY I Cllelia/IbHy TEPMIiHOJOIII0, PO3PI3HATU
akazeMiuni i HeakajgeMmiuni ofgUHUIL, BUKOPUCTOBYBATU
MOBHI fieciBHI (hOpMU 3aMicTh KOPOTKUX, YHUKATH JKapTo-
Hi3MiB i CJTEHTY, BAKOPUCTOBYBATH abpeBiaTypH, BJKUBATH
3acobm Misk(PazoBoTO 3B’SI3KY.

Ipuxnan9

Merta: HaBUNTH BXKUBATHU CITEIia/IbHY TEPMiHOJIOTIIO.

InurepakTuBHa POpMA: CTYEHT « KOMITIOTED.

Instruction: Your friend is a beginner in the field of IT
and he asks you to clarify the terminology of IT in the context.
Read the passage devoted to interception and choose the ap-
propriate terms to put in the text. Use the table for answers.

Attacks that involve any form of subversive 1) (a) deflection / (b)
interception of information can be categorized as either “eaves-
dropping” or “sniffing”. The term 2) (a) “sniffing” / (b) “snuf-
fling” usually refers specifically to non-intrusive and often unde-
tectable interception, such as by reading information that is broad-
cast or by attaching a passive listener to a communication chan-
nel. The term 3) (a) “eavesdropping” / (b) “spying” is a less
technical term and applies more broadly and loosely. Etc.

Table for answers:
U |a b alb
1 |[deflection interception
2 |sniffing snuffling
3 | eavesdropping spying

I'pyna BrpaB ;7151 popMyBaHHS rpaMaTHYHIX HABHYOK

Merta janoi rpyIiu BIIpaB € HAaBUUTU CTY/IEHTIB KOPEKTHO
BKUBATU rpaMaTUYHI CTPYKTYPH, XapaKTePHI U1 aKale-
MIiYHOTO CTUJIIO, i chopMyBaTH Taki rpaMaTHYHi HABHYKU:
BUKOPUCTAHHS BUJI0-4aCOBUX (DOPM aKTUBHOTO i TACUBHOTO
CTaHy, YMOBHUX PeUYeHb, MOJANBHUX M€CTIB, -ing (Gopm,
6€30c000BUX PEUECHb, 3aiIMEHHUKIB 1 CTIOTyYHUKIB, aPTHK-
JIiB, TIOPSIZIKY CJTiB B QHTJTIMICHbKil MOBi, 2 TAKOK TaKi HABUYKHU
TeXHiKH IUCbMa: IOTPUMYBATHUCS TIPABUJI TyHKTYAI[iHHOTO
oOpMIIEHHS PEY€EHb.

puxaan 10

Mera: HaBYUTH IOTPUMYBATUCS TTOPSIIKY CJIiB Y PEUeHHi.

IurepakTuBHa POpPMAa: CTYIEHT <> KOMITIOTED.

Instruction: You've found the text about modification
attacks. Some parts of the sentences were scrambled because
of misprinting. Unscramble the following words in bold in the
text, putting them in their correct order.

MODIFICATION ATTACKS

A modification attack is an attempt to modify information that 1)
not / modify / is / an / authorized / to / attacker. This attack
can occur wherever the information resides. It may also be

captions, MO L . ; .
—  adequacy of references to re- attempted against information in transit. This type of attack is 2)
lated works of / integrity / the / attack / information / against / an / the.
Sum: Etc.
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I'pyna Bupas aist hopMyBaHHs BMiHb HCATH
abzaiiBcTyn
[Ipononytoun 1110 TPYILY BIIPAB, MU TTEPECTIAYEMO METY

— HABYUTH CTY/IEHTIB mcat ab3att i BCTYTI TOBiIOMITEHHST.

/1o oOCHOBHUX yMiHb BiZiHOCUMO:

1) ymiHHs nmucaTy ab3all IK CYyKYMHICTh B3aEMOIIOB SI3aHUX
PeveHb: IOTPUMYBATUCS BIITOBITHOT CTPYKTYpH ab3atia
(topic sentence, supporting sentences, concluding sen-
tence), BUIJIATH TEMY Ta i/iefo pedeHHs sIK CKJIQ/HUKIB
absara, JIOTIYHO BUOYI0BYBATH PEYEHHS B a03alT, Ji/IATH
TEKCT Ha a03a1H;

2) yMiHHS TUCATH BCTY BiIMOBiHO 710 HOTO HEOOXiTHUX
KOMIIOHEHTIB.

Ipuxkman 11

Merta: HaBunTH nucatu ab3ail 3a 3aMPONOHOBAHIM
TOYaTKOM.

InrepakTuBHa popMa: CTYICHT <> KOMITIOTED ¢ CTYICHT.

Instruction: Your friend is going to interpret in the com-
ing conference devoted to information technologies. Before
this conference he looked through the information and found
some difficulties. So he asked you to clarify the statement in
one paragraph. It is easy foryou, because it is connected with
your future profession. You need to develop the statement
into a paragraph / paragraphs by adding some information
and send it by e-mail.

A remote attack is any attack that is initiated against a
machine that the attacker does not currently have control over.

Hpuxnan 12

Merta: HABUNTH TUCATH BCTYTI.

InTepakTuBHa opMma: CTYIEHT-aBTOP <> KOMIT'IOTED
(6J10r-TEKCT) <> CTYAEHT-4MTadi, BUKJIafady aHTJIiiiCbKOi
MOBH (BUKJIaJau-KePiBHUK MaricTepchbkoi poboTn) <
KoMIT'1oTep (0JIOT-TEKCT) <= CTYAEHT-aBTOP.

Instruction: Work autonomously. Write your own intro-
duction to your research paper and place it in your blog. You
may use the suggested phrases. Discuss it with the bloggers in
the blog.

I'pyna Bupas 7151 popMyBaHHS BMiHb peiaryBaTh
imucaTu koMeHTapi

Mertoro 11i€i Tpy1IM BITPaB € HABYUTH pelaryBaTH i KOMEH-
TyBaTH, & OCHOBHUMM BMiHHSIMH BHCTYIAIOTh: 1) camope-
JlaryBaTy (BUKPECIIOBATH, YIOPSIKOBYBATH, YIIIJIBHIOBATH,
posmmpioBaTn) i penaryBatu indopmartio (3HaXOAUTH
TTOMUJIKH Y TIPABOTIVCI, TPAMATHUIL, CTUJTICTHUIL i TyHKTYAILi1);
2) mepeBipsATH POOOTH IHIIMX CTYIEHTIB; 3) 3HAXOAUTH
peJieBaHTHY i HepeJieBaHTHY iH(OpMaIIifo, HaZlaBaTH KOMEHTAPI.

Mpuxnan 13

Mera: HaBYMTHU YINIJIBHIOBATU TEKCT 3a J0IOMOIOIO
TpaHchopmartii.

TurepakTuBHa (POPMA: CTYIECHT ¢ KOMITIOTED.

Instruction: To edit the text the teacher suggested trans-
forming the underlined sentences from the Active Voice into the

Passive Voice with the aim of representing information in a
condense way and focusing the readers’ attention on the action.

The detection of web-based attacks has recently received con-
siderable attention because of the increasingly critical role that
web-based services are playing. For example, the authors Aimgren,
Debar and Dacier [1] present a system that analyses web logs
looking for patterns of known attacks. Almgren and Lindqvist [2]
perform a different type of analysis where they integrate the
detection process with the web server application itself. In the
work of Vigna, Robertson, Kher and Kemmerer [45], these scien-
tists proposed a misuse-based system that operates on multiple
event streams (i.e., network traffic, system call logs, and web

server logs). Etc.

Ilpuxnan 14

Mera: HABYMTH [TMCATH KOMEHTAPI 10 TEKCTY.

TurepakrtusHa popma: cryeHT <> Kom'orep (6iror-
TEKCT) CTYZEHT / BUKJIa/a4 aHTTiHCbhKOI MOBH.

Instruction: You are a blogger. Write comments about the
represented information of your fellow-mates in online.

I'pyna BnpaB Ha ¢)opMyBaHHSI BMiHb IHCATH
ocHoBHy yactuny HITTII

Mertoro 11i€i rpyni BITPaB € HABYUTH ITUCATH OCHOBHY Yac-
THHY TEKCTY TIOBITOMJIEHTST, STKA Tiepebadtae hopMyBaHHsT Ta-
KUX yMiHb: 1) LIIOCTPyBaTH TEOPETUIHUMU TTOJIOKCHHAMU
PI3HMX aBTOPIB, PAKTUYHUMHU [IPUKJIaZaMU, MaIIOHKAMHU,
TAOJIUIIIMI, BJIACHUMH TOSICHEHHSIMU, BUSHAYECHHSIME TEpP-
MiHiB, [[UTYBAHHSIM, TITIEPIIOCHIAHHSAME; 2) JIOTTYHO BUOYIOBY-
BaTH iH(opMaIlifo, y3araJbHIOI0UH i CHCTEMAaTU3YIOUH ii.

Ipuxian 15

Mera: HaBUYNTH J1aBaTU BUSHAYCHHA.

InTepakTuBHa opma: cTyieHT(M) <> KOMITIOTEP >
cryfieHT(n).

Instruction: Work in small groups. In this passage the
author is going to clarify terminology of the research paper.
Try to give definitions to the terms you’ll come across in the
passage. Compare your definitions with those given on the
Internet. Your definitions have to convey the main idea.

One of the difficulties in dealing with computer security is determin-
ing the terminology being used. Many sources have contradicting
definitions for specific terms. Therefore, part of this paper includes
clearly defining some of the terms and related concepts that are
applicable for this research. The terms that will be focused on in this
paper are “attack”, “implementation”, “attack implementation”, “ex-
ploit”, and “vulnerability”. These terms are important to define be-
cause the terms are most commonly used in reference to the sub-
ject of the paper. The major term used by this paper is “attack
implementation”; therefore, it is important to define the terms “at-
tack” and “implementation”. The terms “vulnerability” and “exploit”
are both closely related to attack implementations and often have
unclear definitions. It is important that these five terms be clearly
defined to provide a basis for undestanding attack implementations.

I'pyna BnpaB Ha G opMyBaHHS BMiHb IICATH BUCHOBKH

MeTo10 1i€i rpyIIM BIIPAB € HABYMTH [THCATH BUCHOBKH,
1[0 BKJIIOYA€ BMIHHS aHAJIi3yBaTH BUCHOBKH, ITUCATH iX
BiznoBigHo 10 npuiiHaToi crpykrypu (the results, unsolved
problems, future questions of the research), cnissignocutu
BCTYII i BUCHOBKH.
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Ipuknazn 16
Merta: HaBYNTU TUCATA BUCHOBKU.

IurepaktuBna popma: cTyeHT <> KoMIT'1oTep (6JI0T-TEKCT).
Instruction: Work autonomously. Write your own conclusions to your

research paper using suggested recommendations and place it in your blog.

I'pyna Bupas Ha popMyBaHHS BMiHb HCATH AHOTALIIIO
i100MpaTH KJII0YOBi CI0Ba

Meroio 11i€i rpy TN € HABYMTH [TICATH AaHOTAITIO i TOOMPATH KITIOUOBI

cnosa 1o HIITII, sika peastizyeTbes uepes yMiHHSL: aHali3yBaTi aHOTaLL],
JI0TiuHO BUOYIOBYBATH iH(bOPMAITio, 3HAXOANTH KITIOYO0BI CT0BA.

the

Hpuxnan 17

Mera: HABYNTH JOTIIHO BUGYIOBYBATH AHOTAITIIO.

InrepakTuBHa POPMA: CTYAEHT <>KOMIT IOTEP.

Instruction: You are an author of the paper. A computer virus spoilt
text of your abstract. It changed the order of the sentences. Put the

sentences of the abstract in the correct order. Use the table for answers.

Passive Attack Analysis for Connection-Based Anonymity Systems

Andrei Serjantov, Peter Sewell
Abstract

Although several such systems have been designed and built, their ano-
nymity has so far not been adequately evaluated.
We give a precise description of two attacks, evaluate their effectiveness,
and calculate the amount of traffic necessary to provide a minimum degree
of protection against them.
In this paper we consider low latency connection-based anonymity sys-
tems which can be used for applications like web browsing or SSH.
We analyse the anonymity of connection-based systems against passive
adversaries.

1 2 3 4

Iiacucrema Bipas 11 popMyBaHHS BMiHb
Ha MiCJISITEKCTOBOMY eTari

[Ist migcmeremMa cTaBUTh 3a METY HAaBUUTH
06’€KTUBHO OIIHIOBATH BITACHUH TEKCT i TEKCTH
inmux crynenTiB. TyT GopMyoThcs yMiHHS:
anasizyBatu i onintoBatn csoi HITTIT i HITTII
IHIINX CTYAEHTIB.

Tunu BripaB: yMOBHO-KOMYHIKaTHUBHI periern-
TUBHO-PENPOAYKTUBHI, KOMYHIKaTUBHI peller-
TUBHO-IIPOLYKTUBHI.

Buzu Bipas: 3amoBHeH s TaOI U, HATTCAHHS
KOMeHTapiB, BUOIP, po3iupoByBaHHs abpeBia-
TYpH i TIePeTBOPEHHSI Ha3B Y abpeBiaTypH, 3aTI0B-
HEHHs IPOITYCKiB (TepMiHaM1, BU0-4aCOBUMM
(bopmamm), 3icTaBIeHHS, PO3CTAHOBKY PO3[Ii-
JIOBUX 3HaKiB, BUIIPaBJIEHH ITIOMUJIOK, peJlary-
BaHHs, YIIOPSIKYBaHHS iH(opMartii.

Hpuxnan 18

Mera: HaBuuTU aHaIi3yBaTH, KOMEHTYBaTH i
OIIHIOBATH HAYKOBE TTOBIIOMJICHHSI.

InrepakTiBHa pOPMA: CTY/IEHT <> KOMITTOTED
&> CTYJIEHT.

Instruction: Work in pairs. You are interested
in information security. On the Internet you've
Jfound interesting papers in the blogs. Read these
papers. Make your comments about the papers.
Evaluate the works according to the criteria and
count the points. Then place them in wiki.

Table for answers:
3

0.C.Cunexon (Kuig)

UHTepakTHBHOE 06yueHHe — 37O cre-
uuasbHas popMa opraH13aLmMu no3Ha-
BaTesibHOM geatenbHocTh. OHa umeeT B
BUAY BNOJIHE KOHKPETHble U NPOrHo-
3upyembie uenu. OgHa U3 Takux uenem —
co3fiaHue KOMPOPTHbIX YCI0BHIM 0Byue-
HWS, TO ECTb YC/IOBUM, NPHU KOTOPbIX YYEHUK YYBCTBYET CBOIO

YCMELLIHOCTb, CBOKO UHTE/IEKTYaJIbHYIO COCTOSATE/IbHOCTb, UTO

nenaeT NPoAyKTHBHbIM cam npouecc obyueHus. CyTtb

MHTEPaKTUBHOIrO 0OYyUYEeHHS COCTOUT B TaKOW OpraH13aLmMm

y4eBHOro NpoLLecca, Npu KOTOPOM NPaKTUUECKH BCE yJalLLMecs

OKa3blBalOTCS BOBJIEUEHHbIMM B MPOLECC NO3HAHUS, OHM

MMEIOT BO3MOXXHOCTb NMOHWMaTb U peddIEKTUPOBATH MO NOBOAY

TOro, YTO OHH 3HAIOT U AyMaIOT.

UHTepakTUBHOEe 0ByueHHe OQHOBPEMEHHO peliaeT

HECKO/IbKO 3ajau:

V Pa3BnBaE€T KOMMYHUKaTUBHbIE YMEHUA U HaBblKH, MOMOraet
YCTAHOBJ/IEHUIO 3MOLMOHAJIbHbIX KOHTAKTOB MEXAY
yyalumucs;

v/ peluaeTt MHOPMALMOHHYIO 3a[a4y, NOCKObKy obecne-
uMBaeT yyawmuxcsa Heobxoaumon uHdopmaumen, 6es

KOTOPOM HEBO3MOXHO peasiM30BbiBaTb COBMECTHYO
LeATeNbHOCTb;

v/ passuBaeT obLue yuebHble yMEHHUS U HaBbIKW (aHan3,
CMHTE3, NOCTAHOBKA LesIeN 1 Np.), TO ecTb obecnedynsaeTt
peLueHWe obyJatoLLmX 3a4ad;

v/ obecneunBaeTt BOCNUTATEsIbHYIO 3a4a4y, NOCKOJIbKY
npuyuyaet paboTarb B KOMaHAE, MPUCTYLLMBATBCS K UyXKOMY
MHEHHIO.

UHTepakTUBHOE 0ByueHHe OTUACTH pellaeT elle oaHy

CyLLeCTBEHHYIO 3ajady. Peub uaeT o penakcauuu, CHATHUM

HepPBHOM Harpy3sKH, NepeKkito4eHUH BHUIMaHHs, CMeHe hopM

LesaTenbHOCTU U T. 4.

CoBMecTHas 4esTeIbHOCTb y4YalUXCsl B NPOLIECCE NO3HAHKS,

OCBOEHUS y4ebHOro MaTepuasa 03HauaeT, uYTo KaXKnblM

BHOCWT B 3TOT NpOLECcC CBOM 0COBbIM MHAUBUAYANbHbIN

BK/1aZ, YTO MAET OOMeH 3HaHUAMM, uaesmu, cnocobamu

JestenbHocTH. [prdem nporcxoauT aTo B atMocdepe 4obpo-

>KenatesIbHOCTH U B3aMMHOM NOALEPXKKH, UTO NO3BOJISIET HE

TO/IbKO MoJiyyaTb HOBOE 3HaHWe, HO W pa3BHUBaET camy

no3HaeaTesIbHyIO AeATENIbHOCTb, NEPEBOAUT ee Ha bonee

BbICOKHE (pOPMbl KOONEPALUU U COTPYAHUYECTBA.
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