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Formulation of the problem. Globalization of law is defined as “the world-
wide progression of transnational legal structures and discourses along the dimen-
sions of extensity, intensity, velocity and impact”. On the same context, the term of
global law means “the setting up of the Institute acknowledges the impact of law
across national boundaries and the need to deepen inquiry into comparative
approaches to law and legal study.”

Global law means also that ““the law and its practice in a global environ-
ment”, or “a multicultural, multinational, and multidisciplinary legal phenomenon
finding its roots in international and comparative law and emerging through the
international legal practice that was prompted by the globalization of the world
economy” [1].

Steven Shavell, scientist from Harvard uses the term “property rights” to
refer broadly to two subsidiary types of rights, possessory rights and rights of trans-
fer. What are often called possessory rights allow individuals to use things and to
prevent others from using them. A particular possessory right is a right to commit
a particular act or a right to prevent others from committing a particular act. The
other type of right associated with the notion of property rights is a right to transfer
a possessory right, that is, the option of a person who holds a possessory right to
give it to another person (usually, in exchange for something) [2].
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The aim of the article is investigate of the criminal responsibility for crimes
against property committed with the use of computer technology by the legislation
of Ukraine and some foreign countries.

The main results of the study. Revolutionary development of information
technologies became a part of our life and simplified it so much that we already can-
not do without mobile phones, computers, the Internet etc. At the same time, one
should remember that the novelty creates a new field for criminal identify elements
instead of defining information.

Crimes committed with the help of information technologies have larger
dimensions and complicate investigation in comparison with classical criminal
methods [3].

What is “property?” The term is extraordinarily difficult to define. One of
America’s foremost property law scholars even asserts that “[t]he question is unan-
swerable.” The problem arises because the legal meaning of “property” is quite dif-
ferent from the common meaning of the term. The ordinary person defines property
as things, while the attorney views property as rights. Most people share an under-
standing that property means: “things that are owned by persons.” For example,
consider the book you are now reading. The book is a “thing.” And if you acquired
the book by purchase or gift, you presumably consider it to be “owned” by you. If
not, it is probably “owned” by someone else. Under this common usage, the book is
“property.” In general, the law defines property as rights among people that concern
things. In other words, property consists of a package of legally recognized rights
held by one person in relationship to others with respect to something or other
object [4].

The processes of informatization of society generate a number of issues
related to the qualifications of fraud. Article 17 of the Constitution of Ukraine pro-
vides that one of the most important of functions of state include ensuring informa-
tion security. Therefore the problem of the criminal-legal qualification of fraud
committed with the use of computer technology is of particular relevance. In legal
literature, there is no single point of view on the question of criminal and legal
assessment of criminal acts committed with the use of computer technology.

For years, criminals have been using discarded credit card receipts, bank
statements, tax notices, and other bills (often found in the trash) to gain the per-
sonal information necessary to assume another person’s identity. However, on
today’s electronic playing field, these criminals have used technology to devise cun-
ning new methods of theft in the form of cyber crimes. Now, computer hacking and
email scams known as phishing are included among the risks of sharing information
online. Computer hackers are able to enter areas of the Internet where they are
prohibited and hack in to another computer network. Once they are inside a com-
puter’s network, they are able to view documents, files, and confidential data and
use it for their own personal gain. Phishing, on the other hand, is a method in which
people are duped into providing their own personal data to a thief who is posing as
a legitimate business or agency. Both of these cyber crimes have been steadily on
the rise in recent years. In fact, according to the Wall Street Journal, there were
more than 9.9 million cases of identity theft last year in the United States [5].
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In foreign science criminal law, computer fraud is one of the most rapidly
increasing forms of computer crime. Computer fraud is also commonly referred to
as Internet fraud. Essentially, computer/ Internet fraud is “any type of fraud
scheme that uses one or more components of the Internet-such as chat rooms,
e-mail, message boards, or Web sites to present fraudulent transactions, or to trans-
mit the proceeds of fraud to financial institutions or to others connected with the
scheme” [6].

According to part 3 of article 190 of the Criminal Code (hereinafter - CC) of
Ukraine fraud committed in respect of a gross amount or by unlawful operations
involving computerized equipment shall be punishable by imprisonment for a term
of three to eight years [7].

The difficulty of linking the relatively well understood legal definition of
‘theft’ to a information-centric concept of ‘identity’ is because the informational
characteristics of identity (non-exclusivity) renders the assignment of the status of
property (and hence theft) complex; because one person is falsely using the identity
of the other does not necessarily mean that the victim is deprived of his or her iden-
tity. Legal definitions of the constructs of theft and fraud may thus have an impact
when considering the use and definition of ‘identity theft’ and ‘identity fraud’. As
pointed out in the FIDIS report on the Dutch Penal Code (and this applies to many
other criminal codes in the world) theft requires the loss of possession of tangible
goods; consequently the applicability of the concept of theft with respect to iden-
tity might be limited. Usage of the notion of ‘theft’ may also undermine the reality
that there is not only a criminal but also a civil aspect to identity theft/fraud that
may bring with it a tort liability for damages [8].

In the Ukrainian science of criminal law, there is a view that the use of coun-
terfeit means of payment, resulting in a de facto transfer of funds or obtain cash, has
qualified on set of crimes stipulated in Articles 200 and 190 of the Criminal Code.

The opposite position is that the term “fraud” is inappropriate for uses in the
legal definition of socially dangerous acts, the essence of which boils down to the
introduction of changes, damage of computer information in computers, automated
systems, computer networks or telecommunications networks with the purpose of
taking possession of another’s property. The term “deception”, especially trafficking
“abuse of trust” cannot be used to refer to acts in the form of the introduction of
false information into a computer system. Categories such as truth, lies, trust, con-
fidence, etc. characterize the relationship and communication between people. You
can not fool the computer or abuse his trust [9, p. 54—55].

We agree with those scientists who believe that at the time the fraud using
electronic computer is deceived person who uses the computer to improve their
activities. In addition, a convenient point of view of the severity of sanctions
on p.3 article 190 of the Criminal Code of Ukraine, this does not always correspond
to the social danger of encroachment that contain signs of a crime under this norm.

There are three basic elements of identity: ¢ biometric identity: attributes
that are unique to an individual, i.e. fingerprints, voice, retina, facial structure, DNA
profile, hand geometry, heat radiation, etc; * attributed identity: the components of
a person’s identity that are given at birth, including their full name, date and place
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of birth, parents’ names and addresses; ¢ biographical identity, which builds up over
time. This covers life events and how a person interacts with structured society,
including: — registration of birth; — details of education/qualifications; — electoral
register entries; — details of benefits claimed/taxes paid; — employment history; —
registration of marriage; — mortgage account information/property ownership; —
insurance policies; — history of interaction with organizations such as banks, credi-
tors, utilities, public authorities[10].

The definition of identity theft was first codified in 1998 as part of the
Identity Theft and Assumption Deterrence Act of 1998 (ID Theft Act). The ID
Theft Act made identity theft a stand-alone crime. More specifically, it amended
the federal criminal code to make it a crime for anyone to knowingly transfer or use,
without lawful authority, a means of identification of another person with the
intent to commit, or to aid or abet, any unlawful activity that constitutes a violation
of Federal law, or that constitutes a felony under any applicable State or local
law[11].

The process of identity theft is recognized when:”criminals acquire key
pieces of personal identifying information- such as name, address, date of birth,
mother’s maiden name, employment information, credit information, and other
vital facts in order to impersonate and defraud the victim, this stolen information
enables the thief to commit numerous forms of fraud, including taking over the
victim’s financial accounts: applying for loans, credit cards, and Social Security
benefits, purchasing homes and cars and establishing services with utility and
phone companies for instance.”

Other resources repeatedly indicate almost the same situation: “Identity
theft occurs when a criminal steals key pieces of personal identifying information to
gain access to a person’s financial accounts.” In comparison to this, the United
States Secret Service defines identity crimes as “the misuse of personal or financial
identifiers in order to gain something of value and /or facilitate other criminal activ-
ity [12].

Identity theft and identity fraud are terms that are often used interchange-
ably. Identity fraud is the umbrella term that refers to a number of crimes involving
the use of false identification— though not necessarily a means of identification
belonging to another person. Identity theft is the specific form of identity fraud that
involves using the personally identifiable information of someone else. Both iden-
tity fraud and identity theft are crimes often committed in connection with other
violations, as mentioned above. Identity theft, however, may involve an added ele-
ment of victimization, as this form of fraud may directly affect the life of the victim
whose identity was stolen in addition to defrauding third parties (such as the gov-
ernment, employers, consumers, financial institutions, and health care and insur-
ance providers, just to name a few). This report, however, maintains a focus on
identity theft rather than the broader term of identity fraud [13].

Identity theft is not just a problem in its own right. It also has ramifications
for other types of crime. United States and Canadian law enforcement agencies
report a growing trend in both countries toward greater use of identity theft as a
means of furthering or facilitating other forms of fraud, organized crime (the bulk
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of identity crime is committed by organized crime) and terrorism. Especially trou-
bling is the now established link between identity theft and national security [14].

In Europe, Mitchison describe it rather narrowly: ‘Identity theft, in what in
this paper is called its “paradigm” form, occurs when one person — in this study a
,<rogue” — obtains data or documents belonging to another — the victim — and then
passes himself off as the victim.” This description, like the former, covers only the
unlawful use of identifying data from another person. This is a rather narrow view,
since credit-card fraud, for example, can also be committed by generating a nonex-
isting credit-card number. In other words, one can equally — or perhaps not quite
equally — well commit identity fraud without ‘stealing’ someone else’s identity.
Therefore, ‘identity fraud’ can be conceived of as a broader term than ‘identity
theft’. In a study by the UK Cabinet Office, this is described functionally: ID fraud
arises when someone takes over a totally fictitious name or adopts the name of
another person with or without their consent [15].

Identity fraud can roughly be described as the unlawful changing of some-
one’s identity. Rost, Meints, and Hansen distinguish four closely related subcatego-
ries of identity change: identity takeover, when someone takes over the identity of
another person without that person’s consent; identity delegation, when someone
uses someone else’s identity with that person’s consent; identity exchange, when
two or more people, with mutual consent, use each other’s identity; identity cre-
ation, when someone creates the identity of a non-existing person [15].

The French Criminal Code contains a specific provision for identity theft
(Article 434-23). However, conducts which do not constitute by themselves a
crime remain unpunished. This is for instance the case of fraudulent use of emails
by third parties for, for example, affiliating the victim to a political party or other
associations. Similarly, phishing cannot be currently punished under Criminal Law
if not followed by potential initiation of criminal prosecution against the victim. In
order to solve this legal loophole, the creation of a new crime that would punish
identity theft in electronic communications is currently being discussed by the
French Parliament. If approved, the act (known as LOPPSI 2) would introduce a
new article into the Criminal Law Code [8].

Conclusions. Thus, the study showed that the norm of p. 3 art. 190 of the
Criminal Code “fraud committed by illegal transactions using computerized equip-
ment” do not correspond to the actual level of development of information and
public relations and needs to be improved. It is necessary to study and borrow
positive experience of foreign countries. It is expedient to study criminal law of
Estonia which establishes responsibility for computer criminal acts (Articles 206—
208), such as computer sabotage, damaging of connection to computer network,
spreading of computer viruses.
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ConosiioBa A.M. [leski acnekTd KpUMiHAJIbHOI Bi/INOBiIaJIbHOCTI 32 3JIOYMHH
NMPOTH BJIACHOCTi, BYMHEHi 3 BUKOPUCTAHHSM KOMII'IOTEPHUX TEXHOJIOTiii, 3a 3aKOHO-
JIABCTBOM YKpaiHH Ta JeAKuX 3apyOisKHUX KpaiH

Y cmammi docridicerno desixi acnekmu Kpuminaivhoi 6i0n08i0aibHOCMI 3G 3A0UUHU
NPOMU GLACHOCTNE, GUUHENT 3 BUKOPUCTIAHHAM KOMN IOMEPHUX MeXHON02Il, 34 3aKOH00a6-
cmeom Ykpainu ma desxux 3apyoiicHux Kpain. AGmopom npoanaiizosano 0CHOGHI MOUKU
30pY GIMUUSHAHUX | 3aPYOINCHUX GUEHUX HA NPOOIeMY KPUMIHAILHOL 610Nn06I0aibHOCmi 3a
GUUHEHHS. MAKUX 6UOI8 3N0UUNIG.

Kmouoei cnosa: xpuminanvie npago, Komn'romep, 3104UHU NPOMu 6AACHOCMI, KPa-
digcka, waxpaiicmeo.
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ConoBbeBa A.H. Hekoropsie acriekTbl yroJ0OBHOI OTBETCTBEHHOCTH 32 NPECTY-
IUIEHUS TIPOTHB COOCTBEHHOCTH, COBEPUICHHBIE C WCIOJb30BAaHHEM KOMIBIOTEPHbBIX
TEXHOJIOTHIA, 110 3aKOHO/IATEIbCTBY Y KPAHHBI H HEKOTOPbIX 3aPy0OesKHbIX CTPAH

B cmamve uccredosanovt nexomopuvle acnekmol yz0108HOL OMEEMCMEEHHOCNU 3d
npecmynienus npomue co6CmeeHHOCMIL, COBEPULEHHBLE C UCNOTL308AHUEM KOMNLIOMEPHDIX
MeXHON02ULL, N0 3AKOHOOAMENbCMBY YKPAUHbL U HEKOMOPHIX 3apydexcHvix cmpai. Aemopom
NPOAHANUSUPOBAHDL OCHOBHDIC TMOUKU 3PEHUS OMEUCCINBEHHBIX U 3APYOENCHIX YUEHDIX HA
npobaeMy Y20106HOL OMBEMCMEEHHOCTIU 3G COBEPULEHUE NAKUX BUA08 NPECMYNICHUI.

Knioueevle caoea: yzon0610e npaso, KoMnwiomep, npecmynieHus npomue coo-
CMBEHHOCU, KPANCA, MOULEHHUUECTNBO.

Soloviova A. Some aspects of the criminal responsibility for crimes against
property committed with the use of computer technology by the legislation of Ukraine
and some foreign countries

The article examined some aspects of the criminal responsibility for crimes against
property committed with the use of computer technology by the legislation of Ukraine and
some foreign countries. The author analyzed the main points of view of domestic and foreign
scholars on the issue of criminal responsibility for the commission of such crimes.

Keywords: Criminal law; Computer; Crimes against property; Theft; Fraud.
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