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INPOEKTUPOBAHUME N BE3OITACHOCTb BECITPOBOJHBIX JIOKAJIBHBIX

BBIUMCJIUTEJIBHBIX CETEM

Azepoaiimkanckuii Texnnyeckuii YHuBepcureT, r. baky, AsepOaiimkan

B npencraBneHHON cTaTbe MPUBEACHBI PE3YJbTAThl MCCAEIOBaHUSI OECIPOBOAHBIX JIO-
KajibHBIX ceTeil. [Ipn mpoekTrpoBaHUEe M SKCIUTyaTalluu OECIPOBOIHBIX CETEHl cliemyer
yAeNSITh OOJIblIIOE BHUMaHME 3aiiuTe uHpopmaiuy. TexHuueckux mpobjemM ceTeil MHO-
ro. JlaHHasi cTaThsl MOCBSILLEHA aHAIU3Y CIIOCOOOB Oe30macHoii nepenaur MHMopmaluu
B JIOKQJIbHBIX W KOPIOPAaTUBHBIX ceTsix. [Ipemyiaraercs MpoBoaUTh CKAHUPOBAHUE PAO-
Jana3oHa HECKOJbKMX TOYEK JIJIsl BBISIBJIEHUSI METOAOB 1IM(poBaHUs. AHAIN3 TT0Ka3all,
YTO B KOPIIOpPaTUBHBIX ceTsix 1udpoanue WPA2-Enterprise siBisieTcs Ha CeroaHsi-
HUI JIEHb CaMbIM HAaJeXHBIM, 4acTO UCIOb3yeTcsl Tun ayreHtudukanum EAP. TTporo-
KoJibl 3auuThl OecripoBonHbIX ceteit EAP-TLS/TTLS Bxonmar B cranmapt 802.1x u uc-
MOJB3YIOT IS OOMeHa JaHHBIMU Mexay kineHToM 1 RADIUS nHdpactpykTypy OTKpbI-
ThIX Kitoued. CodyeTaHMe STUX KIIIOYEil o0ecrieuyrMBaeT HaAeXHYI0 3alIUTy OecrpOoBO/I-
HbBIX JIOKaJIbHBIX ceTeil. Lludposbie cepTudukarsl HyXXHO aenaTh mas Kaxaoro Wi-Fi
YCTPOMCTBA. DTO NJIUTENIbHBIN TTPOLIECC, TTOATOMY CepTU(hUKATH OOBIYHO MCIOJIb3YIOTCS
tonibko B Wi-Fi-ceTsx, TpeOyolnx MaKCMMaJbHOM 3allMThl. B TO Xe BpeMsi MOXHO
JIETKO OTO3BaTh cepTu(dUKaT U 3a0j0KkMpoBaTh kiaueHTa. [1pu npoexktupoBanuu Wi-Fi-
CeTeil YacTo HapyIIAlOTCsl TPUHLIMITBI 0€30MaCHOCTH, COBEPILIAIOTCSI OJJHOTUITHBIE OIITMOKH.
HccnenoBanusi mokasajiy, 4To CJAeIyeT OrpaHUYUTb BO3MOXHOCTb TOJIKJIIOUYEHHUS CTO-
POHHMX YCTPOWCTB K JIOKAJIbHOW BBIYMCIUTEJILHOW CETH, HAIlpuMep, UCIOJIb3Ysl ayTeH-
tudukanuo no mnporokojy 802.1x. ITporokos BCTpoeH B ONepalilMOHHBIE CUCTEMbI U
crieliMajibHble TIpOorpaMMHbIe TakeThl. Pexxum pabotel 802.1X. camblii pacripocTpaHeH-
HbIi M HaIEXHbIN. 3/1ech ayTeHTU(UKATOp paspeliaeT Wiau 3arnpeliaeT A0CTYM B CETb.
Hcnonp3oBanue cepsepa RADIUS 3amminaer ot mepexsara IaKeTOB.

Kimouesble clioBa: OeCIipOBOIHBIE CETH, IIN(POBAHUE, JIOKATbHBIE CETH, TIPOTOKOJI, ayTEH-

TUhUKALUS.

Ilocmanoexa npobaemoi

becnpoBoHbIe JIOKaTbHbIE BbIYUCIUTEIbHBIC
cetu, OecnpoBogHbie cetu Wi-Fi, TexHomornyue-
CKH€ CEeTM BOLUIM B Hallly MOBCEIHEBHYIO >KU3Hb.
IToutn BO BCceX MENKMX U KPYITHBIX KOMIIAHUSX B
TOW WJIM WHOM CTENeHU BblAeJIeHbl OECITPOBOIHBIE
ceTu s ynobcTBa pabOThl COTPYIHUKOB KOMIla-
HUU. B oTiMumMe oT TpaaulIMOHHBIX KaOeIbHbIX ce-
Tel IOCTyIa, TAe JAEKTPUUYECKUId TTPOBOM WIMU OIl-
TOBOJIOKHO, KaK MPaBUJIO, SIBJISIIOTCS KOHTPOJIMPY-
eMOM Ccpemoil mepemadyy AaHHBIX, OeCIIPOBOITHbBIC
CEeTU OTHOCSATCSI K HEKOHTPOJUPYEMOI cpene Tie-
penauyn JaHHBIX.

HoBble BO3MOXHOCTH, KOTOpPbIE OTKPbIBAIOT-
Ccsl TP MCITOJIb30BaHUM OECIPOBOIHBIX CETEM, a
Takke yaoOCTBO IS KOHEUHBIX MoJib30BaTesieil B
pyKax 3JIOyMbIIIUIEHHUKA TTPEBpalllaloTcsl B HOBbIE
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pucku nHpopMalmoHHoi 6e3omnacHoctu. K ¢usu-
YECKUM OrpaHUYEHUSIM OTHOCSITCSI YPOBEHb CUTHA-
Jla U 4YyBCTBUTEJBLHOCTb Tpuemoriepenatuuka. C
YU4eTOM 3TOM OCOOEHHOCTU Pa3MbIBAIOTCSI TPaHULIbI
rnepuMeTpa CeTH, Terepb BHELIHWK 3710yMBbIIIICH-
HUK MOXET MOJKJIIOUUTHCSA K JIOKAJTbHOW CeTu u
MPEeBPaTUTHCS B 37I0YMBIILIJIECHHUKA BHYTpeHHETO [1].

VYcrpoiicTBa, MOAKIIOUYEHHbIE K KOPIOPaTUB-
HOI ceTH M cozaarolliue COOCTBEHHYIO JIOKATbHYIO
CeTb, HEJIETUTUMHOE T10JIb30BaTEIbCKOE 00OPYIO0-
BaHMe OeCIPOBOJHOUN CETU, YACTO BCTpeUarolriecs
MpUMEpbl yTPO3 CETH.

VazsumocTu 6ecrpoBOIHBIX JOKaJbHBIX Bbl-
YUCIUTEJbHBIX CeTeil U ycTpoiicTB MHOTO. BoT He-
KOTOpbI€ U3 HUX:

— HEKOPPEKTHO CKOH(UTYpUPOBAHHbBIE TOY-
KM J0CTYyTa;
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— WCIIOJb30BaHUE CJA00TO IIU(POBaAHMS;

— HeoTkmoueHHbIT WPS;

— OTCYTCTBME OTpaHMYEHUI MpPU IOCTYyIe U3
0ecnpoBOJHON CeTU MPEANPUSITUSI B JOKaAJIbHYIO
CeTb MPEANPUSITUS;

— HEKOPPEKTHO CKOHGUTypUpPOBAHHbIE
MOJIb30BaTEIbCKHUE YCTPOMCTRA.

Anaauz nocaeonux uccae0o8aHuli u nyoauKayul

VcerpoiicTBa, MMelolMe ITOCTYN K KopIriopa-
TUBHOU BBIUMCIMTEJIBHON CETU UM OeCrTpOBOIHOMN
JIOKAJIbHOM BBIYMCIIUTENBHOM CETH, MOTYT CITPOBO-
LIMpOBaTh yTeuky MH@opmauuu. B yactHocTH, UM
MOXET ObITb KOPITOPATUBHBIN HOYTOYK C BKJIIOUYEH-
HOI MporpaMMHOIi Toukoit noctyna. [Tpuuem BKITto-
YyeHue MPOrpaMMHOM TOUYKM AOCTyMa MOXKET ObITb
pe3y/bTaToM lieJieHaINpaBAeHHOM aTaku, 1 TOJIb30-
BaTeJb 00 3TOM MOXET JaXe He AO0rajablBaThCs.
ITpuMepoM Takoil ysI3BUMOCTU MOXET CIIY>KUTh TOT
K€ TIPUHTEP C OECITPOBOAHBIM MOAYJIEM. 3JT0YMBbIIII-
JICHHUK 4epe3 ySI3BUMOCTh IMOJyvyaeT aliMUHUCTpa-
TUBHBIM JOCTYIl U 3aMEHsIeT MPOILIWBKY Ha MPUH-
Tepe Ha MOAM(ULMPOBAHHYIO, TOJydasi OeCKOHT-
POJILHBIN TOCTYIT K CETUM KOMITAHUM U Paardonpoc-
TPaAHCTBY BOKpPYT NpUMHTepa. BOJbIIMHCTBO MPOU3-
BOJMTEJIENl TPUHTEPOB ONEPATUBHO YCTPAHSIIOT IMO-
JIOOHBbIE YSI3BUMOCTH B CBOMX YcTpoiicTBax. Peiie-
HUEM 3TOM MPOOJEeMbl MOXET ObITh YacThle OOHOB-
JIEHUSI MUKPOIIPOTrPaMMHOTO 00ecrieueHre Oprrex-
HUKW CUCTEMHBIMU aJMUHUCTpaTOopamu [2].

ITpu omnpeneneHHbIX YCIOBUSIX MOXHO B3JIO-
MaTh IIpakKTU4yecku modoe mmdpoBanue. WEP-
mKrdpoBaHUe B3JIaMbIBAETCSI 32 HECKOJIbKO MUHYT.
WPA-PSK- u WPA2-PSK-1mudpoBaHue Toxe Mo-
XeT ObIThb B3j0oMaHo. Tumnbl 1mmdpoBaHus WPA-
PSK u WPA2-PSK noaBep:KeHbl aTakaM ¢ UCIOJIb-
30BaHUeM mepedopa maposieid. Jla, aToT mpouecc
MOXET ObITh JIOBOJIbHO JIOJTUM, HO, €CJIM MOIIHO-
CTell M BPEMEHM JOCTaTOYHO, BITOJHE pe3yIbTaTuB-
HbiM. WPA-Enterprise ¢ mapojibHbIM JOCTYIIOM
B3JIOMaTh CJIOKHO, HO MPU HEKOTOPOM KOJIMYECTBE
BBIUYMCIUTEBbHBIX pecypcoB MoxHO. IIIupoko u3-
BecTHO, yTo WEP-mudpoBaHue nmeeT HU3KYIO
KPUNTOCTONKOCTh M HUCMOJIb30BaTh €ro MpOTUBO-
MoKa3aHo, HO TpU 3TOM JaHHbIM Buja 1MgppoBa-
HUS BCE €Ille 4acTo mcmoyb3yeTcs [3].

ITporokon WPS saBnsercs: ysa3BUMBIM U He
PEKOMEH/IyeTCsl K MCMOJIb30BaHUIO, XOTSl MHOTAA OH
WMeeT JOMOJHUTEIbHbIE MEeXaHW3Mbl 3alUThl OT
nepebopa kioueit [4].

I'naBHOIT O1IMOKOI aAMUHUCTPATOPOB KOMIIa-
HUU SIBJISIETCSI OTCYTCTBUE KOHTPOJISI Hall YCTPOK-
CTBaMU, MOJKJIIOYaEMbIMU K BHYTPEHHEH CeTU KOM-
MaHWM, YTO TMPUBOAUT K TMOBaJIbHON YCTaHOBKE
MOJIb30BaTENSIMU COOCTBEHHBIX YSI3BUMBIX TOYEK

JOCTYTIA.

EcTh MHOXECTBO MpaKTUUECKUX PEIICHUIA.
HampuMep, MOXHO TIpOBECTM CKaHWPOBAHHWE pa-
IonMarna3oHa HeCKOJTbKUX IIEHTPAbHBIX TOUEK, B
YaCTHOCTH, METAIloJInca, YTOOBI BBIICHUTDH, KaKue
TUTBI TMU(PPOBAHUS MCTIONB3YIOTCSI U KaKylo IT10-
JIe3HYI0 MH(MOPMAIIMIO MOXHO MOJYyYUTh OT pado-
TalIIKUX Toyek OecrpoBoaHoro goctyna. CraTu-
CTHKa TI0 THIIaM MCITOJIB3YyeMOTO (G POBAHUS TI0-
Ka3bIBaeT, UTO MHOTHE KOMITAHUU BIIaielbleB Oec-
TMPOBOJHON JIOKAJIbHOU BBbIYMCIUTEILHONW CETU HE
3a00TATCS 0 0€30MacHOCTH, YaCTO MCITOJb3YIOT
WEP-1mdpoBaHue i noaaepKuBaroT MPOTOKOJ
WPS. Tlpu neneBbIx aTtakax 3JIOYMbIIUIEHHUK B
paMKax pa3BeIKM Ha MECTHOCTH CMOXKET WICHTH-
(putmpoBaTh MHOXECTBO KOMITAHWI. A eciM pac-
CMaTpUBaTh CTATUCTUKY 10 MACHTUDUIINPOBAHHBIM
KOMTIaHUSIM, TOJIbKO HEKOTOpBIe M3 HUX MUMEIOT
JOJDKHBII YPOBEHb 3alllAIIEHHOCTH [5].

Ilocmanoexa 3adauu

Ilenb cTaTbu ucciaenoBarh 0e3onacHoe Mmud-
poBaHMe 0eCIIPOBOIHBIX JIOKATBHBIX BEIUUCIUTEIb-
HbIX CETEM.

H3aoxcenue ocnoenozo mamepuaia uccaedosa-
Hus

AHaIN3 TTOKa3bIBAET, YTO EAMHCTBEHHOE 1M (-
poBaHMe, KOTOPOE MOXHO CUMTATh HAIeXKHBIM Ha
cerofgHsiHui neHb — 310 WPA2-Enterprise+802.1x
C HCTOJIb30BaHWEM CEePTUMUKATOB (PUCYHOK).

B pexume WPA2-Enterprise pelaioTcsl mpo-
OJieMbl, KacawlIrecsl pacrnpeaeeHusl CTaTUIeCKux
KJTIO9eil M yrmpaBJIeHUsSI UMHU, a €r0 WHTerpalns C
OOJTBIITMHCTBOM KOPITOPATUBHBIX CEPBUCOB ayTeH-
TMUKaIMKU o0ecIieunBaeT KOHTPOJb AOCTyIla Ha
OCHOBE YYeTHBIX 3anuceil. JIjist paboThl B 9TOM pe-
JKMe TPeOYIOTCS TaKHe PeTUCTPAlIMOHHbIe JaHHEIE,
KakK MM U T1apoJjib MOJIb30BaTelIsd, cepTudukar oe-
30MaCHOCTU WJIM OJHOPA30BbIii MapoJib, ayTeHTU-
(pukarmsi e oCcylecTBIsIETCS MeXAy padoueii cTaH-
el W LIEHTPaIBbHBIM CEPBEPOM ayTeHTH(UKAIIIN.

KopmopatuBHble ceTn ¢ mudpoBaHUEM
WPAZ2-Enterprise cTposITcsl Ha ayTeHTU(UKALIUY T10
npotokoiry 802.1x uepe3 RADIUS-cepsep.

ITporokon 802.1x (EAPOL) omnpenensier me-
TOIBI OTIPABKU M TIpHMeMa 3aIrpoca JaHHBIX ayTeH-
TUPUKAIINM 1 OOBIYHO BCTPOCH B OTIEPAIIMOHHBIE
CHUCTEMBI W CITeIMaJIbHBIE TIPOTPAaMMHBIEC TTAKETHI.

802.1x mpeamnosaraeT Tpu poju B CETH:

— KJIMEHT (supplicant) — KJIMEHTCKOE YCTPOIi-
CTBO, KOTOPOMY HYKEH IOCTYIT B CETh;
cepBep ayTeHTudukanuu (OOBIYHO
RADIUY);

— ayTeHTU(GUKATOp — POyTep/KOMMYTATOp,
KOTOPBI COSMMHSIET MHOXECTBO KIIMEHTCKUX YCT-
POMCTB ¢ cepBepoM ayTeHTU(PUKAIINM U OTKITIOYa-
eT/TIOAKITIOYaeT KIIMEHCTKUE YCTPOMCTBA.

Huseynov N.E., Hashimov R.H.
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Turmbl cereit B 3aBUCUMOCTH OT HaJeKHOCTH

Ectb Heckobko pexkrmoB padoThl 802.1x, HO
CaMblii PaCIIPOCTPAHEHHBIM W HAOEXHBIN Clieny-
FOLLUA:

— ayreHTUdukaTop nepenaetr EAP-3anpoc Ha
KJIMEHTCKOE YCTPOMCTBO, KaK TOJBbKO OOHApyKu-
BaeT aKTHMBHOE COENMHEHMUE;

— KJaueHT oTnpasisgeT EAP-oTBeTr — maker
UAeHTUGhUKALIMU. AYTeHTU(hUKATOP TepechliaeT
STOT MakeT Ha cepBep ayreHTU(duKauuu (RADIUS);

— RADIUS nipoBepsieT nmakeT u mpaBo I0CTY-
rna KJIMEHTCKOI'o YCTpPOMCTBAa Mo 0a3e JaHHbIX
[0JIb30BaTE/ I WIM OPYTUM IIpU3HAKaM, U 3aTeM
OTMpaBJIsIeT Ha ayTeHTU(HUKATOP paspellieHrue WIN
3amnpeTr Ha nonkiaouyeHue. CooTBETCTBEHHO, ayTeH-
TUGUKATOP paspellaeT WIM 3ampeliaeT ITOCTYI B
CETb.

Hcnons3oBanue cepepa RADIUS mosBoisi-
eT oTkazatbcsl oT PSK u reHepupoBath MHAWBULY-
aJbHbIe KJIIOUM, BAJIMOHBIE TOJBKO ST KOHKPET-
HOIi ceccuu mnoakioueHus. [lpoie rosopsi, Kio-
Yy 1KUGbPOBaHUS HEBO3MOXKHO U3BJIEUb U3 KIIMEHT-
CKOro yCTpoiicTBa. 3alluTa OT TepexBaTa IMaKeToB
obecreurBaeTcsl C MOMOILbIO IUMPOBAHMS 110 pa3-
HBIM BHYTPEHHMM IpoTokojaM EAP, kaxablii u3
KOTOPBIX MMEET CBOM OCOOEHHOCTH.

Cpenu HamboJiee YacTo MCMOJIb3yeMbIX TUTIOB
ayreHTuukauuu EAP MoxHo Haseath EAP-MD-5,
EAP-TLS, EAP-PEAP, EAP-TTLS, EAP-Fast u

Cisco LEAP.

EAP-MD-5 (Message Digest Challenge, mipo-
BEepKa CBEPTKU COOOILEHUSI) — METOJ ayTeHTHUU-
kauuu EAP, npenocraBisiioliuii mogaepxkky 6aso-
Boro ypoBHsl nmporokona EAP. Merog EAP-MD-5
OOBIYHO HE PEKOMEHAyeTCs ISl MIpUMEHEHUs B
JIoKalbHBIX ceTsx Wi-Fi, T.K. oH JoIyckaeT BOcC-
CTaHOBJIEHME MapoJjsl nmosb3oBatens. OH obecrie-
YUBaeT TOJILKO OMHOCTOPOHHIOIO ayTeHTU(UKALIMIO,
a He B3auMHYI0 uaeHTUuuKauuwo kiveHta Wi-Fi u
CeTH.

EAP-TLS (Transport Layer Security, mpoto-
KOJI 3al[MThl TPAHCTIOPTHOI'O YPOBHSI) — 0becneyu-
BaeT B3aMMHYIO ayTEeHTU(UKALIMIO KIMEHTa U CeTH
Ha 0aze ceptudukaToB. 151 BBIMOIHEHUST ayTeH-
TUGUKALMU UCTIONIb3YIOTCS cepTUUKaThl KJIMEHTa
U cepBepa. DTOT METOA MOXHO TPUMEHSTH s
IuHaMuyeckoit reHepauuu Kiarodeit WEP mnsa
MOJIb30BaTesl U ceaHca, YTOObl 3alllMTUThL IOCIe-
JYIOIIYIO CBSI3b MEXIY KJIMEHTOM OeCIpOBOIHOM
CeTU M TOYKoil moctyma. OaMH U3 HEAOCTaTKOB
EAP-TLS — HeoOXoOMMOCTbh YIpaBlIeHUSI CEPTU-
(bukaTamMu Kak Ha CTOpPOHE KJIMEHTa, TaK U Ha CTO-
poHe cepBepa. B KpymHbIX OECITPOBOIHBIX JIOKAIb-
HBIX CETSX 3Ta 3a7aya MOXKET ObITb TPYIHOBBIIOJI-
HUMOW.

EAP-TTLS (Tunneled Transport Layer
Security, TYHHEJIMPOBAaHHBII MPOTOKOJ 3aLIUThI
TPAHCIIOPTHOTO YPOBHSI). DTOT METO/ 3alUThI Mpe-
JycMaTpuBaeT OCHOBaHHYIO Ha cepTudukare, B3a-
MMHYIO ayTeHTUM(UKALIMIO KJIMEeHTa U CeTU 4Yepe3
3alMppOBaHHBIN KaHaJl, a TaKKe CPeACTBO IOJIy-
yuTh fTMHaMudeckue, kmouu WEP Ha ceaHc, B pac-
yeTre Ha nosb3oBareid. B ormmume or EAP-TLS,
17151 pabotbl EAP-TTLS TpeOyloTcst TOIbKO cepTh-
(ukatsl cepsepa.

Meton EAP-FAST (Flexible Authentication via
Secure Tunneling, ru6kast ayreHTUMUKALIMS T10 3a-
LIMILIEHHOMY TYHHEJ10) ObLT pa3paboTaH KOMMaHU-
eii Cisco. Bmecto ceptudukaroB aasg B3aUMHOMI
ayTeHTU(UKALIMU UCTIOb3YIOTCS PETUCTPALIMOHHBIE
nanHble PAC (Protected Access Credential), koTo-
PBIMM MOXET NMHAMWUYECKM YIPaBISTh CEPBEP
ayreHTUduKauuu. Janusie PAC mMoryt npenocras-
JATbhcsl (OAMH pa3) KJIMEHTY KaK BPYYHYlO, Tak U
aBTOMaTUYecKu. PydyHble MeTOAbl BKIIIOYAIOT AOC-
TaBKY Ha JAMCKE WIM C UCIOJb30BaHMEM 3allMILIEH-
HBIX CeTeil. ABToMaTuJecKasl 1OCTaBKa MpeaycMar-
pYBaeT BHYTPUIIOJOCHYIO 2(DUpPHYIO Tepenaydy.

LEAP (Lightweight Extensible Authentication
Protocol, oGyieryeHHbIN paclIMpseMblil TPOTOKOJ
ayTeHTUdUKAIIMM) — Pa3HOBUIHOCTh METOJA ayTeH-
tudukauun EAP, ncnonb3yeMblii MpeMMyI1eCTBEH-
HO B 0eCIpOBOIHBIX JOKaIbHBIX ceTsax Cisco Aironet.

Design and safety of wireless local computer networks
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[lepenaBaemble naHHbIC IMGPYIOTCS C UCMHOJB30-
BaHMEM IMHAMWYECKU TE€HEPUPYEMBIX KJIoYei
WEP. IlognepxuBaercsl B3aMMHasl ayTeHTU(UKaA-
LM,

PEAP (Protected Extensible Authentication
Protocol, 3ammilieHHbIH paciIMpsieMblii POTOKOJ
ayTeHTU(UKaIU1) — MeTon 0e30IMacHoi mepeaauu
ayTeHTU(UKAIMOHHBIX JaHHBIX Mo ceTsaMm 802.11
Wi-Fi, Bxiovamoomuii yHacjaeaI0oBaHHbIE ITPOTOKO-
JIbl Ha 6a3e macrnopToB. sl CBSI3UM MEXIy KIMEeH-
tamu PEAP u cepBepoM ayTeHTU(DUKALIUN UCTIONIb-
3yeTcs TyHHenaupoBaHue. [1ogoOHO KOHKYpuUpy-
touiemy crangapty TTLS, PEAP nosBosisieT npose-
pITh MOAJIMHHOCTH KJIMEHTOB JIOKaJbHOW CETHU
Wi-Fi ¢ ucnonb3oBaHuMeM TOJbKO CEpTU(GUKATOB
cepBepa. TakuM 006pa3oM, yrpolaeTcsl peaar3anmst
U aIMMHUCTPUPOBAHUE 3alMILEHHBIX JOKaJIbHbIX
cereit Wi-Fi. PEAP — coBmecTHast pa3paboTka
Microsoft, Cisco u RSA Security.

MakcuMainbHyto 3ammty cetu Wi-Fi obecrie-
yuBaeT ToJibko WPA2-Enterprise u unudpoBbie cep-
TUGhUKATBl 0€30MaCHOCTU B COYETAHUU C MPOTOKO-
oM EAP-TLS wnu EAP-TTLS. Ceptudukar — 310
3apaHee creHepupoBaHHbIE (ailabl Ha cepBepe
RADIUS u knueHTcKoM ycTpoiicTBe. KnueHT u
cepBep ayTeHTU(UKALIMU B3aMMHO MPOBEPSIIOT 3TU
(haiiabl, TeM caMbIM rapaHTUMpPYeTCs 3allliTa OT He-
CaHKIIMOHMPOBAHHbBIX MOAKIIOYEHUH C YYXKUX YCT-
POMCTB M JIOXHBIX TOYeK mocTymna. ITpoTokosibl
EAP-TTL/TTLS Bxomsat B ctaHgapt 802.1x u uc-
MOJBb3YIOT IJ1s1 0OMeHa JaHHBIMU MEXAY KJIMEHTOM
n RADIUS uHGpacTpyKTypy OTKPBITBIX KJIOUeil
(PKI). PKI mns aBTOopu3anuu UCIOb3yeT CEKpeT-
HBII KJIIOY (3HAeT MOJIb30BaTe/b) M OTKPBITHIN K04
(xpaHuTcg B cepTuduUKare, MOTCHLUATbLHO M3BE-
cteH BceM). CoueTaHue 9TU KItoueil obecreynBaeT
HaJIEXHYIO0 ayTeHTU(UKALIUIO.

Ludposbie cepTrdUKaTbl HY>)KHO IeaaTh s
Kax1oro 0ecrnpoBOAHOrO YCTPOMCTBA. DTO TpyHo-
eMKHUI1 Tpoluecc, MO3TOMY CepTU(UKAThl 0OBIYHO
HCIIOJIBb3YIOTCS TOJAbKO B Wi-Fi-cetsx, TpeOyromumx
MaKCUMalbHOM 3allUThl. B TO Xe Bpemsi MOXHO
JIETKO OTO3BaTh CepTUMUKAT U 3a0JIOKMPOBATH K-
eHTa.

Ceroansa WPA2-Enterprise B coueTaHUU C cep-
TUdUKaTaM1 0e30MacHOCTU O0ecreurBaeT HaaexK-
HyI0 3a1uTy KopropaTuBHbix Wi-Fi-cereit. Ilpu
MPaBWIbHOM HACTPOIKEe M MCIOJIb30BAaHUM B3JO-
MaTh TaKylOo 3allUTy MPAKTUYECKU HEBO3MOXKHO «C
VAULIBI», TO €CTh 0€3 (hU3MYECKOro AOCTyINa K aB-
TOPU30BAaHHBIM KJIMEHTCKUM YyCTpolicTBaM. Tem He
MeHee, aIMUHUCTPATOpPbl CeTeil MHOrAa AOIycKa-
10T OLUIMOKM, KOTOPbIE OCTaBJISIOT 3JI0YMbBILUIEHHU-
KaMU «J1a3eMKu» ISl TPOHMKHOBEHUS B ceThb. [1po-

OseMa OCJIOXHSIETCS JOCTYIMHOCThIO codTa s
B3JIOMa W TIOLIATOBBIX MHCTPYKUMI, KOTOPBIMU
MOTYT BOCMOJIb30BATbCSl AaXKe MUJIETAHTHI.

IIpu npoekTpoBaHMM W IKCIUTyaTauuu Wi-
Fi-ceTeli yacTo HapylamTCsd NPUHLIMITEL Oe30Iac-
HOCTHM, TIpUYeM, KakK IpaBUJIO, COBEPILIAIOTCS Ofl-
HOTUITHBIE OLIMOKM:

— OIIMOKM Ha dTare MPOeKTUPOBAHUS;

— OTCYTCTBME pa3rpaHUUYEHMST MEXIY CETbMU
11 OCHOBHOI CETbIO MPEANpPUSTUS;

— KabenbHas M OECNpPOBOJAHAS CETU MEXIY
€000l TOJKHBI UMETh pa3rpaHUYEHUE;

— JOCTYN B KOPIIOPAaTMBHYIO CE€Thb U3 CETHU
JOJDKEH OBbITb OrpaHMYEH TOJBKO TpeOyeMbIMU af-
pecaMy U cepBHCaMMU.

Bbieoowt

CyllecTByeT MHOXECTBO pPELIEHMI MO 3allM-
T€ U MOHUTOPUHIY OECIIPOBOIAHBIX CeTel U paauo-
nuarnasoHa. Takue pellieHus: MpeagaralorT M Kpym-
HblEe TTPOM3BOAMTEIN CETEBOIO OOOPYIOBAaHMSI.

PexomMenayeTcss mpoBOAUTH MEPUOANYECKYIO
MPOBEPKY O(PUCHBIX MOMELIEHUI 1 paaroadupa Ha
HaJlMyue MOJOOHBIX YCTPONCTB U OTpaHUUYUThL BO3-
MOXHOCTb TMOAKIIOYEHHUsI CTOPOHHUX YCTPONCTB K
JIOKQJIbHOM BBIYMCIUTENBHON CETU TPENNpUsITHSI,
HampuMmep, UCIONb3ysl ayTeHTU(UKALIMIO O TPo-
tokoisy 802.1x. HeobxoamMo He AOmycKaThb yTeuek
rapoJieii Wiu MCIoJib30BaTh oOlue nmaposu. laH-
Hag olurobKa IMepeceKkaeTcsl ¢ MOXOoXeil OIIMOKoi
MpY NPOEKTUPOBAHUM, HO TIPU ITOM SIBJISIETCS ca-
MOCTOSITeJIbHOM OIIMOKOI, TOTOMY UTO KaK Obl rpa-
MOTHO HU ObLIa CIMPOEKTUPOBAaHA 3alluTa, Ha 2Ta-
e 3KCIUTyaTallMu 4acTO BO3HUKAIOT MHOXECTBEH-
Hble HapylueHus. s COOCTBEHHBIX YCTPOMCTB
MoJIb30BaTeIel KeaaTeJbHO CO3[aTh BbIAEJICHHYIO
ceTh 0e3 J0CTyINa K OCHOBHOM CETU TPEANpPUSITUSI.

3amuTa 6eCpOBOAHBIX JOKATbHBIX BHIYMCIH-
TENbHBIX ceTeil — 3amaya KoMmruieKcHas. OCHOBHbIE
PEKOMEHIALIMU BBITEKAIOT U3 OCHOBHBIX OILMOOK,
TePEUYMCIEHHBIX BbILIE: pa3rpaHUYeHue JOCTyIa B/
13 CETH; MpPOBeAeHUE PATMOIIAHUPOBAHUS TIPU
MPOEKTUPOBAHUU CETHU; HcToab3oBaHue Wireless
Intrusion Prevention System (WIPS); ucnoabs3oBa-
HME CHCTEM YIpaBJIeHUs] JOCTYIOM K CETU C BO3-
MOXHOCTbIO MPOMUIMPOBAHUS U OLIEHKU COCTOSI-
HUSI.

K mpoexkTupoBaHu10 OGeCPOBOAHBIX ceTeit
HY>KHO TOIXOIUTb OOCTOSITENIbHO, YASSS JOKHOE
BHUMaHMe BorpocaMm Oe3onacHocTu. [IpaBusbHas
HaCTpoiiKa Mo3BoJIsIeT NPUOIU3UTH 3alLMILIEHHOCTh
Wi-Fi K ypoBHIO 3allIMILEHHOCTA ITPOBOAHON CETH
C BHEIpPEHHBIM TpoTokoioM 802.1x.

Huseynov N.E., Hashimov R.H.
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ITPOEKTYBAHHA I BE3IIEKA BE3IPOTOBUX
JIOKAJIBHUX OBYUC/IIOBAJIBHUX MEPEX

Iyceiinosé H.E., I'amumos P.I.

Y npedcmaeneniic cmammi 6yau docaionceni 6e30pomogi 10-
Kanvui mepexci. [lpu npoexmysanni i excnayamauii 6e30pomosux
Mepedic caid npudinamu eeauxy yeaey 3axucmy ingopmauii. Texwi-
YHUX npobaem mepesic bazamo. Jlana cmamms npucesHena ananizy
cnocobie GezneuHoi nepedaui inghopmauii 6 A0KarbHUX | KOpnopa-
mueHux mepexcax. Ilpononyemoca nposodumu ckanysanns paodio-
dianaszony O0eKkinbkox mo4ox 04s GUAGAEHHs Memodie WugpyeanHs.
AHnaniz nokaszae, w0 6 KOPNOpamueHux mepeicax wugdpysanus
WPA2-Enterprise € Ha cb0200HiWHill OeHb HAUHAJIUHIUUM, 4ACMO
suxopucmogyemucs mun aymeumuikauii EAP. [Ipomokoau 3axu-
cmy 6ezdpomosux mepexc EAP-TLS/TTLS éxodsme ¢ cmanoapm
802. Ix i euxopucmosyroms 045 00MIHY OGHUMU MidC KAIEHMOM i
RADIUS' ingpacmpykmypy eiokpumux kawuie. Iloeonanus yux
KAKouie 3a6e3newye Haodilinull 3axucm 6e30pOmosUX NOKANLHUX MePedC.
LHudgpposi cepmugpixamu nompiono pooumu oas koxcroeo Wi-Fi-
npucmporo. Lle mpueasuii npoyec, momy cepmugikamu 3azeuyail
sukopucmogyromocsi minoku 6 Wi-Fi-mepexcax, sxi eumazaromo
MAKCUMANbHOR0 3axucmy. Y moil jce uac MojcHa 1e2K0 GIOKAUKA-
mu cepmugpixam i 3abaoxkyeamu kaienma. I[lpu npoexmyeauHi
Wi-Fi-mepexc uacmo nopywyomscs npunuyunu besnexu, eidbysa-
1ombest 00HomunHi nomuaku. Jlocaiodcents nokaszanu, wo caio oo-
MedNCUmu MONCAUBICMb NIOKAUEHHS CIMOPOHHIX NpUcmpoie 0o 10-
KaabHOI 004UCAH8ANbHOI Mepedci, Hanpukaad, BUKOPUCIOBYIOUU
aymenmudgbikayiro no npomoxoay 802. Ix. Ilpomokoa ébydosanuii 6
onepauiuni cucmemu i cheyianvhi npoepamui nakemu. Pexcum po-
o6omu 802. Ix naunowupeniwuil i Hadiunui. Tym aymenmugixamop
dozesonsie abo 3ab60pouse docmyn é mepedcy. Buxopucmanns cepee-
pa RADIUS 3axuwae 8i0 nepexonnents naxemis.

KunwouoBi ciaoBa: 6e3apoToBi Mepexi, mudpyBaHHS,
JIOKQJIbHI Mepexi, MPOTOKOJ, ayTeHTUdikallis.

DESIGN AND SAFETY OF WIRELESS LOCAL
COMPUTER NETWORKS

Huseynov N.E., Hashimov R.H.
Azerbaijan Technical University, Baku, Republic of Azerbaijan

In the provided article wireless local area networks were
probed. In case of design and maintenance of wireless networks it is
necessary to pay the big attention to information security. There are
a lot of technical issues of networks. This article is devoted to the
analysis of methods of safe information transfer on the local and
corporate area networks. It is offered to carry out scanning of a
radio-frequency range of several access points for detection of
cryptography techniques. The analysis showed that encoding WPA2
Enterprise is the most reliable today in corporate networks, EAP
authentication type is often used. Protocols of protection of wireless
networks EAP-TLS/TTLS are included into the standard 802.1x
and use the infrastructure of public keys for a data interchange
between the client and RADIUS. The combination of these keys
provides reliable protection of wireless local area networks. Digital
certificates should be created for each Wi-Fi device. It is a long
process, therefore certificates are usually used only on the Wi-Fi-
networks requiring the maximum protection. At the same time it is
possible to withdraw easily the certificate and to disable the client.
In design of Wi-Fi networks the principles of safety are often broken,
the same mistakes are made. Research showed that it is necessary to
restrict a possibility of connection of third-party devices to a local
computer network, for example, using authentication according to
the protocol 802. Ix. The protocol is built into operating systems and
special software packages. Operation mode 802.Ix is the most
widespread and reliable. Here the authenticator resolves or forbids
access to a network. Use of the RADIUS server protects from
interception of packets.

Keywords: wireless networks, encoding, local area networks,
protocol, authentication.
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