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IIPABA HA PE3YJIbTATHI MHTEJIIEKTYAJBLHON NEATEJIBHOCTN
(MCRJIIOYUTEJBHBIE ITPABA): OBIIAA XAPARTEPUCTIIRA
1 TIPABOBAd ITPNIPOJJA

AnHOTaIA

B crarbe nccieoBaH BOIPOC Pa3BUTHUA KOHIENUMM IIPAB HA Pe3yJbTAaThl MHTEJIEKTYaJIbHON NeATeJIbHOCTIL.
Takixe NPOAHAJIM3VPOBAHBI IIPEANOCHIIKY BO3HMKHOBEHUA M KBaJM(UKALMM IIPaB HA Pe3yJIbTaTbl MHTEJI-
JIEKTYaJIbHOI IeATeJIbHOCTH, 11eJ1ecO00pasHOCTDb UCIIOIb30BAHNA B IOKTPMHE I HOPMOTBOPYECKOI! IeATEeIBHO-
CTM TEPMMHA «MHTEJJIEKTyaJbHasA COOCTBEHHOCTh». OnHnM 13 HauboJiee CIIOKHBIX BOIIPOCOB B IOPUANYECKO]
HayKe fABJIAETCA COOTHOIIEHNME I pasTpaHMUeHNe JMCKJIIOUNTEJbHBIX IIpaB (IIpaB Ha Pe3yJbTaTbl MHTeJJIeK-
TyaJIbHOI AeATEeJIbHOCTY, MHTEJJIEKTYaJbHBIX IIPaB) M BEIIHBIX IIPaB (KJACCUYECKOro IIpaBa COOCTBEHHO-
CTM), a TaKiKe 11eJecO0OPa3HOCTh JCIIOJb30BAHMA IIOHATUA «MHTEJJIEKTyaJbHasd COOCTBEHHOCTb», «IIPaBO
MHTeJJIEKTYaJbHO cobcTBeHHOCT». MupoBad opuandecKkas HayKa U IPaKTUKa CBUIETEJbCTBYIOT O Pa3HbIX
IIOIXO0/IaX 3aKOHOJATe el M yYeHBIX-IOPMCTOB II0 PEIeHNI0 JaHHBIX BOIpocoB. CoxpaHeHne 1 IpUMeHeHue
B 3aKOHOZATEJIbCTBE CTPAH MMpPa TEPMUHA <MHTeJJIEKTyaJlbHasd COOCTBEHHOCTB» ABJAETCA CBOe0OpasHOI
JIQaHBIO JMICTOPMYECKOV TPaguLMM €ro CYIIeCTBOBAHMUA, & TaKiKe OIIpeJeJIeHHBIM KOMIIPOMMCCOM KacaTeJb-
HO TIOATBEPXKAEHMA IOJMUTHMKO-KOHCTUTYLMOHHOIO JIO3YHTa O 3HAYMMOCTM MHTEJUIEKTYaJIbHOV cobCcTBeH-
"HocTu. IlocTermneHHo KOHIEIIMsA VICKJIIOUNMTEJIbHBIX IIPpaB Ha pPe3yJbTaTbl MHTEJIJIEKTyaJIbHOﬁ JeATeJIbHOCTU
Bce OoJibIlle NIPM3HAETCA 3apPyOeKHBIMM 3aKOHOAAaTeJIbCcTBaMM. CTOPOHHMKM KOHIIENINUY MCKJIIOUMTEJbHBIX
(MHTeNIeKTyaJbHBIX) NIPaB MOAYEPKMBAIOT, UTO HEJIb3:A OTOMKAECTBJIATH IIPABOBOM DEKMM MaTepPHaJbHBIX
Belllell 1 HeMaTepraJbHBIX 00BEKTOB. B oTimume oT mpaBa COOCTBEHHOCTH, MCKJIIOYMTEJIbHBIE IIpaBa Orpa-
HUYEHBI BO BPEMEHM U IIPOCTPAHCTBE, 3alUMIIAIOTCA C IIOMOIIBIO CIIeLMAaJbHBIX MEXaHM3MOB 3aIINUThI, TECHO
CBA3aHBI C JIMYHOCTBIO cO3AaTeNA. B opuandeckoi mureparype ecTb IOHMMAaHME TOTO, YTO MCKJIIOUNTEbHbIE
IpaBa JOJKHBI OBITh IIPM3HAHBI IIpaBaMu 0coboro pona (sui generis), KOTopble HAXOAATCS BHE KJIACCUIECKOTIO
JleJIeHNsA TPasKJaHCKUX IIpaB Ha BellHble, 003aTeIbCTBEHHbIE I JIMYHBIE.

KiioueBble cioBa: MHTeIEKTyaJIbHAA COOCTBEHHOCTD, IIPaBa Ha PEe3yJbTaThbl MHTEJJIEKTYAJIbHON JeATeNb-
HOCTM, VICKJIIOUMTEJbHBIE [IPaBa, KOHIENINA, 3aKOHOLATEIbCTBO.
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The article reviews tendencies of information regulation in the virtual Internet environment. The states mea-
sure of filtering malicious Internet-content analyzed. It’s determined that Ukraine state structures did not
respond adequately to current trends in the virtual Internet information space, in terms of providing infor-
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roblem statement. Today it is possible to
tell with special confidence that the phrase
"Who possesses information, that owns the world"
it was not only prophetical, but also defining for-
eign and domestic policy of the leading states of
the world in the field of regulation of the infor-
mation streams circulating in all spheres of life of
modern society.
Any citizen possessing reliable information has
big advantage from the point of view of adoption
of the correct decisions often contradicting poli-

cy, pursued by imperious elite of the states. This
circumstance does official control of regulation of
flows of information by an important priority for
any state which wants to keep the information
sovereignty and to pursue independent policy. This
indisputable fact dictates need of detailed consid-
eration of the following questions: — what sort
information can pose threat for the state and its
citizens; — what organizations are engaged in reg-
ulation of information streams in the Internet; —
what tendencies of regulation in the information
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sphere developed in the states with the developed
network infrastructure.

In this article the author will try to give an-
swers to the questions posed based on information
provided in open sources.

The analysis of the last researches and pub-
lications in which the solution of this problem
is begun. Current universal trends cause growth
of steady demand at the user on reliable infor-
mation in the most various spheres. According to
estimates of experts, 95% of such information can
be received from the open sources placed in the
virtual environment the Internet.

Despite on this circumstance, a ban on infor-
mation distribution in the virtual environment the
Internet exist in many states of the Eurasian and
Latin American continents. This ban shares on
household, corporate and state.

Household ban, is established by users, for the
purpose of protection of the inner circle (as a rule,
children) from Internet resources of the follow-
ing subject: 1. The Internet resources extending
viruses; 2. Advertising and banners; 3. Rough-
ness, immorality, obscenity; 4. Aggression, racism,
terrorism; 5. Proxy and anonymizers; 6. Sites for
adults; 7. Alcohol and tobacco; 8. Casino, lotter-
ies, totalizators; 9. Phishing and fraud; 10. Tor-
rents and P2P-networks; 11. Pornography and sex;
12. Armies and arms; 13. Extremism; 14. Narcotic
substances; 15. Parked domains for all above the
listed resources.

Practical realization of a household ban is car-
ried out due to application of the specialized soft-
ware (S) which allows the user to regulate infor-
mation streams independently. It’s mostly known
of them ON Child Web Guardian and ON Net
Kids. Features ON Child Web Guardian treat flex-
ible control under idea of the user of what Inter-
net resources bear an undesirable content and are
subject to blocking. The concept put in ON Net
Kids consists in preference of monitoring of ac-
tions of the user with possibility of the subsequent
blocking of undesirable Internet resources.

Corporate ban belongs to a prerogative of the
employers establishing rules of access to Inter-
net resources, proceeding from the requirements
to safety of network infrastructure, and also to
a protection of the personnel from not desirable
information in working hours. Blocking of access
to social and file exchange networks, torrent, as a
rule, belongs to such restrictions to trackers and
not to controlled mail services.

Certainly, the considered types of a ban of ac-
cess to Internet resources have to become a fun-
damental basis of a state policy of Ukraine in the
sphere of regulation of information streams of the
virtual environment the Internet, despite a large
number of contradictions.

Article purpose. To carry out the analysis of
criteria and ways of regulation of flows of infor-
mation in virtual space the Internet, on an ex-
ample the politician, it’s carried out by the states
and to define tendencies of their application in
Ukraine.

Statement of the main material. We will con-
sider in more detail the measures undertaken by
the governments of the states in the sphere of reg-
ulation of distribution of information in the Inter-
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net and we will try to give an assessment of their
legality from the point of view of international law.

It agrees International the Covenant on Civil
and Political rights, each person has the right for
free expression and distribution of the opinion oral-
ly, in writing or by means of the press. This right
is mentioned also in the European Convention on
protection of human rights and in constitutions of
many countries, including Ukraine. If in the state
there are restrictions on a freedom of speech, they
have to correspond strictly to its legislative base
with the obligatory accounting of norms of inter-
national law. The laws entering restrictions of a
freedom of speech have to be unambiguous and
not give the chance for ambiguous interpretation.
At legislative level have to be fixed: protection of
reputation, dignity of the personality, national se-
curity, public order, copyright, health and mor-
als. Thus, if the state enters similar restrictions
for providing the information sovereignty, it quite
corresponds to the international legislation.

In the sphere of regulation of information
streams on the Internet there are such ways:

1. Rendering influence on sources of a placed
content (the information companies, bloggers,
owners of information resources);

2. Implementation of a selective filtration of a
content of Internet resources or blocking of access
to them,;

3. Control of a traffic of users and its subse-
quent filtration, according to the established norms
of providing information sovereignty of the state.

We will consider the existing rules regulating
flows of information in virtual space the Internet,
realized in the leading countries of the Euroasian
and Latin American continents.

The People's Republic of China (PRC), success-
fully applies difficult system of censorship which
consists of the following three components: 1. Sys-
tem of a filtration of a traffic "Great Chinese fire-
wall". 2. System of blocking of search of undesir-
able information. 3. Manual system of a filtration
of the content published in social networks and a
blog sphere.

The Internet resources located on a hosting or
in domain space of the People's Republic of China
pass obligatory registration in the Ministry of the
industry and information technologies that allows
identifying the author of a placed content. On July
1, 2009 the government of the People's Republic of
China planned to enter the law according to which
on all computers realized in domestic market, it
will be established ON Green Dam intended for
blocking of an undesirable Internet content. Initial-
ly, the program will be deactivated and at desire
the user will be able to include it independently.

India made the decision on creation of the na-
tional Internet centre of scanning and coordination
of "Netr" which will be capable to block the words
"attack", "bomb", "destroy" in tweets, electronic
letters, messages, blogs and at forums. Besides, the
system will be capable to monitor voice messages
in "Skype" and "Google Talk".

The Russian Federation rigidly reacts to distri-
bution of a harmful content to the Internet. In 2012
in Russia the Unified register of Internet resources
with information forbidden to distribution in Rus-
sia was created. According to Roskomnadzor, for
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a year of work of the register more than 14 thou-
sand resources were brought in "black list". Since
August 1, 2013 in Russia "the anti-piracy law" on
the basis of which, owners of the rights on film
and TV-production can demand through Moscow
City Court of blocking of access to the resources
violating their rights came into force. After adop-
tion of such decisions, data on such Internet re-
sources are transferred to Roskomnadzor which
informs on it their owners. If the violator within
three days doesn't delete an illegal content, its In-
ternet resource joins in the register of the forbid-
den sites. Also in the Russian Federation approved
the uniform list of criteria of forbidden informa-
tion in the Internet according to which under a
ban Internet resources which contain information
on how to find, grow up or prepare narcotic sub-
stance, and also the materials forming a positive
image of the drug dealer get. Besides, Internet re-
sources with a child pornography and information
on its production and distribution are blacklisted.
Sites on which ways of suicide are discussed get
to category of the forbidden, offers take place or
requests to make a suicide.

Considerable achievement of legislative base of
the Russian Federation, introduction of the concept
of information security of children which suggests
to train school students in safe use the Internet. To
their number carry: ability to protect the mailbox,
the blog and the page on a social network from
breaking, and also the recommendation not to visit
resources for which unfounded rough statements,
appeals to cruelty, an offensive language, insults,
etc. are characteristic.

Ukraine actually doesn't deal with issues of a
filtration of Internet content and stopped on two
directions of control of virtual space the Internet:

1. Temporary withdrawal of servers of Inter-
net resources with the official formulation "for the
purpose of the termination of illegal distribution
of counterfeit copies of audiovisual and literary
works, programs and soundtracks";

2. Removal from service of domain names.

In Great Britain the filtration of a content
of Internet resources became a prerogative for:
National office on fight against crimes in the field
of high technologies (The National High-Tech
Crime Unit, NHTCU); Fund Internet of super-
vision (Internet Watch Foundation); Council for
safety of children on the Internet (UK Council on
Child Internet Safety).

In the second half of 2013 the government of
Great Britain toughened control for the Internet
in aspect of fight against terrorism and distribu-
tion of pornographic materials. In particular, in
October, 2013 the government announced develop-
ment of the new law which provides three years'
imprisonment for pornography distribution with
violence elements. Moreover, is planned to forbid
completely a free access to pornographic materials.
For receiving access to video for adults the user
will have to conclude with Internet service provid-
er the special agreement.

In Germany government institutions pay close
attention to a problem of national intolerance. In
this regard, the question of distribution on the In-
ternet of neo-Nazi, anti-Semitic materials are sub-
ject to a rigid filtration. The special governmental
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organization which is engaged in monitoring and
blocking of similar Internet resources was for this
purpose created, without limiting thus freedom of
exchange of information.

In France, the filtration of a content of Internet
sites is carried out in a national domain zone with-
in the country and a foreign traffic on the "black
lists" broken into two parts. The first part of the
list includes pornographic resources, and contains
"doubtful and disputable" Internet resources. The
second part of the list includes racist and anti-
Semitic resources; it is made according to the
all-European project on development of the safe
Internet (Safer Internet Action Plan). On February
15, 2011 the Constitutional Council of France ad-
opted the Law LOPSI-2 aimed at providing inter-
nal security of the country, the Internet providing
introduction of the following measures for regula-
tion of virtual space:

1. Implementation of an obligatory filtration in
the Internet, for suppression of distribution of a
child pornography, on the basis of made "black
lists" of the Ministry of Internal Affairs of France
together with public organizations.

2. Blocking of the Internet resources contain-
ing a child pornography, on representation of the
Ministry of Internal Affairs of France (without the
need for submission of the judgment).

3. Introduction of criminal liability for use of
the counterfeit IP address for Internet access (im-
prisonment for a period of up to 1 year and a fine
at the rate to 15 thousand euro);

4. Maintaining criminal liability for use the In-
ternet for action commission on behalf of the third
parties if it entailed violation of their (third par-
ties) of tranquillity or encroached on their honour
and advantage (the sanction: imprisonment for a
period of up to 1 year and a fine at the rate to 15
thousand euro);

5. Ban on creation and distribution by all means,
including through mass media, messages and the
appeals bearing threat to physical safety of citi-
zens;

6. Legalization of remote installation by police
divisions on computers of the persons suspected of
commission of crimes of special programs, allow-
ing to register and transfer to police data on the
actions made by users of personal computers (only
by a court decision).

In the USA the filtration of Internet resources
at schools and public libraries, universities is car-
ried out. For a filtration commercial filtering soft-
ware packages, however in a number of states are
used, for example, in Pennsylvania blocking of IP
addresses at the level of provider is applied.

In Canada the filtration of Internet resources
within a national domain zone and on "the hot line"
foreign traffic is realized. Blocking of the foreign
Internet resources located out of jurisdiction of the
Canadian law enforcement agencies is carried out
within the Pure Communication project realized in
November, 2006 with assistance of leading provid-
ers of Canada and the Canadian line of reception
of messages on sexual exploitation of children. The
providers participating in the project, voluntary
blocks transition according to links from this list,
without foreknowing, what Internet resources are
brought in it, keeping, thus, not involvement into
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an assessment of links. The mechanism of blocking
is determined by provider (blocking by a domain
name, the IP address, etc.).

Conclusions and further prospects of research-
es in this direction. Based on provided informa-
tion, it is possible to come to a conclusion that in
the majority of the countries it is active on control
and regulation of information streams from the
state. Thus, whatever was level of the declared
freedom of speech; considered tendencies exist
and take root into legislative bases of the states.
In these processes, undoubtedly, there are positive
and negative sides.

Comparing current situation at this stage in the
different countries, it is possible to provide such
data from the last report of Freedom House "Free-
dom of a network 2013 World assessment Internet
and digital media". In the report is defined, how
actively the states put into practice regulation of
flows of information in the Internet. First of all,
it is a question of blocking and a filtration of a
content of Internet resources. Legalization of such
actions is regularly supported with adoption of
laws which forbid harmful (according to govern-
ment bodies) a content, and allow active manipula-
tions in information space, physical attacks against
journalists and bloggers and other Internet users
and politically motivated shadowing. According to
the results published in the report, the rating of
Ukraine in 2013 worsened in comparison with re-
sults of 2012 a little and made 27 points. The rating
of Ukraine in freedom context in the Internet was
estimated at 28 points from 100 (here respective-
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OpnecbKMil HALLIOHAJILHNI ITOJIITEXHIYHMII YHIBEpCUTET

NNTAHHSA 3ABE3NEYEHHA ITHOOPMAIINTHOTO
CYBEPEHITETY JEPSKAB Y BIPTYAJIbHOMY CEPEJOBUIII IHTEPHET
TA TEHJEHIIII IX PO3BUTKY B YKPATHI

Anoranisa

Y crarTi PO3IJIAHYTI IUTAHHA PeryJiloBaHHA iH(OpMaLiiiHIX IIOTOKIB y BipTyaJibHOMY cepenoBuilli InTepHerT.
IIpoanasizoBaHO 3axoay, III0 BIKMBAIOTBHCA Jep:KaBaMy AJA (QiabTpallii MIKIIJIMBOTO IHTEpPHET-KOHTEHTY.
BusnaueHo, 1m0 epsKaBHI CTPYKTYypM YKpaiHM He pearymTb HaJEKHMM YMHOM Ha c(POPMOBAHI TeHJeHINii
y BipryaJsapHOMYy iH(popMmaniiHomy mnpoctopi IHTepHer, 3 TOuKM 30py B3abesneueHHa iHOpPMAIHOTO
CyBepeHiTeTy mepskaBu Ta ii rpoMajigH.

KurouoBi cioBa: iHopMmania, MKIiAIMBMII KOHTEHT, (PiIbTPaIlisd KOHTEHTY, KOHTPOJIb KOHTEHTY, OOMesKeHH:A
incopmariii, iHTepHET-1IEHYPA.
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Opneccknil HaIlMOHAJBHBIN OJUTEXHNYECKNUI YHUBEPCUTET

BOIIPOCHI OBECITEYEHUA MH®OPMAIIMOHHOTI'O
CYBEPEHUTETA I'OCYJAPCTB B BUPTYAJIbHOI CPEJE UHTEPHET
N TEHAEHINN X PASBUTUA B YRPANHE

AnHOTaUA

B crarpe paccMoTpeHBI BOIIPOCH! PEryJIMpOBaHNA MH(MPOPMAIVIOHHBIX IIOTOKOB B BUPTYaJIbHOI cpene VHTep-
HeT. IIpoaHaM3MpoBaHbl Mephl, IPeAIPUHIMAaEeMbIe TOCYAaPCTBAMY AJA (PUIbLTPALY BPeLOHOCHOTO MHTEP-
HeT-KOHTeHTa. OIpezieseH0, YTO rOCyZapPCTBEHHbIE CTPYKTYPbI YKPayHbl He pearupyioT NOJKHBIM 00pas3om
Ha CJIOPKVBIIVECA TEeHJEHIVM B BUPTYaJbHOM MH(POPMAIVIOHHOM IIPOCTpPaHCTBe VIHTEepHeT ¢ TOYKM 3peHUd
obecrieueHna MHQMOPMAIVIOHHOTO CYBEPEHNTETA TOCYAAPCTBA U €r0 IPaskaH.

KuroueBrble cioBa: nupopMalmsa, MHOOPMAIIMOHHBI CyBEPEHUTET, BPEJOHOCHBII KOHTEHT, (PUIbTPALA KOH-
TeHTa, OJ0KMpoBKa IP-anpeca, orpaHnyeHne MHQMOPMaLUY, NHTEPHET-PECYPC.



