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CTAPIHHA IPOTPAMHOTIO 3ABE3NEYEHHA B KOHTEKCTI HOTO HAZIMHOCTI:
orjaja NPOBJIEMATUKHA

[IpoBeneHo ormsin Ta aHaANi3 JiTEpPATYPHUX JKEPEN, B SKUX JIOCHTIHKEHO SBHINA CTapiHHA mporpamHoro 3abesneueHHs. [Iporec
CTapiHHA 0XapaKTEPU30BAHO SIK MMOTiPIICHHS MPOIYKTUBHOCTI i 30UTBIIEHHS KIIBKOCTI BiIMOB, 1[0 MAa€ HETaTUBHUI BILUTUB Ha MOKa3-
HUKH HaJIIHHOCTI porpamMHOTo 3a0e3neueHHs. BcTaHOBIIGHO, 1110 TOMUIIKH MPOrPaMHOTo 3a0e3Me4YeHHs Ta 1X HAKOIIMYECHHS MpPOTSI-
rOM BUKOHAHHS NMPOrPaMH € MPUYMHOI0 BUHUKHEHHS CTapiHHS MPOrpaMHOTO 3a0e3neueHHs. BusHaueHO OCHOBHI MOHATTS Ta Xapak-
TEPUCTHKH, IO CTOCYIOTECS SBUILA CTapiHHA, 30KpeMa e(heKTH, YNHHUKH Ta METPUKU CTapiHHS, 9ac O BUCHAXKCHHS PECYpCIB, 4ac
JI0 BIAMOBH CTapiHHS Ta poOodYe HaBaHTaXEHHS. Po3risHyTO Kinacuikaliro YNHHUKIB CTapiHHS IPOrpaMHOTro 3abe3neueHHs. Bera-
HOBJIEHO, 1110 YMHHUKH MOXKYTh OYTH 3arajibHi JUIS BCIX CHCTEM 1 CHeIiabHi U KOHKPETHUX CHCTEM, 30KpeMa MOOITBHUX. 3aiiicHe-
HO MOPIiBHSUTPHHHN aHAaJi3 OCHOBHUX METOJIB Ta IiIXO/IB 10 MOJEIIOBAHHS IPOIIECY CTapiHHS MPOrpaMHOTro 3abe3nedeHHs. 3'1coBa-
HO, 1[0 PO3POOJICHHS TIOPUIHMX MiAXOIIB Ta MOJEIEH, SKi BKIFOYAIOTh IIEPEBard aHAJITHIHUX MOJENEH Ta MO/Ieield Ha OCHOBI BIMi-
PIOBaHB, € MEPCIEKTUBHUM HANpsIMOM y BHBUEHHI Ipobiemu crapinas [13. ITokazaHo, mo MoOiIBHI onepaniiiHi CHCTEMH Ta JOJATKI
€ 0CcO0JINBO YYTJIMBUMH JI0 €EKTIB CTApPiHHS, OCKUIBKH BOHH MPAIIOIOTH TPUBAIHN Yac Oe3 mepe3aBaHTaKEHHs Ta YaCTO MAOTh 00-
MEXEHI pecypcH, Taki K mam'saTb. OOTpYHTOBAaHO aKTYyaJIbHICTh ypaxyBaHHS BIUIMBY IIbOTO SBUINA JUIs 3a0€3MeUeHHST HaJifHOCTI Cy-

JaCHUX MOOLTBHUX 1 BOYZOBAHHUX CHCTEM.

Knrouosi cnosa: BiHMOBa CTapiHHSI; IIOMMUIJIKA CTapiHHSI; YWHHUKHU CTapiHHH; 4ac 10 BUCHAKEHHS PECYPCy; JIAHIIOT MapKOBa; ya-

COBI pszu.

Beryn. Crapinns nporpamuoro 3abesmnedenus (I13) —
e moripmenHs npoaykrusHocTi [13 i3 MomeHTY Horo 3a-
ITyCKY Ha MPUCTPOI, 10 MOXKE MPU3BECTH 0 HOTo IIOBHOTO
MIPUNMHEHHS (QYHKI[IOHYBaHHS Ta HEOOXiJHOCTI Iepe3amyc-
Ky (Grottke et al., 2008). Omxe, crapinns 113 npuzBoanTH
JIO TIOTIpIICHHS XapaKTEPUCTHUK HaAiHHOCTI. ¥ Cy4acHOMY
cBiTi rrobaizanii Ta InTepHeTy pedeit nporpaMHe 3abe3me-
YEHHsI CTaJI0 OJHHUM 3 HAaHBaKIMBIIIMX €IEMEHTIB JUIA 3a-
OesrieueHHsT poOOTH KOMITaHii Ta opraHizamiidi y iXHbOMY
6i3Hec-cepenonui. Hanmitiaicts (Polovko & Gurov, 2008)
€ KPUTHUYHOIO BIJIACTUBICTIO OIJIBIIOCTI CY4acHOI TEXHIKH
3araniom 1 I13 30kpema. [luTaHHS TiABWINCHHS PiBHSA Ha-
JUMHOCTI € KIIIOYOBHUM JUIS CYYacHOTO €Tally pPO3BUTKY
MIPOrpaMHO-aIapaTHUX CUCTEM.

IMonsrrs crapinasa I13 BnpoBamxkeno B cepequni 90-x
pokiB XX cr. (Huang et al., 1995; Parnas, 1994) Ta Tpagu-
LIHO PO3IIIANAETECS B KOHTEKCTI imkeHepii I13 Ta Ha-
niftnocti (Ahamad, 2016). Panni cBiguennst crapinas 13
Oyno 3HaiineHo Bxe B 1960-x pokax: BiliCbKOBa chUcTeMa
Safeguard 3a3nana BBy 3aBHCcaHb, IO BigOyBasmcs mic-
51 TOTO, sSIK Oyyn 3anoBHeHi Oydepn MOBiNOMIICHB PO MO-
muiki (Bernstein & Kintala, 2004). BuB4uenns 1poro siBu-

IHpopmauis npo aBTopis:

1112 30cepeKeHo K Ha TeopeTnaHoMy (Shereshevsky et al.,
2003; Wang et al., 2007), Tak i Ha emmiprnanomy (Grottke et
al., 2006; Matias & Freitas, 2006) ocoOMUBOCTAX €PEKTIB
CTapiHHS.

Crapinns I13 nposBisieTbesl Ha Pi3HUX TUIIAX CHCTEM Ta
MpOrpaMHOMY 3a0e3ICUeHHi, 30KpeMa i B MOOLTBHUX [0-
JaTKax Takux cucteM, sik Android (Maji et al., 2010; Cotro-
neo et al., 2016) 1 10S. docnimxenns mpouecy crapinsas [13
MOOUTFHHX 1 BOYZOBaHMX CHCTEM IepeOyBalOTh Ha paHHIN
cTajii, TOMy METOIO i€l poOOTH € aHaJi3 SBUILA Ta BU3HA-
YEeHHsSI XapaKTepPUCTHK, YMHHUKIB Ta MoOJeJel 1 MeTomiB
JOCITI/DKEHHS TIpoiecy crapiHHs [13, BUABICHHS aKTyaib-
HUX IpobJieM B obsacti crapinns [13, 30kpema 11t MOOLITB-
HUX IIaT(hOpM.

SIBuie crapiHHs B KoHTekcTi HagiiiHocTti IT3. [lis
TIOSICHEHHSI SIBUII[A CTApiHHS HABEAEMO OCHOBHI MOHSATTS Ta
KOHLenii Teopii HaliHHOCTI, OCKIJIBKM CTApiHHS € HaCIij-
koM JedektiB Ta mommiok I13, ski cipuyMHSIOTH MOTIp-
LIEHHS [TOKA3HUKIB HOro HaIiiHOCTI.

Biomosa (Polovko & Gurov, 2008) cuctemu — 11e Biaxu-
JIEHHS Y POOOTI MOCIYTH, IO HAMAETHCS CUCTEMOIO, Bif il
cnemudikanii. Take BimxmieHHS Moxe OyTn y popmi Hem-

fIkosuHa Bitaniit CrenaHoBuY, 4-p TeXH. Hayk, npodecop, 3asigysay Kadeapu nporpamHoro 3abesneyeHHs.
Email: vitaliy.s.yakovyna@I|pnu.ua; https://orcid.org/0000-0003-0133-8591

YrpuHoBcbKuit BoraaH Bonogumuposuu, acnipaHT, Kadeapa nporpamHoro 3abesnedeHHs. Email: bohdanuhryn@gmail.com

LuTtyBaHHA 3a A CTY: AkosuHa B. C., YrpuHoBcbKuiA b. B. CTapiHHA NporpamHoro 3abesneyeHHs B KOHTEKCTI MOro HaAiMHoCTI: ornag,
npobnematuku. Haykosuii BicHuK H/ITY YKpaitu. 2019, T. 29, Ne 5. C. 123-128.

Citation APA: Yakovyna, V. S., & Uhrynovskyi, B. V. (2019). Software Aging in the Context of its Reliability: a Systematic Review.
Scientific Bulletin of UNFU, 29(5), 123—128. https://doi.org/10.15421/40290525

Haykoswuii BicHMK HNTY YKpaiHu, 2019, 1. 29, N2 5

Scientific Bulletin of UNFU, 2019, vol. 29, no 5 123



PaBHIBHOTO OOCIYroBYBaHHS a00 B3arai BiJCyTHOCTi 00-
ciryroByBaHHs. CrucremMa TakoX MOXe OYTH B JIerpaJioBaHO-
My pEeXHuMi, B IKOMY ciIy’x0a 1moBisibHa a00 oOMexeHa, 110
HA3UBAKOTh 4acmKo6oio 8iomosoro. B (Avizienis et al., 2004)
npoGJiemMa BiIMOBH OOTOBOPIOETHCS 3 TOUKH 30Dy "1anyroea
3aepo3" (puc. 1), Mo moka3ye MPUIHHHO-HACIIAKOBI 3B'SI3-
Kk Mk gedpextoM (fault), mommnkoro (error) i BiMOBOIO
(failure).

Puc. 1. Jlanmror 3arpo3

Tomunka — 1ie YacTHHA BHYTPIIIHBOTO CTAHY CHCTEMH,
sIKa MOXK€ NPU3BECTH 1O BHHUKHEHHS BiaMoBH. [ToMmiku
MOXYTb OyTH TIEpeTBOpEHI B iHII IMOMWIKH; LEH mIpouec
Ha3UBAIOTh HOWUPeHHAM nomunox. T1oMMpeHHsS MOMMIIOK
MIPU3BOJUTE 10 30010 CHCTEMH, SIKIIO ITOMMIJIKA IOIINPIO-
€TbCsl Ha iHTEp(eiic cepBiCy CUCTEMH, CIIPUYMHSIIOUH Bil-
XWJICHHSI HAJIaHOTO CEepBICy Bix crienmikariii.

BonHouac, ko)kHa TOMUIIKA BUKJIMKaHA aKTHBALIEIO Oe-
gexmy. [ledexr, skl B JaHUH Yac He NPU3BOIUTH 10 T10-
MIJIKH, BBOKAIOTh Npuxoganum. SIKIo meBHUHM Habip BXif-
HUX JaHWX € JOCTATHIH JJIs aKTHBALlii IPUXOBAHOTO Ae(eK-
Ty, TO 1€ MOXXE€ NPU3BECTH J0 BUHUKHEHHS HOMMJIKH, IO
Ha3UBAIOTh akmusayicio deghexmy. ILIBUAKICTB, 3 KOO aK-
TUBYETHCS TIPUXOBAHUN A€(EKT, 3aI€KHUTH 3HAYHOIO MIPOIO
BiJl IHTEHCHBHOCTI Ta CHOCOOY BUKOPHCTaHHSI CUCTEMH, a
KIJIBKICHY XapaKTEepPHUCTUKY OCTAHHBOTO AaclleKTy Ha3HMBa-
10Th onepayitnum npoghinem (Musa, 1993).

VY (Avizienis et al., 2004) npencraBiieHO cXeMy KiacH-
¢ikamii nedekTiB 3a BicbMOMa KpUTEPiSIMH, HaNpHKIAMI:
cucTeMHI Mexi (BHyTpimmHi abo 30BHIimHI), (peHoMeHoI0-
riuyHa nmpuynHa (MPUPOAHA UM TEXHOTEHHA), IUIb (3JI0BMHC-
Ha YM HE 3J0BMHCHA), CTiHKIiCTh (MOCTiiHI ab0 TMMYacoBi),
PO3MIpHICTH (arapaTHe 4M IIporpaMHe 3a0e3NeueHHs), a Ta-
KOX €Tar CTBOPEHHS a00 BHHHUKHEHHs (po3poOieHHs abo
¢yHKIionyBaHH). Buxomnsaun 3 miel xracugikarii, momui-
KA B IIPOrpaMHOMY KOJI Ha3WBaloTh noMmikamu I13 um
MPOrPaMHAMH MOMHJIKAMHM, IO MOXXYTh OYTH OIMCaHi SK
BHYTPIIIHI, CIPUYMHEHI JIIOAWHOIO, HE 3JIOBMHCHI, MOCTIHHI
nomuiku I13.

I'pynu nomunok Mandelbug i Bohrbug (Grottke & Tri-
vedi, 2005) xmacudikyloTh TUNHM HECTPABHOCTEH 3 BUKO-
pHUCTaHHAM OLTBII OO'€KTUBHHUX KpPHUTEPIiB, IMOB'A3aHUX 3
BJIACTMBOCTSIMH camoi HectipaBHOCTI. [Tommnkn Mandelbug
BaXKKO 130JIFOBATH 1 MOKYTh CIIPUYHHATH BiJMOBH, 5IKi BiJ-
TBOPIOIOTHCS HE cucTeMaTrinyHo. Bohrbug, 3 iHmoro 60ky, €
JIETKO 130JIbOBAHOIO HECTIPABHICTIO, SIKa 3aBXKIM HPOSB-
JIS€THCS TIOCIIIAOBHO ITi1 YiITKO BU3HAYEHUM HAOOPOM YMOB.

SAsumie crapinas 113 monsrae B Tomy, 1m0 31 301IbIICH-
HSM TIEpioJy BHUKOHaHHS cucteMu abo mporecy ii iHTeH-
CHBHICTH BIJIMOB 3pOCTa€, II0 MOXKe OyTH ITOB'sI3aHO 3 Ha-
KOIMYEHHSM ITOMWJIOK y CTaHi CHCTEMH Ta CIIOKMBAHHSIM
TaKUX pecypciB cucteMu, siK ¢iznuna nam'sts (Grottke et
al., 2008).

Bararo BiZIMOB CTapiHHS HacIpaB/i € HACTIAKOM IedeK-
1iB [13. Ha puc. 2 nokazano Moan¢ikoBaHy BepcCilo 3arajib-
Horo "nmaHmrora 3arpos”, cnenugiuny Jus BiAMOB, ITOB's3a-
HUX 13 CTapiHHAM.

HommmpeHHst nomunox, noe'ssanux 3i cmapinuam (To0TO
MIOMUIIOK, SIKI MOKYTh BHKJIMKAaTH BiMOBM CTapiHHS), BH-
Marae, o0 CTaH BHYTPIIIHBOTO CEPEAOBHIIA CUCTEMH Bij-
TIOBiZIaB TIEBHUM KpHUTEpisiM. BisbIicTs MOMHIOK CTapiHHS,
SKi IIe He BHKJIHMKAIOTh BiIIMOBY, 30€piraroTbcs y BHYT-

PIITHEOMY CTaHI CUCTEMH, JI¢ TaKi IOMIJIKA HAKOITUIYIOTh-
csl, SIKIIO € TIOCIIiI0BHI aKTUBYBAHHS Oeekmis, nos'a3anux
30 cmapinnam. 3a3BUyai, caMe 1€ HAKOMMYEHHS [OMUIIOK
CTapiHHS TPUBOAUTH BHYTPIIIHE CEPEIOBUINE CHCTEMU [0
CTaHy, B SIKOMY pPO3IMOBCIOJKYIOTHCSI TIOMUJIKH CTapiHHS,
10 BUKJIMKAIOTH BiMOBHU CTapiHHS.

Puc. 2. Bepcis "nanmgora 3arpo3", cienudivnaa /uis BiAMOB CTapiHHS

BukopucroByroun cxemy kinacudikanii B (Avizienis et
al.,, 2004), medextn, moB'sI3aHi 31 CTapiHHIM, 3a3BUYAl €
CIPUYUHEH] JIIOJIbMHU, HE 3JOBMHUCHHMH, MOCTIHHHUMH IIO-
MuUIIKaMu po3poodurerns [13.

VYci HoMUIKH cTapiHHS HaJleXaTh IPyMi MOMUIOK Man-
delbug 3 nBox mpuumn. Ilo-meprre, mMoxe OyTH TpuBaja
3aTpUMKa MIX aKTHBALI€I0 HECTIPABHOCTEH 1 OCTATOYHUM
BUHUKHEHHSM BiJIMOBH 1 caMe Taka 3aTpHMKa Ja€ 3MOTy
HaKONMYYyBaTH MOMUIKH. [lo-Apyre, BHHUKHEHHS BiJAMOBH,
CIpUYMHEHE HAKOIMYEHHSIM ITOMWIKU Ta HOIIUPEHHSIM IO-
MUJIOK, MOXE 3aJeXaTH BiJ BHYTPIIIHBOTO CEPEIOBHUILIA
CHCTEMH.

IlonsitTa Ta xapaktepuctuku crapinns II3. Cxemu
aKTHBAIlil 1e(eKTiB, MOB'I3aHUX 31 CTapiHHAM (TOOTO UWH-
HUKH a00 TX KOMOiHaMii, sIKi aKTUBYIOTH 1[I0 TIOMUWIKY), Ha-
3uBarOTh yunHukamu cmapinns (Grottke et al., 2008; Ab-
dullah et al., 2017). Buympiwmni YUHHUKA CTapiHHS € BHYT-
pimHiMK TofisiMu (Hampukiaz, (QyHKIiS BHKIMKAE CIIpa-
LIOBYBAHHS BUKOHAHHS THX YaCTHH KOAY, JI€ 3HAXOIUTHCS
TIOMUJIKA, TIOB'sI3aHa 31 CTAPIHHAM), 306HiWH] YNHHUKH CTa-
PIiHHS — 1Ie TpHUTEPH, SIKi Oe3r1ocepeHbO BUKOHYIOThCS ele-
MEHTaMH B CEPEIOBHII CHCTEMH, HANPUKIIAJ, KOPUCTYBa-
YaMU CUCTEMH.

HaxomnmueHHs TOMIIOK 3a3BHYaii CHPUYUHSETHCS T1OTa-
HUM YIPaBIIHHAM Pecypcamy, [0 MPHU3BOIANTH 10 BHUEP-
MIaHHS PEeCypCiB, TAKUX SK BHUTIK Iam'sTi, HE IepepBaHi Ho-
TOKHM Ta HE 3BUIbHEHI OJIOKyBaHHS (aifiliB: y TaKnX BHUIA-
Kax O4YiKyBaHWH yac Ha BIMOBY CTapiHHS Ha3HMBAaIOTh Yd-
com 0o sucHadcenns (time to exhaustion) (Grottke et al.,
2008). OkpiM 1HOr0, Ha HAKONMYCHHS ITOMIUIOK BIUTHBAE
KIJIBKICTB 1 TN pOOOTH, IO BUKOHYETHCS CHUCTEMOIO, SIKY
HA3UBAIOTh pobouum Hasanmasicenuam (workload).

Ipomioicok uacy 0o eiomosu (Grottke et al., 2008),
TIOB'13aHOI 13 CTAPIHHAM, € BUIIAJKOBUM IIEPIOJIOM Yacy Bix
MOMEHTY 3aITyCKy CHUCTEMH ab0 CTBOPEHHS MPOIECy 710 BHU-
HUKHEHHS BiJIMOBH, MOB'S3aHOI 3 IIOMMJIKAMH CTapiHHS.
Po3nozin iMOBIpHOCTI LILOTO BUITAAKOBOTIO Yacy (TaK camo
SIK 1 oro o4iKyBaHe 3HAUEHHS, CepeJHsI TPUBAIIICTD 10 Bij-
MOBH CTapiHHS) B OCHOBHOMY 3aJIC)KUTh BiJ] IHTEHCHBHOCTI,
3 SIKOI0 CHCTEMa Mi/IA€THCS BIUIMBY YMHHHUKIB CTAapiHHSL.
OTXe, Ha HHOT'O BIUIMBAIOTH KIIBKICTh i THIT pOOIT, IO BH-
KOHYIOTBCSl IIPOIIECOM, IO HAa3UBAIOTH POOOUUM WLIAXOM
MIpoIIeCy, a OTKe, POoOOUNM MPOQiIeM i IHTEHCHBHICTIO BU-
KOPHUCTaHHS CHUCTEMHU.

Egexm cmapinna (Abdullah et al., 2017) I13 nonsrae B
MIOCTYNOBOMY II€peX0Ji BiJ] NMPaBWIBHOTO BHYTPIIIHHOTO
CTaHy 10 MMOBIpPHO NOMMIJIKOBOTO i ITOMMJIKOBOTO, KOJIH
MIOCTTiIOBHA aKTHBAIis Ae(EKTiB, IMOB'I3aHUX 31 CTAPIHHIM,
BUKJIMKA€ HAKOMTMYCHHS IOMMJIOK CTapiHHS.
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Edexru crapinasg B cucteMi MOXKHA BHSIBUTH TiJIBKH ITiJ
yac poOOTH CHCTEMH, KOHTPOIIOIOYUHN HOKAZHUKY CIAPIHHA
(Grottke et al., 2008). ITokasHUKH CTapiHHS € MapKepamu
JUIs BUSIBJICHHS cTapiHHA. [loka3HWKM cTapiHHS — L€ 3MiH-
Hi, SKi iHIUBigyanpHO 200 B KOMOIHAII MOXYThH CBIIYUTH
PO CTaH CHCTEMH. BOHM MOXYTb po3TisgaTics Ha JEKiIb-
KOX PIBHSIX, TAaKMX SK OlepamniifHa cuctema, nporec 10at-
Ka, KOMIIOHEHT Iporpamu, npomixse 13, BipTyassHa ma-
mmHa (VM) i moritop VM (VMM).

Xoua y Oarathox Bumankax crapieas [13 3ymoBieno
MIOMUJIKAMH, TIOB'SI3aHUMHU 31 CTapiHHSAM, HaBITH 32 BIACYT-
HOCTI TakuMX HECIIPaBHOCTEH B KOJi, e)eKTH CTapiHHSA MO-
KYTb BUHHMKATH SK HACIiJIOK NPHUPOAHOI AWHAMIKHM IMOBe-
JHKY cucTeMH. Llei BUx cTapiHHS Ha3UBAIOTh NPUPOOHUM
cmapinnsam (Grottke et al., 2008). TIpuknagamu mpupogHO-
ro crapiHHs € npoOieMu ¢parMeHramii, sIKi CTOCYIOTHCS
(alroBUX cHCTEM, IHICKCHHUX (ailiTiB 0a3 MaHWX, a TAaKOXK
ocHOBHOI (i3nuynHoi mam'siti. Taki edekTn crapiHHA He
TIOB's13aH1 3 HECHIPABHUM KOJIOM a00 MU3aifHOM apXiTeKTy-
pH, aje BOHM € HACIIJKOM BHKOPHCTaHHS CHCTEMH 4YH JIO-
JIATKIB IIPOTSTOM CBOT'O KHTTS.

3rigHo 3 (Grottke et al., 2008), edekr crapiHHA HE €
000pOTHNM 0€3 30BHIIIHBOTO BTPYYaHHS. 3TiJHO 3 MLI€IO
XapaKTepUCTUKOIO, ctapinHs [13 Moxke Oyt npubpaHo 4u
BiTEpMIHOBAHO LIJISIXOM 30BHILIIHBOTO BTPYy4aHHs. 30Kpe-
Ma, [UIIXOM BUWSIBIICHHS NPUYMH Ta YWHHHUKIB, SKi
crpusoTh (eHomeny crapinus I13, MoXHa 3HAXOAWTH pi-
LIEHHS IS 3aTPUMKH 200 YHUKHEHHS TPOLECY CTapiHHS.

Texniky 3ano06iraHHs i 3aTPUMKH CTapiHHS HAa3MBAIOThH
mporiecoM omonoddcenns I13 (Huang et al., 1995). Lei
miaxin nependavae peryispHi UM HEPETYISIpHI CKUIAHHS
BHYTPILIHBOT'O CTAaHy CHCTEMH TaK, 100 OYMCTHTH HAKOIIH-
yeHi moMuika. OMomnopkeHHs [13 Moxe OyTH peanizoBaHO
Ha JICKUTBKOX PIBHSAX JeTalli3allii Ta 3acTOCOBaHO IO Oa-
raThOX THIIB EJIEMEHTIB y CHUCTEMi, TAKUX SIK OIepalliifHa
CHUCTEeMa, OKpeMi IporiecH abo 00'€KTH JaHUX.

Yunnnku crapinas II3. V crarri (Abdullah et al,
2017) unaaukY ctapinas [13 moaiisroTh Ha JBa THITH: 30B-
HilHI Ta BHyTpimHI (Tabmn. 1).

Tao6u. 1. 3oBHimmi Ta BHYTpilHi ynHHUKHK cTapinus 113
30BHIMIHII YHHHUK BHyTpimHii YMHAAK
JluHamivHe cepenoBuine Jledexrn BigHAIArOHKEHHS
IMokpamenHs Ta 3MiHK QYHKIIH | 3anUKOBI JeeKTH
CTallJIBHICTE 1 HOCIIIIOBHICTE

OizHeCy
EBosmronist BuMor

Buroku nam'sti

IepennoBHEeHHS aM'sITi
He 3BinbHEHI G10KyBaHHS
¢aiinis
HakonuueHHs: TOMUIIOK OKpYT-
JICHHA

BHyTpinHI YMHHAKY NEpPEeBaXKHO IOB'S3aHi 3 MOMMIIKA-
MU y IIporpaMHoMy Koji Ta apxitektypi I3, a 30BHIimHI
YUHHUKA — 31 cTapiHasaM [13 BiHOCHO 30BHIIIHBOTO cepe-
nmosumia. Y podoti (Abdullah et al., 2015) 30BHiIHI YHHHU-
KU TPYIYIOTh B TPY OCHOBHI KJIacH: (pyHKIIOHAIbHI YNHHU-
KW, JTIOACHKUI YUHHUK, YUHHUKH cepeioBrIa. Y Talil. 2 Ha-
BE/ICHO I1i KJIaCH YMHHHKIB CTapiHHS Ta METPHUKH, SIKi MOXKHA
BHKOPHCTOBYBATH JUIsl BUMIpIOBaHHs piBHS cTapinHs [13.

IIle omunM umHHHMKOM crapinus [I3 € mMerpuku mpor-
pamHoro koxy. Merpuku I13 — e unciioBa Mipa ckiagHOC-
Ti IPOrpamH, IO 3aJIEKHUTH BiJ BIACTHBOCTEH TEKCTY IPOT-
pamu (Basili & Perricone, 1984) i 004nciioeTbest CTaTHIHO
6e3 HeoOXximHOCTI BuKoHaHHS nporpamu. Poswmip I13, #toro
CKJIaJIHICTD, BUKOPUCTAHHS JESKUX BHIIB CTPYKTYp HpOT-
paMyBaHHsI, [TOB'3aHUX 3 YIPABIIHHAM PECypcamH, BUKO-

Bapricts 00cmyroByBaHHS

JIronuHa

pHUCTaHHS apU(PMETHYHNX OIIEpaTopiB Ta iHII 0COOIMBOCTI
IIOB's13aHI 3 BUHWKHEHHSM IIOMWJIOK CTapiHHA. Y po0OoTi
(Cotroneo et al., 2011) miarBep/uKyeThes, MO edexTH cTa-
pinas 113 mos's3aHi 31 cratmuHUME Xapakrepuctukamu [13.

Tao6u. 2. YnnHuKH i MeTpuku cTapinns I13

Rluiicig
KH
Oynkui- |[IpogykrusaicTs 13, KOpUCHICTS, ciTyx6a MiATPUMKH,

OHAJIBHI |Jac BiATYKY, mommnku I13

Cayx6a miarpumky, 6i3HeC BUMOTH, 3MiHH B 6i3Hec
mporiecax, 3MiHH CepeIOBHUIIa, 3MiHU TEXHOJIOT1H
(IporpaMHUX Ta alapaTHUX)

Hapuanns, cayx0a miaTpUMKH, TOMYJISPHICTS 1 TEXHO-
JIOT'11, 3MIiHH Y BUIIIOMY KEPiBHHIITBI, JOCBIJI

Merpuku

Cepeno-
BUIIA

JIronceki

Pi3Hi mocmimKyBaHI CHCTEMH MOXYTh MaTd BIacHI Ha-
00pH YMHHUKIB, SKi creu(iyHO BIUINBAIOTH HA SBUILE CTa-
pinns I13. Hanpuknaa, y po6oti (Cotroneo et al., 2016) s
JIOCII/DKEHHSI TIPOLIeCy CTapiHHA B OlepaliiHiil cucremi
Android cpopmoBano Habip YMHHHKKIB, 110 OXOILTIOE: 1) Ha-
0opu 0JATKIB JUIS JOCIiKEHHST; 2) Qi3U4HI IPUCTPOI, 110
MAaIOTh Pi3HI XapaKTEPUCTUKH; 3) poOoUe HaBaHTAXKCHHS —
3aIlyCKH 1 3aBepLICHHs J0JAaTKiB; 4) podoue HaBaHTAKEH-
HS — TIOAI1 BBEJCHHS; 5) BUTGHUI 11 BUKOPUCTaHHS TPOC-
Tip (haityioBOro cxoBHIIA.

Mopesi Ta MeTOAM AOCJIIGKEHHS NMPOIECY CTAPiHHA
3. 3rigao 3 (Cotroneo et al., 2014), Bci mocmiKEHHS TIPO-
necy crapinasa 13 MoxXHa pO3AUTUTH Ha JOCHIPKCHHS Ha
OCHOBI MOJIETICH, JOCIIHKEHHs Ha OCHOBI BUMIpIOBaHb, Ti0-
PUIHI JOCIHIDKEHHS, TOCTIHKCHHS CTpaTeriil IaHyBaHHS
omosopkeHHs 13, mocimimKeHHsT METO/IB OMOJIOJDKEHHS 1
OCTiDKeHHS NaHux BiamoB peansHoro I13. Ille omniero
kiacudikamiero gocmimkens (Valentim et al., 2016) € ix mo-
T HA aHANITHYHI, EMITIPIYHI Ta Ti0puHI.

Jlocniooicenns na ocnogi mooenetll aHATITHIHO MOJIEITIO-
0Th sBUmIe crapinas [13 mms Toro, mo6 3abe3meunTa
abcTpakTHE ySBJIEHHS IPO HBHOTO 1 3pOOHUTH HOT0 3aCTOCOB-
HUM JUI MaTeMaTHYHOTO 00pobiienHs. Icnye 6arato Tuno-
BUX Mozenel crapinas [13, sk npaBuiio, Ha OCHOBI JIAHIIIO-
riB Mapkoga.

Maprosceki ma Haniemaprkosceki npoyecu 3 iX BapiaH-
TaMH ChOTOJHI € OCHOBOIO JuIsl Oarathox moxeneil. Ilepma
pobota (Huang et al., 1995) npo crapinns I13, sixa noBoau-
J1a, M0 oMostopKeHHs 113 Moke 3MEHIINTH BapTicTh Mpoc-
TOIO0 CHCTEMH, MOJIEIIIOBaJIa SBUILE CTAPIHHS 32 JOOMOIOI0
naHIora Mapkosa 3 HeriepepBHHM yacoM (Continuous-Ti-
me Markov Chain — CTMC), skuii i goci € 6a30B00 MO-
JIETUTIO JIJIsI OITUCY LOTO SIBHIIA.

MapKOBCBKi JIAHIIOTH OTHPOKO BUKOPHCTOBYIOTHCS IS
aHaJIi3y CKJIQAHIINX CHCTEM Ta ONHCY CKIAJHINIMX IIPO-
sBiB BixMoB. Hamnpukaz, y (Xie et al., 2004) 3 nronomororo
CTMC onmcaHO MOBEIIHKY KIacTepHHUX cucteM, a B (Oka-
mura & Dohi, 2011) po3rastHyTO pi3HiI CTYIEHI BiIMOB IS
MOJICITIIOBaHHS ITOCTYIOBOTO 3HIDKEHHS MPOIYKTHBHOCTI,
0 TaKOX omucyeThes 3 poromororo CTMC. MapkoBcbki
JIAHIIOTY TaKOXX 3aCTOCOBYIOTHCS JUISl aHAJI3y CTapiHHS B
HOBHX KOHTEKCTaX Ta CHCTEMaXx, 30KpeMa TaKHuX SK MOOLIb-
Hi cucremu. Tak, B (Xianga et al., 2019) noOynoBano inTer-
poBany CTMC Ha ocHOBI MoOeIi MOBEAIHKM KOPHCTyBada
Ta MOJIEIIi TIPOIIECY CTAPiHHS.

Xoua OUIBIIICTE AOCIHIKEHb 3aCTOCOBYIOTH KJIACHYHI
MapKOBCBKI 1 HaIliBMapKOBCHKI IPOLIECH, € 1 1HII THUIIN MO-
nenei. Hanpukian, aBropu (Wang et al., 2007) BukopucTo-
ByBaJli MapkoBchKi pereHepauniiiHi nporecu (MRGP) y
noetHaHHi 31 croxactnaHuMH Mepexamu [lerpi (SPN) s
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MOOYZOBH 3arajbHOI MOZAENI OLIHKH ONTHMAaJIbHOTO rpadi-
Ka OMOJIO/DKECHHSI B ITPOTPaMHii cucTeMi.

[TpoGiema 3HAXO/PKEHHSI ONTUMAJIBHOTO rpadika omo-
JIO/pKeHHS c(hopMylibOBaHa Takox K IIpomec mpuiHATTS
pimens MapxkoBa (Markov Decision Process — MDP). Han-
puknazn, y (Pfening et al., 1996) 3actocoBano MDP st no-
OynoBu Mojeni omosopkeHHs 13 B TenexomyHiKamidHINA
CHCTEMI, IO MiCTUTh BHHUKHEHHS IIEpENOBHEHHS Oydepa.
B (Okamura & Dohi, 2011) BukopucTaHo 9acTKOBO CIOC-
TEpeXyBaHi IIPOLECH NMPUHHATTS pilteHb MapkoBa (Parti-
ally Observable Markov Decision Processes — POMDP).

Mepeaci Ilempi Ta X unucieHHi BapiaHTH — 11e (opma-
J3MH, CyBOpO TIOB'SI3aHi 3 MapKOBCHKMMHU MOJCISIMH, alle
OLIbII KOMIAKTHI 1 B JEIKAX BHUIIAJKAaX JIETIHI I BH3HA-
yenHs. Leit gopmainizm mae 3Mory OiIbII JIETKO BHPA3HUTH
MOKa3HUKH NPOIYKTUBHOCTI 3 KUIBKOMa PIBHAMH 1 € 0c00-
JIMBO KOPHMCHHUM JUISI BUP@KEHHS METPHK Y CKIATHIIINX
cUcTeMax, Takux sK kimacrepHi cuctemn (Wang et al,
2007), (Vaidyanathan et al., 2001).

Hocnioocennsn na ocnosi sumiprosans (Cotroneo et al.,
2014) noka3HUKIB peaJbHUX CHCTEM JAI0Th 3MOTY BUKOHY-
BaTH eMITIipUYHUNA aHami3 crapinns [13 mis Toro, mob Bu3-
HAYUTH, Y1 3HAXOJUTHCS CUCTEMa B CTaHi, CXHJIHHOMY 10
BiqMOB uepe3 crapinHs I13, mis mporHo3yBaHHS 4Yacy 10
BiIMOBH uepe3 CTapiHHA 1 JUIsl TUIAHYBaHHS OMOJIO/KCHHS
nporpamiu. JlocipkeHHs, 3aCHOBaHI Ha BUMIPIOBaHHX, Ta-
KOXX HaJaloTh JEeTANbHY iH(pOpMamiio mpo sIBUINA CTApiHHS
B peaJbHUX CHCTEMaXx, [0 KOPHCHO IS KPALIoTo PO3yMiH-
HS IpUpoau Ta MaciTadiB crapinns [13. MoxxHa BUAIIUTH
TaKi TPYIH MiAXOMIB JUTS JOCIIKCHHS TPOIECY CTapiHHS
Ha OCHOBI BHMIpIOBaHb: aHaIi3 YacCOBHX PsIiB, MallMHHE
HaBUYaHHS, MiJXOAN Ha OCHOBI ITIOPOTiB.

Ananiz uacosux psoie MAPOKO 3aCTOCOBYETHCS T Yac
MOHITOPUHTY PECypCiB Uil TOro, W00 MiJTBEPAWTH YU
CHPOCTYBATH HASBHICTh YU TEHJICHIIIO 10 BUHUKHEHHS CTa-
pinns. Hanpuxnan, y po6oti (Cotroneo et al., 2016) npen-
CTaBJICHO EKCIIEPUMEHTAJIbHY METOJOJOTII0 Ul aHallizy
mpobnem crapinns 13 B onepaniiiHiit cuctemi Android, sika
BHUKOPHCTOBYE CTaTUCTWYHI MeToau Tect ManHa-Kennana
Ta Tmpoueaypy ouminkd Haxwiy CeHa, o0 BU3HAYMTH, SIKi
YUHHUKA TOCHJIIOIOTH IIOTipIIEHHS NPOXYKTUBHOCTI Ta
CHOXMBaHHS pecypciB. Mogeni yacoBux psaniB ARMA Ta
ARX BukopucrosyBanucs B (Li et al., 2002) na Beb-cepBe-
pi Apache, mo0 OIiHNTH BUYEpIIaHHS PECYPCIB.

AHatiz 9acoBHX PsIJIiB TaKOX 3aCTOCOBYETHCS IJISI BUB-
YEeHHs B3a€EMO3B'SI3KY SIBUINA CTAPiHHA 3 pOOOYNM HaBaHTa-
KEHHSIM y CKJIQIHUX cucteMax. Hanpukinan, y Linux cucre-
Mi (Cotroneo et al., 2010) aHaxi3 napamerpiB podbo4oro Ha-
BaHTA)XXEHHS Jla€ 3MOTY BHJUIUTH IiJICHCTEMH, NapaMeTpu
SIKHX KOPENIOIOTh 3 TEHJACHUISMHU CTapiHHA, IO CBIAYUTH
PO MOTEeHiHHI pkepena crapinasi. Mozaeni ARIMA (Auto-
regressive Integrated Moving Average) Ta Xonra-Binrepca
6ynu Bukopuctani B (Magalhaes & Silva, 2010) ans Busis-
JICHHS! aHOMaJIiil TPOJYKTUBHOCTI, BUKIIMKAHUX CTapiHHSIM,
SIKI CHIpSIMOBaHI Ha BeO Ta KOMIIOHEHTHI JJOIATKH.

Mawunne nasuanns. I1inxony MallMHHOTO HaBYaHHS €
JIOCKOHAITINIOI (pOpMOIO aHalli3y JaHHX, SKi 3aCTOCOBYIOTh
ITOPUTMH 3 00JIACTi IITYYHOTO 1HTENEKTY JUISl BUSBIICHHS
TEHACHIIH 1 Knacuikalii CTaHy CUCTEMU SIK HaJiifHOI abo
CXWJIBHOI /10 Bi/]MOBH.

VY poboti (Huo et al., 2018) npoBeneHo mMOpiBHSIHHS
e(pEeKTUBHOCTI TPHOX AITOPUTMIB MAIIMHHOTO HaBYaHHS
(nepeBo pimens (Decision Tree), METOJl OTIOPHUX BEKTOPIB
(Support Vector Machine), rmuboka mepexa noBipu (Deep

Belief Network) nns BusBnenss crapinasa II3 B cucremi
Android.

[Homit mpukiTan 3acTOCYBaHHS IMIAXOAY MAIIMHHOTO
HaBYaHHS JUII IPOrHO3yBaHHS BiJ]MOB CTapiHHS HABE/ICHO B
(Alonso et al., 2011) y KOHTEKCTI TPUPIBHEBOI CHUCTEMH
J2EE, nme BHKOHAHO aHai3 KUIBKOX alTOPUTMIB (IepeBO
MIPUAHATTA pillieHb, aJTOPUTMH JIIHIHOTO Ta KBaJAPaTHYHO-
ro aHamizy, HaiBHWI anroputMm baiieca, merox omopHHX
BEKTOpiB Ta MeTox K-HailOmwkumx cycimiB). Pesymbraru
po0OTH TOKa3yloTh E(PEKTHBHICTh METOAIB MAaIIMHHOTO
HaBUYaHHS JJIs1 pO3pOOKH 3ac00iB MOHITOPHHTY Ta BIOCKO-
HaJICHHS METOAIB oMomomkeHHs [13.

ITioxoou na ocHogi nopoeié BU3HAYAIOTH MIOPOTH JIIS Jie-
SIKMX TIOKA3HWKIB CTapiHHS 1 OMOJIO/DKCHHSI BHKIMKAETHCS
TOJIi, KOJM KOHTPOJIbOBaHI MOKAa3HUKH IEPEBUIIYIOTH TaKi
noporu. Hanpuxiiaa, HOKasHUKN MOXKYTh CTOCYBAaTHCS CIIO-
KHUBaHHA pecypciB. TpyaHOIII BHHHWKAIOTh y BH3HA4YEHHI
HaMKpamyx MOKa3HWKIB 1 MPaBWJIBHUX MOPOTIB VIS HHX.
[Mpukmagom takoro migxoxy € podora (Silva et al., 2009),
sIKa 3aCTOCOBYE TOPOTH IIOJI0 CEPEAHBOTO Yacy BIATYKY Ta
MTOKA3HUKIB SKOCTI MOCIIYT.

Tibpuoni docnioscenns TOETHYIOTh TIEPEBArd IiAXOIB
Ha OCHOBI MoJIeJiell 1 BUMIPIOBAaHb: OMHCYIOTH SIBUIIE aHAII-
THUYHO, HalfyacTile 3a JOMOMOTOI0 MapKOBCHKUX MOJIEIIEH,
1 BU3HAYaIOTh MapaMeTpy MOJEINI 3a JONOMOIOI0 BHMipIo-
BaHb CHCTEMHHMX ITOKa3HMKIB. He3Baxkaioum Ha MpakTH4HY
BaXJIMBICTh TOPUIHMX ITIAXOMIB, Y IbOMY HAIIPSIMKY 3p00-
JICHO HEBEJHMKY KiIbKicTh nociimukeHs (Cotroneo et al.
2014).

VY (Vaidyanathan & Trivedi, 2005) npencraBieHo pe-
3yAbTAaTH aHaJl3y, sIKi BPaXOBYIOTh HaBAaHTa)KEHHS Ha CHC-
TeMy Ta Oyyl0Th MOJIENb [UIsl OL[IHKH Yacy BUUYEPIIaHHS pe-
cypciB. Y pob6oTi moOyAoBaHO HamiBMapKOBCHKY MOJIENb,
3aCHOBaHy Ha BHMIpIOBaHHSX, OOYHCIIEHO Yac 10 BUCHA-
JKEHHS U1l KOYKHOTO PO3IIIIHYTOTO pecypcy Ta CTaHy (3 BH-
KOpUCTaHHAM (DyHKIIi BHHArOpoJy) Ta MpPOMOHYEThCS Ha-
IIIBMapKOBCbKa MOJENb JOCTYITHOCTI, SIKa BHUKOPHUCTOBYE
peasbHi AaHi, a He MPUIYIIECHHS PO MOBEIIHKY CHCTEMHU.

JlocnipkeHHsI Ha OCHOBI MOJIeNIeH aHalli3yroTh abCcTpak-
THI MOZEJi, poOJITIM AEsKi CIPOIICHI MPUIYIICHHS PO
CHCTEMY, Taki SIK NPHUIYIIEHHS Npo 0a30Bi CTOXACTHYHI
PO3TIOALTH, IO XapaKTepu3yrTh cuctemy. Lli Momeni mo-
XYTb 3aCTOCOBYBATHUCS IO IIMPOKOTO Kousia cucreM. OfHaxK,
HanpHKian, oMonomxkeHHs [13 Tinbku Ha OCHOBI MoJIeTIel €
manoedexTuBHIM (Cotroneo et al. 2014), ockinbkn BOHO He
MOX€E BHKOPHCTOBYBaTH OCOOJIMBOCTI 1 ajanTyBaTucs 0
YMOB KOHKpeTHOi cucteMu. ToOTO migxoau Ha OCHOBI MO-
JieTield TTOBMHHI TOKJIAaTHCs Ha peajbHI AaHi Ui TOro,
100 BU3HAYHUTH MTApaMETPU MOJIEITI.

JocniypkeHHsT Ha OCHOBI BHMIpPIOBaHb IPOTHO3YIOTH
crapinns [13 Ha OCHOBI MPSMUX BHUMIpIOBaHb 1 HAJAIOTh EM-
mipuyHi JaHi npo seuma crapians [13. TlepeBaroro Takoro
IAXOMY € Te, IO MPOrHO3yBaHHs crapinus [13 Moxe anan-
TYBaTHCS JI0 TIOTOYHOI'O CTaHY CHCTEMHM i TOYHO mependa-
YUTH BUHUKHEHHS SBUIL cTapinHs. OfHaK, Takui miaxia He
MOXe OyTH y3arajdbHEHHM, OCKIJIBKU BiH 3aJICXKUTH BiJ| pe-
amizamnii KOHKPETHOI CHCTEMH, IO IOCIIIKYeThCs. OKpim
LIOT'0, ITiJXOJI Ha OCHOB1 BUMIPIOBAaHb HE MPH3HAYEH] IS
OLIIHKH JIOBFOCTPOKOBHX XapaKTEPUCTHK HAMIHHOCTI, TAKHX
SIK IOCTYITHICTb.

[NoennanHs mepeBar i HAWKPANUX SKOCTEH ITiIXO/MiB Ha
OCHOBI MOJIeJIeH Ta Ha OCHOBI BUMIPIOBAaHb ISl OTPUMAaHHS
eeKTUBHOI Ta KOPHCHOI iH(opMaIlil Mpo mporec cTapiHas
Ta TJIaHyBAaHHS OMOJIO/PKEHHS! BUKOPHUCTOBYETHCS B T10pHa-
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aux migxomax (Cotroneo et al., 2014; Valentim et al.,
2016), siKi MOYMHAIOTH BiAirpaBaTH Jeaalli BayKIUBIITY pOJb
1 3aCITyTOBYIOTH Ha OLIIBIY yBary.

BucnoBku. Crapinns [13 € HacimikoM HaKOIMWYEHHS
MMOMWJIOK BHACIIJOK TPUBAIOTO BHKOHAHHS CHCTEMHU Ta
BHCHQ)XEHHS PECYPCIB CHCTEMHU, IO MPHU3BOJUTH JIO IOTIip-
IICHHS MPOIYKTUBHOCTI i 30UIBIICHHS IHTCHCUBHOCTI BiJ-
MoB I13. CyuacHi MoOisBHI Ta BOyJOBaHI IPUCTPOI BUMara-
FOTh BUCOKHX ITOKA3HUKIB SIKOCTI Ta HaJiHHOCTi. Takox BoO-
HH € 0COOJINBO BPA3IMBUMH JI0 NPOSBIB eEKTIB cTapiHHS,
OCKIIBKH TPUBAIMH Yac MPAIIOIOTh 0e3 Iepe3aBaHTaKCHHS
Ta MaloTh OOMEXEHY KiJIbKICTh PECYpCiB, TAKUX SIK ITaM'SITh.
OTXe, BUBUCHHS SIBUIA CTAPIHHSA B MOOUTFHUX CHCTEMAX i
pO3pOOICHHS METOIIB Ta 3ac00iB 3amoOiraHHS IMPOSIBAM
CTapiHHA € aKTYaJTbHUMH 33Ja9aMU i TOTPEOYIOTh IT0/1ajTh-
IIUX JOCTiHKEHb.

Jls Toro, mo6 BUsSBUTH Ta GOpOTHCS 3 epeKTaMH CTa-
pians I13, moTpiOHO MOCTiPKYBaTH YHHHUKH, IO BILTHBA-
I0Th Ha TPOIIEC CTapiHHA. Y poOOTi BH3HAYCHO 3arallbHUN
HaOip YMHHMKIB, XapakTepHUH I BCIX CHCTEM 1 SBHUIIA
CTapiHHSA 3arajioM, MPOTe BaXXTUBUM 3aBJaHHSIM € BU3HA-
YeHHs CIeUU(IYHUX YUHHUKIB JUIS KOHKPETHHX CHCTEM,
30KpeMa MOOLITEHUX.

Po3pobnenHs TiOpUAHMX MiIXOMIB Ta MOJCICH, IO
BKITIOYAIOTh TIEPEBArdl aHATITHYHUX MOJENCH Ta Mopeieh
HAa OCHOBI BUMIpIOBaHb, € TEPCIICKTUBHUM HAIPSIMOM Y
BuBYeHHI nipobnemu ctapinns [13. [igxomm Ha OCHOBI BU-
MipIOBaHb MOKA3HUKIB CHCTEMH 3a0€3MeUyIOTh aHATITHIHI
MOJIENi aKTYaJIbHUMH JaHUMU, [0 pOOUTH MOXKJIHMBUM BH-
KOHYBaTH TOYHINI OOYHCIICHHS Ta MPOTHO3YBAHHS HACIII-
KiB ctapinns [13.
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V. 8. Yakovyna, B. V. Uhrynovskyi
Lviv Polytechnic National University, Lviv, Ukraine

SOFTWARE AGING IN THE CONTEXT OF ITS RELIABILITY: A SYSTEMATIC REVIEW

This paper presents the review and analysis of literary sources devoted to the study of the software aging phenomenon. The aging
process is characterized as performance deterioration and increase of failure rate that has a negative impact on the software
reliability. The study has found that software errors and their accumulation during program execution were the cause of the aging
software. The basic concepts and characteristics related to the phenomenon of aging, such as effects, factors and aging metrics, time
to resource exhaustion, time to aging-related failure and workload are determined. One of the software aging characteristics
determines that it can be removed or delayed by external intervention. The technique of prevention and delay of aging is called
software rejuvenation. The paper considered a common set of factors that is characteristic of all systems and the phenomenon of
aging in general. The factors can be classified into two following types: external, such as software errors and code metrics, and
external, such as environment, human and functional. The important task is to identify specific factors for specific systems, in
particular, mobile platforms. The study reviewed and compared the main methods and approaches to study and modeling of software
aging process. Aging phenomenon is studied at the theoretical level using analytical models and at the empirical level using data
analysis. The paper states that the hybrid approaches could be used in researches because they incorporate the benefits of approaches
based on analytical models and on measurements. Aging characteristics indicate that mobile operating systems and applications
exposed to aging and there is a need to study this phenomenon in order to ensure the reliability of modern software. Mobile systems
are vulnerable to manifestations of aging effects, since they work for a long time without rebooting and have a limited amount of
resources, such as memory. To sum up, it is necessary to continue research of the mobile software aging, in particular to identify the
aging factors of mobile applications and explore the application of methods and models for mobile systems.

Keywords: aging-related failure; aging-related error; aging factors; time to exhaustion; Markov chain; time series.
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