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Urgency of the research. With the development of the in-

formation society, the issue of improvement of communication 
lines between government and citizens, in particular such new 
form of citizens’ appeals to authorities as an electronic peti-
tion, is becoming more relevant.  

Target setting. According to the Law of Ukraine d.d. 2 of 
October 1996 “On appeals of citizens” (with amendments), the 
possibility of submitting of electronic petitions to the govern-
ment and authorities of local self-government is determined, 
but it is necessary to identify details and to specify mecha-
nisms for electronic identification of citizens and implementa-
tion of these standards. 

Actual scientific researches and issues analysis. The 
works of foreign researchers K. Deutsch, P. Lazarsfeld,         
U. Lippmann, Ukrainian researchers A. Semenchenko,            
I. Klimenko, H. Pocheptsov, V. Tsymbalyuk, E. Romanenko, 
Yu. Kozlov are devoted to the communication between the 
citizens and government within the frame of the development 
of the information society 

Uninvestigated parts of general matters defining. The 
article is aimed at summarizing of the international experience 
of application of electronic identification of citizens, improve-
ment of mechanisms for the electronic identification of citizens 
in Ukraine. 

The research objective. To substantiate the definition 
“electronic identification”, to generalize the international expe-
rience of the leading countries of the world concerning ap-
proaches to electronic identification, to assess the state of 
implementation of this instrument in Ukraine. 

The statement of basic materials. The information de-
velopment of the society requires the improvement of methods 
and forms of communication with public authorities and au-
thorities of local self-government. In particular, such form of 
collective appeal as the e-petition is widely used in the world, 
it is submitted using the latest telecommunications means and 
prescribes a specific procedure for recipient to respond and 
confirms its effectiveness as a mechanism of systematic pub-
lic dialogue. 

Conclusions. The article reveals the essence of the con-
cept, the categorical and conceptual framework on issues of 
electronic identification is improved, the status of implementa-
tion of this tool in Ukraine is assessed, the ways to improve 
the functioning mechanisms of the electronic identification in 
Ukraine are proposed. 

Актуальність теми дослідження. З розвитком ін-
формаційного суспільства все більшої актуальності 
набуває питання вдосконалення шляхів комунікації влади 
та громадянина, зокрема йдеться про таку нову форму 
звернення громадян до влади, як електронна петиція. 

Постановка проблеми. Згідно з Законом України від 
2 жовтня 1996 р. «Про звернення громадян» (зі змінами) 
[2] визначена можливість подання електронних петицій 
до органів влади та органів місцевого самоврядування, 
але необхідна деталізація та конкретизація механізмів 
електронної ідентифікації громадян та реалізації цих 
норм.  

Аналіз останніх досліджень і публікацій. Питан-
ням комунікації між громадянами та владою в умовах 
розвитку інформаційного суспільства присвячені роботи 
зарубіжних дослідників  К. Дойча, П. Лазарсфельда,           
У Липпмана, українських дослідників А. Семенченко,          
І. Клименко, Г. Почепцова, В. Цимбалюка, Є. Романенка, 
Ю. Козлова. 

Виділення недосліджених частин загальної про-
блеми. Стаття спрямована на узагальнення міжнарод-
ного досвіду застосування електронної ідентифікації 
громадян, вдосконалення механізмів електронної іден-
тифікації громадян в Україні. 

Постановка завдання. Обґрунтування визначення 
поняття «електронна індентифікація», узагальнити 
міжнародний досвід провідних країн світу, щодо підходів 
до електронної індентифікації, оцінити стан впрова-
дження цього інструменту в Україні, запропонувати 
шляхи вдосконалення механізмів функціонування елект-
ронної ідентифікації в Україні. 

Виклад основного матеріалу. Інформаційний роз-
виток суспільства вимагає вдосконалення методів і 
форм провадження комунікації з органами державної вла-
ди та органами місцевого самоврядування. Зокрема, у 
світовій практиці широко застосовується така форма 
колективного звернення як електронна петиція, що 
подається шляхом застосування новітніх телекомуніка-
ційних засобів, передбачає особливу процедуру реагуван-
ня адресата та підтверджує свою дієвість як механізм 
систематичного суспільного діалогу. 

Висновки. В статті з’ясовано сутність поняття, 
вдосконалено категорійно-понятійний апарат з питань 
електронної ідентифікації, оцінено стан впровадження 
цього інструменту в Україні, запропоновано шляхи вдос-
коналення механізмів функціонування електронної іден-
тифікації в Україні, а саме налагодження взаємодії сис-
теми електронної ідентифікації з реєстром виборців 
України, з Єдиним державним демографічним реєстром 
громадян. 
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Target setting. With the development of the information society, the issue of improvement of 

communication lines between government and citizens, in particular such new form of citizens’ ap-
peals to authorities as an electronic petition, is becoming more relevant. According to the Recommen-
dations of the Europe Council, an electronic petition is defined as a recommendation or comment to 
the democratic institution, which is delivered through electronic way. Today, this tool of interaction be-
tween the society and government is being used by more than 70 countries in the world, including 
Ukraine. 

According to the Law of Ukraine d.d. 2 of October 1996 “On appeals of citizens” (with amend-
ments) [2], the possibility of submitting of electronic petitions to the government and authorities of local 
self-government is determined, but it is necessary to identify details and to specify mechanisms for 
electronic identification of citizens and implementation of these standards. That is why the formation 
and implementation of appropriate mechanisms at the state authorities and authorities of local self-
government are relevant issues. 

Analysis of recent research and publications. The works of foreign researchers K. Deutsch,     
P. Lazarsfeld, U. Lippmann, Ukrainian researchers A. Semenchenko, I. Klimenko, H. Pocheptsov,      
V. Tsymbalyuk, E. Romanenko, Yu. Kozlov are devoted to the communication between the citizens 
and government within the frame of the development of the information society. 

The article is aimed at summarizing of the international experience of application of electronic iden-
tification of citizens, improvement of mechanisms for the electronic identification of citizens in Ukraine. 

The purpose of the article is to substantiate the definition “electronic identification”, to generalize 
the international experience of the leading countries of the world concerning approaches to electronic 
identification, to assess the state of implementation of this instrument in Ukraine, to offer the ways of 
improvement of mechanisms of functioning of electronic identification in Ukraine. 

The statement of basic materials. The information development of the society requires the im-
provement of methods and forms of communication with public authorities and authorities of local self-
government. In particular, such form of collective appeal as the e-petition is widely used in the world, it 
is submitted using the latest telecommunications means and prescribes a specific procedure for recip-
ient to respond and confirms its effectiveness as a mechanism of systematic public dialogue. 

The appeal of citizens is a sensitive indicator of the state of society, its problems, conflicts, people's 
attitude towards authorities, their ability to solve relevant issues, level of hope, expectations and de-
mands, which are formed in the public mind under the influence of events in the state, statements of 
political leaders. 

The electronic identification of physical and legal persons is made through issuance of special per-
sonal electronic identification means (e-cards, passports, digital signatures and other means, i.e. elec-
tronic identifiers associated with a particular person) to them in the prescribed manner and on the ba-
sis of the established scheme. The main requirement to eID is ensuring the technological possibility of 
the implementation of the authentication (conformity of authenticity) of the owner of the electronic ID 
during performance of any electronic transactions [3]. 

The main regulatory legal acts affecting the implementation and development of electronic identifi-
cation of citizens in Ukraine should be considered: − Tax Code of Ukraine [4]; − Civil Code of Ukraine 
[5]; − Law of Ukraine “On State Register of Voters” [6]; − Law of Ukraine “On state registration of civil 
status acts” [7]; − Law of Ukraine “On state registration of legal persons and physical persons – entre-
preneurs” [8]; − Law of Ukraine “On electronic digital signature” [9]; − Law of Ukraine “On Unified State 
Demographic Register and documents, which confirm citizenship of Ukraine, certify the identity or 
his/her special status” [10]; − Law of Ukraine “On information protection in information and telecom-
munication systems” [11]; − Law of Ukraine “On protection of personal data” [12] − Law of Ukraine “On 
compulsory state pension insurance” [13],Law of Ukraine “On banks and banking activity” [14]. 
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The significant problem is the absence of systematized normative definition of “electronic identifica-
tion”. For example, the regulatory acts of different levels use different approaches and provide differ-
ent understanding of the term “identification”. The regulatory and legal acts only partially establish the 
specific line between the terms and the procedures corresponding to them (Tab. 1). 

Table 1 
The classification of approaches to the definition of term “Identification” 

Regulatory legal acts Definition 

Law of Ukraine “On banks and banking activity” [14] Person identification is identification of the person, 
who is conducting the transaction, based on the docu-
ment, which confirms the identity of the owner and fixa-
tion of the name and surname, date of birth and ad-
dress in writing,as well as the name, number and date 
of issue of the presented document, name of the insti-
tution that issued it. 

Law of Ukraine “On Unified State Demographic 
Register and documents, which confirm citizenship of 
Ukraine, certify the identity or his/her special status” 
[10] 

Identification is establishing of the conformity of the 
person with the whole information about him/herwith 
the help of the basic (compulsory) and additional (op-
tional) biometric data, parameters.  

Law of Ukraine “On information protection in infor-
mation and telecommunication systems” [11] 

The user of the information in the system is a phys-
ical or legal person, whohas the right to access the 
information in the systemin accordance with legisla-
tion.” 

Law of Ukraine “On electronic digital signature” [9] The signer is the person, which legally owns per-
sonal key and on his/her own behalf or on behalf of the 
person, whom he/she represents, affixes digital signa-
ture duringexecution of electronic document. 

The rules of ensuring ofinformation protection in in-
formation, telecommunication, information and tele-
communication systems. Approved by the resolution of 
the Cabinet of Ministers of Ukraine d.d.29 of March 
2006 No. 373 [15] 

Identification is the procedure of recognition of the 
user in the system, typically using pre-defined name 
(identifier) or other priori information, which is can be 
processed by the system. 

The Order of the Ministry of Economy of Ukraine 
“On approval of the Procedure of planning, formation, 
establishment, operation, maintenance, systematiza-
tion of electronic information resources of the Ministry 
of Economy of Ukraine and access to them”d.d. 
16.07.2010 N 854 [16] 

“User identification” is the procedure of assignment 

of a personal details set (usually it is a pair username 
and password) to the user or provision of a special 
electronic key to him/her forhis/her exclusive use. 

The Order of the State Nuclear RegulationCommit-
tee “On approval of Rules of physical protection of nu-
clear installations and nuclear materials”d.d. 
04.08.2006 N 116. [17] 

“Identification” is thedetermination of conformityof 
the identifying features of the person, which are listed 
in the documents or database, the actual characteris-
tics of the person him-/herself. 

Source: results of own research 
 

Therefore, there is no doubt concerning the relevance of regulation of the conceptual and categori-
cal apparatus in the electronic identification sphere. 

The electronic identification is the procedure of determination of the user in the system using basic 
and additional parameters with the help of information and communication technologies. 

Today, the regulatory and legal acts of the state determine the following basic and most commonly 
used identification data of physical persons: − surname; − name; − patronymic; − date of birth; − date 
of death; − gender; − place of birth; − residence; − citizenship; − series and number of identity docu-
ment, his/her family or social status; − the registration number of record card of taxpayer-physical per-
son; − unique number of record in the Unified State Demographic Register. 

Analyzing the international experience in electronic identification, in the Proposals to development 
of the state policy concerning electronic identity in Ukraine, Yu. Koslov and D. Chernikov drew the at-
tention to the percentage of the use of certain technologies of electronic identification in EU countries, 
which is as follows [18]: 
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- Electronic identification schemes based on mechanisms of the use of a pair  “login-password” 
9%; 

 Electronic identification schemes that are based on mechanisms of use of one-time passwords on 
the basis of lists - 6%; 

 Electronic identification schemes that are based on mechanisms of use of one-time passwords on 
the basis of short text messages - 5%; 

 Electronic identification schemes that are based on mechanisms of use of special hardware and 
software password generators (OTP-tokens) - 7%; 

 Electronic identification schemes that are based on mechanismsof use of cryptographic transfor-
mation in the authentication process (software) - 13%; 

 Electronic identification schemes that are based on mechanisms of use of cryptographic transfor-
mation in the authentication process (hardware token) - 13%; 

 Electronic identification schemes that are based on mechanisms of use of cryptographic transfor-
mation in the authentication process (hardware token - smart cards) - 16%; 

 Electronic identification schemes that are based on mechanisms of use of cryptographic transfor-
mation in the authentication process (hardware token - SIM-cards) - 5%. 

Currently, the site of the petition to the President of Ukraine uses a range of tools for electronic 
identification, namely: bank ID, registration number of record card of taxpayer-physical person, EDS. 

Based on research of concepts of development of petition sites and the ways of the identification 
on them, we note the following. Today there are three ways to implement the e-petition in Ukraine: 

1. Own (unique) development of the organ of state or executive power (e.g., a petition to the Presi-
dent of Ukraine, petitions to the Cabinet of Ministers of Ukraine, petitions to the Kyiv City State Admin-
istration). It is characterized by sufficiently high reliability of electronic identification of citizens (Bank 
ID, Oshadbank ID, EDS) on one hand and by the large costs of development and support on the oth-
er. Thus, as the largest number of Internet traffic accounts for users of mobile phones and tablets, the 
possibility of adaptability of this sources for mobile devices is very important. The sites of this group 
have adaptive layout and it is convenient for mobile users to use them. 

2. Unified site of petitions “Unified system of local petitions”, which was created within the program 
“e-Government for accountability and participation” (EGAP), funded by the Swiss Confederation and 
implemented by the East Europe Foundation Innova Bridge in partnership with the State Agency for e-
governance. Currently, this resource was used by more than 80 cities of Ukraine. It is characterized by 
sufficiently high reliability of electronic identification of citizens (Bank ID, Oshadbank ID, EDS), on the 
one hand and possibility of free use, which is a big plus in a difficult economic situation. The sites of 
this group have adaptive layout and it is convenient for mobile users to use them. 

3. Own (unique) development of an organ of state, the executive power or local government It is 
characterized by sufficiently low reliability of electronic identification of citizens (e-mail) on the one 
hand and the high cost of development and support on the other. The sites of that group have no 
adaptive layout and these resources are not designed for mobile use. 

Each of these tools has both strengths and weaknesses. An alternative way of electronic identifica-
tion for ordinary citizens in the absence of national e-passports could be bank ID, and eID tokencan be 
a common bank card. Thus, the initial registration of users of electronic banking and payment services 
is made in accordance with the rules, which provide identification during personal contact. However, 
authentication procedures involve different mechanisms, which vary in range from the use of a pair of 
“login / password” to the means of cryptography. 

So in the short term perspective, the government can resolve the issues on electronic identification 
of citizens quickly enough using resource of the largest banks of Ukraine. 

An alternative for banking ID may be the electronic identification of citizens through citizen identifi-
cation number. The integration on secure channel between the database of the Internal Revenue Ser-
vice and e-petition service must be created for the implementation of this identification. Today there is 
integration between the database of the Internal Revenue Service and service of e-petition to the 
President of Ukraine, so it is needed to make of integration between the database of the Internal Rev-
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enue Service and services of electronic petitions to state and local authorities taking into account this 
successful experience. For the identification the user will need to enter not only the name, surname 
and patronymic name, email address, but also his/her identification code. The search will take place in 
the database of the Internal Revenue Service, and only at the conformity with the main parameters of 
name, surname and patronymic and his/her identification code, the user will receive e-identification 
and be able to create an e-petition and to vote etc. 

Today this mechanism works only partially and requires both additional automation and regula-
toryand legal strengthening. 

The legislation of Ukraine provides the right of individuals to refuse to accept the registration num-
ber of the taxpayer's registration card because of their religious beliefs. According to the State Fiscal 
Service of Ukraine, at the beginning of 2015 about 200 thousand citizens of Ukraine have used this 
right. Therefore, this method of electronic identification cannot cover all citizens. 

Many experts think that mobile ID can be used for the implementation of electronic identification. 
Mobile ID is a service that allows subscriber to use his/her mobile phone with SIM-card installed in it 
as a means for secure electronic identification. With Mobile ID you can access secure electronic doc-
uments and put your digital signature on them. Currently the demo version of the service can be used 
on the portal of administrative services of Lviv city. 

This method of electronic identification requires regulatoryand legal strengthening. Also, there is a 
great caution of giving of the vast array of personal data of citizens to commercial establishments. For 
the implementation of this approach the citizens will be required to appear at least once at the nearest 
division of communications provider for identification. 

Another issue that needs organizational and legal solutions is the risk of voting of the same person 
from different email addresses that will distort the representativeness of the data of collecting of signa-
tures for e-petition. There is the possibility of unauthorized influence on the voting by so-called “bots”. 
This is especially significant issue for local authorities. During analyze of means of electronic identifi-
cation for registration of citizens, the name, surname, patronymic name and email address, to which 
the user receives a link to confirm registration on the site, must be specified. The security level of 
online resources of local authorities is much lower than the corresponding resources of central authori-
ties. To resolve this problem, changes and additions to the Law of Ukraine “On citizens appeals” must 
be made, firstly: limit the creation and signing of petitions for solely citizens of Ukraine, and secondly: 
authorization of citizens must be conducted with existing and confirmed databases, such as users of 
“Card of Kyiv resident”(the imperfection of this system is that only Kyiv residents can use such author i-
zation, but locally for Kyiv, this solution is sufficiently effective, it can be used to provide citizens with 
an additional impact on local authorities), register of voters of Ukraine is one of the latest and biggest 
data bases of citizens of Ukraine, using this database citizens with no identification number of the tax-
payer can have the possibility of electronic identification, with a bank-ID (the imperfection of this sys-
tem is that not all citizens are users of the Oshadbank and Privatbank) and directly on the site via 
SMS verification (confirmation in the form of SMS with the code is sent to cell phone of citizen.The 
disadvantage of this system is that the SMS sending service is a paid service. The implementation of 
this approach is the additional financial burden for citizens). The unified digital signature is also used 
for identification of citizens. The disadvantage of this tool is a paid registration, and as a result a lim-
ited number of users. For the most part, the unified digital signature is used by the entrepreneurs and 
employees. All of these authorization methods have both benefits and disadvantages. Therefore, only 
the combination of all possible authorization methods can allow more citizens to use the electronic 
petition. 

For today, it is necessary to consider some positive experience of e-petition implementation shown 
by the Machinery of the Verkhovna Rada of Ukraine. Although right after the launch of the tool of e-
appeals of citizens to the Verkhovna Rada of Ukraine, the website had obscure interface and the un-
derstanding of how to initiate or sign the petition was beyond the power of average citizens. In March 
2016, the website was modernized and now the service “E-petitions” functions successfully. The ap-
pearance of the petition is implemented within the priority-oriented measures for creation of the E-
Parliament in the Verkhovna Rada. The management of computer-aided systems of the Verkhovna 
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Rada of Ukraine, which is determined by the technical administrator of the “E-petition” system, takes 
measures on its software and technical assistance, verification, registration, support of petition and will 
perform other actions on compliance of standards with the requirements of the legislation. The website 
of the Parliament contains the list of spheres and sectors of the state activities concerning which the 
user can send the e-appeal, so that the citizen can decide, whether it is necessary to create new peti-
tion or it already exists and it is necessary to vote for it. Here with, the user should fill the correspond-
ing form on the web portal for authorization. There are sections “signature collection continues”, “is 
under consideration”, “responses to petitions”, “expired”, “create the petition”. The search of petitions 
can also be performed by branch directions. The “E-protocol” service is introduced on the web portal 
of the Parliament; it contains statistical data on voting of deputies, top leaders and anti leaders of vot-
ing, verbatim transcript of the plenary session, corresponding audio and video information;  “Stop Ab-
sentee!” resource; the inquiries of deputies also are published in it; the measures on ensuring the vid-
eo and audio transmission of the session of all parliamentary committees are carried out; the work on 
creation of the electronic workplace of the parliamentarian is performed; the movement towards the 
consideration of legislative drafts in second reading in the electronic for, etc. is carried out. 

We hope that within the “E-Parliament” project the transfer of the single legislative body on the 
electronic system will become a reality. 

Taking into account this experience, each state authority should create the website for petitions, 
therefore, it is necessary to unify the approaches to creation of e-petition service by using the template 
of this service based on the web-site of the Unified system of local petitions. The main benefits of this 
resource are: unification of resources for petition collection, high level of certainty of the person identi-
fication, adjusted layout, free use. Thus, the state could save considerable resources that are spent on 
the development of the website and its future integration with databases for identification of citizens. 

Conclusions. The article reveals the essence of the concept, the categorical and conceptual 
framework on issues of electronic identification is improved, the status of implementation of this tool in 
Ukraine is assessed, the ways to improve the functioning mechanisms of the electronic identification in 
Ukraine are proposed, namely the adjustment of interaction of the electronic identification system with 
the State Register of Voters of Ukraine, Unified State Demographic Register of Citizens. It is proposed 
the local government authorities and executive authorities to use the successful experience of the 
electronic identification of citizens in the service of the Unified system of local petitions by improving 
the regulatory framework, namely to amend the Law of Ukraine “On appeals of citizens”, which pro-
vides the methods of electronic identification and obliges to use them. In particular, the imposition of 
sanctions for possible turning of votes, reducing their number, etc. requires additional study of legal 
issues. 
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