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INCREASING THE SAFETY OF WIRELESS COMMUNICATION

Y pobomi obrpynmosano npobremu 3axucmy 6i0 enreKmpoMacHImHUX
BUNPOMIHIOBAHb VILMPAGUCOKUX 4acmom 05 3abe3neyeHHs be3nexu aoet ma
NPUtiHAMHOL axocmi 36°a3Kky. /logedeno, wo Haubinbwl ehekmusHuM Memooom
SHUMICEHHSl  eleKMPOMAcHIMHO20  (OHYy €  eKPAHY8AaHHA  308HIUIHIX
BUNPOMIHIOBAHL MA 3HUJICEHHS DIBHIE BUNPOMIHIOBAHL GHYMPIWHIX Odicepel.
Pospobneno i Oocniosiceno  3axuchi  eracmusocmi - MemanionoAiMepHux
eleKMpPOMAcHImMHUX expawnie. Bcmanoeneno, wo nioguujenHs OUCnepcHocmii
MEMANOBMICHUX HAHOUACMUHOK Y 2—4 pa3u 3HuUdiCye Koeghiyieum 8iooummsi Ha
0,15-0,20.

Knrwuoei cnoea: enexmpomacuimue 6UNPOMIHIOBAHHS, GUNPOMIHIOBAHHS
VIbMPAGUCOKUX YACMOM, eKPAHYEAHHS, MEMAN0EMICHI HAHOYACTMUHKU.

B pabome obocnosanvt npobremvl 3awumsl 0m  INEKMPOMACHUMHBIX
UBTYYEeHULl YIbMPABLICOKUX YACMOm 05 obecneyeHus 6e30nacHoCmu ooel u
npuemiemoz2o kKavecmea cesa3u. Jlokazano, umo Haubonee 3¢hphexmusHbvim
MEMOOOM CHUMNCEHUSL JIeKMPOMACHUMHO20 (DOHA A61emcsi IKPAHUPOBAHUE
BHEUHUX USTYUEHUN U CHUNCEHUSL YPOBHEU USTYUEHU BHYMPEHHUX UCIMOYHUKOS.
Paszpabomanvr u uccnedosanvl 3awumuvle c80UCMBA MeMALIONOIUMEPHBIX
INEKMPOMACHUMHBIX IKPAHOB. YCMAHOBIEHO, YMO NO8bluleHUe OUCNEePCHOCMU
MemaniocooepIrcauux Hanowacmuy 6 2—4 paza cHudxcaem Kodgduyuenm
ompadxcenus Ha 0,15—0,20.

Knrwuegoie ciuoea. INIEKMPOMACHUMHOe usjiy4eHue, uszjiydyeHue
YyabmpdagvlCOKUX yacmom, IKpaHupoearue, Memaﬂflocodep:)fcamue
Hanodacmuybvl.

In this paper the problem of protection from electromagnetic radiation of
ultrahigh frequencies to ensure the safety of people and an acceptable quality of
communication, have been substantiated. The most effective way to reduce
electromagnetic background it’s shielding is external radiation and reduce the
levels of internal radiation sources. We developed and examined protective
properties of the metal polymeric electromagnetic screens. It was found that
increasing the dispersion of particles by 2—4 times reduces reflection coefficient
by 0,15-0,20.
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Introduction. Radio signals are part of everyday life that are created by
both natural and artificial sources, such as base stations of mobile
communication, radar installations, remote controls, medical, electrical and
electronic equipment. The level of electromagnetic radiation from the source
grows exponentially, popularity of wireless technology and Wi-Fi are also
increasing. In Ukraine the impact on public health associated with the effect of
electromagnetic radiation (EMR) of ultra-high and higher frequency is growing
as well.

Literature review and problem statement. Despite the considerable
attention paid to applied research and development of protecting means from the
effects of high radiation for people under the production and living conditions,
problems related to this issue are far from the final solution. Ukraine has risen
the maximum permissible levels of radiation frequency for base stations by four
times (10 pW/cm®, corresponding to general European standards) , which will
partially reduce the severity of the problem, but will also put forward new tasks
associated with redistribution of radiation in space.

Most studies on protection of people from the exposure to electromagnetic
fields of ultra-high and higher frequency (mobile, wireless computer networks,
microwave technology for various purposes, radio facilities of civil aviation,
etc.) are limited to testing certain areas, buildings, premises and ascertain the
specific fact of exceeded or acceptable levels of radiation [1, 2]. Considerable
number of work is devoted to the experimental study of the levels of radiation,
development of actual distribution diagrams and definition of sanitary protecting
zones, zones of building restrictions, etc. [3, 4]. In recent years, a series of
experimental and theoretical researches on reducing radiation exposure of
workers to ultra-high and extremely ultra-high frequency by the means of
shielding with protective materials of various compositions and configurations
has been made [5].

Results of research. The most common and widely applied methods of
protecting workers are reduction of equipment radiating capacity, increase of the
distance between the source and employees and reduction of working time in the
area of radiation. In modern terms, these methods are of limited use or not
efficient at all. Approaches to protect workers from exposure to certain radiation
sources (sources group) are significantly different.

Capacity of some power sources can be reduced. This includes UHF
equipment that is used in the production and spurious emissions of many
electronic devices. This method is used to reduce the impact on personnel
operating radio equipment in civil aviation. But virtually all wireless devices
(both indoor and mobile base stations) must operate at nominal capacity. This
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capacity reduction and increase equally result in unstable operation. The
limitation of time of exposure to radiation is problematic given that person is
exposed during the working day at the workplace, and in many cases further
under domestic environment, making recovery time insufficient.

The most acceptable method of reducing the impact of high radiation on
workers is their shielding. But there is a problem of losing connection used for
industrial purposes or its insufficient quality.

It was established that under the conditions of partial screening areas poor
passing radio waves causes significant increase in radiation intensity due to
reflection of waves from the internal sources (Table 1).

Table 1

The levels of energy flux density in different rooms with the same generation
of ultra-high frequency radiation

Energy flux density W, pW/cm®
Number | Background radiation Radiation level at switched
level of external
radiation source souree
1 0,20 2,3
2 0,19 2,5
3 0,20 4,3
4 0,25 2,8
5 0,22 3,6
6 0,20 7,8
7 0,24 12,5
8 0,20 16,7

Thus, the cell phone radiation significantly increases the lower the level of
base station signal.

Our experimental studies have shown that the intensity of radiation of
mobile communication devices increases dramatically when the signal from the
base stations to reduces to 0,2-0,1 pW/cm®. But the real radiators of ultrahigh
and super high frequencies are very sensitive to mechanical and other influences
(even humidity and pollution of surface antenna affect them) that leads to
origination of side radiation (spurious emissions).

The importance of taking into account the spurious radiation is conditioned
by the fact that current regulations allow the installation of antennas of base
stations on the roofs of buildings. In general, it is safe because the building itself
is in radiation shadow ("dead zone") relative to the main lobe. But side emission
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can significantly exceed the electromagnetic fields in the building. The most
effective means of reducing their impact is shielding. But there is a problem with
the focusing of the reflected radiation in unwanted directions. This imposes
certain requirements for protective surfaces: they must ensure overall screening
rates, leaving the level of radiation sufficient for industrial needs and have
minimal reflection indices. Metal and polymer composite electromagnetic screens
with adjustable protective properties are proved to meet the mentioned
requirements.

Receiving a composite material with the required concentration of
nanoparticles is possible using two methods. The first is the synthesis of
particles directly in a polymeric material from appropriate additives (in situ).
The second implies the addition to the solution or melt of ready metal-
containing finely dispersed particles. The first method was sufficiently
developed [6]. However, obtaining the samples with large areas for testing
proved to be quite problematic. To receive the examined samples, we used
finely dispersed iron oxides Fe,O3 and Fe;04 of average size 50-300 nm. This
minimizes the effects of reflection, which manifested themselves at application
of aluminum powder (petals of thickness 0,25-0,50 um with average minimum
size 20-50 pm). We chose the epoxy resin with subsequent polymerization
using a polyamide hardener as a matrix (model material). The amount of a metal
component was determined by weight. Measurement of the total shielding
coefficient and the contribution of the shielding due to reflection to it was
conducted on the samples the size 0,75%0,75 m. Penetration of radiation beyond
the screen was excluded. We used a high-frequency generator and antenna as the
radiation source. The tests were carried out for samples with the dispersion of a
metal-containing component of 50-100 nm and 200-300 nm, and a thickness of
S mm.

Earlier studies [7, 8] indicate that the protective properties of materials
depend on their electrical-physical properties. We measured electrical
conductivity of the received materials. It was conducted using the compensation
method by bridge circuit.

The results show that the growth of protective properties occurs at the
border of the electric current flow. In this case, reflection coefficient rises as
well; however, the presence of such data allows us to optimize the ratio of
coefficients of absorption and reflection, depending on the required levels of
protection under actual conditions. The required coefficients can be determined
in advance based on the electrical-physical properties of materials.

Results of the calculation of reflection coefficient are presented in Table 2.

In the course of calculation, we employed the parameters of starting
materials from reference sources. Electrical conductivity of epoxy resin is
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~10°-107 S/m, e~14. Electrical conductivity of the mixture of iron and iron
oxides is ~10°~10° S/m.

Table 2

Dependence of reflection coefficient of the electromagnetic screen on the concentration
of a metal-containing component

p, % 5 10 11 12 13 14

K. 0,18-0,22 | 0,2-0,33 | 0,27-0,35 | 0,38-0,42 | 0,48-0,52 | 0,68-0,76

An analysis of the results obtained indicates that the differences between
experiments and calculations are satisfactory, at least in terms of the
requirements for electromagnetic safety. Given the errors of field measurements
these results can be considered acceptable. A necessary condition of stability of
the protective properties of a material is the uniformity of distribution of the
particles, which influence this parameter, in the body of the matrix. This was
verified using a raster electron microscope. The result received testifies to the
possibility of fabricating a material with the required protective properties
without the use of complicated technology for the synthesis of nanostructures in
the body of the matrix, which limits the size of the screen [9].

Theoretical considerations indicate that it is thus possible to obtain a
material with the concentration of particles in the body of the material variable
by depth. This will make it possible to manufacture a gradient type screen
without the use of multiple layers of material, which is always associated with
the problems of adhesion between layers and the degradation of materials.

Results of the tests confirm the prospects of the chosen path in the
development of electromagnetic screens. However, the examined material can
be considered as a model only. Because of the fragility of the matrix, it
possesses large thickness, which is not convenient for practical application while
specialized obtaining of finely dispersed metal-containing particles is complex
and expensive in large quantities.

At the same time, effectiveness of using local means for the protection of
people from the radiation of communication means is questionable. A special
feature in the formation of electromagnetic background of radiation of ultra-high
and higher frequencies inside and outside the premises is its practical isotropy.
One should not consider the sources of such radiation as pointed [10]. Under
such conditions, electromagnetic screens must meet the following criteria to
implement efficient protection:

e the possibility of fabricating a protective surface with a large area;

e manufacturability of material for lining the surfaces with complex
configuration;
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e acceptable cost of components and manufacturing technology.
That s, it is necessary to have sufficient amount of metal-containing finely
dispersed powder and flexible polymer matrices with low cost.

Conclusions

Thus, the most efficient method of reducing electromagnetic fields of
ultrahigh and super high frequencies is shielding external radiation with
simultaneous reducing emissions of internal sources. Reduced levels of external
radiation of mobile communication cannot exceed 0,2 uW/cmz, that will ensure
reliable mobile communications without excess radiation levels from cell phones
themselves. The metal and polymer composite electromagnetic screens with
minimal reflectance properties are efficient for the reduction of electromagnetic
background.

The most promising materials for the protection of people against exposure
to electromagnetic fields and ensuring the electromagnetic compatibility of
technical means are metal polymer composites with a filler made of nanoscale
particles. Protective properties of nanocomposite electromagnetic screens
depend not only on the concentration of metal-containing particles, but on their
dimensions. Increasing the dispersion of particles by 24 times reduces
reflection coefficient by 0,15-0,20 at a satisfactory shielding coefficient of 7-8
dB. This provides control over protective properties of materials depending on
the frequency-amplitude characteristics of the shielded field and on particular
industrial needs.

References

1. Hymancekuii FO. JI. I'irieHiuHa XapaKTepuUCTUKAa €IEKTPOMArHiTHOTO
BUIIPOMIHIOBaHHS pajiorenedoHiB 0a30BUX CTaHLIM pyXOMOro 3B’SI3Ky /
1O. J1. Aymancekuii, B. M. IlaBnuk, C. C. I'anak // I'iriena HaceaeHUX MICIlb. —
2009. — Bum. 53. — C. 223-227.

2. Jymancokuii B. O. EnexrpoMarHiTHe  BUIIPOMIHIOBAHHS, IO
CTBODIOETHCS ~ OONAagHAHHSAM  CTUIBHUKOBOTO  3B’SI3KYy B yMOBax
pamioekpanHoBanux  npumimenb /  B. lO. Jlymancekuii, C. B. BiTkiH,
C. C. T'anak, /I. E. IIpycos // I'iriena nacenenux micip. — K., 2010. — Bum. 55. —
C. 188-191.

3. Hymancekuii FO. JI. MeTonuka po3paxyHKy TiTlI€HIYHO 0€3MEeYHOT 30HH
NOKPUTTS 0a30BOi cTaHuli cucteM pyxomoro 3B’s3ky / 0. JI. JlymaHchkwuii,
B. M. [1aBnuk // I'iriena naceinenux micib. — 2007. — Bumn. 49. — C. 226-230.

4. MopnaueB B. 1. HeoOXxoaumelili 1 10CTaTOYHBIA YPOBEHb MOILIHOCTH
AJIIEKTPOMArHUTHOTO U3 IydeHHs 0a30BbIX cTaHimil cetu GSM / B.1. Mopnaues,
A.C. CBuctynoB // Jloknaasl 6eIOpyCCKOTO TOCYAapCTBEHHOTO YHUBEPCHTETA
UH(OPMATUKU U paanodneKTpoHukH. —2013. — Ne 7. — C. 44-50.

135



5. Hemckuit JI. B. Meton pacuera 3)()eKTUBHOCTH SKpaHUPOBAHUS IS
HEOJHOPOJIHBIX JJICKTPOMAarHUTHBIX DJKPAHOB : JUC. ... KaHJ. TEXH. HAYK :
05.12.14 / Aemckuii Imutpuit Buktopouu. — M., 2014. — 114 c.

6. TapanoB H.A. CunHTe3 peHHMl coOJep)KalllMX HAHOYaCTUI[ Ha
NOBEPXHOCTH  MHKporpanyn mnonurerpaptopatuieHa /  H. A. Tapanos,
I'. 1O. IOpxoB, N. 1. KocoOynckuii // BecTHuk CapaToBcKoro
roCyAapCTBEHHOI0 TexHu4Yeckoro yuusepcurera. —2010. — Ne 44, — C. 95-101.

7. KnamueHko B. . Yupasienue 3alUTHBIMHU CBOMCTBaMU
AJIIEKTPOMArHUTHBIX JKPAHOB HA OCHOBE METAJIOCHIMKATHBIX MaTepHasioB /
B. U. Knanuenko, I'. E. Kpacusuckuii, B. A. I'nsiBa, U.A. A3naypsu // T'iriena
HacejieHux Micib. — 2009. — Bun. 53 — C. 200-207.

8. Fionov A. S. Polymernanocomposites: synthesis and physicalproperties /
A. S. Fionov, G. Y. Yurkov, O. V. Popkov, I. D. Kosobudskii, N. A. Taratanov,
O. V. Potemkina // Advances in Composite Materialsor Medicine and
Nanotechnology. Rijeka, Croatia: IN-TECH Education and Publishing. — 2011. —
P. 343-364.

9. Glyva V. Research into protective properties of electromagnetic screens
based on the metal-containing nanostructures / V. Glyva, V. Kovalenko,
L. Levchenko, O. Tykhenko // Eastern-European Journal of Enterprise
Technologies. 2017. — Vol. 3, No 12 (87). — P. 50-56.

10. Bhattacharjee S. Protective Measures to Minimize the Electromagnetic
Radiation / S. Bhattacharjee // Electronic and Electric Engineering. — 2014. —
Vol. 4. — P. 375-380.

Hama nodannss cmammi 0o 36ipuuxa — 22.06.2017
Peyenzenm — 0-p mexn.. nayk I'nusa B. A.

136



