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SPECIFICATION OF REQUIREMENTS FOR THE IMPLEMENTATION OF ASICS 
AND FPGA IN I&C SYSTEMS IMPORTANT TO SAFETY IN GERMAN NPP 

 
This paper gives an overview concerning the design as well as the verification and validation of Application Spe-
cific Integrated Circuits (ASICs) and Field Programmable Gate Arrays (FPGA) in German NPP which are ap-
plied to carry out I&C functions. The qualification procedures dealt with are restricted on ASICs without any 
microcontroller core. Thus these ASICs are implemented on the basis of a hardware configuration, generated by 
development tools. Presently, just that kind of ASICs are relevant for German NPP. Dependent on the different 
safety categories, recommendations concerning the qualification level and procedures are elaborated which have 
to be achieved for ASICs and FPGA. Requirements are also introduced for the implementation of ASICs and 
FPGA in I&C systems important to safety, which are in accordance with German and international regulations 
and guidelines as well as additional specific requirements. Additional, important aspects within the framework of 
the expert judgement for upgrading of safety relevant I&C by ASICs and FPGA are dealt with. These aspects are 
of general character and are mainly focused on suitability test procedures and robustness requirements of ASICs 
and FPGA. 
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Introduction 

 
The high safety standard in German nuclear power 

plants requires a consequent and formal assessment pro-

cedure for all systems and components important to 

safety in view of reliability and functionality. This paper 

deals with different safety aspects, whether application 

specific integrated circuits (ASICs) or field programma-

ble gate arrays (FPGA), respectively, are performing 

safety functions with the same quality level like conven-

tional hardwired I&C systems and components. Because 

of ASICs and FPGA actually do have an innovative 

character for German nuclear power plants, safety rele-

vant requirements and guidelines are to elaborate on the 

basis of already existing national and international nu-

clear standards in view of hardware qualification proce-

dures and the adoption of application specific issues, 

like tool validation.  

Therefore, already well known properties like ro-

bustness against radiation and the determinable func-

tional status, even in case of system failures or faults are 

promoting the innovation of ASICs and FPGA in Ger-

man nuclear power plants. Furthermore, the determina-

tion and quantification of reliability data of ASICs 

seems to be possible by well established methods like a 

failure mode analysis; provided the ASIC application is 

based on a fixed logic without any micro-controller 

core. 

Last but not least it should be possible to replace and 

to renew components (electronic cards or sub-

assemblies) in electronic cabinets important to safety 

without affecting the overall I&C concept and design. 

This eases also the licensing and assessment efforts, 

provided the new ASIC based component is qualified by 

type test and suitable test procedures. The redesign of 

hardwired I&C components by means of sub-assemblies 

and its qualification is the main focus of this paper. 

Software programmed ASICs are not implemented 

in German NPP, and are not treated in this paper. Con-

sequently these ASIC based components consist of a 

hardware configuration designed by ASIC development 

software tools. 

An additional concept besides ASICs is the use of 

FPGA. FPGA contain pre-configured functional blocks, 

which are to connect by the user to the desired logic via 

a configuration procedure. This paper presents also in-
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formation concerning verification, validation and quali-

fication of FPGA based components in view of the re-

design of hardwired I&C components by FPGA based 

sub-assemblies. 

 
1. Layout, design and construction of ASICs 
 

The design flow for safety related ASIC can be per-

formed by different methods and procedures. Examples 

are the full custom, macro core, standard cell and gate 

array design flow. Within the full custom design flow 

each element of the core has to be designed according to 

the applicant specification. This procedure offers great 

flexibility but demands the highest effort. The other 

procedures (macro core, standard cell and gate array 

design flow) do have a lower effort because of already 

dedicated elements located in a library. 

Analog to the programming languages like FOR-

TRAN, PASCAL and C++, hardware specific languages 

 for ASICs are established. Advantages of the hardware 

description language (HDL) are: 

•  The language is the interface communication be-

tween designers. 

•  A formal specification via the language is possi-

ble. 

•  The language supports the documentation of the 

development. 

•  The design can be simulated. 

•  The design is in-dependant from the technology. 

•  The language is the basis for an integrated and 

automatized development process. 

At present, the language VERILOG is very common 

in the USA whereas VHDL is more common in Europe. 

The efficiency of both hardware description languages 

is comparable. 

The design flow (e.g. via VHDL) is characterized as 

follows:

 
Fig. 1. Overview of the ASIC-development-process 
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According to the task description the specification 

should be elaborated in VHDL-language. After this the 

development of the task on VHDL-modules will follow. 

These VHDL-modules are to be simulated successfully 

on the test bench. The simulation is followed by the 

syntheses-procedure (design will be transferred to the 

target technology). The syntheses delivers the net list, 

which has to be simulated in the test bench and evalu-

ated against the specification. This test is followed by 

the procedure Place and Routing which results in a 

back-annotation net list (which has to be verified again 

in the test bench). 

1.1. Verification flow 

The parallel to the ASIC development (implementa-

tion flow) realized verification flow is essential. Each 

ASIC design step has to be verified against the specifi-

cation of this step. 

1.1.1. Verification of the ASIC design 

The complete verification of circuits with approxi-

mately more than one Mio. gates seems to be a problem 

because of a linear increasing number of gates results in 

an exponential increase of simulation vectors. Hence, 

the test-duration also increases due to the number of 

gates. Because of this demand there are quite a lot of 

simulation and verification tools offshore available. But 

up to now even for VHDL-versions there is no 100 % 

test coverage carried out. Furthermore, neither the de-

sign tools nor verification tools are qualified according 

to the nuclear standard. That is why different verifica-

tion tools from different (in-dependant) producers 

should be applied. 

1.2. Validation against the specification 

Besides the verification after each design step the 

validation against the specification is important. Follow-

ing validation methods are practiced due to the design 

and safety relevance for ASICs. 

– Functional testing (of the specified function). 

– Functional testing under (operational respec-

tively) environmental conditions. 

– Interference immunity testing 

– Fault injection testing. 

– Expanded functional testing (robustness testing). 

– Surge immunity testing (power supply, signal 

acquisition). 

– Black box testing. 

– Statistical testing (for failure rates). 

– Worst case testing (in view of robustness). 

The following figure shows the verification and 

validation tests needed according to the design 

 basis:
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Fig. 2. Validation tests according to the design basis 
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2. Layout, design and construction of FPGA 
 

Field programmable gate arrays (FPGA) are pre-

prepared hardware cores which can be configured to the 

desired circuit by the applicant through a software-

based configuration. FPGA architecture consists of pe-

riodical identical configurable logic blocks (CLBs) to 

realize logical functions. FPGA are also containing wir-

ing resources for connecting the different CLBs. These 

wiring resources must be configured to realize the de-

sired function on the FPGA. For FPGA four different 

architectures: symmetrical arrays, row-based arrays, 

hierarchical PLD (Programmable Logic Device) and 

sea-of-gates are known. 

 

 
Fig. 3. Architectures of FPGAs 

 
Therefore four different design technologies are ap-

plicable. The design of FPGA has in comparison to 

ASICs some special characteristics: 

•  The amount of configurable CLBs is limited. 

That is why just a limited amount of functionality can 

be realized. 

•  The functionality of CLBs is in view of different 

functions also limited. 

•  The limited amount of wire resources restricts 

the functionality. 

•  The delay time for signals in FPGA is not negli-

gible. 

2.1. Design steps of FPGA 

First step: Design input 

Based on the specification and the library sets of the 

FPGA target system by a hardware description language 

the circuit has to be developed and described. The result 

of this step is a net list. 

Second step: Plan and Rout 

The net list will be converted into a bit stream file 

which is needed for the configuration of the FPGA. 

Therefore, the logical blocks needed must be chosen 

and placed and the connections between the logical 

blocks must be routed. 
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Third step: Verification 

Within this step the verification of the design will be 

followed by tests and simulation. For the verification a 

set of tools is available. 

Fourth step: Programming 

After successful verification the bit stream file will 

be routed. 

2.2. Verification and Validation of FPGA 

For ASICs as well as for FPGA it can be stated, that 

for its functionality in German NPP during normal op-

eration no software routine is needed. Hence, the verifi-

cation of a program code is also not necessary. Within 

the layout and design process several different software 

based design and verification tools for elaboration and 

testing of the configuration files are to be applied. Con-

sequently these tools must be assessed within the type 

testing or suitability test procedure at least. It is charac-

teristic for type testing of FPGA that the completed 

specification set just after configuration with the help of 

configuration tools via the FPGA can be operated and 

tested. That is why it has to be proven that the estab-

lished set of configured FPGA is operated exactly due 

to the specification. Consequently in Germany FPGA 

are presently just a prototype solution from the point of 

view of an implementation in the reactor safety system.  

 

3 Robustness of ASICs and FPGA 
 

Robustness can be separated in:  

– robustness against environmental conditions. 

– functional robustness against input signals, 

which deviates from the specification as well as loads 

outside the specification. 

3.1. Robustness against environmental conditions 

•  General aspects 

Concerning environmental impacts, the following 

parameters should be taken into account. 

– Climatic impacts like temperature, moisture, at-

mospheric pressure, (natural) radiation and light 

sources. 

– Impacts via the power supply like over voltages 

(spikes) and low voltages, frequency deviation, power 

interrupts and crest factor. 

– Mechanical impacts like vibration, earthquake, 

strokes, mechanical acceleration or delays. 

– Accident conditions. 

– Electromagnetic interference. 

– Specific operational conditions like increased ra-

diation exposure. 

•  Special aspects (for CMOS-technology) 

The special aspects are mainly focused on the 

CMOS-technology as well as Micro/Nano Technology 

of ASICs and FPGA. The CMOS-technology as well as 

high package density result in a sensitivity against over 

voltages and electrostatic discharge. Consequently:  

– The protection measures and devices against 

over voltages and electro magnetic impacts are to be 

adopted by means of strengthen. 

– The realisation of ASICs in a rough technology 

of 1.2 µm instead of 0.25 µm technology can improve 

the resistance against over voltages. 

– Measures to improve the power supply availabil-

ity are to be evaluated because even a short loss of 

power supply results in the loss of functionality. 

– The operation of digital circuits can demand an 

additional external fan-cooling facility. 

– Because of the low masses of ASICS and FPGA 

mechanical impacts do have a lower influence than for 

conventional hard wired systems. 

3.2. Functional Robustness 

•  General aspects 

Functional robustness against input signals which 

deviate from the specification can be achieved by fol-

lowing measures: 

– Despite of a deviation of the input signal level 

from the lower or upper signal specification the func-

tionality of the system remains. 

– While deviation of the input signal level out of 

the specification switch-over procedures will ensure the 

functionality. 
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– In case of input signal levels out of the specifica-

tion prevention measures will keep the system in a safe 

state.  

Nevertheless possible measures and device for 

achieving robustness are numerous and complex.  

•  Special aspects  

The measures mentioned below are also essential in 

view of prevention of common cause failures. 

– Requirements according to fault tolerance must 

be specified for the concrete application. Therefore 

faults and failures on the chip as well as on the chip 

environment must be taken into account. Self test and 

self diagnosis procedures are very helpful in this sense. 

– ASICs and FPGA normally do have pulsed cir-

cuits. Robustness in view of timing and deviation of 

timings must be investigated. 

– Tests in view of functional robustness should be 

established in accordance with the assessor. For instance 

the failure modes must be  

defined. 

– Tests for faulty input signals as well as faults on 

the chip itself must be elaborated. The latter ones should 

also be recognised by development  

tools. 

– The complex algorithms for the failure manage-

ment should also be recognised on the system level (the 

chip level is not sufficient). 

– For redundant functions ASICs and FPGA 

should be developed and designed by diverse  

tools. 

– It has to be ensured, that FPGA after implemen-

tation cannot be booted by another configuration file.  

– According to the requirements of IEC 61511-2 

“Functional safety of instrumented systems for the 

process industry, part 2: Guidelines in the application of 

part 1” following aspects are relevant for achieving ro-

bustness: 

– Diverse algorithms.  

– Diverse validation of input and output data of the 

chip. 

– Diverse failure management routines. 

– Different types of data, structures and local 

memories. 

– Diverse laboratories and subroutines. 

 
4. Assessment of an upgrading of already 

existing hardwired safety relevant I&C via 
modern ASIC respectively FPGA  

in compatible applications 
 

For the assessment national requirements, interna-

tional requirements as well as the German nuclear 

standards must be taken into account. These require-

ments do not cover all safety aspects of ASICs and 

FPGA. That is why additional special requirements for 

the application of ASICs must be introduced. There-

fore actually a new IEC standard concerning the selec-

tion and use of Complex Electronic Components 

(CEC) in the design of I&C systems performing Cate-

gory A functions. Following aspects are therefore of 

relevance: 

– It has to be assessed, that ASIC faults do not 

cause secondary failures. 

– It has to be assessed, whether EMI during opera-

tion of the system can effect the safety function. 

– It has to be assessed, whether the design recog-

nises also test procedures. 

– One main topic of the assessment should be the 

verification and validation of the ASIC (FPGA). Quali-

fied development tools should be used for the layout 

and design. 

– It has to be assessed, whether the ASIC (FPGA) 

is operated without any software (by means of micro 

controller core). If not, software specific requirements 

e.g. according to IEC 60880, IEC 60987, RSK Guide-

line must be applied. 

Concerning FPGA it should be assessed that after 

implementation the booting of another configuration file 

is not possible. According to the safety relevance after 

the feasibility investigation, FPGA solutions should be 

replaced by ASIC solutions. 
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5. Conclusions and outlook 
 

The replacement of conventional hard wired elec-

tronic boards (sub-assemblies) via ASICs (FPGA) 

seems to be possible provided the redesigned sub-

assemblies on basis of ASICs (FPGA) fulfil all suit-

ability test requirements. The confirmation of  

suitability in the practical application is eased, be-

cause in German NPP a redesigned ASIC (FPGA) 

sub-assembly has a pin-compatible and function-

compatible adaptation within the already existing 

I&C system concept. There is a trend in the nuclear 

industry, that, besides the effort in qualification, the  

application of ASICs will be forced.  
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