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AJITEBPAMYECKHUE CBOMCTBA CXEMBI PA3BBOPAUYNBAHMUS KJIIOUEN
BJIOYHOI'O CUMMETPUYHOI'O IIU®PA «KAJTTUHA»

Bvinonnen ananuz noxazameneti Kpunmoepaguueckou CmouKocmu cXemvl pa3gopavuéanus Kuodel wudpa
«Kanunay x aneebpauyeckoll amaxe, Cmposueics Ha 0CHO8e ONUCAHUsL S-0]10K06 ¢ HOMOWbIO NepeonpedeieH-
Hot cucmemsl ypaenenutl. Ilpusedeno obocnosanue cmotikocmu CPK wugpa «Kanunay ¢ mouxku 3penus an-

26‘6[7(114'—!6‘6‘1('020 ananusa.

Kiouesvie cnosa: 6510unHbll CUMMEMPUYHBIL WU, aleeOpautecKull AHAIU3, CXeMd paseopavusanus Kiouetl, ne-
peonpedenénHas cucmema ypasHenutl, aneopumm wugposanus « Kamunay.

BBenenune

B Vkpaune mpoxoauT 3aKJIFOYUTENbHBIA 3Tal OT-
KPBITOrO KPHITOrpauieckoro KOHKypca, Mpesroa-
rafoluiero BHIOOp aNrOpUTMa-TIPOTOTUIIA HAMOHAIBHO-
ro craHjapTra OJodHOro cummerpuuHoro mudppa [1].
OpuuM u3 ¢uHanucroB crai mudp «Kamunay, paspa-
6oranselii B 3A0 «/HCTUTYT MH()OPMAIMOHHBIX TEX-
HoJorui» [2].

Mero/pl, NPUMEHEHHBIE NPH pPa3paboTKe 3TOro
aJropuTMa, MCHONB3YIOT UIEH aJTOPUTMOB, MpEICTaB-
nenHbix B koHKypcax AES u NESSIE [3]. B 1o e Bpe-
Ms B mmdpe «Kamunay peann3oBaH psia HOBBIX HOIXO-
JIOB, B YaCTHOCTH, IIPH pa3pabOTKe CXEMBbl pa3BOpavH-
Banus kiroueit (CPK).

Tpaaunuonneit moaxoa mnoctpoenuss CPK s
CUMMETPHYHBIX OJIOYHBIX AJTOPUTMOB IPEIIOJaraer
UCIIOJIb30BaHHE OMEKTUBHOTI'O OTOOPa)KeHUs] U3 MHOXe-
CTBa KJIIOYEH MIM(pPOBaHUS BO MHOXXECTBO PAaYHIOBBIX
KITI0YeH (MTOIKITIoYeH).

Jl1s monmyueHUsT HU3KOM CIOXKHOCTH pealn3aluu
(nmpu coxpaHeHWH OWEKTHBHOCTH) B OOJBIIMHCTBE
mmmdpoB BeIOpaHa cpaBHUTENBHO mpocTtas CPK, mis
KOTOpOH BO3MOXHO M 00paTHOe IpeoOpa3oBaHUE, T.e.
HaXOXJIEHHWE KiIfo4ya IU(poBaHUs MO0 OXHOMY WM He-
CKOJIBKUM HOAKIIIOYaM.

Taxkoli moaX0/] ONTHMAJICH C TOUKU 3PEHUS 00ecIe-
YeHHs PaBEHCTBAa MOIIHOCTH MHOXECTBA KIIOYEH Iug-
pOBaHUS U MHOXECTBA IOJAKIIOUEH, MHMHUMM3AIUU
CIIOKHOCTH peajii3allid M TapaHTHpYeT TpeOyeMble
corictBa CPK muppoB ¢ TOUKM 3peHHs CTOMKOCTH K
muddepeHanbHOMY U TMHEWHOMY KpuntoaHanusy [4].

OpHaKo HCIIONB30BaHUE TAKOTO MOAXO0Ja UMEET U
PAA CYIIECTBEHHBIX HEIOCTaTKOB. B wacTHOCTH, mpo-
cTas Tpoleaypa IMOJY4eHHs KIIoda IMU(QPOBAHHS MO
LUKJIOBBIM KJIIOYaM 3HAYUTEIBHO YIPOIIACT aTakd Ha
peanuzanuio [5].

Kpome TOro, TpamunMOHHBIA IOAXOA JOMyCKaeT
cabble CBOMCTBa pacrpocTpaHeHus (propagation prop-
erties), KOTOpbIe, B CBOIO Ouepe/ib, 00YCIaBIMBAIOT CY-
IIECTBOBAHNE 3HAYUTEIBHON KOPPEJSIIUU MEXAY IUK-
JIOBBIMH KITIOUaMH.

WnmrocTparnielt  HeIOCTaTKOB — TPaIULIMOHHOTO
nmoaxona k mocrtpoenuto CPK crama Tteopernueckas
aTaka Ha cBs3aHHbBIX Kitouax st AES-192 u AES-256
[6], clOXXHOCTH KOTOpOW 3HAUUTENBHO HHUKE MOJTHOIO
nepebopa KIFoUeH.

Ilonxon, ncnonp3oBaHHbI npu noctpoeHun CPK
anroput™ma «KannHa», 1o3BoJsieT M30aBUThCS OT ITHX
YSI3BUMOCTEH.

B paGore [7] ObLI BBITOJHEH aHAJIN3 CTATUCTHYEC-
ckux cBoiictB nepcnextusHoi CPK. B npencraBienHoi
cTatbe mpuBOAMTCA oOocHOBaHMe croiikocT CPK
nmdpa «Kanauaay k anreOpandeckoMy aHau3y.

1. Onucanue pyHKIUM Pa3BOPAYMBAHUA
kia04a mudpa «Kanuna»

AJITOPUTM Pa3sBOpAYMBAHMS KIIIOYEH BKIIOYAET B
ce0s1 aBa Jramna:
]
len’
i€ j — MOPSAAKOBBIA HOMEp KIIIOYEBOrO COCTOSHHMSA, len
— JUIMHA KIIFOYEBOIO COCTOSTHUS B OUTAX;
J
le

—  BBIpabOTKYy Kito4eBoro coctosHus KS

— Ha ocHoBe KS " (dhopMHUpYeTCs ITUKJIOBBIC

nonkiroun K.
Ha Bxon mpotieaypsl mogaércs MacTep-Kiod, KOH-

CTaHTa C‘l]en , KOTOpas 3aBUCUT OT JJIMHBI KJIrO4a IJ_II/I(l)-

poBaHUS W pa3Mepa OJOKa, Ha BbIXoAe (HOPMHUpYETCs

J

KIIFOYC€BOC COCTOsSHUE Kslen'

IceBnokon ¢dyHKIMM

]

BBIYHCIIEHUS KSlen

IIpUBEJIEH Ha puc. 1.
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void Kalina KeyExpansionk3( byte key[ & * Nk ], const Ci, byte E3[ 3 * Nk )

{
byte state[ Nk | = Ci

¥ORRoundBey (atate, key )
Kalina 3 boxes( atate |
ShiftRows( atate |

MixzColumna( atate )
R4d32RcundBey (state, ~{ key ) )
Kalina_3_boxea( atate |
ShiftRows( atate |

MixColumna| atate |
YOPRoundEey(atate, key)

K§ = state

Puc. 1. ®yHKIMS BHIYUCTEHUS KIIOYEBOTO
cocrostHus s mudpa «KamuHay

Ha puc. 1 ucnions3oBaHbl cienyromme 0003HAYECHHS:

— XORRoundKey — cymma 1mo MOIysio 2;

— Kalina S boxes — HenuHelHOe OTOOpakeHHE
«OalT B OaiTY,

— ShiftRows — IUKIAYECKHIA CIBUT CTPOK CO-
CTOSIHUS;

—  MixColumns — YMHO)KEHHE Ha
¢ukcupoBanHyto Marpuiy Haja nonem GF(28);

— Add32RoundKey — crnoxeHue 1Mo MOIYIIO
232;

— Nk — mHa KIf04a B BOCBMHUOAHTOBBIX CIIO-
Bax;

— Ci — KOHCTaHTHbIE 3HAYECHUS NPHUBEAEHHBIC B
cnenudukanyu mudpa;

— KS — ximroueBoe cocTosiHuE;

— key — mMacrep-kitoy;

—  ~(X) — mobuTOBas MHBEPCHS BEKTOPA X.

B kadecTBe HENMHEHHOTrO OTOOPaXKEHUSI MCIOJNb-
3yIOTCSI BOCEMb (DUKCHPOBAHHBIX ITOJCTAHOBOK (S-
610k0B) [2].

JluneitnpiMu yactamu B CPK sBnsttoTest iukomye-
CKUH CABHT CTPOK U YMHOXXEHHE Ha (PUKCHPOBAHHYIO
matpurty Haz nonem GF(2), npuuém mMaTpuria BeiOpana
TakuM 00pa3oM, 4TOOBI OOecreYnBaTh MaKCHMAaJIEHO
BO3MOXKHBIH HHIIEKC BeTBIeHus (branch number).

J
len

00ii MPOMEXYTOUHOE 3HAUEHHUE, BHIUUCICHHOE Ha OCHO-
BE€ MacTep-KJII04a M COBIAJAaeT C HUM IO pa3Mepy. B
3aBHCHMOCTH OT pa3Mmepa 0J0Ka U JUIMHBI KJroua -
j
len
PEX 10 ECTH MOJKITIOYEH.
Bce moaxmoun ¢ HoMmepamu, KpaTHBIMH 4 (Kgx;,

KroueBoe cocrosaue KS IpeaACTaBJIA€T CO-

poBaHuA, U3 OJHOT'O KS BBIpaGaTLIBaETCH OT 4YCThI-

j=0,1,...), bopMHUPYIOTCS HETTOCPENCTBEHHO Ha OCHOBE
KSj, .
en

OcranbHble TTOIKITIOYH (POPMHUPYIOTCS TyTEM ITUK-
JMYECKOT0 CJIBUTa Ha Pa3lUYHOE KOJIHMYECTBO OalT
(tabmn. 1).

Tab6nuna 1

[opsinok hopMupoBaHusl MOAKITIOUEH

Pa3smep IMuxnnaeckuit caBur nofxoda Ky
O70Ka, BIIPaBO, OAUTEHI
L Koo Kavpa
128 (K4*j)>>>5 (K4*j)>>>7 (K4*j)>>>11
256 (K4*j)>>>1 1 (K4*j)>>>1 7 (K4*j)>>>29
512 (Kar)>>>17 | (Kar)>>>31 | (Kysj)>>>47

2. IIpyHUMIIBI IOCTPOCHUS
ajnredOpan4eckou aTaku

S-0mok cummerpuuHOro mwudpa MOXKeT OBbITh
Npe/ICTaBlieH Kak Habop OyneBbIX (yHKIMHA BHIA:

v =1 (xn,xn_l,...,xo), h=0,1,...,k. Pa3paboruu-

KM OOJIBITUHCTBA COBPEMEHHBIX HMIU(PPOB, BKIIOUYAS aJl-
roput™M «KanuHay, MaKCUMHU3UPOBAJIA CTCICHb TaKUX
¢yHkmi. B TO ke Bpemsi, ecny UCTONb30BaTh OOLIHIA
BapUaHT ONMUCAHUA S-0JI0Ka CHCTEMOH ypaBHEHUH, TIe
HCTIONB3YIOTCS TPOM3BENCHUS BXOMHBIX U BBIXOHBIX
MIEPEMEHHBIX, MOYKHO MOJYIUTh 00JIce HU3KYIO CTEIICHD
TEPMOB, YeM IpH (YHKIIMOHATHHON 3aBUCHMOCTH BBI-
X071a OT BXOJa.

B pabore [8] mokazaHbI MPHHITUIBI TOCTPOCHHUS
TaKOW CHCTEMBI JJIs CITydasi, KOrJia CTCIEeHb Ka)I0ro M3
TEPMOB HE TPEBBINIACT BTOPYIO. B obmiem ciydae mis
omucaHus S-OJ0Ka MOXHO HCIIOJIB30BAaTh CTEICHD
OOJIBIITYIO, YeM BTOPYIO.

Jlst moucka CHCTEMBI HCIONB3YETCS aJTOPHTM,
OCHOBaHHBI Ha MOCTPOCHUH MATPHIIBI, OMHACHIBAIOIICH
BCE BO3MOJKHBIC 3HAUCHHS TEPMOB JJIs BCEX BapHAHTOB
BXOJIHBIX TICPEMEHHBIX S-0JIOKa.

Iycts X = {X7,X¢,X5,X4,X3,X2,X1,X0} — OQMT, KOTO-
phIit nojaércst Ha BXOJI S-61oka, a
Y = {y7,¥6,¥5,Y4,¥3,¥2,Y1,Yo} — OaliT Ha BbIXOmEe S-0OJI0Ka.
Tornma ctpoka MaTpuIil A, HEOOXOmUMOH it HopMu-
POBaHHUS CHCTEMBI YpaBHEHHH, OyIeT BKIIOYATH B CeOs
BCE BO3MO)KHBIC COUCTAHUSA OUTOB {X7,X6,X5,X4,X3,X2,X1,X0,
V1,V6:V5:VaV3.V2.Y 1,00} 10 MAaKCUMAJIbHOM CTEIICHH Tep-
MOB cucteMbl u 1. Tak, A9 HaXOKICHHUS MATPUIHI,
OINHUCHIBAIONICH S-0JI0K, ¢ TepMaMH HE BBIIIC TPETEH
CTEIICHHU, CTPOKAa MATPHIbI OyAeT COAep)KaTh BCE BO3-
MOJKHBIC COYCTAHUS TPETCH CTEIICHU, BTOPOU CTEIICHH,
OWTBI BXOJIa U BBIXOJa S-0JI0Ka U KOHCTAHTY 1.

s k Ouros Ha Bxoze S-0i10Ka pa3MEpHOCTh MaT-
PHIIBI COCTABUT:

Al=(24 ) Eocizk ,
1=

n o
rac Cm — YHUCJIO COYCTAaHUHU U3 M 3JICMCHTOB I10 Nn;

P — MakCuMaJibHas CTCIICHb TCpMa MaTpHIbI.
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[Mpumenenne k 5TOM MaTpuie npeoOpa3oBaHUs
NullSpace [9] mo3BonseT MOIYYIUTH HOBYIO MATPHILy —
CHCTEMY YpaBHEHHH (eClu Takasi CyIeCTBYeT), KOTOPOi
u OyJeT OnuchIBaThCs S-OJIOK.

3. IlIpumeHeHue aredpanveckoil aTaku
K GyHKIMH pa3BOPAYUBAHMS KJII0Ya
muppa «Kaauna»

B nanbHeiiiiem Oyaer paccMOTpeHa cxeMma pas3Bo-
pauuBanus kimodel mudpa «Kanmuna» ¢ pazmepom 6io-
Ka W JUIMHOW Kiroda, paBHoi 128 Owrtam. st 256 u
512 6uToB MOryT OBITH IMOJYYECHBI AHAJIOTMYHBIE pe-
3YJbTATHI.

st S-6mokoB anroputMma «KajwHa» He CymiecT-
BYET JAE€TEpPMHHUPOBAHHOW CUCTEMBI YPaBHEHUH BTOPOI
CTENeHU, KOTOpasi OmHUChIBaja Obl S-OJIOKH, ITO3ITOMY
CTemeHb OblIa yBelIH4YeHa IO TPEThew.

PazmepHOCT, MaTpHIBl omucaHusi S-OJIOKOB CoO-
CTaBMIJIa IPH 3TOM

(28)><(C136 +C126+16+1)=256x697,

U3 KOTOPOH Iocie MmpuMeHeHus1 npeodpasoBanust Null-
Space ObUTM TONy4eHBI IepeonpeieNEHHbIE CUCTEMBI
ypaBHEHHH JJIsI BCEX BOCBMH S-0JIOKOB, COCTOSIIIUX U3
441 ypaBHeHUH Kakasl.

Juns obpatHoro S-05ioKa, NPUMEHSEMOrO IpH
pacun(ppoBaHUHM, MOXKHO TOCTPOHTH CHCTEMY, TaK¥Ke
cocrosyto u3 441 ypaBHeHUs, IpUUEM OHU OYAYT OT-
JIMYATHCS OT yKe CPOPMUPOBAHHBIX.

Taxkum oOpa3oM, Kaxaelii u3 S-0J0kOB Immgpa
«KanuHa» omuChIBaeTcsi CUCTEMOW TPETheH CTENeHU
Han GF(2) uz 2*441 = 882 ypaBHeHHI.

T[TOCKONBKY OMepalys CIOXKEHHs 10 MO0 2
siBsiercss HenuHerHow B moie GF(2), uro mpuBoaut k
3HAYUTEIHHOMY YCJIOKHEHHIO CHCTeMBbI (IIOBBIIICHHIO
e€ crenenu ¢ 3 1o 31), U, COOTBETCTBEHHO, HEBO3MOX-
HOCTH JIa)K€ TEOPETUUECKOT0 PEIICHUS, JUIsl peaTi3aium
aTaku OBUIO CHETaHO MPEIIOJIOKEHNE B MONB3Y KPHUII-
TOAHAJIMTUKA MU TIOCTpOEHA YHpouiéHHas cxema 128-
OuTHOW (PYHKIMHU pa3BOpayMBaHHs KIIOYa aJrOPHTMa
«Kamuna» (puc. 2). OT NpUBEICHHON B CHCIIUMUKAIIH
OHA OTJINYAETCS TeM, YTO OMepanus CIOKEHHS 110 MO-
aymo 2°? 6bita 3aMeneHa orepanmeii XOR.

Jlisi HaXOoXK/IeHHs! CHCTEMBl ypaBHEHUH, OIHCHI-
Baronierd CPK, paccMoTpuM 1o OTJAENbHOCTH €€ OCHOB-
HBIE KOMITOHEHTHI.

Omneparss XOR mpezcrapisier co0oli TOOUTOBYIO
cymmy o moxysro 2. ITycte BxogHOe coollieHne nme-
eT BUJ

A= (an27,2126 --- > A1,80),
a KITIo4 —
K= (ki27,ki2s, - .. , ki, ko),
Torna cooduienue nocie onepanun XOR npumMer Bua
B=(a127® ki27,a126® Kizg, ..., a1 @ ki,a0@ ko).

Ha Bxop S-6ioxa mogarorcs 128 OmroB cooOrire-
Hus B, pazoutsie Ha 16 Oaiir, T.e.

Xis=(ai@kiar, ..., a20® ki),
Xis=(ai9@ ki, ..
Xo=(a7® ky, ..., 200 ko) (puc. 3).

Ilycts E = (e127,€1265 -.- 5 €1,€0) — COOOIICHHUE HA
BBIXOJIC TOCIIEe MepBoro mpeodpaszosanus MixColumns.
[Mpumenus k E omnepanmio, obpatayro k¥ MixColumns,
nmoiay4yumM coobmienue D = (dy7, dig, ... , di, do), KOTO-
poe sBisiercst BbixogoM omeparmu ShiftRow.

Sam® ki), ...,

I_

S-bnok

Puc. 3. IIpencraBieHue cOOOIICHUS
Ha BXoje S-0yoka

3nauenue C = (di27, dizg, ... ,do7, dog, d3y, dso, ...,

di, do, dgs, dea, ... , ds3, d3, dos, dog, ... ,dgs, des) pazdu-
BaeTcs Ha OJIOKM MO ImecTHaaAuaTh 0auT — Yis = (dia7,
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dizg, - »d120); Yia= (di19, diss, .
dro, ... ,des) (puc. 4).

Sdin); s Yo=(dy,

Puc. 4. TIpencraBieHue cOOOIICHUS
Ha BBIXO7e S-0J10Ka

ITonyueHHble 3HAauYEHUs SIBISAIOTCS BBIXOJOM U3
S-6ok0B.

ITocTaBuB TOJTy4YeHHBIE 3HAUEHUS B CHUCTEMY
ypaBHCHUH, OMHUCHIBAIONICH S-O0JIOK, MOJIYyYHMM HOBYIO
cuctemy, kotopas cszbiBaeT Bxon B CPK, mpomexy-
ToyHOe 3HayeHue mnocie onepauuu MixColumns, u
KJTIOY.

0O003HaYMM MPOMEKYTOYHOE 3HAUEHUE KaK HEu3-
BecTHbIe, Toraa ympouieHHyto CPK MoxHO ommcats c
moMoIipio 2*16%882 = 28224 ypaBHenwuii ¢ 256 Heus-
BECTHBIMH (C Y4ETOM TOrO, YTO 3HAYCHHSI HA BXOJC W
BBIXOJIC M3BECTHBI).

Hcxonda w3 BbIIECKA3aHHOT'O, MOXHO CJelaTh
CIEIYIOUINe BBIBOJBL: CHCTEMa, IOCTPOEHHAs I MO-
mydeHus 128-0uToBOro Kiro4Ya IUQPOBaHUS U OMHCHI-
Balollasi HeMHEWHYIO NUCKpeTHYIo (yHKuuUIo (orepa-
TOp) TOJNILKO Ha OCHOBE OjAHOW mapel 128-OuroBoro
BXOJIa U BBIXO/Ia, COJEPKUT 256 HEU3BECTHBIX.

JlononHuUTENbHBIE HEU3BECTHBIE TMOSIBUINCH IPH
3aIaHUY TIPOMEXKYTOUHBIX 3HAYEHUM U SIBIISIOTCS He3a-
BHCUMBIMH TIEPEMECHHBIMH JJIs1 PACCMATPUBAEMOTO THIIA
CPK.

Takum 00pa3oM, OHO3HAYHOE OIPEAEICHUE KITO-
Ya IMU(QPOBAHMS [0 M3BECTHOMY KIIIOYEBOMY COCTOS-
HUIO C [TOMOIIBIO PACCMOTPEHHOI'O0 METOAAa HEBO3MOXK-
HO, U CHUCTeMa sBJIETCS HeqoonpeaeneHHon. Pemenu-
€M CHCTEMBI Oy/leT MOJHOE MHOKECTBO KOMOHMHAIMN
KI0Ya IMUGPOBaHUS M MPOMEKYTOYHBIX 3HAYCHUH.
KonkpeTHoe 3HaueHue KII0Ya MOYKHO MOJTYYUTh TOJIBKO
mocje 3a/laHusl 3HAYeHUS IPOMEKYTOUHOTO COCTOSTHUS.

CIOXXHOCTh TOMCKAa KIo4a MH(POBAHUA uepes
3aJ]aHie TPOMEXYTOUYHOI'O COCTOSTHHS (II0 BCEMY MHO-
JKECTBY 3HAYEHMH) COMOCTaBHUMa CO CIOXXHOCTBIO ITOJI-
HOro TIepedopa.

Tem He MeHee, pacCMOTPUM BO3MOXKHBIE BapHaH-
TBI PELICHHUS TIOCTPOSHHON CUCTEMBI.

Jns auHeapu3anuu HEOOXOAWMO, YTOOBI BBITIOI-
HSJIOCH YCIIOBHE:

3.
1
mSZCn ,
i=1

I7ie m — KOJINYEeCTBO YpaBHEHUH;

N — KOJIMYECTBO HEU3BECTHBIX.

Jnsa namero ciaydas 28224 >2796416, uto He
MIO3BOJISIET BHIOIHUTD MIPSIMYIO JIMHEAPHU3ALHIO.

B panmpHelimeM MOKHO BOCIOJIB30BaThcd XL Me-
tormoM [10, 11], mO3BONAIONIMM YBETHUUTH KOIUYECTBO
JIUHEHHO HEe3aBUCHMBIX ypaBHeHUH B cucteme. Crox-
HOCTh IPUMEHEHHSI METOJa OIpenensercs uepes mapa-
Merp D anst MakcumaibHOM creneHu tepMma d, KOTOpPBIH
BBIYHUCIISETCS U3 (POPMYITBI

s (-D+d)-(n-D+d-1)--(n-D+1)
- D-(D-1)--«(D-d+1) '

B pesynbraTe MOXKET OBITH MONYYEHO HEOOXOIU-

MO€ KOJIHUYECCTBO ypaBHeHHﬁ, TCOPETUUCCKU I103BO-

JIAIONIUX BBIOJHUTH JINHEAPU3AIHIO.
st mamero cinyyas d=3, D = 10, cnegoBaTenbHo,
D-3=7.
ITocne mpumenenus XL MeTona HoBas CHUCTEMa

Oyner uMeTh OKOJIO 2% YpaBHEHU C MPHUOIU3UTENHEHO

259 HCU3BCCTHBIMU nepBoﬁ CTCIICHHU, HpI/I‘IéM n<m

(cucTemMa JTUHEHHAss M TCOPETHUECKU MOXKET OBITh pe-
IIICHA).

OTMeTHM, YTO TOJIBKO U XPaHCHUS TaKOH CHC-
TeMbI, omuchiBatoniel ymnpouieanyio CPK, tpebyercs

259 559

00bEeM MamsiTH, PaBHBIN =28 Guram wm

27 TepabaiiTam, 4YTO HEOCYIIECTBUMO Ha MPAKTHKE.
INocTpoeHue mnepeonpeneneHHON CHCTEMBI IS
CPK, npuBeneHHoil B crerupukanuy mudpa, TakxKe
BO3MOJKHO TIOCJI€ BBEICHHS B CHUCTEMY JOMNOJHUTEIb-
HBIX HEU3BECTHBIX.
IIpu paccmoTpeHun Bxoia U BeIXoa A,B Mo-

b7 2
IyJABHOTO cymMMaTopa ¢ kirouoMm (B=A + K(mod 23 ))
MOXXHO 3aMETHTb, YTO IJIs JII0OOH (PMKCUPOBaHHOM ma-
pBI 3HaUeHU A, B cymiecTByeT 3KBHUBaJIEHTHOE CIIOXKeE-

HHE 110 MO0 2 Ha pyroM kimtoue K, , maromee ToT

xe pesynpraT: B=A®K, (3amerum, uto B 00uIEM

ciaydae napa A,B sBisieTcs yHUKaJIbHOW JJIs KaXKIO0ro
K»).

[Tockonbky nepeomnpeaeneHHas CUCTEMa CTPOUTCS
JUIsL YHUKaJbHOM mapbl BxofoB U BbIxonoB CPK, artor
OITMCAHHBIA MOJX0J] MPUMEHUM U 3/€Ch, T.€. BMECTO
MOJYJIFHOTO CIIOKEHHSI C MHBEPCHEW KIII0Ya BBOIMTCS
CJIOKEHUE TI0O MOJYIIIO 2 C JIOTOJHUTEIBHBIM HEU3BECT-
HBIM KtouoM K, . T.e., npeanomnaraem (puc. 5) uto:
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F=E®K,;
F=E +E(mod232);
K, = (E +E(mod 232 )) ®@E;
HUcxons u3 sroro, momusidi Bapuant CPK mmdpa
«Kanuna» ynaercst onucaTh Iipu momounu 28224 ypas-

HeHUH ¢ 384 HeU3BECTHBHIMU.
[Ipumenenne XL meTtoma, Al pelIeHUs JaHHOU

MixColumns ‘

CHUCTEMBbI IIO3BOJIMT IIOJYYUTH CHUCTEMY ypaBHeHI/Iﬁ C

NIPUOIU3UTETHHO 284 YpaBHEHUSIMH C 284 repeMeH-
HBIMH TIEPBOH CTeleHH (XpaHEeHHE KOTOpOW Tpedyer
2125 Tp).

OnsTh K€ OTMETUM, YTO KaK U JUIsl cIydas ¢ yIpo-
menHon CPK, cuctema sBisieTcs HemooIpeneIeHHON
JUISL OJIHO3HAYHOT'O MOJTyYEHUs! Kifoua mu(poBaHus 1o
MOAKITIOYAM.

MixColumns

J' ; E > £
[l K — - e K,
“ P « F
S-6nok ‘ S-6nok

Puc. 5. DxBuBajieHTHAs 3aMeHa KIIIOUEH

3akjaoueHue

[Mpumenenne anreOpanyueckoro aHajau3a MO3BOJSET
omucaTh CXEMY pa3BOpAauMBaHUS KIIOYEH anropurMa
«Kanuna» (128/128) cucremoii ypaBHeHui 3-i creme-
HH, coepxanien 28224 ypaBHeHus ¢ 384 HEU3BECTHBI-
MU (WIH 256 HEM3BECTHBIMU JUIs YIPOIIEHHOTO BapH-
aHTa, OTJIMYAIONIErocsi OT IPUBEICHHOIO B crienuduKa-
LIUH).

PemeHnsiMu Takoll CUCTEMBI SIBIISTIOTCSI BCE BO3MOXK-
Hble KOMOWHAIIMK MPOMEXKYTOUHBIX COCTOSHUH W KITIO-
yel mmppoBaHus, a OMHO3HAYHOE OIpeAeIeHHe KIItoua
i POBaHUSI IO U3BECTHOMY KIIFOUEBOMY COCTOSTHHIO C
MIOMOIIBI0  PACCMOTPEHHOI'0 METOAAa HEBO3MOXHO.
C0XHOCTh JOOTIpEeNIeHUs] IPOMEXYTOYHBIX COCTOS-
HUH (TI0 BCeMY MHOKECTBY 3HAUEHHH) JUIsl BEIYHCIICHHS
KJIoua IU(QPOBaHUS SBISIETCS HE MEHBIIEH, YeM TTOHCK
C TIOJIHBIM MIepebopoM.

Takum 00pa3oMm, MOAXOA, HMCHONB30BAHHBIN MpH
pa3paboTke CXeMbI pa3BOpauMBAHUS KIIIOUEH aJlrOpHT-
Ma «KanuHay oOecrieyuBaeT CTOMKOCTh K ainredopaunde-
CKHUM METO/IaM KpUITOAaHaJIM3a IpHU MONBITKE BOCCTaHO-
BUTh 3Ha4YeHHE KIOYa MHU(QPOBAHUS IO H3BECTHHIM
KJIFOYaM, 4TO, B CBOIO Ouepe/b, 0OeCleurnBaeT JIOIMoJ-
HUTEJIBbHBIN YPOBEHb 3aLUTHI OT aTaK Ha pealu3alHio.
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PeneH3eHT: 1-p TeXH. HayK, mpod., 3aB. Kad. Oe3omacHocTH MHPOpMaIMOHHBIX TexHoiorui M.JI. I'opbenko, Xapb-
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AJITEBPATYHI BJACTUBOCTI CXEMHU PO3IOPTAHHSI KJIIOYIB
BJIOKOBOI'O CUMETPUYHOTI'O INDPY «KAJTUHA»

O.B. Kazumupoes, P.B. Oniitnukos

BukoHaHo aHani3 MOKa3HUKIB KPUITOrpadivHOro CTIHKOCTI CXeMHU po3ropTaHHs KirouiB mmoppy «Kamunay o
anreOpaiyHOi aTaku, M0 OyAYETHCS HAa OCHOBI OMUCY S-OJIOKIB 3a JOMOMOTOIO MEPEBU3HAYEHOI CUCTEMH PiBHSHB.
Haseneno oorpynryBanns criiikocti CPK mmdpy «Kannna» 3 Touku 30py anredpaidHOro aHasizy.

Kunrouosi ciioBa: O1okoBuii ciMeTprYHIN MHQp, anreOpaiuHii aHaii3, cxeMa Po3rOpTaHHs KIF0YiB, IIepeBU3HAYE-

Ha CHCTeMa PiBHSHb, aJITOPUTM InbpyBaHHs «KaHay.

ALGEBRAIC PROPERTIES OF SYMMETRIC
BLOCK CIPHER “KALYNA” KEY SCHEDULE

0.V. Kazimirov, R.V. Oliynykov

It is performed an analysis of strengths factors of symmetric block cipher “Kalyna” key schedule to algebraic
attack based on S-boxes description with overdefined system of equations. Proof of cipher “Kalyna” key schedule

strength to algebraic analysis is given.

Key words: symmetric block cipher, XL attack, key schedule, overdefined systems of equation, cipher «Ka-

lynay.
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