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ABSTRACT

Actuality. There is considered the actual problem of an optimal decision making on financing of information and cyber security
means in the conditions of active counteraction to the side of the attackers of information and communication systems of the logistics
and situational transport center.

The aim of the work is to develop a model for the decisions support system of the financing process of the information and cyber
security means of the logistics and situational transport center in conditions of active counteraction to the attacking party, which
differs from existing approaches by solving a bilinear differential quality game with several terminal surfaces.

Method. Solving a bilinear differential quality game, that allows to reflect adequately the essence of the problem, there was used
a discrete approximation method. The method allowed not only to find a solution of the bilinear differential quality game with
dependent motions, but also became an effective at the software implementation of the decisions support system in the field of
financing information and cyber security means for information and communication systems of the protected logistics-situational
transport center.

Results. The developed model allows to obtain optimal financing strategies by the cyber security means protection side for
information and communication logistics and situational transport centers at any ratio of parameters describing the financing process,
no matter how financially the party tries to attack the security perimeters.

Conclusions. In this article there was firstly considered the model within the framework of the bilinear differential quality game
scheme for the decisions support system of the process of cyber security means financing for information and communication
systems of protected logistics and situational transport centers. For such differential games there were previously developed no
effective solution methods. In the proposed solution there were firstly used the differential equations that define the interaction
dynamics, describe the dependent motions by means of bilinear functions.

KEYWORDS: cyber security, differential game, optimal strategies, hacking and protection, decision support system.

ABBREVIATIONS NOMENCLATURE
IS - 1nforrpat10n se'curlty; L g* — coefficient determining the balance beam;
ICTS - information and communication transport ) )
systems; M, — terminal surface for the 1st player;
CS — cyber security; No — terminal surface for the 2nd player;
LSC — logistics and situational centers; I — efficiency of financial resources investments in

ISS — information security systems;
DSS — decision support system;
GT - game theory.

the means of IS and CS ICTS;
r, — efficiency of financial resources investments in

the means of overcoming the boundaries of ICST
protection;
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R? — positive orant;
t — time parameter;
us — optimal strategy of the Ist player;

U — strategies of the 1st player;

V — strategies of the 2nd player;

x — the value of the financial resource of the Ist
player (ICST protector);

y — the value of the financial resource of the 2nd

player (hacker);
Z, —aset of preferences for the 1st player;

Z, —aset of preferences for the 2nd player;

o — the growth rate of the financial resource of the 1st
player for the ICTS protection;
B — the growth rate of the financial resource of the

2nd player for the ICTS hacking.

INTRODUCTION

The rapid development of digital technologies in
various fields, particularly, in ICTS, stimulate the active
development of IS and CS systems. Analyzing the
problems of ICTS protection it is advisable to consider
the transformation of the situation in the context of
actions of two parties (players): party 1 — IS and CS
services; party 2 — intruder (hacker). In accordance with
[1] the party 2 is regarded as a set of potential threats. As
the threats there can be seen both the incompetent actions
of individual performers inside the ICTS and the planned
targeted cyber attacks. It is noted in works [2, 3] that in
such situations the most adequate models describing the
behavior of a system with two or more opposing sides are
the models based on TI. In fact, if the strategies of both
parties 1 and 2, the win/loss for the players (for the cases
under consideration) are known then we can talk about
solving the problem of rational financing in the IS and CS
systems. At the same time, the party 2 (hacker) does not
have enough financial resources to overcome the
perimeter of the ICTS protection. The reverse problem
will be the situation in which the party 1 (the ICTS
protector) did not have enough financial resources to
protect it.

The object of the research is the process of financing
in the means of information and cyber security of the LSC
transport and its ICTS.

The aim of the work is the development of a model for
the decision support system of the financing process in
the means of information and cyber security of the LSC
transport, in conditions of active counteraction to the
attacking party, which differs from existing approaches by
solving a bilinear differential quality game with several
terminal surfaces.

1 PROBLEM STATEMENT
One of the most important tasks, facing the services
ensuring the ICTS functioning, is the task of their IS and
CS. This requires adequate financial investment. In turn,
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the decision-making on ICTS means investing should be
based on procedures that allow financing taking into
account all the factors inherent to CS. This is possible if
the DSS is developed and implemented, allowing to make
optimal (rational) decisions on investing financial
resources for the development of ICTS protection tools.
There is considered a model for a DSS on a continuous
procedure for financing of IS and CS of ICTS in LSC
from the penetration of intruders (hackers) into them. The
model is based on solving a bilinear differential quality
game with two terminal surfaces. Mathematical
statement: there are two players that control a dynamic
system, given by a system of bilinear differential
equations with dependent motions. The sets of strategies
of the players U and V are determined accordingly.

Two terminal surfaces M, Ny are defined. The aim of

the first player is to put the dynamic system using its
control strategies to the terminal surface M), despite the

second player actions. The aim of the second player is to
put the dynamic system using its control strategies to the
terminal surface N, despite the first player actions. The

solution is to find a set of initial states of objects and their
strategies that allow objects to put the system to that or
another surface.

2 LITERATURE REVIEW

In recent years, there has been a tendency to replenish
traditional mathematical approaches to the selection of
compatible hardware and software systems for CS and IS
[4, 5]. In the context of the problem there was carried out
the analysis of the literature data for works using the
games theory [6] choosing the means of CS. A general
approach to the use of TI for the analysis of interactions
between participants of the protection process and
attackers was presented in [7, 8]. The authors did not
cover all the interests of the decision-making parties. In
work [9] there was proposed the TI apparatus for the
problems of selecting the protection means against
unauthorized access. The work was not implemented in
the format of completed recommendations. In work [10]
there was carried out a review and analysis of game-
theoretic methods in the problems of IS and CS
providing. The authors were limited by simulating the
total cost of ISS without taking into account the
behavioral strategies of the parties. In work [11] there
were considered the models of step games in cases of
incomplete information prior to the construction of
protection mechanisms from DoS / DDoS attacks. A
certain disadvantage of the work is the fact that in order to
find a successful strategy for the player 1 (an information
protector) it requires experimentally to collect statistics on
the types of ISS. In work [12] there was considered a final
non-cooperative game with at least one balance situation
with mixed strategies of the parties. The authors do not
give any data on how to find the balance situation by
standard TI methods.
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As the performed analysis of the latest researches in
the field of TI application for determining the strategies of
parties 1 and 2 has shown the problem of further
development of models for the ISS in the tasks of
financing process control in the means of the IS and CS of
LSC transport and its protected information and
communication systems remains relevant.

3 MATERIALS AND METHODS

Here is a mathematical model for the ICTS protection
means financing. In task 1 the confederate player is treated
for the protector, the enemy player is treated for the hacker.
And vice versa — in task 2, the confederate player is treated
for the hacker, and the enemy player is treated for the
protector. The first player seeks to protect his ICTS for LSC
[13]. The second - to hack the ICTS. For this purpose, both
players need financial resources. We assume that for a given
period of time [O,T] (T is a real positive number) the first
player has X(O) financial resources, while the second player
has y(0). These parameters determine the predicted, at
t =0, amount of financial resources that players 1 and 2
have to achieve their goals. At the initial moment of time t
the first player multiplies the value X(O) by the coefficient

(rate of change, growth) (x(t). Then, the player 1 selects a
value u(t) (u(t)e[0,1]) that determines the share of the
resource o(t)- x(t)of the 1st player allocated by him at the
CS at time t. Similarly, at time t the player 2 multiplies the
value y(t) by the coefficient (rate of change, growth) B(t).
Next, the player 2 selects a value v(t)(v(t)e[0,1]) that
determines the share of the resource B(t)- y(t) of the second

player’s allocated by him for ICTS hacking at time t .
Let denote by 1 the effectiveness of financial

resources investment in the means IS and CS of ICTS. In
fact, n-coefficient that shows how much financial

resources a hacker will need to hack the IS (in our case,
ICTS), for the protection of which there was expended the
unit of financial resource of the first player. Let designate
by r, the effectiveness of financial resources investment

in IS hacking tools (ICTS). Or r, -coefficient that shows

how much financial resources an ICTS protector will need
if there was expended the resource unit on hacking. Then
the dynamics of financial resources changes of the first
and second players is given by the following system of
differential equations:

o )+l x0)-ut) olt) ()12 V)P EE (1)

% ==y(t)+B(t) y(t)-v(t)} BO)- ¥(t)-r -u(t) olt) x(t)  (2)
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Then at the moment U it is possible to fulfill one of
three conditions: 1) x(t)> 0, y(t)=0; 2) x(t)=0, y(t)>0;
3) x(t)>0, y(t)> 0.If the first condition is fulfilled, then

we will say that the financing procedure for the CS
systems is completed. And the ICTS hacker has not
enough financial means to overcome the protection. If the
second condition is fulfilled, then we will say that the
procedure for financing the CS systems is completed and
the protection side did not have enough financial
resources for its efficient organization. If the third
condition is fulfilled, the procedure for CS financing
systems CRB continues further.

The values X(T ), y(T) show the CS systems financing

result on the planned interval [O,T] .

The IS and CS financing systems process is
considered within the framework of a positional
differential game with complete information. [14] In this
case, the process generates two tasks: from the point of
view of the first confederate player and the second
confederate player [2]. Because of the symmetry we
confine the problem statement from the point of view of
the first confederate player. The second problem is solved

similarly. Let denote T* by the set [O,T].
Definition. The pure strategy of the first confederate

player is the function u:T" - [0,1]- [0,1]—> [0,1], that puts the
state  of the position  (t,(x,y))  the

u(t,(x,y)):0<u(t,(x,y)) <1.

Therefore, the pure strategy of the first confederate
player is the function (rule) that puts the state of
information (position) at the moment t the value
u(t,(x, y)) The value u(t,(x, y)) determines the share of

the financial resource of the player — ICST protector,
which he planned to spend for the protection at a time t.
Regarding the awareness of the enemy player (within the
framework of the positional differential game scheme), no
assumptions are made. This is equivalent to the fact that
the confederate player chooses his controlling influence
based on any information. After defining the strategies in
task 1, it is necessary to determine the set of preferences
Z, for the first player. Therefore, Z; — this set of such
initial states (X(O), y(O)) of financial resources of the
defender and the hacker, which has the following
property. The property of financial resources of the
players: for the initial states there is a strategy of the first
player, which for any realizations of the second player
strategies put the state of the system in (x(0),y(0)) at
which the condition 1) will be fulfilled. However, the
second player does not have a strategy that can lead to the
fulfillment of conditions 2) or 3). The strategy Us(.,.) of
the protector-player that possesses to the states2) or 3) is

called optimal. The solution of Problem consists in
finding the sets of “preferences” of the protector and his

value
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optimal strategies. Similarly, the problem is posed from
the point of view of the second confederate player.

The solution of the problem 1 is found using the tools
of the differential quality games theory with complete
information [14, 15], which allows to find it at any ratio
of game parameters. We give the solution of the game, i.e.
sets of preference Z; and optimal strategies for the first
player.

The case 1. -1, =1, B > a. Then we will receive:

2, = {x(0).¥(0): (x(0), y(0)) e int RZ, 1-a-x(0)> B-y(0)}  (3)

Ue(X, )= {5 - - x(0)> B- y(0)}, (x,y) e intR?, and is not
defined otherwise.
The case 2. -1, =1, B < a. Then we will receive:

2, = {0} y(0): (<O} Y(0)) <t R, 1 - x(0)> B y(0)f  (4)
u*(X,y)z{O,npn B-y<rl-oc-x<a-y,(x,y)eintRf},

{], mpu - X>a-y, (X, y)eint Rf}, and is not defined
otherwise.

The case 3. -, =1,B>n-o-r,. Here u*(.), Z, are
defined in the same way as in Case 1.

The case 4. - >La<B<n-o-r. Then we will

receive:
1

2= (KOLO-KObO) R, 5-.50) - 1 0. (5)

1
u*(x,y):{l,npn nooax>(-an-Bz-y, (x,y)eint Rf} (x,y)eintRZ,

and is not defined otherwise.
. a
The case 5. -1, -1, (r1~r2)<[3<(x'

Here us (), Z, are defined in the same way as in Case

The case 6. -1, >1, <y .
=L ()

2, = {0} Y(0): (O} yO) <int R, a-%(0)> 1, B-y(0)} (6)

u*(x,y):{o,npn r1-oc-rz-y<rl-oc-x<[3-y,(x,y)eintRf£
, IpH r1~a~x>B~y,(X,y)eintRf}, and is not defined

otherwise.
Thecase 7. ;-1 <1, B=a.

Here U«(.), Z; similarly to Case 1.

The case 8. ;- <L, [-a-KHL<P<a.

Then we will receive:
2, = {x(0).y(0): (x(0), yO)) it R, @-x(0)> - y(0)} ()
us(x,y)= {O,npu h-B-rh-y<n-a-x<a-y,(xy)eint Rf}
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%, opuh-a-Xzo-y, (X,y)eint Rf}, and is not defined
otherwise.

The case 9. -1, <1, B<K-a-r,.3nech u*(.), Z, are
defined in the same way as in Case 8.

The task from the point of view of the second
confederate player is solved similarly.

The sets of preference (cones) from the point of view
of the second confederate player “join” to the sets of
“preference” of the first confederate player. These sets are
divided among themselves by the balance beams. The
balance beams have the property if the pair (X(O), y(O))

belongs to the beam, then the players have strategies that
enable them to be on the balance beam for all subsequent
moments of time. This can allow, at given (X(O), y(O)), to

find the relations to the interaction parameters, under
which the pair (X(t), y(t)) will be located on the balance

beam.
4 EXPERIMENTS

The computational experiment was conducted in the
PTC Mathcad 4 environment. The software module for
the DSS «SSDMI» is also implemented in the RadStudio
(Delphi) environment, see Fig. 1 [16]. As the initial data
there was accepted the technical task data for the
development of protected LSC transport of Ukraine and
the Republic of Kazakhstan.
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Figure 1— General view of the DSS module of the CS means
financing process for the bilinear differential game quality
scheme

5 RESULTS

Table 1 and Fig. 2-5 show the results for 4-x test
calculations during the computational experiment. There
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were considered situations when two players control a
dynamic system. The purpose of the experiment is to
determine the set of strategies of the players U and V .
There are also considered the cases when the players'
strategies deduce them on the corresponding terminal
surfaces M, N . In the course of the experiment, there

are found sets of initial states of objects and their
strategies that allow objects to bring the system to one or

another terminal surface. On the plane, the axis X is the
financial resources of the 1st player. Axis Y — financial
resources of the 2nd player. The area under the beam —
Z, (the “preference” area of the first player). The area

above the beam — Z, (the “preference” area of the second
player).

Table 1 — Computational experiment results

Calculations

Modeling results *

x(0)y(0)

x(), y) X@2)y@) | xG)yG) X4)y4) 9

1 3,11

4,10.2 5,8.5 6,7.3 6.5,3.2

2 5,10.5

4.2,11 3.7,11.2 2.8,123 1.6,13.1

3 5,15

4.2,12.6 3.4,10.2 2.8,8.4 13,39

4 (in comparison to MathCad) 3,11.3

ENI VSN O] RN

4,10.5 5,8.9 6,7.9 6.5,3.6

0 } t t t t t t
0 1 2 3 4 5 6 7

-

Figure 3 — Computational experiment results 2
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Figure 4 — Computational experiment results 3
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Figure 5 — Computational experiment results in DSS in
comparison to MathCad
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The obtained results demonstrate the effectiveness of
the proposed approach. During the testing of the model in
the PTC Mathcad 4 environment, as well as in the DSS
“SSDMI” [16] there was established the correctness of the
results.

Approbation of DSS “SSDMI” was carried out for real
investment projects in the field of cyber security of
Ukraine and Kazakhstan [15, 16].

6 DISCUSSION

Fig. 2 illustrates the situation where the first player
has an advantage in the ratio of the initial financial
resources, i.e. they are in the set of preferences of the 1st
player. In this case, the 1st player, using his optimal
strategy, will achieve his goal, particularly, put the state
of the system to its “own” terminal surface. Fig. 3 shows
a situation in which the 2nd player, using the non-optimal
behavior of the first player at the initial moment of time,
put the state of the system to the “own” terminal surface.
Figure 4 corresponds to the case when the initial state of
the system is on a balance beam. And the players,
applying their optimal strategies, “move” along this beam.
This “satisfies” both players simultaneously and
illustrates the “stability” of the system. At small
deviations choosing the implementation of the optimal
strategy by the 1st player (see the section on which the
round and triangular markers coincided) he will reach his
goal, but somewhat later. Fig. 5 shows the acceptable
accuracy of the software module DSS “SSDMI” in
relation to the results of computational experiments in
PTC Mathcad 4. The discrepancy does not exceed 2—6%.
The proposed model is the process of predicting the
results of CS ICTS LSC means investing. The
disadvantage of the model is the fact that the data of the
forecast estimate obtained through the DSS at the
selection investing strategies in CS means do not always
coincide with the actual data.

In the course of computational experiments and
practical data approbation [15, 16] it was established that
the proposed model allows adequately to describe the
dependent motions by means of bilinear functions. This
provides an effective tool for the participants of the
investment process in the CS ICTS LSC means. In
comparison with existing models, the proposed solution
improves the efficiency and predictability for the investor
by an average of 11-15%[8, 9, 11, 17, 18].

CONCLUSIONS

There is proposed a model for the decisions support
system of the financing process in the information and
cyber security means of the LSC transport, in conditions
of active counteraction to the attacking side. The model
differs from existing ones by solving a bilinear
differential quality game with several terminal surfaces.

The scientific novelty of the results obtained in the
article is that for the first time there was considered a new
class of bilinear differential games that allowed
adequately to describe the process and to find the optimal
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financing strategies by the cyber security means
protection side. The solution was carried out on the
example of optimizing the financial components of the
strategies  for  protecting the information and
communication systems of the LSC transport at any
parameters ratio describing the financing process, no
matter how financially acts the party which tries to hack
the security perimeters was. A special feature of this
approach was the use of a solution based on a bilinear
differential quality game with several terminal surfaces.

The practical significance of the results is that there
was developed a module in the RadStudio programming
environment for the decision support system — SSDMI. In
“SSDMI” module there is implemented the proposed
model, based on the application of methods of the theory
of differential games. The developed module, allows to
reduce the discrepancies between the forecast data and the
real return from investing in CS means. The solution
allows to obtain optimal financing strategies by the
protection side of cyber security means for ICTS of LSC
transport. The software implementation of the DSS
module allows to choose the optimal financial component
of the protection side strategy at any parameters ratio that
describe the financing process, no matter how financially
the second party acts, trying to hack the security
perimeters.

Further perspectives for the development of this
research are the transfer of accumulated experience to the
real practice of optimizing investment policy in protected
LSC in Ukraine and the Republic of Kazakhstan.
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AHOTANLIA

AKTyaJIbHiCTh. PO3MIISIHYTO aKTyalbHy NpoOiieMy NMPUHHSTTS ONTHMAIBHOTO pillieHHs 11100 (iHaHCYBaHHA 3ac00iB iH(opMaliitHol Ta
kibepOe3neky B yMOBaxX aKTUBHOI NPOTUAIT CTOPOHI 371aMyBaviB iH(POPMAIIHHO-KOMYHIKAI[IHHIX CUCTEM JIOTiICTHYHO-CUTYAI[IHHOTO LEHTPY
TPAHCIIOPTY.

Meta podoTu — po3poOKka MOJEi AJsl CHCTEMH MiATPUMKH pillieHb Tpolecy (GiHaHCyBaHHS B 3aco0Ou iH(opmaiiiHOT Ta KibepOe3neku
JIOTICTUYHO-CUTYALlIfHOrO LIEHTPY TPAHCIOPTY, B YMOBAaX AaKTHBHOI NPOTUAIl HamaJHUKaM, 10 BIJPI3HAETbCA BiJl YMHHUX IIJIXOMIB
pinreHHsM OiiHINHHOT TU(epeHIiabHOI I'PH IKOCTI 3 IeKiIbKOMa TepMiHATbHUMH HOBEPXHAMH.

Mertoa. Ilpu BupimenHi OiniHifHOT HUdepeHIiaTbHOT TPH SIKOCTI, 110 J03BOJISIE a[ICKBATHO MMOKA3aTH CYTHICTh PO3MIISTHYTOI mpobiiemMu,
BHKOPHCTOBYBABCSl MCKPETHO-AIIPOKCUMANLiHHUK MeToA. MeTo J03BOJIMB HE TUNBKM 3HAWTH pillieHHs OUTIHIAHOI qudepeHianbHoi rpu
SKOCTI 13 3aleKHUMHM pyXxaMmMM, a N BUSBHMBCA €(EKTUBHUM IIiJi 4ac IPOTpaMHOI peaizauii CHCTEMH HIATPUMKH pilleHb B cdepi
¢inancyBaHHA 3aco0iB iHpopManiiiHOl Ta Kkibepbesnmeku iH(pOpManiffHO-KOMYHIKAaI[IHHUX CHCTEM 3aXHINEHUX JIOTiCTHYHO-CHTYAI[iHHUX
LEHTPIB TPAHCIIOPTY.

PesyabraTu. Po3pobiieHa Mozenb 103BONISE OTPUMATH ONTUMANBHI CTpaTerii (piHaHCYBaHHS CTOPOHOK 3aXHCTy 3ac00iB KibepOe3nekn
s iHGOopMaIifHO-KOMYHIKAiffHUX JOriCTUYHO-CUTYallifHUX LEHTPiB TPAaHCIOPTY NpU OyAb-fKHX CIIIBBIJHOIICHHAX IapaMeTpiB, IO
OMHUCYIOTH Mpotiec hpiHaHCyBaHHS, K O (HiIHAHCOBO HE MisjIla CTOPOHA, SIKa HAMATra€ThCs MOI0IATH IEPUMETPH 3aXHCTY.

BucHoBkH. Y cTaTTi BHeplle po3risHyTa MOJAEIb B paMKax CXeMH OumiHiitHOT qudepeHianbHol TPy SKOCTI s CUCTEMHU IiITPUMKH
pimens npouecy (iHaHcyBaHHS 3aco0iB KibepOesneku ais iHpopMaliiHO-KOMYHIKAIHHUX CHCTEM 3aXMILEHUX JIOTICTUYHO-CUTYaI[IHHUX
LEHTpiB TpaHcmopTy. Jlng Takux JIudepeHNianbHUX irop paHime He Oylno po3poOneHO e(pEeKTUBHHX METOAIB BHpIMICHHA. Y
3aMpOIIOHOBAHOMY PIIlICHHI Briepiie qudepeHIiaibHi PiIBHAHHS, [0 33al0Th AMHAMIKY B3a€EMO/Iil, OMUCYIOTh 3aJIeXKHI PYXH 33 JTOMOMOTOI0
OUTIHIMHUX QYHKIIIH.

KJIFOYOBI CJIOBA: kibep6e3neka, audepeHiiaabta rpa, onTUMaIbHI CTpaTerii, 3710M 1 3aXUCT, CUCTEeMA MiATPUMKH PillleHb.
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MOJEJb ®PUHAHCUPOBAHUS B KHBEPBE3OIACHOCTH B PAMKAX CXEMbI BUJIMHEAHOM
JA®DEPEHIIUAJILHON UT'Pbl KAYECTBA

AKTyalIbHOCTb. PaccMoTpena akrTyanbHas mpoOieMa NpPHHATHS ONTHMAIbHOIO pelleHHs 10 (UHAHCHPOBAHHIO CPEICTB
nHpOpMaMOHHON ©  KUOepOEe30MacHOCTH B YCIOBHSAX AKTHBHOIO IPOTHUBOJACHCTBUSI CTOPOHE B3JIOMINMKOB HH(OPMAIMOHHO-
KOMMYHHKAIIMOHHBIX CHCTEM JIOTHCTHYECKO-CUTYAIIMOHHOTO IEHTPa TPAHCIIOPTA.

Leab pa6oTsl — pa3paboTKa MOJENH /IS CHCTEMBI TOICPKKH PELICHHH mpoliecca (UHAHCUPOBAHUS B CPEICTBA MH(POPMAIIMOHHON U
KnOep0e30nmacHOCTH JIOTHCTHYECKO-CUTYAIIMOHHOTO LIEHTPa TPAHCIOPTa, B YCJIOBHAX aKTHBHOTO NPOTHUBOACHCTBHUS aTaKylolleil CTOpOHE,
OTJIMYAIOUIAsACS OT CYIIECTBYIOIIMX ITOJXOJOB pEIICHHEM OWIMHEHHON nuddQepeHIHanbHOl Wrpbl KadecTBa C HECKOJIBKHMHU
TEePMUHAIBLHBIMU TOBEPXHOCTSIMH.

Merton. Ilpu peuiennu OwnuHeiHOW auGQepeHIManbHON WIPHl KadecTBa, IMO3BOJSIONICH aJeKBATHO OTPa3UTh CYILIECTBO
paccMarpuBaeMoil poOJIeMbl, ObIT UCIIOIB30BaH AWCKPETHO-aNPOKCHMAIIMOHHBIA MeTol. MeTo/] MO3BOJMII HE TOJBKO HAWTH pElIeHHE
OwnuHeitHON U QepeHIHanbHOi HIPhl KauecTBa C 3aBHCUMBIMH JIBIDKCHHSMH, HO M OKasajcsi S(QQEKTHBHBIM INpU MPOrpaMMHON
peanu3aiiy CHCTeMBbI MOIEPXKKH PelIeHui B cepe HUHAHCHPOBAHUS CPEACTB HH(POPMALIMOHHOM U KnbepOe30macHOCTH HH()OPMAIHOHHO-
KOMMYHUKALMOHHBIX CUCTEM 3aLIUILEHHbIX JOTHCTHYECKO-CUTYalMOHHBIX LIEHTPOB TPAHCIIOPTA.

Pesyabrarsl. PazpaboTaHHas Mozenb MO3BOJISET MONYYUTH ONTHMAJIBHBIE CTPATErMd (PMHAHCHUPOBAHWS CTOPOHOW 3aIlUTHI CPEICTB
kubepbezonacHocTH Uil MH()OPMALMOHHO-KOMMYHHKAIIMOHHBIX  JIOTUCTHYECKO-CUTYallMOHHBIX IIEHTPOB TPAHCIOPTAa MPH  JIFOOBIX
COOTHOILICHHUSAX MapaMeTpPOB, ONMHMCBHIBAIOIIMX Ipolecc (UHAHCHMPOBaHWS, Kak Obl ()MHAHCOBO He JECTBOBAja CTOPOHA, MbITAIOIIASCS
B3JIOMaThb IEPUMETPbI 3ALHUTHI.

BoiBoabl. B crathe BHepBble pacCMOTpeHa MOJIECIb B paMKaX CXeMbl OWIIMHEHHON M (pepeHInatbHON UIpbl KauecTBa ISl CHCTEMbI
MOAJCPKKH pEIICHUH Tpouecca (UHAHCUPOBAHHUS CPEACTB KHOEpOE30macHOCTH Ui MH(OPMAIMOHHO-KOMMYHHMKAIIMOHHBIX CHCTEM
3aIIUIICHHBIX JIOTHCTUYECKO-CUTYAIMOHHBIX LEHTPOB TpaHcmopra. [ns Takux auddepeHIranbHblXx Urp paHee He ObUIO pa3paboTaHo
9 PEeKTUBHBIX METOJOB peuieHHus. B MpeIoKEeHHOM peuieHHd BriepBble AubdepeHIaNbHble YpaBHEHHS, 33/alolHe JTHHAMHKY
B3aUMO/JICHCTBHSI, ONUCHIBAIOT 3aBUCUMBIC JIBHKECHHUS ITOCPEICTBOM OMIIMHEHHBIX (yHKIHIL.

KJIOYEBBIE CJIOBA: kubepbe3omnacHocth, aunddepeHinanbias Wrpa, ONTHMAlbHBIC CTPATErdd, B3JIOM M 3allMTa, CHCTEMa
MOJACPIKKH PELLICHUH.
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