
e-ISSN 1607-3274   Радіоелектроніка, інформатика, управління. 2019. № 3 
p-ISSN 2313-688X  Radio Electronics, Computer Science, Control. 2019. № 3 

 
 

© Korchynskyi V. V., Kildishev V. I., Holev D. V., Berdnikov O. M., 2019 
DOI 10.15588/1607-3274-2019-3-12 

UDC 004.056 
 

INCREASING THE SECRECY OF TRANSMISSION INFORMATION  
BASED ON COMBINED RANDOM CODING 

Korchynskyi V. V. – Dr. Sc., Associate Professor of the Department of Information Security and Data Transmis-
sion, O. S. Popov Odessa National Academy of Telecommunications, Odessa, Ukraine. 

Kildishev V. I. – PhD, Associate Professor of the Department of Information Security and Data Transmission, 
O. S. Popov Odessa National Academy of Telecommunications, Odessa, Ukraine. 

Holev D.V. – Seniour lecturer of the Department of Information Security and Data Transmission, O. S. Popov Odes-
sa National Academy of Telecommunications, Odessa, Ukraine. 

Berdnikov O. M. – Post-graduate student of the Department of Information Security and Data Transmission, 
O. S. Popov Odessa National Academy of Telecommunications, Odessa, Ukraine. 

 
ABSTRACT 

Context. The task of increasing the secrecy of information transmission based on combined random coding is considered. The 
object of research is the integration processes of stochastic, block and timer coding. 

Objective. The aim of the article is to develop a method of increasing the secrecy transmission based on combined random cod-
ing. 

Method. The method of increasing the secrecy of information transmission based on combined random coding with three steps 
of code converters: internal, intermediate and external is proposed. The internal converter is implemented based on stochastic coding 
with various numbers of random code combinations. The number of random combinations depends on the probability of the charac-
ter of the symbol in the message text. The information secrecy of the transmission is ensured by equalizing the probabilities of the 
occurrence of code combinations from the output of the statistical coder. Intermediate coding is implemented using a noise immunity 
block code. Information secrecy and noise immunity leads to the increasing the length of the code block at each stage of coding, 
which reduces the code rate. To solve this problem, an external converter based on timer coding is used. At this stage, binary combi-
nations are converted into timer signal structures, which allows for the implementation of a structural transmission secrecy, increase 
the code rate and improve noise immunity. When the stochastic encoding and a timer used codebooks. 

Results. The developed method of combined random coding allows to increase the main indicators of noise immunity: interfer-
ence protection, information and structural secrecy. 

Conclusions. The proposed method of combined random coding allows to eliminate the main disadvantages of stochastic coding, 
in which the choice of the number of random code combinations does not take into account the entropy of the discrete source of in-
formation. For solving this problem, it was proposed to use different number of random combinations, in view of the probability of 
an alphabet symbol appearing in the text. From the theoretical point of view, this will allow the output of the statistical coder to form 
a stream of combinations with equal probabilities of occurrence. Due to the usage of timer signal constructions, the problem of re-
dundancy compensation is solved, which appears during stochastic and noise-immune coding.  

KEYWORDS: information protection, secrecy, coding, timer signal, noise immunity. 
 

ABBREVIATIONS 
BDC is a bit digital code; 
SC is a statistical coder; 
PA is a probabilistic analyzer; 
SI is a source of information; 
ТSC is a timer signal construction; 
SC is a source coder; 
CB is a code book; 
RNG is a random number generator; 
SRC – shaper random combinations; 
ED is a encoding device; 
RNG is a random number generator; 
C TSC is a TSC coder. 

 

NOMENCLATURE 
d0 is a minimum code distance; 
Tc is a time interval of formation TSC; 
n is a number of Nyquist elements; 
l is a number of additional elements with stochastic 

coding; 
k1 is a number of additional elements with stochastic 

coding; 
r is a number of check bits; 
γ1  is a code rate of the stochastic coder; 

γ2  is a code rate of the noise-resistant coder; 
γ3  is a code rate at the output of the timer coder; 
РUE  is a probability of an undetected error in a code 

combination; 
HNS(U) is a entropy of a discrete source of informa-

tion; 
S is a potential structural secrecy of signal construc-

tions; 
L is a number of signal constructions; 
t0 is a Nyquist time interval; 
Δ is a basic element of the constructing of the TSC; 
s is a number of elements Δ the number of elements t0; 
NрTSC is a number of TSC; 
Ak  is a weight coefficients of the quality equation. 
 

INTRODUCTION 
The search of new methods of information protection, 

from unauthorized access is due to the requirement to 
increase the interference protection of modern radio 
transmission systems, operating in conditions of elec-
tronic conflict. [1]. The main components of interference 
protection are noise immunity and secrecy. As a rule, a 
given noise immunity is provided by means of correction 
codes [2], what leads to decrease the code rate due to the 
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introduction of additional redundant elements. To 
increase the secrecy of transmission, various methods are 
used to convert confidential information. Depends on the 
belonging of the communication system, the transfer of 
secrecy can be provided at various levels of the OSI 
model [3]. When developing a special purpose 
communication system, as a rule, several types of secrecy 
are used [5]. In addition to information secrecy, the 
structural [6] and energy secrecy [7] (channel and 
physical layers of the OSI model) can also be involved. 
Obviously that each stage of the conversion requires 
certain energy and time costs, which influence on the 
delay of the transmitted signal and power consumption.  

Therefore, for the improving the main indicators of 
noise immunity, it is advisable to use an integrated 
approach in which various methods for transforming the 
transmitted information and signal structures are 
combined into a single process. In this article, it is 
proposed to use combined random cascade coding based 
on timer signal constructions in combination with 
stochastic and noise-immunity coding to solve this 
problem. With the appropriate choice of code parameters, 
this method of protecting information will allow the 
transmission of confidential messages over a 
communication channel by signals with a complex and 
variable structure and increasing the fidelity of 
transmission due to the additional function of monitoring 
fidelity of transmission, which is provided by timer 
coding.  

The timer signals [8] are non-positional signal con-
structions, based on which can be implemented noise im-
munity coding without the use of additional verification 
elements. Using timer coding at the given time interval, 
it`s possible to form a greater number of signal construc-
tions as compared to digit-digit codes (BDC). It could be 
achieved by reducing the energy distance between the 
timer signal construction (TSC). 

The structure of the timer signals and their correcting 
ability is given by using the parameters for constructing 
combinations. Based on the TSC, it is possible to create 
various algorithms for increasing the structural secrecy 
[7]. For realization this, the transmission of information 
through the channel uses arrays of signal constructions 
with different structures. This justifies the expediency of 
using timer signals when implementing the method of 
combined random coding. Therefore, the search for 
effective methods of protecting information based on the 
TSC is an actual task. 

The object of study is the integration processes of 
stochastic, block and timer coding. The process of sto-
chastic coding usually does not consider the entropy of a 
discrete source of information and accompanies with an 
increase in code redundancy. For solving this problem, it 
was proposed to use a variable number of random code 
combinations, taking into account the probability of sym-
bols appearing in the text, and for reducing redundancy 
was proposed to use timer signals. 

The subject of study is the methods of increasing in-
formational and structural secrecy based on stochastic and 
timer coding. 

The known methods of stochastic coding [9, 10] are 
distinguished by a low information secrecy of 
transmission, and are also characterized by high 
redundancy when using random code combinations. 

The purpose of the work is to increase the informa-
tional and structural secrecy of the transmission based on 
the sharing of stochastic, block and time coding. 

 

1 PROBLEM STATEMENT 
Consider cascade coding with three steps of code con-

verters: external is a stochastic coding; intermediate block 
error-correcting coding based on the BDC; internal is a 
timer encoding. 

The width of the cascade converter n is determined by 
the width n1 of the external, intermediate n2 and n3 inter-
nal code. Code transmission rate at each step of the code 
converter is γ1 = k1/n1; γ2 = n1/n2; γ3 = n2/n3, where k1 is the 
number of information elements from the output of the 
source coder; n1 = k1 + l is the number of elements from 
the output of the statistical coder; n2  = n1 + r  is the num-
ber of elements at the output of the noise-immunity code; 
r is the number of check bits. With stochastic and block 
noise-immunity coding, the length of the code block in-
creases, which leads to decrease the code rate in these 
converters, i.e. γ1 < γ2. The solution of this problem is 
proposed due to the time coding, which will allow to re-
duce the code length of the code word n2 due to the TSC, 
i.e. n3 < n2. Therefore, γ3 > γ2. 

With stochastic coding, the total number of random 
combinations is N1 = 2z, which is proposed to be redis-
tributed for the coding problem, taking into account the 
probability of the alphabet character appearing in the 
message text, which will increase the information secrecy 
of the transmission. 

For increasing the structural secrecy, it is proposed to 
use a set of TSC from two combinations, one of which is 
allowed with a minimum code distance d0, and the other 
combination is selected using a random number generator. 

The improving noise immunity is accomplished 
through the using of block noise immunity and timer cod-
ing. The total probability of the undetected error in the 
code block РUE = РUE1 × РUE2, where РUE1 is the probabil-
ity of the undetected error in block noise immunity cod-
ing; РUE2 is the probability of the undetected error during 
timer encoding. 

 

2 REVIEW OF THE LITERATURE 
In telecommunication systems, methods of channel 

coding and information protection from unauthorized 
access [2, 4] are applied, as a rule, independently of each 
other. At the same time, the relationship is not taken be-
tween the required level of noise immunity and the se-
crecy of information transfer [3]. It is known [2, 4, 8] that 
the noise immunity of transmission is mainly provided by 
means of correction codes. Consider the conditions for the 
transmission of information through the channel, using 
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the Hilbert model [8]. As a rule, the required reliability of 
transmission is achieved by increasing the transmission 
time of the message, since test elements are added to the 
information bits, the number of which is determined tak-
ing into account the worst state of the channel. For this 
reason, the channel is in good condition, i.e. with a low 
level of interference, the transmission of information will 
be carried out with great redundancy [2]. It is obviously 
that due to the introduction of the maximum correcting 
ability of the code, high reliability of the transmitted in-
formation over the communication channel is ensured 
over a wide range of interference levels. However, in the 
case of radio interception of the transmitted message, the 
enemy’s cryptanalyst does not have any especial prob-
lems in recognizing the semantic content of confidential 
information. 

The method of combined random coding [9, 10] is 
based on the combined use of stochastic and immunity 
coding. The information secrecy of the transmission is 
provided due to the random change of the ensemble of 
transmitted code combinations. This coding method refers 
to non-cryptographic methods for protecting information. 
The required level of transmission security is ensured by 
the uncertainty of the choice of the ensemble of code 
combinations for the transmitted message symbols. 
However, the following disadvantages of stochastic 
coding should be noted. When choosing an ensemble of 
random code combinations, the entropy of a discrete 
source of information [9] is not considered, which in-
creases the vulnerability of this method of protecting in-
formation from unauthorized access. Another disadvan-
tage of stochastic coding is the large redundancy, which 
appears due to the operation of replacing the character 
combination of the used alphabet with some random 
combination from a given ensemble [9, 10]. Besides, the 
check bits of the noise immunity coding are also added to 
the information sequence [2, 4]. 

In order to eliminate the drawbacks of these coding 
methods, it is proposed to determine the size of the sam-
ple random code combinations with the probability of a 
symbol appearing in a message to increase the informa-
tion secrecy. This will provide an approximately equal 
probability of the occurrence of code combinations from 
the output of the stochastic coding. The time coding [8] 
will reduce the redundancy of stochastic and block noise 
immunity coding, as well as increase the structural se-
crecy of signal constructions [6]. Thus, the research in 
this direction is an actual task. 

 

3 MATERIALS AND METHODS 
The method of combined random coding is realized by 

three stages of code converters: internal, intermediate and 
external. The internal converter uses stochastic coding, 
based on which information secrecy of transmitted mes-
sages is provided. With the help of a block code (internal 
converter) the required noise immunity of transmission 
over the channel is achieved. The external converter is 
realized on the basis of timer coding, with the help of 
which the structural secrecy of signal constructions is 

provided [3, 7], and the compensation of redundant ele-
ments with stochastic and block coding is carried out. 
With the help of timer signals it is also possible to imple-
ment noise immunity coding [8]. 

To increase the information secrecy of transmission in 
stochastic coding, it is proposed to take into account the en-
tropy of a discrete source of information when choosing the 
number of random combinations. In accordance with the 
Shannon expression, the entropy for the case with non-
equiprobability states is determined by the formula [8]: 

 

( ) ( ) ( )∑
=

×−=
L

j
jjjjNS upupUH

1
2log . (1)

 

For example, the entropy of the alphabet of the russian 
language with the probability of the appearance of charac-
ters in the text, is HNS(U) = 4,42. The entropy for equi-
probable alphabetic characters is HР(U) = 5. It is obvi-
ously, for increasing the information secrecy of transmis-
sion with stochastic coding could be possible with 
equiprobable appearance of random combinations of the 
transmitted encoded message, i.e. 
 

( ) ( )UHUH p→ , (2)
 

and also provided that 
 

∞→1n , (3)
 

where n1= k + l is the number of binary elements in a ran-
dom code combination; k is the number of information 
elements; l is the number of additional bits that are added 
to the information elements during stochastic coding. 

Condition (2) can be ensured if the number of random 
combinations is chosen with the probability pj(uj) of each 
symbol bj of the used alphabet. Condition (3) significantly 
reduces the code rate, so the choice of the value of n1 
should be made with the requirements for transmission 
speed and information secrecy. 

In block coding, the length [12] of a random code 
combination is increased by r elements, i.e. n = k + l + r, 
where r is the number of test elements. The use of sto-
chastic coding significantly reduces the code rate, because 
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where γсr is a code rate when stochastic and block coding 
are used together; γс is a code rate for block coding; r1 is 
the number of verification elements for the length of in-
formation combinations of k elements; r2 is a number of 
test elements for combinations of z elements. 

It is obviously that the secrecy of transmission can be 
enhanced by increasing the number of combinations from 
ensemble C, which means n1=[log2N] also increases. For 
comparative analysis in the Table 1 shows the structure of 
the generated code block, depending on the coding variant 
of the information sequence k. Apparently, for the block 
structure n = k + r1, only noise immunity coding can be 
implemented (Table 5, № 1). With stochastic coding (n1= 
k + l), only information secrecy is provided. 
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For the block structure n2 = k + l + r2, comprehensive 
protection of the channel against interference and unau-
thorized access is implemented (Table 5, №3). The noise 
immunity coding based on the TSC allows with the data 
Tables 2–4 reduce the code rate γк. It is explained by the 
fact that the interval for constructing the TSC is less than 
for the information sequences of the BDC, i.e. mТSC ≤ k 
(Table 5, №4). 

The combined random cascade coding based on the 
BDC and the TSC replaces the structure of the combina-
tion n = k + l + r2 on the timer xТSC(t), the bit width of 
which mТSC < k + l + r2 (Table 1, №5). The combined 
combination of two TSCs from one allowed combination 
and another, which is selected using the second codebook, 
will ensure the structural secrecy of the transmission. In 
this case, the capacity of two TSCs is less than the binary 
combination, i.e. mTSC1 + mTSC2 < k + l + r2. 

 
 

Table 1 – Variants of the formation code combinations 
№ Variant of coding The composition of 

the code block 
1 Noice immunity coding based on 

BDC 
k  r1 – 

2 Stochastic coding k l – 
3 Combined random coding based 

on BDC 
k l r2 

4 Noice immunity coding based on 
TSC 

mTSC ≤ k  

k l r2 5 Combined random cascade coding 
based on BDC and TSC xTSC(t):  

mTSC < k + l + r2 
k l r2 6 Random cascade coding based on 

the BDC and two TSC mTSC1 + mTSC2 < < k 
+ l + r2 

 

Structural secrecy characterizes the ability to resist ac-
tions that are aimed at disclosing the structure of the sig-
nal [13]. In this case, recognition of the form and meas-
urement of signal parameters is carried out. The potential 
structural secrecy depends on the number of signal con-
structions N, which are used to transmit information sym-
bols [13]: 

 

NS 2log= . (5)
 

To increase the structural secrecy, it is necessary to 
expand the ensemble of the used signals [6, 7, 13]. 

 

 
4 EXPERIMENTS 

In Fig. 1 shows a block diagram of a transmitter with com-
bined random coding with three stages of information conversion. 
In the proposed scheme of stochastic coding (SC) use a probabil-
istic analyzer (PA), with the help of which the probabilistic pa-
rameters of the symbols bi of the used alphabet of the source of 
information (SI) are determined. 

The source coder (SC) encodes the character bi with a bi-
nary code of k elements. Further, with pj(uj) and l, for each 
symbol bi, are defined the number of random code combina-
tions, which are written to the random combination genera-
tors (SRCj) using the code book (CB1). In stochastic coding 
(internal converter), each character of the bi message is 
coded with a certain binary combination Qi of k binary ele-
ments. Next, each combination Qi is associated with a com-

bination cj, randomly selected using a random number gen-
erator (RNG) from some given ensemble C (cj ∈  C). In this 
case, the width of the code word k is increased by l elements, 
i.e. n1 = k + l. To fulfill condition (2), it is necessary that the 
symbols of the alphabet with a higher probability of occur-
rence of pj(uj) in the text use fewer random combinations and 
vice versa. The total number of random combinations used is 
Ntot=2z  in the ensemble C, which is distributed among the 
SRCj blocks of the stochastic coder. 

 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 1 – Structural block diagram with combined  
random coding 

 
Encoding device (ED) performs the functions of noise 

immunity coding (intermediate converter), in which the 
length of the code block z is increased by n = z + r. 

The external converter is implemented based on timer 
coding, with the help of which an increase in the code rate is 
carried out, as well as the structural secrecy of signal struc-
tures is provided. According to the formula (5), in order to 
increase the structural secrecy, it is necessary to use the larg-
est possible ensemble of signal constructions [13]. It is 
known [3, 4, 8] that in a binary channel, it is possible to in-
crease the number of implementations of signal structures at 
a given time interval using timer signals. Also, on the basis 
of the TSC, you can control the accuracy of the received 
information [8]. For this reason, when studying the possibili-
ties of timer coding on the synthesis of various sets of al-
lowed signaling constructions d0, and it is necessary to con-
sider the value of the minimum code distance d0, which de-
termines the correcting capacity of the code. 

Consider the features of the synthesis of timer signals. 
Such signals are formed on the time interval Tc=nt0, where n 
is the number of Nyquvi-elements with duration t0. The basic 
element of constructing the signal construction is the element 
Δ = t0/s, s ∈  1, 2, … l is integers. The information in the 
TSC is located in the durations of the individual time inter-
vals of the signal tc = t0 +kΔ  
(k ∈  1, 2, … s (n–2)) and their relative position on the plot-
ting interval Tc. In Fig. 2 shows an example of constructing 
binary TSCs on Δ of the same sign (“1” or “−1”). The time 
interval Tc =4t0 и s = 4 with the base element Δ. The figure 
shows that the timer signals refer to bit digitals codes in 
which the signal construction contain pulse durations tc not 
less than s in a row of transmitted elements. 
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Figure 2 – Timer signal constructions with  

parameters n = 4, s = 4, i = 2 
 

To the channel are transmitted the pulses with time in-
tervals of tc ≥ Δ (s + i) (i = 1, 2, 3, … ), which eliminates 
intersymbolic distortions. The pulses with a duration tc are 
not multiples of t0, which reduces the energy distance be-
tween the signal structures to Δ and increases the number 
of realizations of the TSC NрTSC in the interval Tc = nt0 [8]: 

 
) ) ]]([([
) ) ]] ]([([[ !1!

!1
iissni

issnN pTSC −⋅−−⋅⋅
⋅−−⋅

= , (6)

 
where i is a number of informational significant modula-
tion moments in the signal construction. 

In table 2 shows the implementation of the timer sig-
nals for the parameters s, n і i = 1, 2, …, n with the mini-
mum code distance d0 = 1. Obviously, with the timer cod-
ing, a larger number of allowed signal constructions. is 
formed than with the BDC. For example, in the time in-
terval Tc =5t0 and s = 4, NрTSC = 344 timer signals can be 
obtained, and for the BDC coder such a number of im-
plementations will be formed with a larger value  
n = ┌log2344┐=9. It should be noted that the sets of signal 
constructions with d0 = 1 do not have corrective proper-
ties. If d0 ≥ 2, then with the help of timer signals it is pos-
sible to implement noise immunity coding. For the TSC, 
it was proposed to use the Hamming code distance with 
the base element ∆: 

 

∑
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j
jj zxd
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where xj and zj is a logical state of the segments of the 
TSC (“0” or “1”) on the element Δ; W=n·s is the number 
of elements Δ on the time interval Tc. In Fig. 2 combina-
tions of TSC-1 and TSC-2 have d0 = 2, between TSC-1 
and TSC-3 is d0 = 5, TSC-2 and TSC-3 is d0 = 3. 

 

Table 2 – Number of implementations of TSC NрTSC  
depending on the s and n 

s 
n 

1 2 3 4 7 

5 31 88 188 344 1293 
8 255 1596 5895 16492 153400 
10 1023 10945 58424 217224 3705000 

 

Table 3 – Number of implementations of TSC NрTSC  
depending on the d0, n, s and i 

Parameters  
ТSC 

Selections allowed 
TSC d0 № 

n i s 1 2 3 4 
1 7 3 5 1771 891 248 146 
2 7 3 6 2925 1469 395 231 
3 7 3 7 4495 2255 591 344 
4 8 3 5 3276 1638 438 252 
5 8 3 6 5456 2736 714 408 
 

When constructing TSC ensembles, it is important to 
choose the optimal values n, s and i, for which the maxi-
mum number of realizations can be obtained. Let us esti-
mate the change in the ensemble of realizations of the 
TSC NрTSC depending on the parameters n and i at a con-
stant value of s. In Fig. 3 shows the dependences of NрTSC 
on i, n = 8, 10, 12 and s = 4. It can be seen that with in-
creasing i, the number of implementations of NрTSC first 
increases and then, having reached its maximum, de-
creases. For optimal values iоpt1 = 5, iоpt2 = 6, iоpt3 = 7, 
respectively, for n = 8, 10, 12, you can get the maximum 
values of realizations NрTSC. 

The method of coding and decoding of timer signals 
according to (6) and (8) suggests a tabular method of stor-
ing all allowed and unresolved combinations. Another 
method of generating signal constructs uses the quality 
equation (9), which greatly simplifies the procedure for 
finding the allowed combinations with time-based coding. 
The decoding process is also simple, as the analysis 
shows that the number of implementations in Table 4 is 
much smaller than with full enumeration (Table 3). how 
similar, as in coding, the quality equation is used [8]: 

112



e-ISSN 1607-3274   Радіоелектроніка, інформатика, управління. 2019. № 3 
p-ISSN 2313-688X  Radio Electronics, Computer Science, Control. 2019. № 3 

 
 

© Korchynskyi V. V., Kildishev V. I., Holev D. V., Berdnikov O. M., 2019 
DOI 10.15588/1607-3274-2019-3-12 

( )∑
=

≡
i

k
kk AxA

1
0mod0 , (9)

 
where Ak(k=1, i) are weights that are a set of prime num-
bers; A0 is a modulus values; xk are the numbers of reports 
of the significant modulation moments (SMM) of pulses 
tci. If the signal construction according to the decoding 
results satisfies the quality equation (9), then it is re-
solved. 

The quality equation is a convenient tool for the syn-
thesis of allowed signal constructions with a specified 
minimum code distance d0. 

 
Figure 3 – The number of implementations NрТSC depending on 

the i at s = 4, n = 8, 10, 12 
 

 
Table 4 – The number of allowed TSCs, depending on n, s, i, d0 

and quality equation coefficients А0=19, А1=2, А2=3, А3=7 
 

Parameters  
ТSC 

Selections 
allowed 
TSC d0 

№ 

n  i s 

General 
quantity 

implementations 4 5 6 
1 7 3 5 1771 93 37 27 
2 7 3 6 2925 154 59 43 
3 7 3 7 4495 236 88 68 
4 8 3 5 3276 173 65 52 
5 8 3 6 5456 288 106 82 
6 8 3 7 8436 444 156 123 
 

In tab. 4 shows the implementation of the TSC, which 
are obtained using the quality equation (9) with coeffi-
cients А0=19, А1=2, А2=3, А3=7. Comparative analysis 
shows that the number of implementations in the table. 4 
is much smaller than with full brute force (Table 3). 
 

5 RESULTS 
The results of the researching of timer signals have 

shown the possibility of increasing the structural secrecy 
of transmission due to the combined use of signal con-
structions. In this case, in order to control the transmis-
sion fidelity, it is advisable to use allowed TSC with a 
certain minimum code distance d0. So for d0 = 4 and  
n = 7, i = 3, s = 5 with the help of (9) from the total num-
ber of implementations NрTSC = 1771, you can get  
NрTSC = 93 (Table 4) resolved structures, and with full 
enumeration, NрTSC = 146 (Table 3). An increase in d0. 
leads to a decrease in the sampling of signal construc-
tions. For example, when d0. = 5, the number of allowed 

combinations NрTSC = 37 (Table 4), and with full enu-
meration, NрTSC = 79 (Table 3). Consequently, such fea-
tures of the formation of permitted TSCs should be con-
sidered when developing methods for enhancing the 
structural secrecy of transmission and ensuring the re-
quired reliability. In Table 5 for the quality equation (9), 
the values of the coefficients А0, А1, А2 and А3 are pre-
sented, at which TSC implementations with different val-
ues of d0 can be formed. 

 

Table 5 – The coefficients of the quality equation  
for the formation of allowed TSC with a certain value d0 

 

№ d0 А0 А1 А2 А3 
1 4 19 2 3 7 
2 2 7 2 3 5 
3 2 11 2 3 7 
4 3 13 2 3 7 
5 – 17 2 3 7 

 

Consider the possibility of increasing the code rate 
with the following parameters of the combined coding:  
k = 8, l = 7, r = 6. In the quality of the noise-immunity 
code it is proposed to use the cyclic code (21, 15). The 
number of allowed combinations for this code is Nр = 215 

= 32768, and the code rate γсdс = 15/21 = 0,714. As can be 
seen from the Table 3 and 4, the number of implementa-
tions of allowed TSCs is less than the value of 32768. 
Therefore, it is proposed to use a combination of two 
TSCs (Table 5) to transmit BDC combinations using 
timer signals. For the parameters of the TSC from the 
Table 6, №1 for d0 = 4, you can form NрТSC  = 93 × 1771 = 
= 164703 combinations, for d0 = 5 NрТSC = 37 × 1771 =  
= 65527, for d0 = 5 NрТSC = 27 × 1771 = 47817, etc. 

As can be seen from the Table 5, the usage of a com-
bination of two TSCs at the stage of timer coding, one of 
which is permitted, can significantly increase the number 
of implementations for transmitting BDC combinations. 
The presence of at least one allowed TSC ensures the 
preservation of the value of the minimum code distance 
d0. 
 

Table 6 – The number of allowed combinations depend-
ing on n, s, i, d0 and А0=19, А1=2, А2=3, А3=7 for the 

combination of two TSC 
Parameters  

ТSС 
Samples of two vehicles 

depending on the d0 № 
n i s 

NрТSC 
4 5 6 

1 7 3 5 1771 65527 47817 42504 
2 7 3 6 2925 172575 125775 119925 
3 7 3 7 4495 395560 305660 260710 
4 8 3 5 3276 212940 170352 131040 
5 8 3 6 5456 578336 447392 371008 
6 8 3 7 8436 1316016 1037628 826728 

 
The increase in the transmission interval of the TSC in 

two times (mTSC = 2n) provides compensation for the re-
dundancy of stochastic and noise immunity coding. Con-
sidering the fact, that the binary code from ndс = 21 bits is 
replaced by the TSC from mTSC = 14 elements, then the 
code rate increases 1.5 times. 

Obviously, it is possible to use TSC sets with a large 
value s, however the room resistance will decrease, which 
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is necessary to consider when choosing the parameters for 
constructing signal constructions. 

 

6 DISCUSSION 
Combined random coding allows to effectively protect 

information from unauthorized access and random noise 
[9, 10]. In stochastic coding, the information secrecy de-
pends on the number of combinations used in the SRC 
block, which significantly reduces the code rate (4). The 
disadvantage of this method is the uneven appearance of 
random code combinations (1). Therefore, in the proposed 
stochastic coding scheme (Fig. 1), the number of random 
combinations is selected with the probability of characters 
appearing in the message, under which condition (2) is 
fulfilled. 

The noise immunity coding at the intermediate stage is 
aimed at ensuring the required fidelity of the transmis-
sion, however, as with stochastic coding, this problem is 
solved by reducing the code rate (4). To compensate for 
the redundant elements of the BDC, it is proposed to use 
the TSC, which it is advisable to use for the channels that 
describe the Hilbert model [8]. 

Using the TSC on the given Nyquist interval n, could 
construct the larger number of realizations (Table 2) than 
with the BDC, i.e. mTSC>2n. The application of TSC as a 
noise immunity code requires the use of allowed combi-
nations with a minimum code distance d0 > 1, which re-
duces the number of implementations with increasing d0 
(Tables 3 and 4). There are two ways to form TSC [8]. 
With the help of (6) and (7) the quantity of TSC is deter-
mined, which can be implemented in a tabular way. Re-
ducing the time of formation of the TSC provides the 
quality equation (9), on the basis of which coding and 
decoding can be implemented. However, using (9), the 
number of allowed combinations is less than with (6) and 
(7). This limits the capabilities of the TSC, which can be 
used to transfer binary combinations with small lengths  
n = 10 – 13, which is clearly not enough for the imple-
mentation of stochastic and noise immunity coding based 
on BDC. That’s why, to solve this problem, it was pro-
posed to use a combination of two TSC at the stage of 
external coding. For saving the set value d0, the combina-
tion must include at least one allowed TSC. A twofold 
increase in the TSC transmission time interval will allow 
increasing the number of implementations hundreds of 
times, which is enough for transmitting BDCs with  
n > 13. One more advantage of using a combination of 
two TSCs is the ability to create different sets of imple-
mentations by combining allowed and unresolved signal 
designs. This will require to use of the second code book 
CB2(Fig. 1), which is used to determine the correspon-
dence between the BDC and TSC. Generators of random 
numbers RNG-1 and RNG-2 provide filling of CB2 by 
choosing combinations of TSK. 

The further research in this direction should solve the 
problem of determining the complex indicators of inter-
ference protection: noise immunity, information and 
structural secrecy. It is necessary to determine the optimal 
length of random code combinations and timer signals, 

taking into account the given values of information and 
structural secrecy. It is also necessary to ensure the coor-
dination of parameters between the stages of stochastic, 
noise immunity, and timer coding. 

 

CONCLUSIONS 
The actual task of improving the methods of increas-

ing information and structural secrecy has been solved 
with the help of stochastic, noise immunity, and timer 
coding. 

The scientific novelty of the results is concluded in 
that, the first time a method of stochastic coding was pro-
posed, which considers the entropy of the appearance of 
characters in the message when forming random combi-
nations. The use of TSC will provide compensation for 
redundant elements in stochastic and noise immunity cod-
ing. Also, the timer coding is an additional cascade to 
increase transmission fidelity. The increase in the number 
of implementations of signal constructions at Nyquist 
intervals makes it possible to use them to ensure the struc-
tural secrecy of transmission. The greatest effect of in-
creasing the set of signal constructions is achieved with 
the use of two TSCs, which should include at least one 
allowed code construction. 

The practical significance of the obtained results is 
that the software has been developed with which could be 
possible to implement various stages of cascade random 
coding. The results of the experiment allow recommend 
the proposed indicators for the development of real inter-
ference protection communication systems with random 
coding, as well as determine the boundary conditions for 
the application of the parameters of stochastic, noise im-
munity and timer coding. 

The prospect of further research is the studying of 
the proposed set of indicators for building communication 
systems that provide increased noise immunity, informa-
tion and structural secrecy. 
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AНОТАЦІЯ 
Актуальність. Розглянуто задачу підвищення прихованості передавання інформації на основі комбінованого випадко-

вого кодування. Об’єктом дослідження є процеси інтеграції стохастичного, блокового і таймерного кодування. Метою робо-
ти є розробка методу підвищення прихованості передавання на основі комбінованого каскадного кодування. 

Метод. Запропоновано метод підвищення прихованості передавання інформації на основі комбінованого випадкового 
кодування з трьома ступенями кодових перетворювачів: внутрішнього, проміжного і зовнішнього. Внутрішній перетворю-
вач реалізується на основі стохастичного кодування з різною кількістю випадкових кодових комбінацій.  

Кількість випадкових комбінацій залежить від ймовірності появи символу алфавіту в тексті повідомлення. Інформаційна 
прихованість передавання буде забезпечуватися за рахунок зрівнювання ймовірностей появи кодових комбінацій з виходу 
статистичного кодера. Проміжне кодування реалізується за допомогою завадостійкого блокового коду. Інформаційна при-
хованість та завадостійкість забезпечується за рахунок збільшення довжини кодового блоку на кожному етапі кодування, 
що зменшує кодову швидкість. Для вирішення цієї проблеми використовуються зовнішній перетворювач на основі таймер-
ного кодування. На цьому етапі двійкові комбінації перетворюються в таймерні сигнальні конструкції, що дозволяє реалізу-
вати структурну прихованість, збільшити кодову швидкість та завадостійкість. При стохастичному і таймерному кодуванні 
використовуються кодові книги.  

Результати. Розроблений метод комбінованого випадкового кодування дозволяє підвищити основні показники завадо-
захищенності: завадостійкість, інформаційну та структурну прихованість.  

Висновки. Запропонований метод комбінованого випадкового кодування дозволяє усунути основні недоліки стохастич-
ного кодування, в якому при виборі кількості випадкових кодових комбінацій не враховується ентропія дискретного джере-
ла інформації. Для вирішення цієї проблеми запропоновано використовувати різну кількість випадкових комбінацій з ура-
хуванням ймовірності появи символу алфавіту в тексті. З теоретичної точки зору це дозволить на виході статистичного ко-
дера сформувати потік комбінацій з рівними ймовірностями появи. Також за рахунок використання таймерних сигналів 
вирішується проблема компенсації надлишковості, яка з’являється при стохастичному і завадостійкому кодуванні. 

КЛЮЧОВІ СЛОВА: захист інформації, прихованість, кодування, таймерний сигнал, завадостійкість. 
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AННОТАЦИЯ 

Актуальность. Рассмотрена задача повышения скрытности передачи информации на основе комбинированного слу-
чайного кодирования. Объектом исследования являются процессы интеграции стохастического, блокового и таймерного 
кодирования. Целью работы является разработка метода повышения скрытности передачи на основе комбинированного 
случайного кодирования. 

Метод. Предложен метод повышения скрытности передачи информации на основе комбинированного случайного коди-
рования с тремя ступенями кодовых преобразователей: внутреннего, промежуточного и внешнего. Внутренний преобразо-
ватель реализуется на основе стохастического кодирования с различным количеством случайных кодовых комбинаций. 
Количество случайных комбинаций зависит от вероятности появления символа алфавита в тексте сообщения. Информаци-
онная скрытность передачи обеспечивается за счет уравнивания вероятностей появления кодовых комбинаций с выхода 
статистического кодера. Промежуточное кодирование реализуется с помощью помехоустойчивого блокового кода. Инфор-
мационная скрытность и помехоустойчивость приводит к увеличению длины кодового блока на каждом этапе кодирования, 
что уменьшает кодовую скорость. Для решения этой проблемы используется внешний преобразователь на основе таймерно-
го кодирования. На этом этапе двоичные комбинации преобразуются в таймерные сигнальные конструкции, что позволяет 
реализовать структурную скрытность передачи, увеличить кодовую скорость и повысить помехоустойчивость. При стохас-
тическом и таймерном кодировании используются кодовые книги.  

Результаты. Разработанный метод комбинированного случайного кодирования позволяет повысить основные показате-
ли помехозащищённости: помехоустойчивость, информационную и структурную скрытность.  

Выводы. Предложенный метод комбинированного случайного кодирования позволяет устранить основные недостатки 
стохастического кодирования, в котором при выборе количества случайных кодовых комбинаций не учитывается энтропия 
дискретного источника информации. Для решения этой проблемы предложено использовать различное количество случай-
ных комбинаций с учетом вероятности появления символа алфавита в тексте. С теоретической точки зрения это позволяет 
на выходе статистического кодера сформировать поток комбинаций с равными вероятностями появления. За счет использо-
вания таймерных сигнальных конструкций решается проблема компенсации избыточности, которая появляется при стохас-
тическом и помехоустойчивом кодировании. 

КЛЮЧЕВЫЕ СЛОВА: защита информации, скрытность, кодирование, таймерный сигнал, помехоустойчивость. 
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