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Abstract. In the current conditions of sharp fluctuations in the pace of the
Ukrainian economy integration into the world economic space and significant political
and financial instability, effective business management requires the creation of new
effective mechanisms for ensuring economic security of business. Inefficient business
management and imbalance of key indicators lead to a lack of financial resources,
necessity of constant financial sources searching, creating new forms, ways and methods
of limited resources rational using and other negative consequences. Effective economic
security system creating and maintaining its desired level within the given limits enables
the business not only to maintain its market share or achieve value growth, but also to
gain competitive advantages, ensure survival and development opportunities. The pre-
sence of a reliable system of financial and economic security at the enterprise makes it
possible to quickly identify and localize different threats of activities.

The objectives of the article are the formalizing of financial and economic
security of business concept and to develop a methodology for assessing the level of its
security on the basis of function indicators set.

The following methods of theoretical and empirical research are applied in the
article: logical generalization for substantiation of relevance of the topic, purpose and
tasks of the research; analysis and synthesis to identify key elements of financial and
economic security and their impact on business performance. Financial and economic
security of a business determines its efficiency, stability and development opportunities,
maintains its position in competitive markets and characterizes strength and economic
potential, the ability to counteract the negative impact of the external and internal
environment.
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Anomayia. B cyuacnux ymosax pizkux KoIusanv memnie inmezpayii eKoOHOMIKU
Yrpainu 0o csimosoco exonomiuno2o npocmopy i 3HA4HOI NOAIMUYHOL ma iHaAHCO80T
HecmabinbHocmi eghexmusHe YNpagiHHsA OI3HECOM BUMASAE CMBOPEHHST HOBUX eqheK-
MUBHUX MEXAHIZMIE 3abe3neuenns Qinancoo-exkonomiunoi besnexu 6isnecy. Heeghex-
MmusHe Ynpaesinusa 0iznecom i He30aIAHCOBAHICMb KIIOYOBUX NOKAZHUKIE NPU3B00amMb 00
Hecmayi QiHAHCO8UX pecypCis, HeoOXIOHOCMI NOCMITIH020 NOWLYKY (DIHAHCO8UX Oxceper,
CMBOPEHHsI HOBUX (hOPM, CnOCcoDI8 | Memooie payioHATbHO20 GUKOPUCTIAHHSL 0OMEINCEHUX
pecypcie ma IHWUX He2amueHux HAacuioxie. Egexmusna cucmema ¢hinancoeo-ekono-
MIuHOI Oe3nexu, wo Cmeoproe i niOMpuUMye 6axcanuil pieeHb 8 3a0aAHUX MeNCax Npu-
bymxosocmi, penmabenbHocmi, pecypcHol EMHOCHI, 00360J1€ Oi3HeCy He MilbKuU 30epee-
MU YacmKy PpuHKy abo 0ocsiemu 3pOCMAHHS 8apPMOCMI, a 1l OMpUMamu KOHKYPEHMHI
nepesazu, 3a6e3nedumu MOMCIUBOCHI BUNHCUBAHHA | po3eumky. Haseuwicme Haoilnoi
cucmemu QiHaHCOBO-eKOHOMIUHOT be3neKu Ha NIONPUEMCIEI 00380IAE WBUOKO GUBTAMU
i 10KAnizyeamu pisHi 3a2po3u OisLIbHOCHII.

Linsimu cmammi € opmanizayis xKonyenyii GiHaHco80-eKOHOMIUHOI Oe3nexu
Oisnecy | po3pobka memooonozii oyiHKu pieHs Oe3neku HA OCHOGI HabOpy @DYHK-
YIOHATbHUX NOKAZHUKIE.

Y emammi 3acmocosyiombess maxi memoou meopemuuHo20 ma eMRipuiHo20
00CNI0NHCEHHs: N02TUHE Y3A2AbHEeH sl 0 OOIPYHMYBAHHS AKMYATbHOCTHI MeMU, Memu 1
3a60aHb OOCTIONCEHHS, AHANI3 | V3a2anbHeHHsi O GUSGIEHH KIIOYO0BUX eNeMeHmis
(inancoso-exonomiunoi besnexu i ix enausy Ha egexmusHnicmov 0Oiznecy. Dinancoso-
eKOHOMIUHA Oe3nexa OisHecy SU3HAYAE 1020 epeKxmusHicmb, CMAOIIbHICMb | MONCIU-
60CMI PO3BUMKY, 00380JE 30epecmu 1020 NONOJNCEHHS HA KOHKYDEHMHUX PUHKAX 1
Xapaxkmepuzye Cuny i eKOHOMIYHULU NOMenYial, 30amHiChb NPOMUCMOAIMU He2AMUBHOMY
BNJIUBY 306HIUHBLO20 | BHYMPIUHBLO2O CepedosUYA.

Knrouosi cnosa: ¢inancoso-exonomiuna 6esnexa, 0iznec, npoOyKMUGHICMb,
MONCIUBOCTI, eeKMUBHICIb, GNIUSG, KOHKYPEHMHI PUHKU, (DIHAHCU, NIONPUEMCINGO.
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Banpan /1.

CTYJCHTKA CHEIUANBHOCTH «[IpeanpuHIMAaTEIECTBO, TOPTOBIISA M OUpKEBast ACATEIEHOCTEY
Ooecckuil HAYUOHAILHBIL MOPCKOU YHUBEPCUTNEM

OUHAHCOBO-39KOHOMMNYECKAS BE3OITACHOCTD
KAK OCHOBHOM 3JIEMEHT BU3HEC-CUCTEMBbI

Annomayus. B coépemennbix YCI08UsX pe3Kux KOAeOaHuil memnos unmeepayuu
IKOHOMUKU YKPAUHbL 8 MUPOBOE IKOHOMUHECKOE NPOCMPAHCIBO U 3HAYUMENbHOU NOJIU-
MU4ecKkou U QUHAHCOBOU HeCMAbUILHOCMU dhPeKmusHoe ynpasienue OUHecoM mpe-
byem co30anusi HOBLIX IPEOEKMUBHBIX MEXAHUIMOE 00eCneHeHUss HUHAHCOBO-IKOHO-
Mmuyeckol 6ezonachocmu busneca. Hesghpexmusnoe ynpasnenue 6uznecom u Hecoba-
JIAHCUPOBAHHOCMb KIIOYEBbIX NOKA3AMENEU NPUBOOM K Hexeamke (BUHAHCOBLIX pecyp-
€08, HEOOXOOUMOCHU NOCMOSIHHO20 NOUCKA (DUHAHCOBBIX UCMOYHUKOS, CO30AHUI) HOBbIX
@opm, cnocobo6 u Memooo8 PayUoOHAILHO20 UCNOAb30BAHUSL OZPAHUYEHHBIX PECYPCO8 U
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Opyeum He2amueHvlM NOCIeOCmsuam. Dppexmuenas cucmema QUHAHCOBO-IKOHOMU-
yeckoll 6e30NACHOCTU, CO30AIOUAS U NOOOEPHCUBAIOUAS HCeNlAdeMblil YPOBEHb 6 3d0aH-
HBIX npedenax, Nno3eojsem OU3HeCy He MOAbKO COXPAHUMb C80I0 OO0 DbIHKA UNU
006umbCsL pocma CMOUMOCHU, HO U HOJLYHUMb KOHKYPEHMHble Npeumyumecmed, obec-
newums 803MONCHOCMU 8bIXcUSAHUA U paseumust. Hanuuue nadescnoti cucmemol unan-
COBO-IKOHOMUHECKOU De30NACHOCMU HA NPEeOnpUsmuUL N0360J5em GbiCIMpPO BbIAGIAMb U
JIOKQNU308AMb PAZIUYHBLE Y2PO3bl 0eSIMElbHOCHI.

Llensamu cmamvu A6110MCA POPMATUZAYUSL KOHUCHYUYU (DUHAHCOBO-IKOHOMU-
yeckoll bezonacnocmu buszneca u paspadbomra Memooonr02ul OYeHKU YyposHs 6e30nacHo-
cmu Ha 0CHO8e HAbOPA (YHKYUOHANBHBIX ROKA3AMENel.

B cmamve npumensiiomes credyiowje mMemoobl mMeopemuiecko2o u Imnupuye-
CKO20 UCCNe008aHUsL: No2udeckoe 0b6obuenue 0 060CHOBANHUS AKMYALIbHOCU MeMbl,
yenu u 3a0ay UCCIe008anUsl; AHAIU3 U 0000weHue O/ GbIAGIEHUs KIIOYEEbIX /IeMEHMO8
PUHAHCOBO-IKOHOMUUECKOT BE30NACHOCMU U UX 6IUAHUS HA d¢hhekmusnocms busneca.
DuHnancoso-3KoHOMUYECKAsT BE30NACHOCMb OU3Heca onpeoeisiem e20 3PEHEeKmusHOCmb,
CMabunIbHOCMb U 803MONCHOCTIU PA3BUMUS, NO360JISeM COXPAHUMb €20 NOJIONCEHUe HA
KOHKYPEHIMHbIX PbIHKAX U XAPAKMepUusyen CUiy u IKOHOMUYECKUL NOMEHYUan, cnocoo-

HOCMb NPOMUBOCMOANb HE2AMUBHOMY GIIUSAHUIO BHEUIHEll U GHYMPEHHel CPeObl.
Knrouesvle cnosa: gunancoso-skonomuueckas 6e30nacHocmny, buznec, Npouseo-
OUMENbHOCTb, BO3MONCHOCMU, dPPeKmuUeHOCmb, 8030€licmaue, KOHKYPEHMHble DbIHKU,

unancel, npeonpusmue.

Problem statement. Objective
prerequisites for ensuring business fi-
nancial and economic security: comp-
lexity financial and economic environ-
ment of activity; inflationary processes
and diminishing population purchasing
ability; imperfect competitive environ-
ment with obstacles to access to reso-
urces and markets; unmanaged develop-
ment processes in most areas and mar-
kets; excessive and imperfect business
taxation; significant shadowing of the
economy; lack of government agencies
attention to the problem of financial and
economic sustainability of business. The
low business efficiency of the security
management methods used confirms the
need for improvement of economic-
mathematical methods and models that
allow to describe comprehensively all
the components of the financial and eco-
nomic security system and the relatio-
nship between them, determine an effec-
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tive security system management stra-
tegy, predict the dynamics of the main
performance indicators and financial and
economic status of the enterprise.

A systematic approach to the bu-
siness management mechanism requires
clarification of the concept essence of
«business financial and economic secu-
rity», in particular, its interpretation as
the level of business vitality during its
life cycle while guaranteeing the fulfill-
ment of the mission and goals; access to
markets and resources; adequate finan-
cial and economic activity efficiency;
develop ability; internal and external
threats protection. The assessing metho-
dology of business security needs imp-
rovement in the dominant areas.

Review of the last research
and publications. The study of financial
and economic security of enterprises is
devoted to a large number of domestic
and foreign scientists’ articles. The ana-
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lysis of the works showed the lack of a
unified approach to understanding the
essence of the concept and its evalu-
ation. Some scholars distinguish betwe-
en «economic security» and «financial
security», but there are also opinions
about the integrity of this concept as
«financial and economic security», but
at the same time all focus on such
parameters as financial status, financial
strategy, and financial losses protection.

In most scientific works, the
concept of «economic security» is con-
sidered as the ability of a business to
ensure its free and independent deve-
lopment, stability, as well as sufficient
potential under adverse conditions and
scenarios; the ability to protect econo-
mic interests from the effects of internal
and external threats.

According to many scientists, in
particular S. Tambovtsev [1], under the
economic security of any system it is
necessary to understand the set of pro-
perties of its production subsystem,
which provides the opportunity to achie-
ve the goals of the whole system. At the
same time E. Buchwald, N. Golovat-
skaya, S. Lazurenko [2] propose to con-
sider economic security as the most im-
portant qualitative characteristic of the
economic system, its determining ability
to maintain normal living conditions,
sustainable provision of development
resources.

Problems of ensuring the eco-
nomic security of the enterprise dedi-
cated to numerous works of domestic
and foreign authors [3-6; 7; 12], but a
single, well-established opinion has not
yet been produced. Thus, in some works
of domestic scientists, the concept of
«economic security of the enterprise» is
considered as providing the conditions

for maintaining commercial secrecy and
other secrets of business entities. G. De-
myanenko [4] defines the economic
security of the enterprise as a system of
measures for ensuring the stable deve-
lopment of the enterprise through crea-
tion of favorable conditions, as well as
neutralization and elimination of exter-
nal and internal threats.

According to the diversity of
essence of economic security interpre-
tations, there are number of views on the
structural and functional set of its
constituent elements, which, however,
according to most researchers of eco-
nomic security problems, provides the
following elements: financial, intellec-
tual, personnel, technical, information,
political, legal, product, power and envi-
ronmental [4; 7; 8].

In many articles, financial and
economic security of a business is ana-
lyzed as a practical task or the result of
other systems; there is no single appro-
ach of researchers to the essence of the
concept of «financial and economic se-
curity of business» and an effective mo-
del for assessing its level or method of
development.

Tasks of research. The aim of
the work is to analyze existing concepts
of economic and financial security, to
assess the balance and the system of
connection between economic and fi-
nancial security, to develop a model of
assessment financial security and to
offer the real tools of building the busi-
ness structures with integrated financial
and economic security indicators.

The basic material of research.
An integral part of the business func-
tioning in any field is the presence of
finance, which provides the process of
production, economic activity, and acts
simultaneously as the cause and effect of
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its functioning. Creating or improving
an enterprise business model involves
defining the role, place, and opportu-
nities for attracting finance, managing
cash flows and risks. Let's depict a busi-
ness model in the form of Canvas and
determine the role and place of finance
in it (figure 1). Business models provide
a wide range of business opportunities to
increase business performance. Howe-
ver, business model innovation goes
beyond product and process innovation,
as stated by Amit and Zott (2012). It
well illustrates the benefits of the Busi-
ness Model Survey presented by IBM in
2006, which showed that business-ori-
ented innovation in business models pro-
duced significantly better results. This
study showed that the business model is
a tool used to reduce costs and increase
strategic and financial flexibility. Some
researchers also describe the importance
of purposefully using business models
and innovating a business model to gain
competitive advantage.

As we can see different financial
questions arise in each sector of business
model. So it is necessary to understand
the role of finance and financial security
not only on the side on financial analysis
but on the side of efficiency, profitabi-
lity and viability of business. That is, the
development of the financial security
system must be built and improved with
the construction and development of the
business model of the enterprise. Finan-
cial security assessment should not be
limited to the calculation of financial
soundness and solvency.

Therefore, an integral part of the
enterprise operation is the financial
flows that provide the production pro-
cess, economic activity, and act simulta-
neously as the cause and effect of its
functioning. The definitions of finance
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used in the scientific literature include
the following: business finance is the
economic relationship associated with
the movement of money, the formation
of cash flows, the distribution and use of
income and monetary assets of entities
in the process of reproduction. Finance
includes the following flow groups:

- formation of the authorized
capital;

- formation and distribution of
cash income: revenue, gross and net
income, profits, monetary funds;

- tax and other payments to the
budget and trust funds, budget financing,
receiving subsidies;

- investing in securities and
obtaining income from them, contribu-
tions and participating in the distribution
of different activity profits, obtaining
and paying penalties;

- obtaining and repaying loans,
paying interest on credit and other types
of services, obtaining interest on place-
ment and storage of funds;

- due to the internal distribution
of income.

Financial security is a necessary
and essential component of the enter-
prise economic security, since finance is
a measure of the enterprise efficiency.
At the same time, the enterprise finan-
cial security should be considered as an
independent object of study, taking into
account the results of the enterprise.
Financial security gets a special place in
the economic security system, combi-
ning the characteristics of both econo-
mic security and enterprise finan- ces,
affecting absolutely all spheres of
activity of the enterprise, as shown in
Figure 1.
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Fig.1. Financial Features of Business Model
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Financial security is such a fi-
nancial condition, characterized firstly
by the balance and quality of the set of
financial instruments, technologies and
services used by the enterprise, secondly
by resistance to internal and external
threats, thirdly, the ability to finance this
system of the enterprise to ensure the
realization of its financial resources,
fourthly, to ensure the development of
this financial system.

On the other hand, the financial
security of an enterprise may be deter-
mined as the state of the most efficient
use of corporate resources of the enter-
prise, which is reflected in high values
of financial indicators of profitability
and profitability of the business, its ca-
pital structure, rate of dividend pay-
ments on securities, and the exchange
rate of its securities as a synthetic in-
dicator of the current financial and eco-
nomic condition of the enterprise and its
prospects. But this definition does not
take into account the existence of a
system of protection against the negative
effects of these factors too.

So, it is possible to distinguish
the following components of the finan-
cial security of the enterprise (figure 2):

Acting system
of making profit Y,

N

Financial
instruments

Source: Own elaboration

Financial
security

- reconciliation of the enterprise
financial interests with the interests of
other players;

- resilient system which is able
to ensure the realization of financial in-
terests, missions and tasks;

- balance and complexity of
financial instruments;

- constant development of the
enterprise financial system.

The level of financial security is
characterized by the ability of a business
to withstand external and internal threats
or to eliminate losses from adverse effe-
cts. The threat to the business financial
security is the potential or real actions of
individuals or legal entities that violate
the security of the business and may lead
to the termination of its operations or to
financial and other losses.

Threats reflect the external and
internal environment in which the busi-
ness is conducted, as well as the busi-
ness interconnections with other players.
The threat to financial security can be
quantified as the amount of loss or other
integral indicator that characterizes the
degree of decline in the business eco-
nomic potential.

External

o balance
, of interests

Ways
and directions
of development

&

Fig. 2. Components of Financial System in according to Business Model Process
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Business financial security thre-
ats are different. They can be classified
as follows (fig. 3). According to the
source, all threats can be divided into
external and internal. Among the exter-
nal threats is theft of material assets and
valuables, industrial espionage, illegal
activities of competitors, speculative
transactions with securities, price and
other forms of competition, aggressive
purchase of the company shares by an
outside investor, competitors lobby and
as a result a negative decisions of the
authorities.

Internal threats include, but are
not limited to, disclosure of confidential
information by our own employees, low
professional qualifications, ineffective
work of the financial or economic se-
curity service and those responsible for
audits, inefficient financial planning and
asset management, ineffective manage-
ment of the company stock market,
errors in the choice of dividends policy.

The greatest danger is usually
posed by external threats that are not
detectable and predictable. At the same
time, remedying internal threats is
within the competence of management.

The entities of system include
persons, departments, services, institu-
tions, ministries and agencies that di-
rectly ensure the financial and economic
security of business. Based on the nu-
mber of analyzed system subjects, they
can be divided into two groups: internal
and external. The first group includes
the entities that carry out the security
functions directly (employees and other
units that indirectly perform tasks
related to the business security). These
are planning, economic, financial and
legal departments, internal audit service,
human resources department and other.

External entities of business financial
and economic security should include
institutions that are in the external
environment of the enterprise and create
conditions for ensuring its security, in
particular: 1) the legislative entities that
create the legal basis for economic se-
curity; 2) executive management that ca-
rry out state security policy through the
implementation of financial, tax, cus-
toms, currency-export and other types of
control; 3) law enforcement agencies; 4)

judicial offices ensuring the rights and

legitimate interests of business entities
and staff; 5) a system of educational and
scientific institutions 6) a set of non-
governmental security agencies; 7) insu-
rance, guarantee, consulting institutions.

The Business Financial and Eco-
nomic Security System (BFESS) can be
summarized as follows:

BFESS={T, Tr, Tp, I, D, Ia, GI}, (1)

T — set of time periods;

Tr, Tp — set of internal and external real

and potential treats;

I — set of local indicators of business

financial and economic security at

time t;

D — sets as necessary and recommended

management decisions to ensure an

adequate level of financial and economic

security;

Ia — set of activity indicators (at time);

GI — general security indicators (fig. 4).
There are peculiarities of asses-

sing the business financial and economic

security, indicators may vary depending

on the type of activity.
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For example, transport is charac-
terized by: priority functional compo-
nents are technical, technological, infor-
mational, investment, legal, intellectual
personnel; the main indicators of secu-
rity are liquidity, investment efficiency,
capacity utilization rates, labor produc-
tivity, and information security; asses-
sment of the level of quality and confor-
mity of services to standards; cost of ser-
vices; the specifics of the assessment are
determined by determining the level of
quality and compliance of the services
with the standards and cost of services.
Accordingly, management decisions
should be limited to improving the qua-
lity of business processes and services to
the level recognized by organizations for
standardization and certification; moder-
nization of the technological base (fig.
5).

If we consider the financial and
economic security of business in the
sectoral aspect, the important elements
of the assessment are the stimulation of
the increase in the volume of activity,
the improvement of the institutional and
legal support of economic security. The-
refore, first of all, it is advisable to take
care of the proper level of innovation,
product, power, institutional, legal, in-
formation, logistics, and marketing com-
ponents of security. The mediumsized
enterprise sector is characterized by a
moderate amount of financial and eco-
nomic activity; it makes the efficient use
of resources and guaranteeing the pre-
servation of all types of resources (fi-
nancial, labor, material, information) the
most important. Therefore, it is advisab-
le to ensure an adequate level of person-
nel, financial, marketing, institutional
and legal functional components of se-

curity, which can be done by stimula-
ting an increase in economic activity,
achieving positive dynamics of sales vo-
lumes.

Small business is a vulnerable
sector of the national economy. Impor-
tant characteristics of economic security
for enterprises in this sector are monito-
ring the level of deviation of the actual
values of their activities from the plan-
ned ones. Therefore, detailed planning
of the life cycle stages, gradual increase
of economic and resource potential,
search and use of integration forms with
medium and large enterprises, justifica-
tion of horizontal integration mecha-
nisms and cooperation in small business
are prerequisites for strengthening the
security of small businesses (fig. 6).

Conclusions. The process of
creating a business financial and econo-
mic security system can be considered
as a process of preventing possible los-
ses from negative impacts on the secu-
rity system in various aspects of its fi-
nancial and economic activities.

Depending on the scale of busi-
ness, specific threats and factors of fi-
nancial and economic security are cha-
racterized the enterprise. At the same
time, within different types of enter-
prises, there may be the same factors,
which are determined by the state of the
economy (consumer demand, financial
and credit sector, etc.). However, the
impact of these common factors on each
type of business will be different.

The system of financial and eco-
nomic security of the business should be
built in accordance with the policies
(concepts) and security strategies imple-
mented at the enterprise.
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Security policy is a system of
views, decisions and actions in the field
of security that create the conditions for
achieving business goals.

In the sustainable mode, the bu-
siness focuses on maintaining a normal
rhythm of production and sale of pro-
ducts, preventing material and financial
damage, preventing unauthorized access
to business information and destroying
computer databases, combating unfair
competition and criminal activities. At
the same time special attention should
be paid to ensuring sufficient liquidity of
the enterprise, preventing its bankruptcy,
maintaining a positive level of profita-
bility and so on.
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It is worth noting that the fi-
nancial security threat size depends on
many factors that arise due to the un-
certainty of the economic entity envi-
ronment. Depending on the degree of
response to a potential or real financial
security threat, their manifestation may
result in termination of financial and
economic activity, bankruptcy, or liqui-
dation. In this case, economic danger is
seen as a manifestation of threats to the
financial security of business in the
absence of a leading influence on these
threats or the implementation of ina-
dequate measures to neutralize the
effects of these threats.
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