METO/Ibl CHHTE3A U AHAJIN3A
CUMMETPUYHBIX KPUIITOIPA®UUYECKHUX ITIPEOBPA3OBAHUI

VJIK 621.3.06

LJ[. TOPBEHKO, 0-p mexh. nayx, P.B. OJIIHHUKOB, 0-p mexH. HaYK,
O.B. KA3BUMHWPOB, kano. mexu. nayx, B.1. PY)KEHI]EB, kano. mexH. Hayx,
0.0. KY3H€EIL]OB, 0-p mexn. nayk, I0.1. FTOPFEHKO, kano. mexH. Hayx,
O.B. JIUPJ[A, kano. mexu. nayk, B.1. J[OJII'OB, 0-p mexn. nayk, A.1. I1VIIIKAPHOB,
P.I. MOPJIBIHOB, kano. mexu. nayx, J.C. KAHJAJIOB, B.M. KA3UMHPOBA

CUMETPUYHUI BJIOKOBUIA IADP ,,KAJIAHA” -
HOBHUM HAIIIOHAJIbHUM CTAHJIAPT YKPATHU

Beryn

VY sKOCTI OCHOBHOTO CTaHAApTy Oj0KoBoro mmdpyBanHs B YkpaiHi 3 1990 p. BUKOPUCTOBY-
BaBca JJCTY I'OCT 28147:2009 (I'OCT 28147-89 [1]). 3apa3 1e mepeTBOpeHHs Iie 3a0e3nedye
MIPAKTUYHY CTIMKICTh y pekuMax 3a0e3rneueHHs KOH(IISHIIIHHOCTI, BOJHOYAC, 3 TOYKH 30pY IIBH-
KOZI1 peanizaiii Ha MpOrpamMHUX IJIaTGopMax 3arajJbHOrO MPU3HAYEHHS, CYTTEBO IMOCTYMAETHCS
OUTBII CydyacHUM pimmeHHsM, TakuM sk AES [2] , mo mpu3BOIuTh 10 YCKIQJIHEHHS Ta IMOAOPOK-
yanHs 3aco0iB K31 mpu ognakoBux iHmmx xapakrepuctukax. Kpim toro, mist 'OCT 28147-89 Bi-
JOMi TEOpPEeTHYHI aTaku, OUIbII e(hEeKTHBHI, HIXK MOBHUH mepedip kiouiB [3].

BpaxoByroun cydacHi Mi>KHApOJIHI TEHCHIII] Ta MO3UTUBHUIA JTOCBiJ Y rayty3i po3poOKu mepc-
MEKTUBHUX KPUIITOrpadiYHUX IEepeTBOpeHb, [lepxkaBHa ciry:x0a CIierialbHOTO 3B’ 3Ky Ta 3aXHUCTY
iH(popManii YkpaiHu YCHIITHO MPOBEJia HALIOHAIBHUNA BIAKPUTUNH KOHKYPC CUMETPUYHHUX OJIOKO-
BUX KpunTorpadiuHux anroputmis [4]. 3a pe3ynbTaTaMu KOHKYpPCY BiJI3HaY€HUI anroputm ,,Kamnu-
Ha”, Ha 0a3i sikoro OyB po3pobieHuii HarioHanpHui ctanaapt JJCTY 7624:2014 [5].

Kpim GmokoBoro mmdpy HACTY 7624:2014 BuzHayae pexumu poOOTH UIs 3a0e3redeHHs
KOH(DIIEHIIITHOCTI Ta IUTICHOCTI, 3HAYEHHS JUIs TIepEeBIpKU, HaJa€ PEKOMEHaIlli 010 peari3arii
KpunTorpadiuHoro nepeTBopeHHs 1 oOMexeHb Ha o0csr iHpopMallii, sika 3aXHUIIA€TbC Ha OJTHOMY
KJTIOYI.

s ckopoueHHsl 00cATy TEKCTY HalllOHAJIBbHOIO CTaHAApTy OyJjia 3aCTOCOBaHA MaTeMaTU4HA
HOTAaIlis, [0 JO3BOJsIE OTPUMATU TOYHMH 1 KOMIAKTHUH 3amuc. BonHouac, Takuil miaxix Moxe
YCKJIQ/IHIOBaTH CHOPUNHATTS CYTHOCTI aaroputMmy Juisd ¢axiBIiB, IO HE MalOTh (pyHIAaMEHTalIbHOI
KPUNTOJIOTIYHOI OCBITU. B cTaTTi HABOAUTHCSA PO3TOPHYTHH abTepHATUBHUIN OMUC GJIOKOBOTO MIM-
¢bpy ,,Kanuna”, 13 no3Ha4eHHSIMH, TPATAULIHHUMU JIJIS Tay31 KOMIT FOTEPHUX HayK.

1. TepmiHoJiOTisi Ta MO3HAYEHHSA

Binkputuit Tekct  brnok ganux posmipom 128 6it, 256 6it, abo 512 6it, mo miansarae 3ammud-
pYBaHHIO, a TaKOK OJIOK JIaHUX TaKOro >K pO3MIpy Micis po3mudpyBaHHS;
(po3Mipu BIAKPUTOIO TEKCTY Ta MUGPTEKCTY CHIBMNAAAIOTh).

Mudprexcr bnox nanux posmipom 128 6it, 256 Oit, abo 512 6it micas 3ammdpyBaHHs,
abo e i ke OJIOK JaHMX, L0 HiAJsArae po3muppyBaHHIO (PO3MipH BiKpH-
TOTO TEKCTY Ta U(GPTEKCTY CHIBMNAAAIOTh).

3amudpyBaHHS [TepeTBOpeHHSI BIAKPUTOTO TEKCTY B MU(PTEKCT.
Posmmdpysannss  IleperBopenns, obepHeHe 0 3ammdppyBaHHS.

udpyBanHs 3ammdpyBanHs Ta/abo po3muppyBaHHS.
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Kirou
muppyBanus K

Po3mip 610ky Np

JloBxuHa Kiro4a
N

KinpkicTs MUKIIIB
mdpyBanHs Ny

[Ipouenypa
bopmyBaHHS
LIUKIOBUX KIIIOYiB

ITotouyuuii crau S

JlonoMibKHHI
kmou K

[ukmoBHii Kir04

Ki

bnok nanux po3mipom 128 6it, 256 6it, a60 512 6iT, 10 BUKOPUCTOBYETHCS
B SIKOCT1 3MIHHOTO CEKPETHOTO TapameTpy B mporeaypi 3amudpyBaHHs adbo

po3mudpyBaHHS.

JloBxrHa OJIOKY BIAKPUTOTO TEKCTYy, BHUpa)keHa 64-0iTHUMH eJIeMEHTaMu
(Np Moxe HaOyBatu 3HaueHHb 2, 4 abo 8 BimmoBimHo s 128-0iTHOrO,

256-6iTHOr0 abo 512-6itHoro 6isoky); N, =é, ne | — po3mip BHyTpimI-

HBOTO cTany (6iTn) 6azoBoro neperBopenns B ICTY 7624:2014.

JloxuHa Kiouda mudpyBaHHs, BupakeHa 64-OitHumu cmemeHtamu (N
MoOke HaOyBatu 3HaueHHs 2, 4 abo 8 BimmoBigHO it 128-6iTHOTO,

256-6iTHOro abo 512-6itHoro kmoua); N, = % , 1e kK — momxuHa Kiroya

(6itn) B ACTY 7624:2014.

Yucno MUKIIOBUX EPETBOPEHB NP MU(PYBaHHI, 10 BU3HAYAETHCS JOBKH-
HOIO Kimoua Ta po3Mmipom 6soky (N, =t B JICTY 7624:2014).

AJNropuM nepeTBOpeHHsI Kilto4ya u(pyBaHHs, IPU3HAYCHUI 11 HopMYy-
BaHHS [TUKJIOBUX KITFOUiB, 10 BUKOPUCTOBYIOTHCS B IIUKJIOBUX ITEPETBOPEH-
HSIX, IONEPETHLOMY Ta MPUKIHIIEBOMY 3a011I0BaHHI (paHaoMi3allii).

brok maHuX, Mo OTPUMYEThCS HA IPOMIKHHX €Tarax BUMTOBHEHHS ITPOIIe-
nypu 3amudpyBaHHs a0o po3undpyBaHHs (po3Mip MOTOYHOTO CTaHY CITiB-
najae 3 po3MipoM BiJJKPUTOTO TEKCTY).

bnok naHux, 0 OTpUMY€eThCS 3 Kiroua MUGpyBaHHs Ta BAKOPHUCTOBYETHCS
Ui (pOopMyBaHHS HUKIOBUX KIFOUiB. PO3Mip MPOMIPKHOTO KJIF04a CIiBIIaJa€e
3 po3MipoM OIIOKY.

bnox nanux, oTpruMaHuii 3 Kitoya mMu(pyBaHHS y pe3y/bTaTi BUKOHAHHS
nporuenypu popMyBaHHs LUKIOBUX KIIIOYIB (3 BUKOPUCTAHHIM JJOMOMIXKHO-
ro Kiroya). Po3aMip UKI0OBOTO Ki04a CIIBIAJAE 3 pO3MIPOM OJIOKa BIJIKpHU-
TOTO TEKCTY.

Jlasi BUKOPUCTOBYIOTHCSI HACTYITHI TO3HAYEHHS:

<<

GF(2%)

IUKITYHUA T0OaWTOBUII 3CYB BIiBO;
. . 4.
CcKyIamaHHs 64-6iTHIX cItiB 3a Moxytem 2°;
no0iTOBE CKJIalaHHsI BIKOBUX BEeKTOPIB 3a MoayiieM 2 (XOR);

— mpediKC unca, Mo 3aucane y MiCTHAAISITKOBIA CUCTEMI YUCTICHHS;
— i -1 0aMT BX1QHOI ITOCIIIJOBHOCTI;

— MHOTOYJICH Ha/Jl MOJIEM GF(28) ;

— MHOTOWIEH Haj nojiem GF(2) ;

— PO3UINPEHHS TPOCTOTO TMOJIS CTEMIHSA §;

2. 3arajbHi MOJ0KEeHHSA

BusHaueHHs1 anropuTMy KpunTorpadiqHoro nepeTBOPeHHs! MICTUTh OMKC MPOIeypH 3aind-
pyBaHHS, po3muppyBaHHs, (POPMYBaHHS IIUKJIOBHX KITIOUiB.

Anroput™m mudpyBaHHs BUKOHYE 00pOOKY OJIOKIB TaHUX TiJ KEPYBAHHIM KITIOUIB:

- 610k po3mipoM 128 6it (kimrou 1oBxuHOI0 128 1 256 6iT);
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- 010K po3mipom 256 OiT (K04 TOBXKHHOIO 256 1 512 6it);
- 0s10k po3mipoM 512 61T (K09 TOBXKUHOIO 512 O1T).

2.1. llpeacraBjeHHs BXiTHUX Ta BUXiTHUX JAHUX

Jlo BXiHUX Ta BUXITHHMX AaHUX aaroputMy «KannHa» HanexaTb BIAKPUTHN TEKCT Ta IIHQP-
TeKCT BimmoBimHO. Ili mapameTpu MpPenCTaBISAIOTHCS Y BHUIVIAAI PSAAKIB 3alaHOI JTOBKHHU
8 x Np Ganit (64 x Np 6iT). JlogaTKOBMM BXIJHHM IapaMETPOM € KJII0U, PO3MIp SKOTO JTOPIBHIOE
8 x N 6aiit (64 x N 6ir).

BaiiToBuii psaaok 1oBKUHOIO N = 8 x N 6aliT mpeacTaBiseThCS Y HACTYIHIN Gopmi:

Bo Bl Bz ..Bn_1.
2.2. IloTouHuii cran mudgpa

[Tpu BukoHaHHI 3ammdpyBaHHs a00 po3mu(pyBaHHs onepallii BAKOHYIOTHCS HaJl IBOMIPHUM
MacuBOM OaHT (MIOTOYHUM CTaHOM MHU(Pa).

[ToTounmii cTaH MOXHa MPEACTAaBUTU y BUIIIANI MaTpuli po3mipHicTio 8 x Np OaiiT (BiciMm
psaakiB goBxkuHOO Np 6aiit). KoxxHuii 6aliT B MOTOYHOMY CTaHI Ma€ JBa 1HJIEKCHU: HOMEp psaKa
(r, 0 <r <8)inomep croBmus (C, 0 < ¢ < Np). baiit anpecyerbes sk Sy ado S[r,cC].

Kpim Toro, y psiai onepaiiii notouHuii ctan mmdpy S = (si’j) PO3MIIANAETHCA K MTOCIIIOB-

HicTh 64-0iTHUX cIiiB S = (Si ) VY 1upOoMy BHUINAJIKy KOKHHMI CTOBIELb 3 HOMEPOM I,0<i< Nb,
pO3IJIANa€TbC SIK OKPEME CJIOBO, LI0O Ma€ 3HA4YeHHA S, =S . .08 +5,; 2y 4 S, .28,

BianosigHo, MonoamuMm 6itoM 64-6iTHOro 0JIOKAa € MOJIOAIIHMK OIT OalTa psaka 3 HAHMEHIITUM HO-
MepoM, cTapimuM 6itom 64-6iTHOro Gi10Ka — cTapmuii OiT OaiiTa i3 psaKa 3 HalOLIBIINM HOMEPOM.

2.3. 3an0BHEHHS NOTOYHOI'0 CTAHY

Jo mouarky 3amu@pyBaHHs BIAKPUTHI TEKCT KOMIIOETHCS B MOTOYHUN cTaH mudpa. [licns
3aBepIICHHS MPOLIeIypH 3alIiuppyBaHHs MHUPPTEKCT KOMIIOETHCS 3 TOTOYHOTO CTaHY.

JloB:knna 0,10ka 128 6iT.

BiakpuTHii TEKCT peICTaBICHO 0ANTOBOIO MOCTIAOBHICTIO Ny, INg, ... ings. OTpuMaHuii M-
PTEKCT MPEACTaBICHO SIK MOCIIIOBHICTh OalT OUtp, OUty, ... outis.

3anoBHEHHS MOTOYHOTO CTaHy IMdpa nepes movyaTkoM 3amudpyBaHHs Ta Mmicis Horo 3akiH-
YeHHsI NIpe/ICTaBiIeHo Ha puc. 1.

AHaJIOTYHO, NpHU po3IU(ppYBaHHI HMQPPTEKCT MO3HAYAETHCS OAWTOBOIO IOCIIJOBHICTIO
iNo, INg, ... N5, OTPUMAHUIN BIAKPUTHH TEKCT MPEACTABICHO IMOCIIOBHICTIO OaliT OUtp, Outy,
OuUt;s; 3aTIOBHEHHS BiAMOBiAae puc. 1.

Bxigna . Buxigna
. . [TorouyHuit cran . .
IIOCII1AOBHICTH ITIOCII1IAOBHICTH
ing ing S0,0 So,1 outy Ooutg
ing ing S1.0 S11 out; OUty
in, inlo S20 S21 out, Outyg
ing iny; - S3,0 S3,1 - outs outy,
in4 in12 S0 Sa1 out, outy,
ins iny3 Ss,0 Ss,1 outs outy3
ing Ny S6,0 Se,1 Ooutg Oouty,
in7 in15 S7.0 S71 out; Outys

Puc. 1. 3armoBHEHHS MOTOYHOTO CTaHY JUIS JOBKUHH Onoka 128 GiT
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JloB:knHa 0J10Kka 256 OiT.

Bigkputuii TEKCT mMpeacTaBieHo 0aNTOBUM pPSIKOM iNg, iNy, ... ingy. OTpuMaHui MIUPPTEKCT
MIPEJICTABJICHO SIK MOCIIOBHICTH OalT OUty, OUty, ... outs;.

3anoBHEHHS MMOTOYHOTO CTaHy mudpa nepea moyaTkoM 3amu@pyBaHHS Ta Micis HOTO 3aKiH-
YEHHS NPEACTaBICHO Ha pUC. 2.

[Tpu posmmmdpyBanHi MUGPTEKCT MO3HAYAETHCS OANTOBOIO MOCIIAOBHICTIO INg, iNg, ... IN3g;
OTPUMAaHHK BIIKPUTHUI TEKCT MPEACTABICHO MOCIIJOBHICTIO OalT OUty, OUty, ... OUts;; 3aTIOBHEHHS
BIJIMIOBia€ puC. 2.

Bxiana nocnigoBHICTh
in() ing in16 in24
ing ing inyy iNys
in, in]_o iNgg inze
in3 in11 inlg in27
ing inlg inzo inzg
ins ing3 Ny, Ny
ine in14 iny, in30
in; in15 in23 in31

l

IToTounwuii ctan
So0,0 So,1 So,2 So,3
S1,0 S11 S1.2 S13
S2,0 S21 S22 S23
S3.0 S31 S32 S33
Sa0 Saa Sa2 Sa3
S5,0 S5.1 S5,2 S5,3
S6.0 S6.1 S6.2 S6.3
S7.0 S7a S7.2 S73

l

BuxigHa 1mociaifoBHICTh
outy outg OUtye outy,
out; (0] outy; OUtys
out, 0ouftyg OUtyg OUtyg
outs outy, Ooutyg outy;
out, outy, Oouty OUtyg
outs oufys outy (0]9] 1
Outg OUutyy outy, Outzy
out; OUtys OUtys3 Oouts;

Puc. 2. 3amoBHEHHS MOTOYHOTO CTaHY JUIS JOBKUHH Ooka 256 GiT

JoB:kuna 010ka 512 6iT.

Bigkputuii TEKCT MpeACTaBICHO OAMTOBOIO MOCTIIOBHICTIO iNg, Ny, ... ing3. OTpuMaHuii
mUQPPTEKCT MPEACTABICHO SK MOCIITOBHICTh OalT OUty, OUty, ... outss.

3anoBHEHHS MOTOYHOI'O CTaHy mIM(pa mnepesa Mo4arkoM 3amudpyBaHHs Ta Micias HOro 3akiH-
YeHHsI PEICTAaBICHO Ha puc. 3.

[Mpu posmmdpyBanHi MUGPTEKCT MO3HAYAETHCS OANTOBOIO MOCIIAOBHICTIO INg, iNg, ... INg3;
OTPUMAaHMH BIIKPUTHUI TEKCT MPEACTABICHO MOCIIJOBHICTIO OaliT OUty, OUty, ... OUts3; 3aTIOBHEHHS
BIJIMOBiTa€ pucC. 3.
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BxiaHa mociigoBHICTE

ino ing in15 in24 in32 in40 in48 in55

inl ing in17 in25 in33 in41 in49 in57

in, in]_o ingg inze N3, in4z insg in5g

ing in11 ingg in27 iNgs in43 ins; in5g

ing in12 Ny inzg iNgg in44 ins, in50

in5 in13 ingl ingg in37 in45 in53 in51

in6 in14 in22 in3o ingg in46 in54 in52

in; in15 iNys in31 iNgg in47 iNss in53

v
IloTounuii ctan

S0.0 Soa So.2 So.3 S04 So5 So.6 Soz
S1.0 S1a S1.2 S13 S14 S15 S16 S1.7
S2,0 S21 S2.2 S23 S2.4 S25 S2.6 S2.7
S3,0 S31 S3.2 S33 S34 S35 S3.6 S37
S40 S41 S42 S43 S44 S45 S46 S47
S50 S5,1 S5,2 S5,3 S5.4 S55 S5.6 S5,7
S6,0 S6.1 S6.2 S6.3 Se.4 S6,5 Se.6 S6,7
S7.0 S74 S7.2 S7.3 S74 S75 S7.6 S7.7

}

BuxigHa 1ociitoBHICT

outy Ooutg OUtyg OUty4 outs, OUt4 OUtyg OUtsg
out; Outg outy; OUtys OUf33 OUfts OUt49 Outs;
out, Outyg OUtyg OUtyg OUf34 Outs, OUtsg OUtsg
outs outy; Ooutyg outy; OUtss OUts3 outs; OUtsg
out, out;, Outy OUtyg OUtzg OUty, outs, OUtgo
outs outys outy; OUtyg Oufts; OUf;5 OUts3 Outg;
Outg outy, outy, Outsz OUtsg OUtye OUts, Outg,
out; out;s OUty3 Oouts; OUt3g outy; OUtss OUtg3

Puc. 3. 3anoBHEHHS TOTOYHOTO CTaHY JJIs JOBXKUHH Oyoka 512 GiT

2.4. He3Bignmii mosinom mmdpa

Onmnepariist JIIHIHHOTO PO3CitOBaHHs (MEpeMIllyBaHHS B CTOBMII) alroputMy «KamnHa» BHKO-
PHUCTOBYE IOJIIHOMIAIbHE NPEICTaBICHHS OaliT B MOl GF(28), c(OopMOBaHOMY HE3BIJHUM IOJIIHO-
MoM. J{1s anroputmy mugpyBaHHs «KanuHa» y SKOCTI HE3BIAHOTO MOJIIHOMA BUKOPUCTOBYETHCS

) =x®+x*+x°+x° + 1,
a6o {01} {1d} y micTHaAIATKOBOMY IIpE/ICTABICHHI.

2.5. Po3mip 0/10ka Ta JOB:KMHA KJII04Ya IH(PYBaHHSA

Anroput™m mu¢pyBanas «KanuHa» BUKOHYe KpunrorpadiuyHe nepeTBopeHHs 0JIoKiB iHpop-
Marii po3mipom 128, 256 1 512 6iT, BUKOPUCTOBYIOUHM KJTI0Y MHU(pyBaHHS A0BXKUHOIO 128, 256 1
512 6ir. JloBkuHa KiIr0Ua CIIBMAga€e 3 po3MipoM Oiioka abo B 1Ba pasu nepebinbirye oro. JJomyc-
TUMI1 KOMOIHAIlT po3Mipy OJ10Ka Ta TOBXKWHU KItoua MuGpyBaHHS HaBeJIeHO y Tabm. 1.

Tabmums 1
Kombinanii po3mipy 00ka Ta JOBXUHH K042 MUPPyBaHHS
Po3zmip 010Ky, OIT JoBxxuHa Kkiroua, Oit
128 (N, = 2) 128 (Nx = 2), 256 (N, = 4)
256 (Np = 4) 256 (N = 4), 512 (N = 8)
512 (N, = 8) 512 (N = 8)
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2.6. KinbkicTh HUKIIIB IM(PYBAHHA

Anroput™ mmdpyBaHHS € TPOIETYPOI0, IO CKIANAEThCS 3 MONEPETHBOrO 1 MPHUKIHIIEBOTO
3a0UTIOBaHHS Ta ITEPaTHBHOTO IMKIJIOBOTO MEpeTBOpeHHA. Ha BXiJ KOXXKHOTO IHMKIOBOTO MEPETBO-
PEHHS TOA€ThCS MOTOYHUM CTaH, a TAKOX HEOOX1JHA KUIBKICTh KIIFOUOBOI iH(MOopMarlii (IIMKIOBHMA
KITt04). BiIKpUTHI TEKCT KOMIIOETHCSI B MIOTOYHUI CTaH IMEpe]l MOYaTKOM 3amm@pyBaHHs, a Mics
HOT0 3aBEPIICHHS B MOTOYHOMY CTaH1 3HaXOAUThC MHUpTeKcT. KimbKicTh nukmiB mudppyBadas Ny
3aJISKUTH BiJ JJOBXKUHM KJII04a; i1 HaBeneHo y Tabu. 2. Ha moyarky Ta y KiHII IpOIEIypH 3amud-
pyBaHHs/po3m(ppyBaHHS BUKOHYIOTHCS JOJIaTKOBI orepaitii 3a011F0BaHHS.

Tabnung 2
KinpkicTs nukiiB mmdpyBanns anroputMmy «Kammunay N,

OBXXHHA KJTro9a (0iT)
128 (Ny=2) | 256 (Nx=4) 512 (N¢=8)
Po3mip Gsoka (6it)

128 (N, = 2) 10 14 _
256 (N, = 4) - 14 18
512 (N, = 8) - - 18

3. 3ammdpyBaHHs y pesKUMi MPOCTOI 3aMiHH

Ha Bxin mporeaypu MOJAEThCsl BITKPUTHI TEKCT Ta IUKJIOBI Kiodi. Ha mouatky 3ammdpy-
BaHHS BIJKPUTUI TEKCT MPEICTABISEThCS Yy BUTIISAAI OJOKAa JMAHMX, IO OMUCYE TMOTOYHHH CTaH
mmdpa (muB. m. 2.2). Ilicnsa 3akiHveHHs 3amudpyBaHHS OTpUMaHHW MUPPTEKCT GOPMYEThCS Y
BUIJISIII OaiiTOBOT mociiioBHOCTI (AuB. 1. 2.2). IlceBaokon mnpouenypu 3amu@pyBaHHs alTOPUTMY

«Kanunay, mo Bianosigae 6a30BOMy IIEPETBOPEHHIO T, (kK) B JICTY 7624:2014, naBeneHo Ha puc. 4.

void Kalyna_Cipher(byte in[8 * Nb], byte out[8 * Nb], byte roundkey[Nr + 1][8 *

Nb]) {
byte state[ 8, Nb ] = in

Add64RoundKey( state, roundkey[ @ ] )

for(round = 1 to Nr-1 step 1) {
Kalyna_S_boxes( state )
ShiftRows( state )
MixColumns( state )
XORRoundKey( state, roundkey[ round ] )

}

Kalyna_S boxes( state )
ShiftRows( state )
MixColumns( state )

Add64RoundKey( state, roundkey[ Nr ] )
out = state

}

Puc. 4. Ilcepnokon nporieaypu 3amudpysants anroputmy «KamuHay

Ipu 3xiiicaenni nepersopernns XORRoundKey (pynxmis x*) B JCTY 7624:2014) Bukony-

€Thcsl TOOITOBE CKIaAaHHd 3a MoayneM 2 (XOR) morouHoro crany Ta HukiIoBoro kimtoua. ITicis
BUKOHAHHS OTepallii pe3ysbTaT 3aliCyeThCsl Ha MICIIEe MEPILIOro apryMEHTY.

[IpencraBieHHs TUKJIOBOTO KJIFOYA SIK MATPHII BIITOBITHOTO PO3MIPY € aHAJIOTIYHUM TPEACTa-
BJICHHIO BIIKPUTOTO TEKCTY Y BUIJISAI MOTOYHOTO cTany mmdpa (auB. m. 2.2).
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s mOTOYHOrO CTaHy A:(ai j) Ta IMKJIOBOTO KJt0o4a k:(ki j) pe3ynbTaT NepeTBOPEHHS

B:(bi’j): A®@k obuncmoerses 3a popmynoio b, =g, ®k; ;, 0<i<8, 0<j<N,.

[Tpuknan 311iCHEHHS IEPETBOPEHHS I po3Mipy OJ10ka 256 OiT mpeacTaBiIeHO HA puUC. S.

do,0 (80,1 (0,2 (20,3 Koo |Ko1 Koz [Ko3 Bo,0|0o,1 [bo,2 [Po,3
d10 A1 (1,2 Q13 Kio|Kia|Kiz [Kis b1 (D11 |b12[b13
az0 (821 (82,2 (82,3 Koo |Ka1 [K22 (K23 020|021 D22 (P23
a30 (431|832 (333 Kao|kai|ksza|kas|  [b3o[bsi(bsz(bss
40 4,1 |84,2 |8a3 @ Kao|Kaa|Kaz|Kaz| T [Dao[bas(ba2(bas
ds,0 |A5,1 |85,2 |As,3 Kso [Ks,1 |Ks2 [Ks3 bs 0 [Ds,1 |Ds 2 [Ds 3
6,0 (86,1 [36,2 (36,3 Ks0|Ks,1 [Ks.2 [Ke,3 D60 |61 D6,2 [Pe,3
d7,0 |A71 87,2 |A73 k70 |Kr1 |Kr2 [Krs b7,0|b7,1 D72 |D7,3

Puc. 5. IleperBopentss XORRoundKey st posmipy 6510ka 256 6it

Ipu 3xiiicuenni nepersopenns Add64RoundKey (dyukmis 7 B JICTY 7624:2014) Buko-

HYETBCS CKJIAJIAHHS 32 MOJYJIEM 2% 64-6itHux ciiB moTOYHOrO CTaHy Ta IHKIJIOBOTO Kitova. [licis
BUKOHAHHS OIepallii pe3yJIbTaT 3aIlMCYEThCSl Ha MICIIE MTEPIIOrO apryMEHTY.

[IpencraBieHHs HUKIOBOTO KITIOYA SIK MAaTPHUIl BIMOBIAHOTO PO3MIpY € aHAJIOTIYHUM IIPEICTa-
BJICHHIO BiJJKPUTOTO TEKCTYy y BHUIJIAAI MOTOYHOro cTany mudpa (aus. m. 2.2). Ilpu po3outTi
MOTOYHOTO CTaHy Ta LUKJIOBOTO Kio4Ya Ha 64-0iTHi 010K MonoamuM OitoM 64-0iTHOTO OJIOKY
Oyne mononmuii 61T 6alTy psaka 3 HaWMEHIIMM HOMEPOM, CTapiiuM O0iToM 64-0iTHOro OJOKy —
crapumid OiT Oaiita psika 3 HaiOLIbIIMM HOMepoM ((dopmar little endian). AHanoriYyHUM YHHOM
MPOXOJUTH PO3OUTTS IUKIOBOTO Kitoua Ha 64-0iTHI OJOKH, MICNS YOTO BUKOHYETHCS CKJIaJaHHS
BI/IMOBITHUX OJIOKIB 32 MOyJIEM 254,

Jlmst motounoro crany A=(a;), ie @ =a,,-2°°+a,; -2 +...44a,,-2"® 1a 0<i < N, mux-
JoBOro Kmoua K= (ki) pe3ynbTar mepeTBopeHHs B = (bi) o0unciIIoeTbesl 32 (HOPMYIIOKO
b, =a, +k (mod 26“).

Cxemy po30uTTs Ha 64-0iTHI 6;10KkM 128-0iTHOrO CTaHy Ta LMKIJIOBOIO KIIFOYA TAaKOT'O K PO3Mi-
py 3 HactynHuM niepetBopennsM Add64RoundKey HaseneHo Ha puc. 6.

do,0 30,1 Koo [Kos Doo |01
arofa11 Kio|Ke1 b1o P11
a0 32,1 kao Kz D20 021
a0 33,1 Kao|Ks1 _ D30 031
4,0 |34,1 [+] KaofKas T Ibao]bas
85,0 |35,1 Ks o |Ks.1 bs o |0s 1
86,0 | 36,1 Ko |Ke.1 D60 | 6.1
a7,0 37,1 k7o|Kk7.1 b7o 071

Puc. 6. [leperBopenns Add64RoundKey st po3mipy 610kal28 it
[MeperBopenns Add64RoundKey mis craniB po3mipom 256 i 512 6it Oyne BiAPI3HATUCS JTUIIE

KIUJIBKICTIO 64-0iTHHX OJIOKIB, Ha SIKI PO30MBAETHCS CTaH Ta LUKIOBHH KoY (TpuKian ans 256-
OITHOTO CTaHy HaBEJICHO Ha pHUC. 7).
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0,0 |,1 0,2 20,3 Koo [Ko,1 JKo2 [Ko 3
g0 |a1,1 Ja1,2 Ja1,3 Kpo[Kia K12 K13
dz,0 |82,1 1822 |32,3 Kz0 (K21 |K22 |K23
a3 83118321833 Kz oKz |Ka2 |Kaz
as,0 34,1 |24,2 JO43 [+] Kao [Ka1 |Ka2 |Ka s
5,0 85,1 |35,2 |35,3 Ks,0 [Ks,1 |Ks2 |Ks 3
86,0 |86,1 |86,2 |36,3 K0 [Ke,1 |Ke.2 |Ke,3
a7 |87,1 87,2 187,3 Kzo[Kz [Kr 2 |K7s

Puc. 7. IleperBopennst Add64RoundKey mist po3mipy Gioka 256 GiT

ITeperBopennst Kalyna_S_boxes (wap HemiHiHOrO OGi€KTHBHOTO BiZoOpaXKeHHS 7,

bO,l

b0,3

bl,l

b1,3

b2,1

b2,3

bs,1

b3,3

b4,1

b3

b5,1

b5,3

D61

b6,3

b7,1

b7,3

B

JCTY 7624:2014) BukoHy€e 3aMiHy KOXXHOTO OaiiTa MOTOYHOTO CTaHy Y BIAMOBIAHOCTI 3 3a/1laHOIO
Ta0JIMIIEIO MiJCTAaHOBKH. BUKOPUCTOBYIOTHCS YOTUPH Pi3HI MIJCTAHOBKH «OalT-B-0aiT», MpUIOMY

111 6alTiB OJJHOTO PSAJKA IIOTOYHOTO CTaHy MHU(ppa BUKOPUCTOBYETHCS OJTHA 1 Ta XK ITiICTAHOBKA!

quist 6aiT 0-ro psaka ( eIeMeHTH S i) — migcranoBka SO;
J1s1 OaiT 1-ro psika ( eneMeHTH Sy j) — mijcTaHoBka S1;
JuIs 0aiiT 2-T0 psinka ( eNIEMEHTH S ) — MiJICTAaHOBKa S2;
1151 OaiT 3-r0 psimka ( eeMEHTH S3 ) — MijicTaHOBKa S3;
JUtst 0alT 4-T0 psaka ( eIEMEHTH Sg4) — migctaHoBka SO;
JUTs1 OaiT 5-T0 psinka ( eeMEHTH Ssj) — mijcTaHoBKa S1;
JUIst 0aiiT 6-T0 psiKa ( eNIEMEHTH Sgj) — MiJICTAHOBKA S2;
111 OaiT 7-ro psika ( eneMeHTH S7) — mijcTaHoBka S3.

Tabnuui nigcTraHoBkU anroputMmy «KanuHa» HaBeIeHO B JOAATKY OO CTATTi (I1JCTaHOBKU

7oy - 7y B JICTY 7624:2014). Ha puc. 8 — npuknan 3aminu 6aiita mpu BUKOHAHHI IEPETBOPEHHSI.

do,0 |9o,1

do,2

do3

a1’1 di

31?

a3

b [A2,3

dg0 |84,1

b0,0

bo,1

bo,2

b0,3

ba

b, .

b, »

b

bi’j

bis

2

b2,3

o, T

3,2

b3,3

dsp |8s,1

ds,0 |86,

azo |a7.1

IToxcranoBka
S(i mod 4)

D41

bas

bas

b5,1

b5,2

b5,3

be 1

b6,2

be.3

b7,l

b7z

b7

Puc. 8. [lpuknan migcraHoBku Oaiita 11 po3Mipa 010Ky 256 Oit

3amiHa oHOro Oaifta mossirae y BUOOpi 3 TaOiMIli MiJICTAHOBKY HOBOT'O 3HAYEHHS 3a aJ[PEeCOI0
13 3CYBOM, 1110 3aJ]a€ MMOTOYHE 3HaYeHHs Oalita. HoBe BuOpaHe 3HAU€HHS 1 € pe3yJbTaTOM 3/11iCHEH-

HS IICTAaHOBKY JUISL OJHOTro Oaiira.

[Tpukman migcTaHoBkH s Tadbmuii SO OaiiTa 3 MIICTHAMIATKOBAM 3HAUYECHHSIM SA HaBEICHO y

Tadi. 3.

12
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Taomumsa 3
[puxknan migctaHoBKH Tt Tadauii SO

0 1 2 3 4 5 6 7 8 9 A B C D E F

A8 |43 |5F |06 |6B |75 |6C |59 |71 |(DF (87 |95 |17 |FO | D8 |09

6D |F3 |1D |[CB |C9 |4D |2C |AF |79 |EO |97 |FD |6F |4B |45 |39

3E |DD |A3 |4F |B4 |B6 |9A |OE |1F |BF |15 |E1 |49 [ D2 |93 |C6

92 |72 |9E |61 |D1 |63 |FA |EE |F4 |19 | D5 |[AD |58 |A4 BB | Al

DC |F2 |83 |37 |42 |E4 |7TA |32 |9C |CC |AB |4A |8F |6E |04 |27

2E |E7 |E2 |5A |9 |16 |23 |2B |C2 |65 |66 |OF |BC |A9 |47 |41

34 |48 |FC |B7 |6A |88 |A5 |53 |8 |F9 |5B DB |38 |7B |[C3 |1E

22 |33 |24 |28 |36 |C7 |B2 |[3B |8 |77 |BA|F5 |14 |9F |08 |55

9B |4C |FE |60 |5C |DA |18 |46 |CD |7D |21 |BO |3F |1B |89 |FF

EB {84 |69 |3A |9D |D7 |[D3 |70 |67 (40 |B5 |[DE |5D |30 |91 |B1

78 |11 (01 |E5 |00 |68 |98 |AO |C5 |02 |A6 |74 |2D |0B | A2 |76

B3 |BE |[CE |BD |AE |[E9 |[8A (31 |[1C |EC |F1 |99 |94 |AA |F6 |26

2F |EF |E8 |8C |35 |03 |D4 |7F |FB |05 |Cl1 |5E |90 |20 |3D |82

F7 |EA |OA |OD |7E |F8 |50 |1A |C4 (07 |57 |B8 |3C |62 |E3 |C8

AC |52 |64 |10 |DO D9 |13 |0OC |12 |29 |51 |BY9 |CF D6 |73 |8D

bl Bl Lwl Kol Bo*1 Bl Kol Kol B K< A EN K N S K=)

81 |54 |CO |ED |4E (44 | A7 |2A |85 |25 |E6 |[CA |7C |8B |56 |80

Crapmii yotupu OiTH BHU3HAUYAIOTh PSAOK, MOJIOALII YOTUpHU OITH — cToBHelb. Pe3ynbTar
MIJICTAHOBKH IS 3HAYCHHSI SA — 1€ YUCJIO B IIICTHAIIITKOBOMY IPEACTaBICHHI 66, 10 3HAaXO-
IUTHCS B TAONHMII Ha IIEpeTHHI 6-r0 psaka (3 ingekcom 5) ta 11-ro croBmus (3 ingekcom A).

Jlns 3a1ficHEHHsI TIEpEeTBOPEHHSI MOKE€ BUKOPUCTOBYBATHUCS 1HIIMI HaOip mifCTaHOBOK (Bifg 1
10 8 TabnMib), BIIMIHHUNA BiJl HABEJEHOTO Y JI0JATKy. Y LIbOMY BHUIMAJKy HaOip MiJICTAHOBOK Mae
MOCTAYaTUCS B YCTAHOBJICHOMY TOPSAKY 1 MOXKe OyTH JIOJaTKOBUM CEKPETHUM MapaMeTpoM IIu -
pa, SK 1 K104 mudpyBaHHS.

[Tix gac meperBopenust ShiftRows (mepecranoska enementiB 7, B JJCTY 7624:2014) 3miiic-
HIOETHCS PIBHOMIPHE PO3MOAUIEHHS 0alT KOXKHOrO 64-01THOrO CTOBIILIS cepesl IHIINX CTOBMIIB. Lle

JOCSATAETHCS IITXOM LUKIIYHOTO 3CYBY PAAKIB CTaHy BIIPABO HA Pi3HY KUIbKICTh OalT. 3HaUEeHHs
3CYBIB 3aJIeXkaTh BiJl po3Mipy O0ka mudpysanus (Tadu. 4).

Tabmuus 4
3HavyeHHS UMKIIIYHUX 3CYBiB PAIKIB AJIs pi3HUX po3MipiB O10Ka

Howmep psika 3Ha4yeHHs 3CyBY, OalTH
JHosxwuHa 0:10Ky128 GiT JosxuHa 010Ky 256 0iT JosxwuHa 610Ky 512 6it
0 0 0 0
1 0 0 1
2 0 1 2
3 0 1 3
4 1 2 4
5 1 2 5
6 1 3 6
7 1 3 7

Puc. 9 nosicHroe ops10k BUKOHaHHS iepeTBopeHHst ShiftROws amst pisHuX po3MipiB OJIOKY.
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a a a a
b b b b
c c c c
d ShiftRows| d d ShiftRows d
e > e e > e
f f f f
g g g
h h h
a — 128-6itHuii 610K 6 — 256-06iTHui 610K
a a
b b
c c
d ShiftRows d
> e
f f
g g
h h

6 — 512-0iTHnii 610K

Puc. 9. Ilopsaaok po3noaineHas 6aiT mepuoro CTOBMIIIA
npu 3aikicHeHHi neperBoperns ShiftRows

[lin wac 3pificnenHs neperBopenHs MixColumns (iniiiHe mepeTBOpeHHS W, B

JCTY 7624:2014) BuKoHyeTbCs MOCIiJOBHA 00poOKa BCiX CTOBIIIB MOTOYHOro craHy. KoxHwuii
8-GaifTHHII CTOBIIEIb PO3IIIIACTCS SIK MToTiHOM Hax moneM GF(2%), o ckimaaeTsest 3 Cymu BOCh-
MU OJHOWICHIB (KOXXHHUN OalT MpeACTaBIA€ThCS Y BUIISIL €JIeMEHTa MOt GF(2% i e KoedilieH-
TOM IepeJ] 3MIHHOIO CTETEHs, 10 JOPIBHIOE 1HJEKCY OaiiTa y ctoBmii). [Ipu nepeTBopeHH1 BUKOHY-
€TbCS. MHOXEHHS I[bOT'0 TIOJIIHOMA 32 MOJIyJIEM x3+1 Ha ¢ikcoanuii noninom C(x), 1e

C(x) = {01}x"+{05}x°+{01 x> +{08}x*+{06 }x3+{07}x*+{04}x+{01}.

Ils omeparrisi eKkBiBaJeHTHA MAaTPUYHOMY MHOXXEHHIO HaJl GF(28) MOYaTKOBOTO 8-0aliTOBOTO
BEKTOpa a Ha (hiKCOBaHy MATPUIIIO, pe3yibTaT 30epiraetocs y 8-0aiitHuii Bektop b (nus. puc. 10).

b] [01 01 05 01 08 06 07 04] [ag
by | |04 01 01 05 01 08 06 07| |a
by| |07 04 01 01 05 01 08 06| |ay
by| |06 07 04 01 01 05 01 08| |ag
by| |08 06 07 04 01 01 05 01| |ay
bs| |01 08 06 07 04 01 01 05| |as
bg| |05 01 08 06 07 04 01 01| |ag
b,| |01 05 01 08 06 07 04 01| |ay

Puc. 10. MaTtpuuHne npeacTaBieHHs epeMillyBaHHs y CTOBIII
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[Topsimok OOYMCIICHHS €NEeMEHTIB Pe3yJIbTYIOUOro BEeKTOpa D mosicHroeThcs Ha puc. 11, mpu
IIbOMY BC1 orepallii MHO)KEHHSI Ha 0aliT BUKOHYIOTHCS Y TTOJI1 GF(ZS), 3aJlaHHOMY B 11.2.4.

Ha puc. 12 noscHIoeThCS MOPAAOK BUKOHaHHA neperBopeHHs MixColumns aisi mOTOYHOTO
crany mudpa.

bp| [01-a9@®01-a;®05-a, ®01-a3®08-a, ®06-a5®07-a5®04-a7 |
by 04-a9®01-a;®01-a) ®05-a3®01-a4 ®08-a5®06-a5 ®07-ay
by 07-ap®04-a;®01-a) ®01-a3@05-a4 ®01-a5®08-ag ©06-ay
b3 06-a9®07-a1®04-a, ®01-a3@01-a4 ®05-a5®01-a5®08-ay
by 08-a9 ©06-a¢®07-a) ®04-a3®01-a4 ®01-a5 D 05-ag ®01-ay
bs 0l-a9®08-a; ®06-a, ®07-a3®004-a4 ®01-a5 ®01-a5 ©05-ay
bg 05-a5®01-21®08-a) ®06-a3®07-a4 ®04-a5®01-ag ®01-ay

b; | [01-a9®05-a;®01-a)®08-a3®06-a4 ®07-a5®04-ag ®01-ay |
Puc. 11. [lopsmok obuncienHs: 0alT Mpy BUKOHAHHI MIEPEMIIITyBaHHS B CTOBIIII
[
a0 C(X) x bio
aj o]
a0 " a0 (830 bo,o " D20 [b30
1| @i2 fa21|as1 bo1| Di2 [b21|bs1
ap,2 222832 bo,2 D22 (b3 2
ai3 bis
a3 3|83 bo,3 b23|b33
aoa| @ia [a24|a34 boa| Dia |b24|bsa
a5 Q5|35 bo5 b25(b35
ais bi 5
0,6 26|36 bo6 b26|bs6
a7| Qs [a27(a37 bo7| bis |b27|bs7
a7 bi7

Puc. 12. Tlopsinok BukoHanHs neperBopenns MixColumns
JUTS TIOTOYHOTO CTaHy mudpa 3 po3mipom 0oky 256 it

4. Po3mmm(pyBaHHA Y pe:KMMi NPOCTOI 3aMiHN

[Tpouenypa po3mmdpyBaHHs € 3BOPOTHOIO 3amupyBaHH0. Ha BXiJ momaeTscss MHUPPTEKCT
Ta HUKJIOBI Kitodi. [licis 3aKkiHYeHHs po3MH(pyBaHHS OTPUMaHUI BIAKPUTUNA TEKCT GOPMYETHCS Y
BUTIIAAL OaiiToBoro psaka (auB. m. 2.2). I[lceBgokoa npouenypu posmudpysanus aaroputmy «Ka-
JIMHAY, 10 BiANOBiAae 6a30BOMY nepeTBopeHHio U ,("lf) B JICTVY 7624:2014, naBeneHo Ha puc.13.

Omnepariiss XORRoundKey € 3BopoTHO!0 10 cebe (moaBiiiHe 3aCTOCYBaHHS Ja€ MOYAaTKOBE 3HA-
YeHHs), BIAMOBIIHO, AKIIO 10 cTaHy B= A®k (auB. n. 3.2) momaTu nUKIOBHI Kirod K, To Oyme
OTPHMAHO TOYaTKOBHI cTaH A.

[Ipu 3ammdpyBanHi Ta po3muppyBaHHI BHUKOPHUCTOBYETHhCS OJHA W Ta caMa orleparis
XORRoundKey.

3Boporne misi Add64RoundKey mneperBopenns Sub64RoundKey (dymkuis 7" B

JCTY 7624:2014) nonsirae B aHAJIOT1YHOMY pO30MTTI CTaHy Ta IIUKJIOBOrO Kitoya Ha 64-6iTHI 6J10-
KM Ta BiJHIMaHHI 32 MOJIyJIEM 264 Bij OJI0KiB cTany B = (bi ) BIAMOBIAHMX OJI0KIB IIMKJIOBOr'O KII0OYa

k = (k, ) st orpumanns crany (pesynstaty) A=(a,): @ =b, —k, (mod 264), 0<i<N,.
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void Kalyna_InvCipher(byte in[8 * Nb], byte out[8 * Nb], byte roundkey[Nr + 1][8

* Nb]) {
byte state[ 8, Nb ] = in

Sub64RoundKey(state, roundkey[ Nr ] )

InvMixColumns( state )
InvShiftRows( state )
Kalyna_InvS _boxes( state )

for(round = Nr - 1 to 1 downstep 1) {
XORRoundKey(state, roundkey[ round ] )
InvMixColumns( state )
InvShiftRows( state )
Kalyna_InvS_boxes( state )

}

Sub64RoundKey (state, roundkey[ © ] )
out = state

Puc. 13. [lceBnokox mpouenypu po3mudpyBaHHs anroputMy «Kammaay

ITicns BUKOHaAHHS omneparii pe3ynbTaT 3alUCYeThCs Ha Micle mepiioro napamerpa. IlpaBuna
nepexoy BiJ OalT MOTOYHOTO CTaHy 10 64-01THUX OJIOKIB Ta HABIAKU MMOBHICTIO 17IEHTUYHI 3 IIepe-
TBOPEHHSIMHU, 1110 BUKOHYIOThCS i yac Add64RoundKey.

3BopotHe g Kalyna_S_boxes meperBopenHs Kalyna_InvS_boxes (map obGepHeHOro Heii-
HiliHOTO OiexTHBHOTO BimoOpaxkenus 7z, B JCTY 7624:2014) mossrae y 3amiHi KOXHOTo Oaiita
MOTOYHOTO CTaHy Mmudpa BIAMOBIIHO OO0 TaOJHUIL 3BOPOTHUX MiJCTAHOBOK (IiJCTAHOBKH
7y - 7y B JACTY 7624:2014). TakuMm 4MHOM, 3BOPOTHA MpOLETypa BIIPI3HAETHCSA BLA MPSIMOL
JMIe TabMUIMH MiJCTAaHOBOK, a MOPSAOK BUKOHAHHS 3BOPOTHOTO MEPETBOPEHHS AJIS KOXKHOIO
OKpEMO B3ATOTO 0aifTa € MOBHICTIO iIEHTUYHUM TIOPSIKY BUKOHAHHSI ITPSIMOTO TTIEPETBOPEHHS.

Sxio npu 3ammpyBaHHI BUKOPUCTOBYBaBCs HaOlp MiICTaHOBOK, IO B1JIPI3HAETHCS BiJl HaBe-
JICHOTO Y A0AATKY, TO MPpH po3MH(pyBaHH] 3aCTOCOBYETHCS BiNOBITHUM Habip TabaMIlb 3BOPOTHOL
ITJICTAHOBKH.

3BopotHe st ShiftRows meperBopennst InvShiftRows (oOepHeHa mepecTaHOBKa €JIEMEHTIB
7, BJACTY 7624:2014) nonsirae y BUKOHaHHI LHUKJIIYHUX 3CYBIiB PSAJIKIB CTaHYy Ha TY K caMy Kulb-
KicTb OalT (Tabn. 4), ame BmiBo. Puc. 14 mosCHIOE TOPSAOK BHUKOHAaHHS MEPETBOPEHHSA
InvShiftRows.

3BopotHe st MixColumns neperBopenns InvMixColumns (oO0epHeHe JiHiiiHE IepeTBOPEHHS
L, B ICTY 7624:2014) nonsirac B MepeMHOXEHHI KOXKHOTO CTOBIIIS, IO TPEICTABICHUH y BH-

rusiai monisoma Hax monem GF(2%), Ha 3BopoTHumit st C(x) momizom D(X):

D(x) = {95}x +{76 ) +{ A8 +{2F}x*+{49 1 +{D7}x*+{CA}x+{AD}.
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o| o
T| o
| o
(o

C c c c
d InvShiftRows d d InvShiftRows d
e > © > e
f f f f
g g g9 g9
h h h

a — 128-6iTHui 6ok 6 — 256-0iTHUi 610K

o| o
o

(@]
(@]

o

InvShiftRows d

|

—h
—h

(@]
«

=
=

6 — 512-0iTHnii 610K

Puc. 14. [lopsnok po3nofiiieHHs: 0alT MEepPIIOro CTOBIIISL
npu BUKOHaHHI nepeTBopenHs InvShiftRows

Onepailist eKBiBaJICHTHA MATPUYHOMY MHOKEHHIO HaJl GF(28) MOYaTKOBOTO 8-0alTOBOTO BEK-
Topa a Ha (pikcoBaHy MaTpHIlto. Pe3ynbTar 3aHOCHThCS 10 8-0aiiTHOrO BekTOpy b (mmB. puc. 15).

bp] [AD 95 76 A8 2F 49 D7 CA] [ag]
bb| [CA AD 95 76 A8 2F 49 D7| |a
bp| |D7 CA AD 95 76 A8 2F 49| |a,
by| |49 D7 CA AD 95 76 A8 2F| |ag
bs| |2F 49 D7 CA AD 95 76 A8| |a,
bs| |A8 2F 49 D7 CA AD 95 76| |ag
bg| | 76 A8 2F 49 D7 CA AD 95| |ag
b,| |95 76 A8 2F 49 D7 CA AD| |ay

Puc. 15. MatpuuHe npenctaBieHHs 3BOPOTHOTO MEPEMillyBaHHS Y CTOBIILI

[Mopsimok 00YMCIICHHS eIEMEHTIB PEe3YJIbTYI0Y0r0 BekTopa b mosicHioe puc. 16.
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bo| [AD-ag@®95-a0 ®76-a, DA8-a3®2F-a, ®49-a5 ®D7-a5g ®CA-ay
by CA-ag@AD -2 ®95-a) ®76-a3DPA8-a4 ®2F-a5®49-ag ® D7 -ay
by D7-ag®@CA-a ®@AD -a, ©95-a3@76-a4 ®A8-a5 ®2F-a5 ®49-ay
b3 49.-a90 @ D7-a ®CA-a ®AD -a3®95-a, @ 76-a5 ® A8 -ag @ 2F-ay
by 2F-ag@49-a1®D7-a) @CA-a3®AD a4 ®95-a5 D 76-a5 ® A8 -ay
bs A8-ag®2F-a1®49-a, ®D7-a3®CA-a4 ®AD -a5®95-a5 D 76-a7
bg 76-a9g ®A8-a1 ®2F-a) ®49-a3@ D7-a4 ®CA-ag @ AD -ag ©95-ay
95-a0@76-21 ®A8-a) D2F-a3D49-a,®D7-a5 ®CA-ag @ AD -ay

Puc. 16. ITopsiaok oGunciieHHs OalT 32 3BOPOTHOTO MEPEMIITyBaHHS Y CTOBIILI

5. ®opMyBaHHS HMKJIOBUX KJIIOYiB

i oTpuMaHHS IMKIIOBHX KIIOYIB 3aCTOCOBYEThCS Mpoueaypa GpopMmyBaHHs, Mo 0a3yeThes
Ha [UKIOBOMY IEPETBOPEHHI (17151 MOTOYHOrO po3mipy O10Ky). [Tpu mmdpyBaHHI BUKOPUCTOBY-
erbest Ny + 1 muknosux kimouis K; (i =01,...,N,), koxuuii nosxunoro 64 x Ny, 6it (po3mip nukio-
BOT'O KJII0Ya CITIBIAJIA€ 3 PO3MIPOM BIIKPUTOTO/MIU(PPTEKCTY 1 MOTOYHOTO CTaHy Mmudpa).

AJNTOPUTM PO3TOPTAHHS KITFOYA MPAIIOE 32 CXEMOTO, III0 MICTUTh TPH €TaIH:

1) 3 kimoua mupysanns K dopmyerbes npomikauii kiaou K 3 T0OBKHHOIO, IO JOPIBHIOE

po3Mipy 6stoka (64 x Ny 6iT) 3 BAKOPUCTAHHSIM TPHOX ITUKIIIB IIH(PPYBaHHS,
2) Ha ocHOBi kmoua muppysanns K Ta mpomikuoro kimoda K hopMyrOThCs HUKIOBI KiTto-

i Ky (3 mapHUMH iHAEKCaMHU) TOBXHHOIO, 1110 JOPiBHIOE po3Mipy Oisoka (64 x Ny 6iT), 3 BUKOpHC-
TaHH;M JIBOX IHUKJIiB MX(PYBaHHS I KOXKHOTO IUKIIOBOTO KITIOYa,

3) 3 HUKIOBUX KITFOUIB Kpj 3 MApHUMH iHIeKcaMu (OPMYIOTHCS LIUKIIOBI KiTtO4i Koivq (3 Hemap-
HUMH HJICKCAMH) HUISIXOM IMKJIIYHOTO 3CYBY MOIEPEHBOr0 KIT0Ya 3 MApHUM 1HIEKCOM BIIIBO Ha
2-N, +3 Oair.

[{uk10BI KiTIOUl MOXKYTh (DOPMYBATHCS HE3AJEKHO OJUH BiJl OJJHOTO 3 OJHAKOBOIO OOYHCIIO-
BaJIbHOIO CKJIAJIHICTIO SIK JUId 3ain(pyBaHHs, TakK 1 A po3uppyBaHHS.

[Mpomixuuii kmou K mae nosxkuny 64 x Ny OiT (cniBnajgae 3a po3MipoM 3 JOBXKHHOKO OJI0Ka

BiIKpUTOTO TEKCTY) Ta HOPMYEThCS Ha OCHOBI Kiroda muppysanas K mosxkunor 64 x Ny 6it 3
BUKOPUCTAHHSM OIIEpaIliii IIMKIOBOTO IEPETBOPECHHSI.
Hns popmyBanHs K BHKOPUCTOBYIOThCS TpH LUKIM Iu(pyBaHHs. Ha BXiJg nepeTBopeHHs

MOJIA€ThCS 3HAUEHHS, 1[0 BU3HAYAETHCS MOTOYHUM CTAHOM OJIOKA 1 TOBKMHOIO KIF0Ya, a B SIKOCTI
LMKJIOBUX KJIIOYiB BUKOPUCTOBYETHCS KIIHOY MIH(ppyBaHHS (200 HOro Moioina Ta crapiia nojoBu-
HHU, SKIOIO KJIIOY € JIOBIIMM 32 PO3MIp BXIAHOTO OJIOKY). 3Ha4yeHHs, OTpUMaHe B pe3yibTari
nepeTBopeHHs, € mpomikuuM Kmodem K_. TlceBmokon, mo ommcye mepersopenHs (O s

JICTY 7624:2014), naBeneno Ha puc. 17.

Po3mip 3HaueHHs AN MOYATKOBOTO 3allOBHEHHS 3MiHHOI State nopiBHIOE HOBXKHUHI OJOKY.
V Gaiit crany state[ 0, 0 ] 3anocuthest apupmernuna cyma ( Np + Ng + 1), B iHmni Gaiitu crany — 0.

[Tpu GopMyBaHHI IUKIOBUX KJIFOYIB 3 MAPHUMHU iHAeKcaMu K04 mudpysanns K mogaerses
Ha BX1J JIBOX IMKJIIB MU(pPyBaHHS SK BIIKPUTHN TEKCT (0JWH ab0 1Ba OJIOKH, B 3aJIEKHOCTI Bij
JIOBKUHU). Y SKOCTI IUKIIOBOTO KIIF0Ua BUKOPUCTOBYETHCS PE3YIbTAT OOPOOKH IPOMIXKHOTO KITFOUa
K, ¢ynkmiero Add64RoundKey, ne npyrum apryMeHTOM € 3Ha4YeHHs, IO 3aJICKUThH BiJ iHIEKca
IIUKJIOBOTO KJTFOYa, 110 ¢opmyeThes. [IceBmokom, mo onucye ¢hopMyBaHHS IIUKIOBUX KITIOUIB 3 Ma-

prnmu ingexcamu (284" B ICTY 7624:2014), naBenexo Ha prc. 18.
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void Kalyna_KeyExpansion_Ksigma (byte key[8 * Nk], byte Ksigma[8 * Nb])
{

byte state[ 8, Nb ] = ( Nb + Nk +1 ), 0, 0, ... , ©
byte ko[ 8 * Nb ], ki[ 8 * Nb ]

if ( Nb == Nk )

{
ko = key
k1l = key
}
else
{
ko = key[ @ .. 8 * Nb - 1 ]
ki1 = key[ 8 * Nb .. 8 * Nk - 1 ]
}

Add64RoundKey( state, kO )

Kalyna_S boxes( state )
ShiftRows( state )
MixColumns( state )

XORRoundKey( state, k1 )

Kalyna_S boxes( state )
ShiftRows( state )
MixColumns( state )

Add64RoundKey( state, ko )

Kalyna_S_boxes( state )
ShiftRows( state )
MixColumns( state )

Ksigma = state

Puc. 17. IlceBnokon mpoleaypu 00YUCICHHS MPOMIXKHOTO KITIOYa KU

Po3wmip 3minHOi tmp_modification_value (& = g1 5 JICTV 7624:2014) nopisHioe

noBxuHi 01oky. Koncranta ¢opmyerscss nmoBroperHsM 6ait 0x01, 0x00 (B micTHagUATKOBOMY
NPEJICTABICHHI) 710 3a[IOBHECHHSI CTaHY.

Omnepauis ShiftLeft (<< B ACTY 7624:2014, pyHkuis ¢, = 77,(9« (i/2 )) 00pobtoe cran mudpa
SIK TIOCJTIIOBHICTHh 64-0iTHHX ciiB. KoxxHe cioBO cTany (WO,Wl,...,WNb_l), HE3aJICKHO BiJI 1HIIHX,

JIOTIYHO 3CyBa€ThCA BiBO Ha 1 OIT, TOOTO W, = 2- W, (mod 264).
Onmnepariist Rotate (>>> B JICTVY 7624:2014) 006po0ittoe cTaH SIK MOCTITOBHICTh 64-0iTHHX CITiB
(W Wy, Wy, 1) BUKOHYIOYH UKJIIYHUHN 3CYB Ta MOBEPTAKOYN CTaH (w AWy, 1,WO)

KO)KHI/II/I 13 IIUKJIOBHUX KITIOUIB 3 IMAPHUM IHICKCOM, IO OTPUMAHHUH Ha MOTEPEIHHOMY eTarli
npouenypu GopMyBaHHSI, HPEACTABISETbCA y BUITISAL OAfTOBOTO pPsijKka, IO MOJAETHCS HA BXIN
nepetBopeHHs RotateLeft (<<< B JICTVY 7624:2014). Lleit psaoK MUKITIYHO 3CYyBAa€ThCS BJIIBO Ha
2-N, +3 6aiit, i 3ro0M 3HOBY IIPEJICTABJIAETHCS Y BUIIIAI CTaHy, 10 BAKOPUCTOBYETHCS K IMK-

JIOBMH KJII0Y 3 HEMAPHUM 1HIEKCOM, TOOTO K, , =K, <<<(2-N, +3).

Takum umHoM, Oairouii psnok by,by,..0g\ , micias nepersopeHHs HaOyBae BHITILY

bZNb+3’bZNb+4’-"’baNb—1’b07tﬁ’"-’b2Nb+2'

ISSN 0485-8972 Paouomexnuka. 2015. Buin. 181 19



void
byte
byte
byte
byte

byte
byte

20

Kalyna_KeyExpansion(byte key[8 * Nk], byte Ksigma[8 * Nb],
roundkey[ (Nr + 1)][8 * Nb]) {

initial _data[ 8, Nk ] = key
state[ 8, Nb ]
kt_round[ 8, Nb ]

tmp_modification value[ 8, Nb ] = 0x01l, Ox00, 0x01, 0x00, .., Ox01l, 0x00
round_key index = ©

while ( true ) {
state = initial _data[ @ .. 8 * Nb - 1 ]
kt_round = Ksigma
Add64RoundKey( kt_round, tmp_modification_value )
Add64RoundKey( state, kt_round )
Kalyna_S boxes( state )
ShiftRows( state )
MixColumns( state )
XORRoundKey( state, kt_round )
Kalyna_S_boxes( state )
ShiftRows( state )
MixColumns( state )
Add64RoundKey( state, kt_round )
roundkey[ round_key index ] = state
if ( Nr == round_key_index ) break;

if ( Nk > Nb ) {
round_key index = round_key index + 2;

ShiftLeft( tmp_modification_value )
state = initial _data[ 8 * Nb .. 8 * Nk - 1 ]

kt_round = Ksigma
Add64RoundKey( kt_round, tmp_modification_value )

Add64RoundKey( state, kt_round )

Kalyna S boxes( state )

ShiftRows( state )

MixColumns( state )

XORRoundKey( state, kt round )

Kalyna S boxes( state )

ShiftRows( state )

MixColumns( state )

Add64RoundKey( state, kt_round )

roundkey[ round_key index ] = state

if ( Nr == round_key_index ) break;
round_key index = round_key index + 2;

ShiftLeft ( tmp_modification_value )
Rotate( initial data )

Puc. 18. IIceBaokos npoueaypu GopMyBaHHS LUKIOBUX KJIIOYIB 3 TAPHUMHU 1HACKCAMHU
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®dopMyBaHHS IUKJIOBHUX KJIIOYIB 3 HEMAPHUMH 1HJEKCAMH BUKOHYETHCS 3a JIOMTOMOTOIO TPOIe-
aypu Kalyna_KeyExpansion_odd (puc. 19).

void Kalyna_KeyExpansion_odd ( byte roundkey[ Nr + 1 ][ 8 * Nb ] )

{
for( round key index = 1 to Nr-1 step 2 ) {

roundkey[ round key index ] = roundkey[ round _key index - 1 ]
RotateLeft( roundkey[ round_key index ], 2 * Nb + 3 )

Puc. 19. IIceBnokon npoueaypu (GopMyBaHHS IIMKJIOBUX KIFOUIB 3 HEITAPHUMHU 1HICKCAMHU

3aneXHICTh KOHCTAHTH, IO BU3HAYAE 3HAYCHHS 3CYBY BIIBO IUKIOBOTO KJIHOYa 3 TMapHUM
1HIEKCOM BiJ po3Mipy OJi0Ka, HaBe[eHa y Talil. 5.

Tabmuus 5
KoncranTa, 110 BU3HAYa€ 3HAYECHHS 3CYBY BIIBO IIUKJIOBOTO KIIHOYa
3 MMaPHHUM IHJICKCOM B 3aJICKHOCTI BiJl po3Mipy OJioka

Po3mip 670Ky, it (0aiiT) 3cyB BaiBO(0alT)
128 (16) 7
256 (32) 11
512 (64) 19

BucHoBku

»KanuHa” € CMMeTpUYHUM OJIOKOBUM MIH(POM, SIKUN BU3HAYEHHUH Y HAI[lOHaJIbHOMY CTaHJap-
i Ykpainn JACTY 7624:2014, i3 miaTpUMKOIO po3Mipy OJIOKY 1 JOBXKMHM Kmroua 128, 256 i
512 6iTiB (IOBXKMHA KJIIOYa JOPIBHIOE pO3Mipy 010Ky abo B J1Ba pa3u nepeBuilye ioro). ,,Kannna”
noOynoBana Ha ocHOBI Rijndael-noxioroi SPN-cTpykTypH, ane, Ha BiIMiHY BiJ IHIIKX aJTOPUTMIB,
B HOBOMY CTaHJIapTi 3aCTOCOBYIOTHCS:

— rormepesHe 1 NpuKiHLeBe 3abimoBanHs (pre- and postwhitening) i3 BUKOPUCTaHHIM MOJY-
npHOTO ozaBans (2%);

— yotupu S-6J10Ka (3aMICTh OJHOI0) i3 BJOCKOHAJIEHUMH KPUITOrpadiyHUMHU BIACTUBOCTSIMU
JUTsT 3a0€3MeUeHHs TOaTKOBOTO 3aracy CTiKocCTi mudpa;

— 301bIeHNH po3mip M/IB-matpuii JiHIIHOrO mepeTBOpeHHs, 1110 MOKpallye Kpuntorpagiy-
HI BJIACTHUBOCTI 1 € ONTUMAJIbHUM JUIS HIBUAKOJIIIOUOI peaiizalii Ha cydyacHUX 64-01TOBHMX IJiaT-
dopmax;

— HOBa OJTHOCIIPSIMOBAHA CXeMa PO3ropTaHHs IUKIOBUX KITFOUIB, IO 3a0e3Meuye sIK J0JaTKO-
BY CTIMKICTb 10 HU3KHM METOJIIB KPUNITOrpaiqyHOTo aHalli3y, Tak 1 JJOCTaTHIO IIBHJIKOMAIIO MEPETBO-
PCHHSL.

Posropuyruii anprepHaTUBHHMNA onuc 6J0KOBOro mudpy ,,Kaauna” BiAmnosigae BU3BHaYEeHOMY B
JCTY 7624:2014, ane BUKOPUCTOBYE IHIIN TMO3HAYEHHS, TPATUINIAHI I Tady3l KOMI IOTEPHUX

HayK.
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DC F2 83 37 42 E4 7A 32 9C CC AB 4A 8F 6E 04 27 1A 6B 69 F3 BD 33 AB FA DI 9B 68 4E 16 95 91 EE
2E E7 B2 5A 96 16 23 2B C2 65 66 OF BC A9 47 41 4C 63 8E 5B CC 3C 19 Al 81 49 7B D9 6F 37 60 CA
34 48 FC B7 6A 88 A5 53 86 F9 5B DB 38 7B C3 1E E7 2B 48 FD 96 45 FC 41 12 0D 79 E5 89 8C E3 20
22 33 24 28 36 C7 B2 3B 8E 77 BA F5 14 9F 08 55 30 DC B7 6C 4A B5 3F 97 D4 62 2D 06 A4 A5 83 5F
9B 4C FE 60 5C DA 18 46 CD 7D 21 BO 3F 1B 89 FF 2A DA C9 00 7E A2 55 BF 11 D5 9C CF OE OA 3D 51
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