YK 621.3.06

P.B. OJIITHUKOB, 0-p mexu. nayk, 1.J[. FTOPBEHKO, 0-p mexu. nayx,
O.B. KA3BUMUPOB, kano. mexu. Hayk, B.1. PY)KEHI]EB, kano. mexu. Hayk,
0.0. KY3HELOB, 0-p mexHu. nayk, FO.1. TOPFEHKO, kanO. mexH. Hayk,
O.B. JIUPJ[A, kano. mexu. nayk, A.O. BOVIKO, kano. mex. nayk, B.1. JJOJII'OB, 0-p mexn. Hayx,
Al [TIYIIKAPbOB, BM.KA3SUMUPOBA, P.IKIAIHYYVK

®YHKIISA I‘E].HYBA!-IHH »KYIIMHA” —
HOBHUU HAINIOHAJIBHUU CTAHJAAPT YKPAIHU

Beryn

VY saxocTi 0CHOBHOI KpunrTorpadiuaoi ¢yHKII remyBaHHs B YKpaiHi Maibke ABaIsATh POKIB
BUKOpHCcTOBYBaBcs MikaepkaBuuii cranaapt ['OCT 34.311-95 (pociiicekuii TOCT P 34.11-94 [1]).
Ile mepeTBOpeHHs 111e 3a0e3neuye MpakTUYHY CTIHKICTh, BOJHOYAC, JIJIi HBOTO BXKE BiJIOMI €(heKTH-
BHI KpunroaHanituuHi araku [2]. Kpim Toro, 3 Touku 30py MIBUAKO/II peaizaiii Ha IpOrpaMHUX
wiargopmax 3aranpHoro npusHadeHHs ['OCT 34.311-95 cyTTeBO mocTymaeThesi OUIbII CydYaCHUM
pimennsM. [Hini kpainu ke BiaMoBuiuch Bij BukopuctanHs ['OCT P 34.11-94 y skocTi ctanaap-
Ty: y binopycii BBenenwuii B nito CTh 34.101.31-2011 [3], y P@ —T'OCT P 34.11-2012 [4].

B YkpaiHi Ha OCHOBI KOHCEPBATUBHOTO MiAXOMAY 13 3QIy4€HHSIM BIIOMUX 1 10Ope TOCIITKEHUX
KOHCTPYKLINA Oyna po3pobneHa remr-QyHKIsA, 0 0a3yeTbcss Ha HOBOMY OJokoBOMY mu(pi
,2Kammaa” (JICTY 7624:2014 [5]). Hoewmii Hamionaneamii crangapt JJCTY 7564:2014 [6] Bu3Hauae
kpunrorpadiuny ¢GyHKIi0 remyBanss ,,KynuHa”, 1o1aTKOBUN pexxXuM i1 3acTocyBaHHA Ui (op-
MYBaHHSI KOJy aBTEHTH]iKaIii moBioMmieHHs (IMITOBCTaBKH), a TaKOXX 3HAUYEHHS Ui MEPEBipKU
peastizariii.

st ckopodeHHs 00CATY TEKCTY HAlllOHAJIBHOIO CTaHIApTy Oylia 3aCTOCOBaHa MaTeMaTUYHA
HOTAIlisA, 10 JO03BOJIAE OTPUMATH TOYHUN 1 KOMIAKTHHM 3amuc. BomHodac, Takuil miaxiz MOe
YCKJIAHIOBATU CIPUHHATTS CYTHOCTI alroputMy i ¢axiBIliB, 0 HE MaOTh (yHIAaMEHTaIbHOI
KPHUNTOJIOTIYHOI OCBITH. Y CTaTTI HABOAMTHCS PO3TOPHYTUH aJbTEPHATUBHUIN omMC (YHKIII remy-
BaHHA ,,KynuHa” 13 No3HaYeHHSAMU, TPAAULIHHUMU U1 rajly31 KOMI IOTEPHUX HAYK.

1. TepminoJiorisi Ta NO3HAYEeHHSA

Bexkrop — 01TOBa MOCIIOBHICTH (pikcoBaHOi AOBKUHU (512 abo 1024 6ira), mo BU-
iHiamizanii KOPHUCTOBYETBCS SIK IOYATKOBE 3HAUEHHS MPH OOUYMCIICHH] I'ellI-3HaYeHHSI.
BHuyTpimHiii ctan  — GiTOBa MOCHIJIOBHICTh (ikcoBaHOT NoBXUHU (512 abo 1024 6ita), mo €

MIPOMIDKHUM 3HAUYEHHSAM Ha KOXKHIM 1Tepalii nepeTBOpeHHs (QYHKIII remy-
BaHHS, a TAKOXX BXIJHMM Ta BUXIJTHUM 3HAUE€HHSMH INepeTBOpeHb P 1 Q;
JUIS UX NEPEeTBOPEHb BHYTPIIIHIM CTaH MOAAETbCA SK MATPULA PO3ZMIPOM

8xC OaiT.

Teni-3HaueHHS — OiToBa MOCHITOBHICTh (hikcoBaHOT HOBXKUHU (N=8-S,S € {1,2,...,64}), 110

(Tem-BeKTOp) € Pe3yJIbTaTOM POOOTH (YHKIIIT IelTyBaHHSI.

JIonOBHEHHS — BCTaBKa JIOJIATKOBHX OIT y KiHellb MOBIJOMJICHHS U1 OTPUMaHHs KpPaTHO-
CTi IOBXXMHHU OITOBOI MOCIIIJOBHOCTI JIOBXXKHHI BHYTPIIIHBOTO CTaHy (PyHKIIT
TeITyBaHHS.

[ToBimomueHHs — 6iTOBa MOCIIIIOBHICTH JOBKUHK Big 0 OiT (MOPOKHIN psAmok) go 2% —1
OiT.

OyHKIIIsA — iTepaTUBHE MEPETBOPEHHS, 1110 BijoOpaxkae | -OiTHUI 60K MOBIIOMIICHHS

CTUCHEHHS Ta |-0iTHE 3Ha4YeHHs, OTpUMaHe (DYHKII€I0 CTUCHEHHS Ha MONEpPEAHbOMY

KpoIli, y HOBe | -OiTHe 3HaYCHHSI.
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Jlani BUKOPUCTOBYIOTHCSI HACTYIIHI TO3HAYCHHS:

® — noxaBaHHs 3a Mmoayiiem 2 (XOR);

0x — mpediKc unca, 1Mo 3aucane y MiCTHAAMSITKOBIA CUCTeMI YNCICHHS;

amodb — 1iJIe HEeB1/I’€MHE YHUCIIO, IO JOPIBHIOE 3aJUIIKY BiJl JIJICHHS IIJIOTO YUCIa a
Ha HaTypaJlbHE YUCIIO b ;

Bj — i -1 0afT BX1AHOI ITOCIIIJOBHOCTI;

cl — xoncranta neperBoperns XORRoundKey a6o Add64RoundKey mis i-ro
UKITY;

c — KUIBKICTB CTOBIIIiB BHYTPILIHHOI'O CTaHy B MAaTPUYHOMY IOAAHHI;

@ — (YHKIIIS] CTUCHEHHS;

H — BU3HAUEHA y CTaHAAPTI (DYHKIIis TeIIyBaHHS,

H(M) — pe3ynbTar oOuMcieHHs (YHKIIi renryBaHHs JUIsl HOBiAOMiIeHHS M (rem-
3HA4YEHHS);

v — BEKTOp iHIIiai3arii;

| — PO3Mip BHYTPIIIHBOTO CTaHy (QYHKIIIT remryBanus (y 6itax), | € {512,1024};

M — MOBIIOMJIEHHS;

m; — i -11 OJ10K moBimomiIeHHS M ;

n — JIOBKMHA 0OYHUCIICHOTO Tel-3HaueHHS,

N — JIOBXKMHA MOBIOMJICHHST M 0e3 TOTIOBHCHHS;

P,Q — CKJIQIOBI TIEpPETBOPEHHS (DYHKIII1 CTUCHEHHS;

Ps12 — nepeTBOpeHHst P 11 512-01THOro BHYTPIIIHBOTO CTaHY;

PLo2a — neperBopeHHst P st 1024-0iTHOTO BHYTPIIIHBOTO CTaHY;

Q512 — nepeTBopeHHsT Q 115 512-6iTHOrO BHYTPIIIHBOTO CTaHY;

Qio24 — nepetBopenHs Q st 1024-61THOTO BHYTPINIHBOTO CTaHY;

r — KIJIBKICTB iTepaliil y mepetBopennsix P i Q (r=t B JICTY 7564:2014);

S — BHYTpIIIHIN CTaH rem-QyHKIIi;

t — KUIBKICTh OJIOKIB M, 3 SKMX CKJIQJAa€ThCs MOBIAOMIICHHS M , BKIIIOYAIOYH
JIOTIOBHEHHS;

V; — i -# OIT BX1JHOI MOCJITOBHOCTI;

Q — 3aBeplIaabHE IEPETBOPEHHS,

Kynunaa-n — pexXuM BUKOPHUCTaHHS (DYHKIIT IeIIyBaHHS 3 YCIYEHHSAM OOYMCIEHOrO Tell-

3HA4YeHHs 10 po3Mipy N OiT.

2.3araJibHi MOJI0KeHHSA

[Tin gynkuiero remyBanHs H po3ymieThes 3aiexHe Bij BekTopa iHimiamizamii 1V BimoOpa-
JKEHHs MOCIiIOBHOCTI 6iT My rem-3nauenns H(M ) dikcoBanoi 10BKuHY N.

JACTY 7564:2014 Bu3Hauae QyHKIIIO IeNIyBaHHs, IKa BUKOHYE nepeTBopeHHs «KynuHa-256»
a6o «Kynuna-512», mo 3a0e3meuyroTh 00UNCIEHHS Tenl-3HaueHHs 3 JOoBXUHaMu 256 abo 512 Oir
BianoBinHO. [er-3Ha4eH s JOBKHUHOK 256 GiTiB 101aTKOBO MOKe OYyTH yCiueHO J10 6iTOBOI MOCTi-
JIOBHOCTI JTOBXKHHOIO BiJ 8 110 248 6iT 3 KpokoMm y 8 61T, 512 GiTiB Moxe OyTu yciueHe 10 O1TOBOi
MOCTIIOBHOCTI OBXKUHOIO Big 264 110 504 6it 3 kpokoM y 8 OiT. Pexxum poGotu ans popmyBaHHs
Tren-3Ha4eHHs JOBXHHO N 01T mo3HavyaeThes Sk «KymuHa- Ny,

OCHOBHUMH peXUMaMU poOOTH (PYHKIIT IelIyBaHHs, 1[0 PEKOMEHIYIOThCS IO 3aCTOCYBaHHS,
€ «Kymunaa-256y», «Kynuna-384» 1 «Kynuna-512.
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3.CTpyKTYpa nepeTBOpPeHHA

Oynkuig remryBadHs, BuzHaueHa B JICTY 7564:2014, ¢opmye rem-3HaueHHS 1)1 TTOBIIOM-
JICHHS, MO CKJIAMAeThes 3 OITOBOI MOCHIZOBHOCTI AOBXKMHHU Big O OiT (MOPOXKHIA PSIOK) IO
2% —1 6ir.

[Tpu dhopmyBaHHI TemI-3Ha4YEHHS MOBIJOMIICHHS JIOTOBHIOETHCS (IMB. I1.5), Ml MOIUISAETHCS
Ha |-6iTHi O110KKH Mg, ..., M;, TICIISA YOTO BUKOHYETHCS 00pOOKa KOKHOTO OJIOKY IUISIXOM iTepaThB-

HOTO BUKOHAHHS (YHKIIT CcTUCHEHHs ¢. [Ipu 1iboMy (opMyrOThCs 3HaueHHS h; = (p(hi_l,mi), e
i=1...,t, a moyarkoBe 3Ha4YeHHsi hg=I1V. Ilicia oOpoOKM OCTaHHBOTO OJIOKY MOBIJOMIJIECHHS
PE3YIBTYIOYE TelI-3HAaYCHHS O0UUCITIOETHCS K

H(M)=0(hy).,
ne Q — 3aBeplIajibHE MEPETBOPEHHS, 110 TOBepTae n-0iTHe 3Ha4eHHs, KpaTHe 8 (0 < n < IE). Omnuc

3aBEPIIAIBLHOTO TIEPETBOPEHHS 0 HABEJICHO Y I1.5.
Ha puc. 1 cXemMaTHYHO MPEACTABICHO CTPYKTYPY IIEPETBOPCHHS  ITOBIIOMIIEHHS
M (mg,...,m; ) npu oGuncnenHi rem-31auerss H(M ).

m, m, m, m,
Lo Lo b L,
v P PL P L9 ‘}—’H(M)

Puc. 1. 3aranpHa cTpykTypa QyHKIIT renryBanHs

4.IlapaMeTpH aJropuTMy

Jomnyctumi 3HaYeHHs po3Mipy | BHYTPIIIHBOIO CTaHy cTaHOBIATH 512 abo 1024 Oit BiAmoBi-
JHO Ui pexxuMiB QpyHKuioHyBaHHs «KynuHa-256» 1 «Kynuna-512.

3anexHICTh pO3MIPY BHYTPIIIHBOTO CTaHy |, KIIKOCTI iTepamiil I, KUIbKOCTI CTOBIIIB BHYT-
PIIIHBOrO CTaHy C Y MaTpUYHOMY MOJAHHI Ta 3HAUYEHHs BEKTOPIB 1HIIami3alil Bl po3Mipy Ier-
3HaYeHHS N HaBeaeHo y Taou. 1.

Po3mip BekTopy iHimiami3anii 30ira€Tbcs 13 pO3MipOM BHYTPIIIHBOTO CTaHY.

Taomuus 1
3anexxHicTh napameTpiB QyHKUIT IelyBaHHs BiJ] pO3MIpY IelI-3HaYeHHS
Po3wmip Pozmip Kinpkicte | KinbkicTh cTOBII- Bexrop
rem-3Ha4eHds N BHYTPIIITHBOTO iTepauiit I | 1iB B MaTpuiii C imiriamizamii (1V)
crany |
8<n<256 512 10 8 0x4000...00
256 <n <512 1024 14 16 0x8000...00

5.OcHOBHI epeTBOpPeHHS

ODyHKIIIS CTUCHEHHS ¢ CKJIAJA€eThes 3 mepeTBopeHsb | -6iTHoro 610ka P 1 Q Ta BU3HAYa€eThCS
HACTYMHUM YMHOM:

plh,m)=P(h@m)®Q(m)®h.
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OyHKITII0 CTHCHEHHS ¢ HaBeaeHo Ha puc. 2. [leperBopenns P i Q (BiamosiaHo, T|@ TaT|" B
JACTY 7564:2014) onucaHi y 11.6.

Puc. 2. Cxema ¢QyHKIIIT CTUCHEHHS @
3aBepliajibHe IEPETBOPEHHS 2 BU3HAYAETHCS HACTYITHUM YHHOM:
Q(x)=trunc, (P(x)® x),

zie trunc,(x) BUKOHYe BiicikaHHS BCiX GIiT apryMeHTa X KpiM ocTaHHiX (cTapumx) n 6it. 3aBepmia-
JIbHE MIEPETBOPEHHs () CXeMaTHYHO MPEACTaBJICHO Ha puc. 3.

Puc. 3. 3aBepmansHe nepeTBOpeHHs (2

JIOTIOBHEHHS MOBIIOMJICHHS! 3[1IICHIOETHCSI HACTYIIHUM YMHOM: Ha BXiJ (DYHKII{ IelryBaHHs
MOJIA€ThCs TOBioMIeHHs (6iToBa mocinoBHicTh) M oBinbHOT goBxkuan N (N < 2%), mo 3anana
y OiTax. KokHe MOBiIOMJICHHS JOMIOBHIOETHCS HE3aJICKHO Bl HOTO MTOBXKHUHH. Y KiHEIh MOBIOM-
JIEHHS JIOAAETHhCS JOMOMDKHA 1H(OpMAIlis, SKa MICTUTh OAMHUYHHKN OIT, HEOOXIAHY KIIBKICThH
HYJbOBUX OITiB (AMB. Jayi) Ta JOBXHMHY IOBIJOMJIEHHS Ha BXOZAl1 (YHKIIl Te€UIyBaHHS, TaKuM
YMHOM, 1100 JOMOBHEHA OIiTOBA MOCIIJOBHICTh Maja JOBXHHY, KpaTHY pPO3Mipy BHYTPILIHHOTO
crany |.

[Tpr nomoBHEHHI CHOYATKy Y KiHellb MOBIIOMJICHHS J0AA€THCS ONUHUYHUM OIT «1», MOTIM
JIOJIAIOTHCS W HYJIbOBHX OiTiB, 186 W= (=N-97)mod ! Tficiis uporo momarorbes me 96 Git, B AKHX
3anucaHo 3HadeHHs N (HaliMeHII 3Hadylll 0aiiTh MalOTh MEHIIUNA HOMEDP, TOOTO BUKOPHUCTOBYETh-
cs opmar little endian; mocaigoBHICTH OITIB ycepeauHi O0ailTy 3amaeThcs BiAMOBIMHO 10 m.8.1,
Tabmn. 2. MakcuMasbHa JOBKHMHA TIOBiOMJIEHHS, 10 MOXke OyTH 00po6eHo, cTaHoBUTh 2% —1 GiT.
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6. [leperBopenHst P ta Q

[lepen BuKOHaHHAM MepeTBOpeHb P 1 Q BXiJHA MOCIIJOBHICTh MPEJICTABISAETHCA SIK BHYTPI-

IIHiKA ctaH QyHKIIT remryBanHs noBxuHor | 6it (I =512 abo | =1024 B 3a51eKHOCTI BiJ po3Mipy
BHYTpIIIHBOTO cTany). [Ticis 3aBepiieHHs] BAKOHAHHS MEPETBOpPEeHb P 1 Q BHYTpIIIHIN CTaH 3HOBY
TpaHC(HOPMYETHCS y TIOCIITOBHICTh OalT, sIKa MOJAETHCS HA BX1J HACTYMHOI iTeparii GyHKIii cThC-
HEHHsI ¢ a00 Ha 3aBepIIAIbHE TIEPETBOPEHHS I POPMYBaHHS PE3YIbTYIOUOTO TelI-3HAUCHHS.

Y pexumi remryBaHHs «KynuHa-256» BXigHa IOCTIAOBHICT OalT IMO3HAYAETHCS SIK
ing,ing,...,ing3. Pe3ynbTyroua mnociifoBHICTH OaiT micnst o0OpoOJIEHHS MO3HAYA€ThCS  SIK
outy,outy,...,outg3. IIporec 3amoBHEeHHsT BHYTpIIHBOTO 512-0iTHOTO CcTany S (yHKUIi reuryBaHHs,

nepesl MoYaTKOM IMEepPEeTBOPEHb Ta 3BOPOTHIN Mpollec MIicis iX 3aBepIICHHS, HaBEJIEHO Ha puc. 4.
Bino6paxxennss 1024-6iTHO1 BXiJHOI MOCHiIOBHOCTI i pexkumy «KymuHa-512y» y BHyTpilmHii
cTaH (QyHKIIT reryBaHHS € aHAIOTIYHUM.

BxigHa nocniIoBHICTb

ing ing iNgg N2 iNg, iN4o iNyg iNsg
ing ing ing iNs N3 Ny iN4g ins;
in, in10 inlg inge in34 in42 in50 in53
in3 in11 inlg in27 in35 in43 in51 in5g
in, inlg ingo ingg in36 in44 in52 inso
ins N3 iny iNg ing; iNgs iNs3 iNg;
ing iNga iny iNgg iNag Ngg iNs4 iNg,
in, iNgs iNys iNa; iN3g iNgy iNss iNg3

v

BayTpimHiit ctan ¢yHKIii renryBaHHs

So,0 So.1 So.2 So0,3 S04 So,5 So,6 So,7
S10 S11 S1.2 S1.3 S14 S1,5 S16 S17
S2,0 S21 S22 S2,3 S2.4 S2,5 S26 S27
S3,0 S31 S3.2 S3,3 S3.4 S35 S3,6 S3,7
Sa,0 Sa1 S4.2 Sa,3 Sa4 Sa5 S4,6 S4,7
S50 S5.1 S5.2 S5,3 S5.4 S5,5 S5,6 S5,7
S6,0 S6,1 S6,2 S6,3 S6.4 S6,5 S6,6 S6,7
S70 S74 S72 S73 S74 S75 S76 S77
y

PesynbTyroua mociiioBHICTh

outy outs OUtys OUty, outs, OUty4 OUtsg OUtsg
out; Outy outy; OUtys Outs; OUts OUt4g Oouts;
out, Outyg Outyg OUtyg OUt34 Oouts, Outs OUtsg
outs oufty; outyg outy; Outss OUf,3 outs; OUftsg
out, oufty, outy Ouftyg Outzg OUfts4 outsy OUtgg
outs oufys outy; OUftyg outszy OUf;5 outss Oouftg;
Ooutg OUty4 out,, Outzg OUtsg OUt4g OUtsy4 Outg,
outy; Outys 0outys Outs; OUt3g OUty; OUtss OUtgs

Puc. 4. BignoBigHicTh MiX ITOCTIIOBHICTIO OaHT Ta BHYTPIMIHIM cTaHOM (DYHKIIT IenryBaHHs
[Tin yac oGuMcIeHHS rel-3Ha4eHHs] BHYTPIIIHIN cTaH QyHKIIT cTUCHEHHS Ma€e po3mip 512 abo
1024 6itiB. [[1st KO)KHOTO BapiaHTa po3Mipy BHYTPILIIHBOTO CTaHY BUKOPUCTOBYETHCS BJIacHA Mapa

nepeTBopeHs: Psip, Qs1p @00 Prgos, Quo24-
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[TepeTBopenns P 1 Q € BapianTaMu GJIOKOBOTO MU(DPY, B IKUX 3aMICTh ITUKIOBUX KITIOUIB
BUKOPUCTOBYIOTHCS BU3HAYEHI KOHCTAHTH (AMB. HIKYE). KibKicTh IUKIIIB (') 3aJICKUTH Bif PO3-
Mipy BHYTpILIIHBOTO CTaHy Ta BU3HAUYCHA Y 11.4.

[leperBopennst P i Q 3amaHi HACTYITHHUM YHHOM:

void P_Hash(byte in[ 8 * ¢ ], byte out[ 8 * ¢ ] ) {
byte state[ 8, ¢ ] = in

for(round = @ to r-1 step 1) {
XORRoundKey( state, roundconstP[ round ] )
Kalyna_S_boxes( state )
KupynaShiftRows( state )
MixColumns( state )

}

out = state

}

void Q_Hash(byte in[ 8 * c¢ ], byte out[ 8 * ¢ ]) {
byte state[ 8, ¢ ] = in

for(round = @ to r-1 step 1) {
Add64RoundKey( state, roundconstQ[ round ] )
Kalyna_S_boxes( state )
KupynaShiftRows( state )
MixColumns( state )

}

out = state

Puc. 5. IleperBopennst P 1 Q

Omnepariii XORRoundKey, Add64RoundKey, Kalyna_S_boxes, MixColumns crniBnanarots i3

TUMH, 110 BUKOPUCTOBYIOThCS B OnokoBoMy mudpi ,,Kanuna” i Buznaueni B JACTY 7624:2014
(Bimmosimmo ax &, ), x| i w,).

[ukmoBi korctantu roundconstP[ round ] i roundconstQJ round ] (1o hbopMyrOThCs Ha OCHOBI
3HA4YEHb a)j(v) Ta ¢ j(v) 3 ICTY 7564:2014) 3anexxHo Bin HOMepy LUKy nepeTBoperHs round (i) Ta

PO3Mipy BHYTPIlIHBOTO cTany (| ) MaroTh Take mojaHHs (y MIiCTHAISATKOBOMY BUIJISI ):

[00@i 10®i 200 30®i 40®i 50®i 60®i 70®i]|
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00

Psip: C'=
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3 3 3 3 3 3 3 3
fo fo fo fo fo fo fo fo
fo O O O fo o O O
fo fO fo fo fo fo o fo

. 1 .
Bzt C = 6w 0 f0o fo fo fo  fo |
fo fo fo fo fo fo fo  fo
fo fo fo fo fo fo fo  fo
70@i 60®i 50®i 40®i 30®i 20®i 10®i 00®i|
[00®i 10®i 20®i 30®i 40@i 50®i ... fO®i]
00 00 00 00 00 00 .. 00
00 00 00 00 00 00 .. 00
.| 00 00 00 00 00 00 .. 00
Poaat €= 50 90 00 00 00 00 .. 00 |
00 00 00 00 00 00 .. 00
00 00 00 00 00 00 .. 00
| 00 00 00 00 00 00 .. 00
f3 f3 f3 f3 f3 3 ... f3 ]
fo fo fo fo fo fo .. fO
fo fo fo fo fo fo .. f0
i | fo f0o f0 f0 f0 fo .. f0
Qo' C =l ¢ o w0 f0 fo fo .. f0
fo fo fo fo fo fo .. f0
fo fo fo fo fo fo .. fo
01 e0®i dO®i cO®i bO®i a0®i ... 00@i|

[TeperBopenns KupynaShiftRows (dynxiis 1) g JACTY 7564:2014) BuKOHYe poO3mOAi-
JeHHs 0aiTiB KOKHOTO 64-01THOrO CTOBOL cepel] IHIIMX CTOBIIIB IIJISIXOM LMKIIYHOTO 3CYBY psi-
JIKIB BHYTPILIHBOI'O CTaHy BIPABO Ha Pi3HY KIJIbKICTh OAalT. 3HAYEHH 3CYBIB 3aj1eXaTh BiJl po3Mipy
BHYTPILUIHBOTO CTaHy (YHKIII TenlyBaHHsS Ta HIpeicTaBieHi y Ta0n. 2. Cxemy nepeTBOpEHHS
KupynaShiftRows mis pi3HEX po3MipiB BHYTPIIIHBOTO CTaHy MPEICTABICHO HA pUC. 6.

Tabmums 2
3HavYeHHs UKIIIYHUX 3CYBIB PAJIKIB 3aJI€XKHO BiJl pO3Mipy BHYTPILTHHOTO CTaHY

Homep psxa 3HaueHHs 3CyBY OalT
BrytpimHiit ctan 512 6it Buytpimmniii cran 1024 Gitu
0 0 0
1 1 1
2 2 2
3 3 3
4 4 4
5 5 5
6 6 6
7 7 11
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d ShiftBytes d

a —512-6iTHuil BHYTpilIHIN cTaH

d ShiftBytes d

0 — 1024-6iTHuit BHYTpilIHIN cTaH
Puc. 6. Ilopsgok posnoaineHHst 6aiiT mepmoro ctoBOIs mix yac BukoHaHHs KupynaShiftRows

BucHoBku

»KynuHa” € kpunrorpadiyHoro (QyHKIIE IelTyBaHHs, 1110 BU3HAYEHA Y HalllOHAJIbHOMY CTaH-
napti Ykpainu JJCTY 7564:2014. TlepeTBopeHHs MIATpUMYE OOUMCICHHS TellI-3HAUEHHS 3 JOBXKH-
Hamu Big 8 10 512 OiT 13 kpokoMm & 6iT. OCHOBHUMH peXMMaMH poOOTH (PYHKIIIT I'elIyBaHHs, 1110
PEKOMEHAYIOThCS 10 3acTocyBaHHs, € «KynuHa-256», «Kynuna-384» 1 «Kynuna-512».

Tem-ynkuis 6azyeTbes Ha HOBOMY Gi10koBoMy mmdpi ,,Kamuua” (JICTY 7624:2014) i pospo-
OJIeHa Ha OCHOBI KOHCEPBATUBHOIO MIAXONY 13 3aJIy4€HHSIM BIIOMHX 1 100pe TOCTIIKEHUX KOHC-
TPYKIIIH.

Po3sropuyTtuit anbrepHaTUBHUNA onuc QyHKIIT remyBaHHs ,,Kynuna”, HaBeieHull y cTaTTi, Bij-
noBigae BuzHaueHomy B JICTY 7564:2014, ane BUKOPUCTOBYE iHIIN MO3HAYEHHS, TPaJULINAHI IS
rajgy3i KOMI IOTEPHHUX HayK.
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