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COORDINATION MODEL FOR THE NATIONAL CYBER SECURITY
SYSTEM OF UKRAINE

The purpose of this paper is to discuss current challenges in cyberspace of Ukraine by analyzing recent
cyber threats and cyber attacks to governmental agencies and Ukrainian power networks. Russian aggression
against Ukraine and the threats in cyberspace prompted Ukrainian leadership to review its cyber security
legislation and organizational structures. The new Cyber Security Strategy of Ukraine, signed in March 2016,
set the key players, measures and priorities of Ukrainian National Cyber Security System but doesn’t give any
mechanisms for its implementation while the main problem is in lack of coordination between the elements.

Executive bodies as well as scenarios of their application are suggested.
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Introduction

The need for provisions of legislation and organization
on cyber security has grown in Ukraine for a long time.
The cyberspace becomes a separate area of security and
warfare, along with the traditional “Earth”, “Air”, “Sea”
and “Space”. In the military sphere, there is a rapid
transformation from the “Concept of Battlefield” to the
“Concept of Battlespace”, where appropriate armed forces
of world-leading countries have become more active [1].
Considering the widespread using of modern information
technologies in the field of defense and security, as well as
the development of the Ukrainian Armed Forces
Command — and — Control (C2) system based on Net-
Centric strategy, cyber protection of Ukraine is becoming
increasingly vulnerable to cyber threats.

Problem Statement. The problems which make
difficult the fight against cyber threats linked primarily
with the lack of clear legal regulation of the national state
policy on cyber security. There is no state coordination
structure for prevention and counteractions of cyber threats
in Ukraine. The growth of threats to critical infrastructure,
the growth of cyber crime, computer piracy and violations
of copyright are results of legislative and organizational
lacks.

The new Cyber Security Strategy of Ukraine [1],
signed in March 2016, was the first document that set out
key subjects and roles of the National Cyber Security
system. But it didn’t show the ways of coordination
between the players in emergency cases of cyber threats
realization.

So, the aim of this paper is to explore current
challenges in cyberspace, the structure of the National
Cyber Security system and to suggest appropriate
algorithm of coordination for the cases of cyber attack on
information infrastructure objects.

1. Challenges and Recent Cyber Attacks

Last two years were not easy for the Armed Forces of
Ukraine (AFU). It is due to the challenges faced not only

the AFU but the Ukraine as a whole country. The
military was drawn into combat against illegal armed
groups in the Eastern part of Ukraine. Concurrently
with the warfare, the AFU is building up its defensive
capabilities and carried out the necessary reforms.
Now we can state with confidence that the AFU have
significantly increased the level of combat readiness
over the last two years. [2]

However, Ukraine and its Armed Forces now face
a variety of external cyber threats. This is evidenced
by a series of cyber attacks that have been committed
against Ukraine in recent time. Ukraine has started to
suffer from cyber threats straight after the Revolution
of Dignity, but the conflict in the East of Ukraine led
to an increased number of preplanned high-level cyber
attacks. Russia has applied cyber warfare tactics
against Ukrainian websites as a part of its military
operations [3]. Some of these perfidious attacks were
physically hosted in Ukraine, while others are not.
Russia has conducted a cyber operation to support its
occupation of Crimea Peninsula. Russia designed the
cyber espionage operation called Armageddon to
provide military superiority for its leadership by
hitting Ukrainian governmental and law enforcement’s
agencies. This cyber operation included DDoS attacks
against Ukrainian media and targeted attacks against
Ukrainian Central Election Commission (CEC)
websites in 2014. [3]

On the day of the presidential elections, a powerful
cyber-attack on the resources of the CEC was
conducted. The cyber-attack was aimed at garbling the
results. Following the elections, the next morning, the
whole country was to find out that not Petro
Poroshenko but the leader of the far-right party had
won. The Russian Federation's propagandistic
arguments were to confirm this. The Security Service
of Ukraine (SSU) and the State Service of Special
Communications and Information Protection of
Ukraine (SSSCIP) discovered the attack in time and
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managed to prevent it.

Despite the rapid prevention of the cyber-attack by
Ukrainian specialists, the next day Russian news
presented the information showing "the Ukrainian
CEC website" with garbled results of the cyber-attack.
[4] In other words, the cyber-attack did not take place,
but Russian news showed the results that had been
planned. This is the case when cyber weapons are
used in propaganda campaigns. Moreover, when
cyber-attacks are used as propaganda, whole society
suffers, because propaganda has mass effect.

Next cyber attack was conducted by Russian
hackers and foreign hackers’ groups which belonged
to Russia. In December 2015 they attacked Ukrainian
electric power infrastructure. Virtually, Russia tests on
Ukraine new systems for knocking out the critical
infrastructure via cyberspace.

Hackers used a Russian-based internet provider
and made phone calls from inside of Russia as part of
a coordinated cyber attack on Ukrainian power grid
[5]. The incident was considered as the first known
electricity outage caused by a pre-planned cyber attack
and has raised fears not only in Ukraine but also
abroad. This is evidenced by numerous independent
investigations conducted by foreign experts [6]. This
cyber incident has shown one more time how
vulnerable could be objects of critical infrastructure.

The investigation shows that Russian government
was not directly involved in the attack which knocked
Ukrainian electricity supplies to thousands of
customers in different parts of Ukraine. The outcomes
of this cyber attack prompted Ukrainian leadership to
review its legislation in cyber defense and relevant
organizational structures.The attack on the systems
took at least six months to prepare, the evidence has
been found that hackers started collecting information
no less than six months before the attack. The
malicious software which was used to infect the power
grid network was also been detected in the networks
of Ukrainian Railway Company and large mining
company [5].

Hackers attacked three power distribution
companies and then flooded those companies call
centers with fake emergency calls to avoid genuine
customers reporting. According to a representative of
one of the power companies, attackers established
linkage to company’s network from a sub-network
which belonged to Russian internet service provider.
One possible explanation is that it was an attempt to
destabilize Ukraine as a whole country. Also possible,
that it was a test probe to determine future exploited
vulnerabilities.

The Russian secret services and international
hacker groups connected to them are behind of cyber-
attacks against Ukraine [4]. In all, hackers hit
Ukrainian  government, business, media, and
commercial websites [3]. There are cyber attacks on
the banking sector, to the public establishment and it
can be considered as cybercrime and cyber espionage.
State and private companies are unprepared to cyber
attacks and suffer from them.

According to the statistical data, only 41.8% of the

Ukrainian population is now online, in comparison
with 84.2% in the United States and 61.4% in Russia
[3]. In spite of this, a variety of sectors of the
Ukrainian economy and life are vulnerable and
unprotected in cyberspace [7].

As long as Ukrainian society will be entered the
digital world, there will be more and more cyber
threats accordingly. That is why Ukraine and other
countries are faced with the task to adhere to all laws
of cyber security to ensure measures to protect its
citizens and infrastructure.

2. Legislative and Organizational Changes

Recently, the level of cyber protection in Ukraine
was rather low. Evidence of this is not only cyber
attacks mentioned above, but also numerous events of
illegal collection, storage, use and distribution of
personal data, illegal financial transactions, theft and
online fraud. Unfortunately, Ukraine had no effective
instruments for prevention of cyber attacks, all
measures of cyber protection were unsystematic and
ineffective. Also, there was a little cyber security
legislation in Ukraine. However, recent challenges
prompted Ukrainian leadership to review cyber
defense and make serious changes in legislation and
organization of cyber protect.

2.1. Legislative changes. The new Cyber Security
Strategy of Ukraine was approved by the President of
Ukraine on March 15, 2016 [8]. The purpose of the
new Cyber Security Strategy of Ukraine (CSSU) is to
create conditions for the safe cyberspace, using one
for the benefit of individuals, society, and the
state [1, 7, 8].

The CSSU defines following main priorities for
safe, stable and reliable cyberspace in Ukraine [1, 7]:

development and adaptation of state policy in the
cyber security, achieving of its adequacy to standards
of the European Union (EU) and NATO;

creating a national framework in this area,
harmonization of regulations in the field of electronic
communications, cyber protection, cyber security in
accordance with standards of the EU and NATO;

development of cyber security technologies for
mobile communication tools;

development of electronic
communications;

development and improvement of state control
system of information security and a system of
information security audit;

development of international cooperation in the
cyber security, support for international initiatives in
the cyber security which meet the national interests of
Ukraine, strengthening the cooperation between
Ukraine and the EU and NATO in order to strengthen
state cyber security capabilities. Regarding this, the

infrastructure for

CSSU defines that cyber defense of critical
infrastructure should primarily includes
following [1, 7]:

improving the legal framework of critical
infrastructure;

development and maintenance of the State

Register of critical infrastructure’s objects;
development and implementation of a procedure
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for information exchange between government
agencies, private business, and citizens regarding
threats to critical infrastructure’s objects.

According to the CSSU, the development of cyber
security potential of Ukraine has to include the
implementation of the following main activities [1, 7]:

protection of technological processes of critical
infrastructure’s objects from unauthorized intrusion in
their work;

development and implementation of joint actions
protocols, including information exchange in real-time
mode;

implementation of state strategic planning in the
field of electronic communications, information
technology, information security and cyber protect;

deployment a special unit of the AFU which will
be responsible for cyber security and cyber protect on
strategic, operational and tactical levels;

development of cyber security and cyber protect
capabilities of existing units of the AFU, SSSCIPU,
SSU, National Police of Ukraine (NPU), state
intelligence agencies, achievement of interoperability
with the relevant units of NATO-members;

restriction for any objects that are under control of
an state-aggressor or countries, with special economic
and other preventive sanctions which approved by the
national or international level as a result of aggression
against Ukraine, as well as the restriction of the use of
products, technologies and services of these objects
and countries, to ensure cyber protect of Ukrainian
information resources, strengthening of state control
in this sphere.

The CSSU foresees following measures against
cybercrime in Ukraine [1, 7]:

establishment of an effective and convenient
network of contact centers for reporting the events of
cyber crime and deception, improving the efficiency
of enforcement bodies to react to cybercrime;

improvement of procedures of collection of
electronic evidence;

implementation of blocking of certain information
resources by communication operators and service
providers in accordance with the court decision;

determination of an order on fixing and saving of
computer data, data about traffic by operators and
providers;

training of judges, investigators and prosecutors
for operation with evidence of a cyber crime;

implementation of a special procedure for an
interception in the case of cyber crime investigation.

According to the measures listed above, one of the
priority tasks for Ukraine will be to ensure the security
and reliability of communications. This requires the
use of the latest technologies. Given the current state
of telecommunication systems and security tools, it
will not be an easy task.

An important factor is that the CSSU clearly
determines critical infrastructure such as energy,
transport, oil and gas pipelines, sea and river ports etc.

In addition, the CSSU defines the concept of active
cyber defense which implies the need for the military,

political, technical and other measures, as well as the
creation and development of necessary units/forces,
assets and tools for an adequate response to aggression
in cyberspace. This comprehensive protection can also
be used as assets to prevent military conflicts and
threats in cyberspace. In other words, Ukraine should
create a mechanism for responding to cyber attacks.

2.2. Organizational changes. Next important
factor, which is defined in the strategy, is the creation
of special units of the Armed Forces of Ukraine,
which have never existed before, and the development
of such units in other government agencies. This
measure requires the involvement of specialists for
these units and requires additional funding. At the
same time, it is important that such experts would
have the necessary qualifications for cyber defense,
which, in turn, requires the creation of training
systems for such specialists.

In connection with the CSSU, the National
Coordination Center for Cyber Security (NCCCS) is
established by the Council of National Security and
Defense as its working body [9].

The NCCCS will be responsible for coordination
of activities of the agencies involved in the national
security and defense in the framework of the CSSU.
This will increase the effectiveness of public
administration in the development and implementation
of cyber security state policy.

The main tasks of the NCCCS are following:
analysis of cyber security, control and analysis of the
state of readiness of the subjects of cyber security to
counter cyber-threats, control and analysis of the
implementation of legislation, data collection and
analysis on the state of critical infrastructure, etc.

The NCCCS predicts and detects the potential and
real cyber security threats and provides operational
information and analytical support on cyber security
issues. In addition, the NCCCS is involved to
international and inter-agency cyber-exercises and
training. The NCCCS has the right to request and
receive necessary information for the resolution of
questions relating to its competence and uses the
information from databases of the governmental
agencies, special systems and communication
networks, and other technical equipment [9].

Figure 1 depicts governmental agencies which are
responsible for national cyber security and defense
according to last changes. The basis of the
organization of national cyber security system are
Security Service of Ukraine (SSU); State Service of
Special Communication and Information Protection of
Ukraine (SSSCIP); the Ministry of Internal Affairs
(MIA) of Ukraine with its Department on Combating
Cybercrimes; the Ministry of Defense of Ukraine
(MOD); the General Staff with its Electronic Warfare
Troops; the intelligence agencies (the Defense
Intelligence Service and the Foreign Intelligence
Service).

These agencies have different domains and
priorities, and, unfortunately, they rarely collaborate
on common problems [3].
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Figure 1. Organization of the cyber security system of Ukraine

The SSSCIP is the only organization that exclusively
works on cyber security issues. Its main activities are
following: interaction with the administration domain UA;
protection of state information resources; interaction with
state authorities; international cooperation in the protection
of information resources; unified antivirus protection
system; and determining the level of protection of
information and telecommunication authorities’ systems.

The SSSCIP could be the basement of the National
Cyber Security system in the field of rapid reaction on
cyber attacks and incidents. But, being as a one of the
actors it doesn’t have enough authority to manage other
cyber security subjects. So, the system needs an outside
manager, free from another internal charges.

From the other side the NCCCS has enough authority
but also can’t be such body as it was created more as long-
term management brunch than rapid reaction team.

3. Innovated Solutions for the National
Cyber Security

To establish the really working mechanism of
coordination between governmental and public bodies in
the field of prevention and removal of unauthorized cyber
actions the new National law has to be issued.

In particular, this new law has to cover:

1. Creation the Situation Center under the NCCCS,
as main subdivision for operative security control of the
critical infrastructure communication systems with tasks:

24/7 monitoring of attacks and incidents in the world
information environment;

control the security of the state information resources
and critical infrastructure communication systems;

monitoring of international criminal activity in a world
cyberspace;

operative informing of state leaders about current
threats in the field of cyber security;

development of suggestions in relation to the cyber
security legislation improvement;

development of methodical materials for personnel
education.

2. Creation the structures within mentioned bodies
(see fig. 1) that will be responsible for the critical
information infrastructure security [ Situation Centers and
Computer Emergency Response Teams (CERTSs) with
tasks:

providing security for information resources and
communication systems preventing violations of their
confidentiality, integrity and availability;

warning and prevention of cyber threats realization;

cyber threats monitoring;

computer incidents analysis;

cyber threats investigation.

This approach is quite different from another one,
issued earlier by the SSSCIP, where the SSSCIP declared
themself as the main Ukrainian cyber security body,
because as one of the National cyber security subjects it
can’t be higher than others.

3.1. Mechanism of Cyber Security
Coordination. There are three basic principles that should
be set into the basis of coordination mechanism for cyber
security of the National critical information infrastructure:

1)  constant control of world cyberspace;

2) centralized coordination for the
attacks/incidents respond,

3) spread realization of security measures for the
objects of critical infrastructure.

The first principle can be realized by organization of
24/7 monitoring of the National critical infrastructure and
the world cyberspace in Situation Centers. Such Situation
Centers have to have a real time online network access and
ability to collect and operate with all necessary information
(operative, technical, statistical) for delivering urgent

cyber
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solutions in the case of serious threats. In addition, the
Situation Centers have to be able to exchange operative
information with international partners as well as tracking
the activity of international criminal (hacker) groups and
individuals.

The second principle can be realized by organization
of waring system between organizations and citizens in
relation to the attempts of cyber attacks or incidents. Such
system must include procedures and networks of
information transfer from the critical infrastructure object
owners up to the NCCCS Situation Center and in reverse
order. In this case the NCCCS Situation Center will be
responsible for the development of suggestions and
measures (technical decisions) and delivering them to the
performers. In some cases of dangerous threats the
NCCCS Situation Center will inform all potential suffers.
The plan of NCCCS Situation Center functioning in the
cases of emergency situations is under the President of
Ukraine signature so those decisions are obligatory for
implementation by all subjects of the National cyber
security system.

The third principle can be realized by the local
Situation Centers or CERT that should be created under
every subject of the National cyber security system. They
react to the threats on the basis of the orders
(recommendations) got from the NCCCS Situation Center.
All executed measures should be reported to the NCCCS
Situation Center.

3.2. Scenarios of Cyber Threat Neutralization. The
general protocol of cyber security system functioning must
envisage phases:

L. Monitoring Phase.

Permanent gathering and analysis by the NCCCS and
other Situation Centers of intelligence information about
threats in cyber space. Source of information: intelligent
agencies, foreign CERTs, critical information
infrastructure owners.

II. Reacting Phase.

This phase should be considered for the different
categories of participants according to certain scenarios:

Scenario 1. Cyber attack/incident against citizens
(private structures):

1) citizen (private structure) calls to authorities
(Ministry of internal affairs, National police);

2)  authorities (Situation Center, CERT) analyze the
information, make a decision about fact of cyber
attack/incident and generate solution to the citizen (private
structure);

3) in the case of cyber attack/incident confirmation
and presence of criminal evidences [] realization of
inquisitional actions, searching and detention of the
suspected persons, informing to the NCCCS Situation
Center;

4) in case of massive similar cyber attacks
immediate informing to the NCCCS Situation Center;

5) NCCCS Situation Center analyses the
information and makes decision about other subjects
warning and particular specific measures implementing
(blocking of information resources, extracting the content
etc.).

Scenario 2. Cyber attack/incident against private
(commercial) banks, subdivisions of the National Bank of

Ukraine:

1) bank calls to the National Bank Situation Center
(National Bank CERT);

2) National Bank Situation Center (National Bank
CERT) is trying to block, remove or localize negative
consequences by its own efforts (by efforts of the CERT);

3) immediate informing the NCCCS Situation
Center. It analyses the information and makes decision
about other subjects warning and particular specific
measures implementing (blocking of information
resources, extracting the content etc.);

4)  informing the Security Service of Ukraine. In the
case of cyber attack/incident confirmation and presence of
criminal [ realization of prosecution actions, search and
detention of the suspected persons.

Scenario 3. Cyber attack/incident against the objects
of critical information infrastructure:

1)  critical information infrastructure owner calls to
the local Situation Center (local CERT);

2) local Situation Center (local CERT) tries to
block, remove or localize the negative consequences by its
own efforts;

3) immediate informing the NCCCS Situation
Center. It analyses the information and makes decision
about other subjects warning and some specific measures
implementing (blocking of information resources,
extracting the content etc.);

4)  informing the Security Service of Ukraine. in the
case of cyber attack/incident confirmation and criminal
presence [| realization of prosecution actions, search and
detention of the suspected persons.

III. Phase of generalization and cyber security
system improvement.

On the basis of the recommendations, got from the
NCCCS Situation Center the owner of critical information
infrastructure carries out measures for improvement of the
cyber security system, protocols of cooperation,
reorganization of structures etc. The subjects of the
National cyber security system conduct the analysis of
existent legislation and, if necessary, make suggestions for
changing of legislation in relation to the order of
functioning and protocols of cooperation.

Conclusion

Despite the current challenges and the existing
economic and financial difficulties, Ukraine has made
some progress in the creation of a national cyber security
legislation and organizational infrastructure. In addition to
the new cyber-security strategy, Ukraine creates special
units within the governmental agencies and the National
Coordination Center for Cyber Security to coordinate and
deal with cyber threats. These initiatives cannot be
implemented fast enough and take time and require
technical, financial and human resources. In the nearest
future, the Ukrainian government will still rely on the
protection system that will create by private businesses to
protect their companies and business interests.

Today cannot be considered that the new Cyber
Security Strategy of Ukraine will be a sufficient tool to
protect Ukraine from cyber threats. The new strategy
declares the plan for the necessary actions and requires
changes in other laws and regulations of Ukraine. The
strategy also envisages the creation of new units (such as
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Situation Centers) within existing government agencies.
Also, implementation of the CSSU requires not only a
serious funding and investments as well as the tightening
of responsibility for crimes committed in cyberspace.
Despite this, the Cyber Security Strategy of Ukraine
and the National Coordination Center for Cyber Security
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MOAEJb KOOPOAMHALMKU ANA HALUMOHANBHOW CUCTEMbI KWUBEPBEE3OMNMACHOCTU
YKPAUHDI

Bumanuii Anamonvesuy Caguenxo (nauanbnux Kageopur)’
Cepzeni Hukonaeeuu Kononenko (Ha4anvHuK yeHmpa UMUMAYUOHHOZ0 Modeﬂupoeanuﬂ)
Bukmop Eezenvesuu Boowinée (6edyusuit Hayunolii compyoHUK uenmpa)
JIwomuna Bnaoumuposna /Ipox (npenodasameins kaghedpur)

1 .
Hayuonansnwtit ynusepcumem oooponst Yxpaunot umenu Heana Yepnaxoeckozo, Kues, Yxkpauna

B cmamve o6cyscoaromes: mekyuue yepo3vl HAYUOHATLHOU 0e30NACHOCIU YKpauHbl 8 KUbepnpocmpancmee,
AHATUBUPYIOMCS. HeOdaGHUe KUbepamaku Ha NpasUmelbCmeeHHble YYPeXCOeHUsl U Cemu 3AeKMpPOCHAOICeHUs
cmpanwl. Konghnukm na éocmoke Yrpaunvl u ne npexpawjarouuecs RORbIMKU RPOHUKHOBEHUSL 8 UH(POPMAYUOHHbLE
cucmembl KpUMuU4eCKol UHGPAcmpykmypvl 20Cyoapcmea ROOMOIKHYIU PYKOBOOCME0 YKPAUHbL K NEPECMOmpYy Kak
3AKOHOOAMENLCMEA, MAK U OP2AHUZAYUOHHBIX CIPYKMYD 6 obnacmu kubepbesonacnocmu. Tloonucannas 6 mapme
2016 200a Cmpameeuss rubepbesonachocmu Ykpaunvl onpeodensiem Koueeblx CYyObeKmos 0becneyeHust
bezonacnocmiu, YCmanaenueaem npuopumemsl u GyHKyuu 8 oonacmu 3awumsl kubepnpocmparcmea. Buecme ¢ mem
Cmpamezusi He daem Kakux aubo MexaHu3mMo8 OMHOCUMEIbHO ee peanuzayuu. B uacmnocmu, 0CHO8HOU npodiemoll
AGIACMCA  OMCYMCMEUe KOOPOUHAYUU NPEONPUHUMACMBIX Mep 6 CIydde OCYUeCMmBIeHUs KUOepamaxu uii
uHyudenma. B cmamve npeonazaiomcs UCROTHUMETbHbIE MEXAHU3MbL KOOPOUHAYUU 4 TNAKIHCE PACCMAMPUBAIOMCSL
PABIUUHbLE CYCHAPUU B3AUMOOCTICIBUSL CYOBEKMO8 6 CLyHae KUbepamaKii.

Knrouesvie cnosa: Cmpamezus kubepbe3onachocmu, Kubepyepo3a, KUbepnpocmpancmeo.

MOJEIb KOOPOMHALII ANA HALIOHAINBHOI CUCTEMU KIBEPBE3MEKN YKPAIHU

Bumanii Anamoniiiosuu Caguenko (0-p mexH. HayK, cm. HayK. cnispoﬁimnuk, HaYanIbHUK Kag)eOpu)
Cepziit Mukonaiiosuu Kononenko (nauanvHuk yenmpy imimauyiiinozo M()d(amosanml)
Bixmop €ezenosuy boounvos (Kan-m. 60eH. HAYK., CH. HAYK. CRIGPODIMHUK, RPOGIOHUIL mpzxoeuu ChigpoOimHuK ueumpy)
JToomuna Bonooumupiena /Ipox (éuxnaoau xagheopu)

'Hauionansnuii ynisepcumem oéoponu Yxpainu ineni Ieana Yepuaxosckozo, Kuis, Yxpaina

YV cmammi obeosopioiombcs nomouni  3a2posu HayioHanbHil  besneyi  Yxpainu vy Kibepnpocmopi,
AHANI3YIOMbCA Hewjo0asHi Kibepamaxu Ha Yps006i 3aKaadu ma Mepedici eneKmponocmaiants Kpainu. Kouguixm na
€x00i Yxpainu ma HeenuHHi cnpobu NPOHUKHEHHS! 8 IHOpMayitiHi cucmemu KpumudHoi ingppacmpykmypu depocasu
NIOWMOBXHYIU KePIHUYMBeo YKpainu 0o nepeansdy sK 3aKOHOOA6CMEd, MaK i Opeani3ayiiiHux cmpykmyp vy cepi
Kibepbesnexu. Ilionucana y bepesni 2016 poxy Cmpamezia xibepbesneku Yxpainu eusnauac Kuoyosux cyo'ekmis
3abe3neyenns KibepbesneKu, 6CMAaHOGIIoE npiopumemu ma eusHavac QyHkyii 6 obracmi 3axucniy Kibepnpocmopy.
Pazom 3 mum Cmpamezia ve 0ae peanbHux mexawizmie 6iOHOCHO il peanizayii. 30Kpema, OCHO8HOIO NPOOIEMOIO €
8I0CYmHICMb KOOPOUHAYil 3ax00i6, sIKI GXHCUBAIOMbC V 6UNAOKY Kibepamaku uu Kibepinyudewmy. Y cmammi
NPONOHYIOMbCS BUKOHABY] MEXAHIZMU KOOPOUHAYTT a4 MAKOJC pO32a0aiomvCa PisHi cyeHapii 83aemodii cy6'ekmie y
BUNAOKY Kibepamaxu.
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