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MYJbTUIIOJIUHOMMUAJIBHBIA BAPUAHT
METOJA “KBAJIPATUYHOI'O PEHIETA” ®AKTOPU3ALIUU
RSA MOAYJISA CUCTEMbBI AYTEHTUOUKAIINUN

n.T.H., npod. FO.B. Craces, k.T.H., mpo¢. JI.C. Copoxka, A.A. CMupHOB

B cmamuve paccmampusaiomes kananvl yszeumocmu RSA cucmem aymenmudghu-
Kayuu ¢ mouku 3penust gaxkmopuzayuu Mooyas. Jaémcs onucanue Myasmuno-
JUHOMUATBHO20 8APUAHMA OO0HO20 U3 Memooo8 axkmopusayuu - memood

»

“Keaopamuunozo pewema’”.

CroiikocTh cucteMbl RSA obecneunBaeTcs 3a c4€T BrIOOpa B KadecTBE
cocTaBisiromux Moaynst N Takux OONBIIMX CWIJIBHBIX MPOCTBIX YHCEN P U q
[1], mnst koTOpBIX Hpoleaypa pas3ioXeHUus Ha cCOMHOXHUTenu yucaa N (mpo-
ueaypa ¢axropusanun yncna N) B BBIYHCIUTEILHOM OTHOIIEHWH OKa3bIBaeT-
Csl IPAaKTUYECKHU He peanu3yeMoil (TpeOyeMblil 00bEM BBIYMCIHMTEIBHBIX 3a-
TpaT NPEBOCXOJIMT pealibHbIe MPaKTHYeCKHue BO3MOKHOCTH) [2]. BonbmunHCT-
BO aJITOPUTMOB (pakTOpHu3anuy 0a3UPyIOTCs HAa KBaJpaTHYHOM cpaBHEeHHH [3]:

X2 = Y2(mod N) (1)

CO CBOICTBOM
X#xY(mod N).

Ecau BeimonHeno:
NIX2-Y?=(X+Y)-(X-Y);

NJ(X-Y)u N/J(X+Y),

ro HOJ (X+Y, N) u HOJI(X-Y, N) ects neaurenu N.

ANTOpUTMBI, OCHOBaHHBIE Ha KBaJpaTHYHOM CPaBHEHHH, PA3JIMYAIOTCS
JUIIb MO cHoco0y AEHCTBUS, KaK HAXOJUTCS WM 00pa30oBBIBAETCS CpaBHE-
nue (1).

B o0miem ciaydae B “KBaJpaTHYHOM pemiere” 3TO CpaBHEHHE 00pa3OBBI-
BaeTcs IMyTeM KoMOuHanuu [4] cpaBHeHUi r; BUAa

X7 =Y;(mod N) . (2)

CpaBHEHHME TaKOTO BHJIa ONMHUCHIBAIOTCS B JalIbHEUIIHE KaK OTHOIICHUS.
Korma HaxosT HECKOJIbKO TAKHMX OTHOIIECHWU, OMPENENSIOT IOJAMHOXECTBO
S, yIOBIETBOPSIOIIEE YCIOBUIO
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—v2
[TYi=Y (modN).
I eS
Jns ompeneneHus 3TOTo, IMOAMHOXKECTBA Pa3araroTcs Ha MPOCTHIE CO-
MHOxuTenu Y;. Taxum obpazom

X=X =] Yi=Y*(modN).
r; €S r; €S
Ha ocHoBe mpuHIMNa neWCTBUS pa3AensioT anroput™M Ha 2 ¢assl. B
nepBoil (aze HaxonsATCs OoTHOUIEHHS BuAa (2), BO BTOpOl (asze HaleHHBIE
OTHOILIEHUS MPUBOJATCS K KBaAPATUIHOMY CPaBHEHHUIO.
Jlns HaXOXJIeHWsSI OTHONICHHH BBIOUPAIOT MOTUHOM Q(Z) BTOpPOU cTere-

HU, 3HaueHne QYHKIMH KBaJpaTa 1o MOAYya0 N KOTOpOro paBHO:

VvV J Q(z)=H*(mod N).

zeZ HeZ

HpI/I peajnn3anun KJIaCCUYCCKOro Meroaa “KBaZ[paTI/I‘{HOFO pemeTa” uc-
MOJB3YIOTCS IMOJUHOMBI BUJa

Q@ ={e+ |V~ | -N.

[MocnenoBaTenbHOCTh BENMYMH 3HAYE€HUH (YHKIMM BaXKkHa, TaK Kak
TpebyeTcs UX pa3jloKeHHE Ha MPOCThIe COMHOKUTENH.

Bb160p MOJIMHOMOB OCYIIECTBIISIETCS MOCIEAOBATEIBHBIM yBEIUYEHUEM
pasmepa pemiera 70 TeX Mop, MoKa He 0OHapyXaT HeoOXOIMMble OTHOLIECHUS
(Gonmpmie yem 3neMeHTOB (pakTop-0a3bl). BeposATHOCTE TOTO, YTO 3HAYCHHUE
(YHKIUN ETUKOM Pa3jIoXKHUTCS 1Mo GakTop - 6ase, MOXKET UCHUCIATHCS C T0-
MOIIBIO P - QYHKIHH.

Hns mocrossuaoro L e N, cimyvaitHo m3bpanHoro yucina Y €[l..L] u
a>1 co cBoiicTBaMu

Pi > Pit+1> Pi€P u p;|Y

p(Q) orpeeNnsoT KaKk BepOsITHOCTh TOT'0, YTO CaMblii OOJIbIIOI TpOCTOi co-

MHOXUTEIIb Pj YHUCia Y Mmenbie Ll/a .

p(a) = Lli_r)nooP(pl < L”“).

I[J'IH p - (byHKHI/II/I BBIIMTOJIHACTCA CPABHCHUEC
ap’'(a)+pla—-1)=0

U MOXKCET peIIaThCA MYTEM YHUCJICHHOTO UHTCTPUPOBAHUSA [5] .
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1, a0 <a<l;

o
a)=
p(e) l Ip(t)dt, s o >1.
a

o—1
Jns 5<a <11 MOXeT UCIONIB30BaThCA Clienyrolee npudamkenne [3]:

1
p(a) = exp| —a | log(a)+0.56 ———
log(a)
IIpu sTom u3 psiga pasmMepoB 3HaueHWi QyHKIUM BeiOuMpaercs L, a
rociie onpesaesiercs o, Tak 4yTo

1
a — o—
L% =pax :=max{p € FB}.
Jns Toro, 4ToOBI pa3moxuTh 3HaueHus QyHKnuu Q(z), BEIOUPAIOT ImO-
CTOSTHHOE MHOXXECTBO IPOCTBIX YHCEN, Ha3biBaeMoe Qakrop-6azoit (PB), u
rpanunly M € Z . C noMmompio “penrera” HaXoIsT MEPUOAUYECKUE 3HAUCHUS

¢byukuu monuHoMa Q(z) (mis z € [-M,M]), KOTOpBIH packiagbIBacTCs
9TOH (hakTOp - 6a301 U MOTYYIAIOT OTHOIICHUE BUA

Qzj)= [Ir¥(=Y)=X}modN), s e eNU{0}.  (3)
pjFB

YBenuueHue MHTepBana “pemera” (M BMECTE ¢ HUM 3HaAYEHHH QyHKIUH,
MO/JIEXKAIINX PA3JIOKEHHUIO) BEAET K OBICTPOMY YMEHBIIEHHUIO 3TOW BEpOST-
HocTH. Jlns mosicHeHus sToro 3dgdexra paccMarpuBaroT GUKTHBHYIO (paxTo-

puzanuio yucina N = 10'% ocuoBHOI BepcUueil KBaJpaTUUYHOTO peuiera. ITo
MPUBOJIUT, TIPH PCATHCTUIHOM pa3Mmepe (GpakTop-0a3bl ‘FB‘ ~10°, k HUHTEP-

1 o
Bany pemera [1, 5:10'%]. Haiifennas BeposSTHOCTb, OLEHHBAET TO, YTO 3Ha-
yeHne QYHKIHH KOTOpas IEJIHKOM Pa3joXWIoch Mo pakTop-06a3e, HAXOAUTCS

B narepsane [1, 2%10"']. B unrepsane [1, 10°] ota BepostHOCTH B 50 pas
BbIlIe. DTH HAOIIOICHUS TPOBEACHBI IS TOTO, YTOOBI MOMPOOOBATH MOTYIHUTh
KaK MOXXHO MEHBIIMHA MHTEPBAJ pelieTa. ITO JOCTHraeTcs MyTeM MPUMEHEHHs
HECKOJbKUX MOJHHOMOB, KOTOPBIC YAOBJIETBOPSIOT TMOCTABICHHBIM K OPHIHU-
HAJIBHOMY TOJHHOMY YCIOBHSM. B MPOTHBOMONIOKHOCTh OTHOCHTENBHO OC-
HOBHOW BEPCHHU KBaJPATUYHOrO peleTa BEIOUPAIOT MOCTOSHHYIO AJIUHY UHTEP-
Baja pelieTa U BApbUPYIOT KOJHYECTBOM MPUMEHSIEMBIX MOJTUHOMOB.

MynbTHIONHHOMHATBHASL MOIU(UKAIMSI UMEET TaKXkKe BIUSHUE HA pas-
Jen anroputMa Ha (asel. Ecnu yduThIBatOT (GYyHKIHOHAIBHOCTH MOAUGUIIU-
POBAaHHOrO aJropuT™Ma, TO 00pPa30BBHIBAETCS CICAYIOUIMNA YTOHYCHHBIN pa3men
Ha ¢a3bl, BepHee Ha Monynu. [lpu aTom marm (1) - (5) oTHOCsATCS K Oonee
paHHEH, mpuOIM3uTEeNLHON (ha3ze cOopa OTHOIIEHUH, a mar (6) mpeacTaBiasieT
KOMOWHAIUIO OTHOIICHHH.
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ANTOPUTM MYJIBTHIIOIUHOMHAIBHOH MOAM(UKAIMK MeToja ~KBajipa-
THUYHOI'O pelleTa’ 3aKIUYaeTcs B CIEAYIOIEM.

Cocmasnsiem gpakmop-oasy (D)
noka (Hatioeno Hedocmamouno omuoutenul 0as euoa (3))  (2)
Hauano yukia

Buibupaem Hosvlil norurom 3)
Ilpoxooum ¢pazy “pewema” 4)
Obpabamvigaem oannvie Gaszvl “pewema’” ®)]

KOHey Yukia
Pewums nuneiinyio cucmemy cpasnenuil (6)

Ha mpaktuke nuHelHas cucreMa CpaBHEHUH pelIaercs TOJIBKO TOrna,
korna k<F+c¢ (mpu stom ceN ecrb Manoil koHcTaHToil). Kak Tonpko
¢>10, cymecTByIOT HECKOJBKO Pa3JINYHBIX PEIIEHUH, C MOMOMIIbIO KOTOPBIX
HaXoJsIT BCe HETPUBHANbHbIE genuTenu N.

[Tocne pemieHUst CUCTEMBI JIMHEHHBIX CPABHEHHH, KOTOpasi CTPOUTCS T10
HalJE€HHBIM OTHONIEHUSM, KOHCTPYHPYEM KBaJApaTHYHOE CpaBHEHUE

X% =Y2(mod N).
Uto0b! 00HAPYKUTH AeauTeny unciaa N, BEIYHCIsIeM
HOJI(X-Y,N) u HOJA(X+Y,N).

[Tpu 5TOM 00XOIAT BEIYUCIEHNE KOPHS MK BbluMciIeHnHn X U Y, B KOTO-
pom X 1 Y BEIUMCIISIOT HEMOCPEICTBEHHO, a He crepa X’ n Y2,

Ilycts [ - 4uca0 OTHOUIEHUH, KOTOPBIE MCIOJB30BAINCH MPHU MOCTPOE-
HUM JTUHENHON cucTembl cpaBHeHHil. CucTeMa cpaBHEHUH umeer I CTpOK U
pelleHrueM SIBISEeTCS BEKTOP

A= (7»1,...,7»1) TaKkHe 4TO 7‘-j e{0,1}, s je{l,..,l}.

I[J'IH BEIuKcIeHuS X U Y NEPEMHOXKAKOT T€ OTHOWICHH, KOTOPbIC OTHO-
CATCSA K HUM U PABHBI 1. Y BbIUHCIAIOT U3

= [Iv:Zi RICREY i) (mod N)
pij<FB

C TE€M, UYTOOBI
zl_l(ei,j-x-)
Y= [[pi 2  (modN).

pijeFB

COCTaBIIAIOT BCE CTEIEHU IEMEHTOB (DakTOp - 6a3bl U AEIAT ITO 3HaUe-
HUE TI0II0JaM, Iepe]] TeM KaK BO3BOJAT C HUM B CTENEHb AJIEMEHTHl (pakTop-
6a3bl. DTO BO3MOXKHO, IOCKOIbKY I10CIIE€ KOHCTPYUPOBAHUS, CTEIEHU Kaxa0-
ro aeMeHTa (GakTop - 6a3bl OyAyT YETHBIMHU.

147



[Ipu 3anmucu B mamsTh j-ro OTHOMICHMs BUAA (3) 3aMUCHIBAETCS KaXKIbIN
pa3 TonbKo Xj, Tak 4TO X MOXET BBIYMCIATLCS U3

1
X =T (X)" i (mod N).
i=1
Teneps Tectupytor, ectb 11 HOA(X-Y,N) u HOA (X + Y,N) nenure-

asmu N. Ecnu HUKakoro nenurtesns He OOHapyKWJIH, TO NMPOBEPSIOT, MPUBO-
JUT JIK CIeAyIollee pPelleHre CUCTeMbl CpaBHEHUH K aenuTensaMm. g Kaxio-
rO pElIeHUs CHCTEMbl CPAaBHEHHMH BEpPOSITHOCTh HAXOXKJEHHUS IENHUTENel co-
craBisieT B cpeareM 50 %. Ecau N umeer Gonblie 4em 2 JenuTeNs, TO MOJY-
YaroT BCE JEJIUTENH IIyTeM PACCMOTPEHUS CIEeyIOIUX PEIIeHUH.

Takum 0Opa3oM, pacCMOTPEH MYJIbTHIIOIMHOMHAIBHBINH BapuaHT “KBaj-
patuuHoro peuiera” ¢akropusannu RSA monymns.

BbiBoa. MynbTUnoONMHOMHUAIbHAS BEPCUSI METOJAa “KBaJ[paTUUHOTO pe-
mera” B OTIMYHME OT KJIACCUYCSCKOW BEPCHUH TPEeOYyeT MEHBITUX BPEMEHHBIX
3aTpaT. OTO SIBISETCS OCHOBHBIM MMAapaMeTPOM JUIsl OTMPEACICHUS CTOUKOCTH
RSA monyns wnu 3QPEeKTUBHOCTH TaHHOTO MAaTEMAaTHYCECKOr0 almnapara Mmpu
pemeHun 3amaun (HaKTOPHU3ANUU OONBIIUX MPOCTHIX uwcel. [lpu mpakTu-
YeCcKoW peanmsanuu Metrona 256 OUTOBOe YHCIO ObUIO (haKTOPH30BAHO 3a
70 munyt. Ecnmu He OyIeT OTKPHITO MPUHIUIHAIHHO HOBBIX METOJOB, TO
2048 - outHbIil RSA - ximrou Oyzer Bcerza ocraBaThCsl 0€30IIACHBIM OT YIPO3EI
(hakTOpHU3AINH, HO, K COXKAICHHUIO, HUKTO HE MOXKET MPEACKa3aTh TOTO TOYHO.
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