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EKOHOMIYHA EDEKTMBHICTb BNMPOBAAXKEHHA
CHUCTEM 3AXMUCTY CTUIbHUKOBUX MEPEXX 4G

Posensioacmocs moodens oyinku eKkOHOMIUHOI eheKMUSHOCMI BNPOBAONCEHHSL CUCMEM 3aXUCIY CMITbHUKOBUX
Mmepedc wemeepmozo nokoainks (4G). Ipusedenuii mamemamuunuil anapam Oas OYIHKU OOYLIbHOCTE NPOBAONCEH-
Hs cucmem 3axucmy mepedxc 4G ma HagedeHo aneopumm OYiHKU iX eKOHOMIUHOL eqheKmueHocmi.

Knrwowuosi cnosa: cminonuxosa mepesica;, nokoninna 4G; cucmemu 3axXucnmy,; eKOHOMIYHA eeKmuUHiCmy, iMo-
BIPHICMb 3aXUCTTY, 3HUNCEHHS NPUOYMKOBOCMI, 8PA3IUBOCMIE;, MePedlCcesi amaKi.

Bctyn

Bnepuie B 2009 pori piBeHb 3pocTaHHs mepeaadi
JTAaHUX TIEPEBUIIMB 3POCTaHHS 4Yuciia aOOHEeHTIB. SIKiio
0i3HeC orepaTopiB 3B’A3Ky pic JHIHHO B MoOIepeaHi
poku, To y 2009 poui cuTyanis KapIHHAIEHO 3MiHHIA-
cs. 3pocraHHs 4ucia aOOHEHTIB O3HAYA€ HENTiHIMHUMA
pict mepenadi JaHWX — JIIOAM CTalli KOPUCTYBATHUCS
Oinbie MoOLTEHMMU cepBicaMu. Lls TeHaeHIist 30epira-
€Tbes 1 J0ci, a (haxiBIi MPOTHO3YIOTH Ie OUIbIIE 3pOC-
TaHHS CcaMe LBOrO CErMEHTY TeJIeKOMYHiKaliiHOro
PHHKY.

B 1ux ymMoBax /j1st KOPHCTYBaviB BaXITUBO 3aBXKIN
OTPUMYBATH BHCOKOIIBHIKICHUN Ta SIKICHUH AOCTYII 110
MEpEeXEBUX PECYpPCIB, HE 3aJIEKHO BiJ| MICIsI 3HaXO-
JokeHHs1. OHUM 13 MOXIIMBHX BHPIIIEHb LLOTO MMUTAH-
HS € BIIPOBA/DKEHHSI CTUIBHHUKOBUX MEPEX YETBEPTOro
oKoMiHHA (4G).

B kinni xoBTHs 2010 poxy Mixxknaponuuit Tee-
komyHikaniiianit Coro3 (International Telecommunica-
tions Union) 3aBepIuB OI[IHKY IMIECTH TEXHOJIOTIH, SKi
npeTeHayBaau Ha craHnapt 4G, 3 THM 1100 PUBIIACHU-
TH KpamuM 3 HuxX no3HaueHHs IMT-Advanced, i mo3Ha-
YUTH THM CAMHM TEXHOJOTii, sKuM o(iliiiHO mpUCBO-
STh Mi>kHaponHuid 4G craHgapT.

Taxumu Texnonorissmu Ha3BaHi LTE-Advancedl
(Ha ocHOBI  criibHMKOBOro  craHmapry LTE) i
WirelessMAN-Advanced2 (aa ocaoBi WIMAX 802.16m),
sIKi € Terep odiniiiHuMu TexnomorisiMu 4G. 3 BUMoramu
JI0 IUX TEXHOJIOTiIH MOXKHA o3HaomuTHcs B [7] Takum
YHHOM, HaJaJi PO3IJISTHEMO caMe I1i TEXHOJIOTT.

B CIIIA Ta A3ii Be € KiJbKa orepaTopis, siKi Ha-
JarTh nocinyru 3a gonomororo Mepexx LTE [8]. omo
€Bponu, To €BpONEHCHKUM MapjIaMeHTOM OyJ0 CXBa-
JICHO pillieHHs 3 MpUBOAY BrpoBamkenHs 4G 800 MI .
TakuM 4YMHOM, €BPOMEHCHKI KOPHCTYBadi 3MOXYTh
OTpUMAaTH HOBHH CTaHAapT OE3JpOTOBOrO 3B'SI3KY He
miznime 2013 poky [8]. Ouikyerses, mo 4G 800 MI'n
cTaHe HaWOLIBII e(eKTHBHUM CHOCOOOM Iepejadi iH-
¢dopmartii, ajpke 3a0e3meuye BiAMIHHUA MPUHOM JaHUX 1
JIOCTYITHUH TS BEJIMKHUX BiJCTaHEH.

BiamoinanbHICTh 3a BIPOBAKEHHSI HOBOT'O CTaH-
napty 4G 800 MI'm Bi3bMyTh Ha cebe KpalHHU-WwICHH
€C. CaMme BOHH JOKIATyTh MAKCUMYM 3YCHJIb JJIS CTa-
HAapTU3alii Mepexi, a/pke 1e JO3BOJIHUTh IPOMasSHAM
€C miaTpuMyBaTH 3B'130K ITiJT 4ac MO0 OXKEH.

B pamkax HOBOro CTaHAapTy IUIAHYETBHCS IOLIH-
pennst 4G 800MHz Ha MoOinbHe TenebadeHHs, TpaHC-
MOPTHI CUCTEMH, OXOPOHA 3J[0POB'sl, HAYKOBO-TOCIIIHY
Ta EHEpPreTUYHY iHIycTpiro. lle momoMoke ImiIBUIIUTH
KOHKYPEHTOCIIPOMOKHICTH €BPOITH Y CBITI.

KoskeHn kopucryBau Oyb-sK0i Mepexi (B TOMY 4H-
cii i 4G) nparHe 3a0e3neyuTH KOHQIIEHIIHHICTD Ja-
HUX, L0 MEePEeJaroThCs Ta YHEMOMKJIMBUTH CIIPOOU Me-
peXeBHX aTak Ha MoOiUIbHI npucTpoi. KondineHnuiiny
iHpopMariro y chepi rocrnogapcbkoi JisuTbHOCTI MOXKHA
BH3HAYaTH YMOBHO PO3[INTH Ha TPU CEKTOPH:

- Jinoa indopmariist cy0'ekTa rocrogaproBaHHs;

- [ndopmaris, Mo crocyeTbes Oe3mocepenHbpo ¢a-
KTUYHHX JAaHUX CY0'€KTa rocrojaproBanHs (iHpopMarlis
MIEPCOHAIIBLHOTO XapaKTepy);

- Hoy-xay — Tak 3BaHi cekpeTn BUPOOHHUIITBA.

Kosxen Bun indopmarii Moxxe MaTH pi3Hy LiHHICTH
SK JUIs aDOHEHTIB MEpeX, Tak 1 IS 3JIOBMUCHHKIB.
Tomy, sik 1 B iHIIMX BHAaX Mepex, B 4G BUKOPUCTOBY-
FOTHCS TEBHI 3aCO0H 3aXHUCTY.

IMocranoBka mpodaemu. [lig yac BrpoBaKEHHS
CHCTEM 3axXHCTy iH(pOpManii BHHHKA€ MUTAHHS OO
JIONITBHOCTI X BHKOpUCTaHHA. HeobXimHo 4iTKO chop-
MYJIIOBATH NEpeIiK KPUTEPIiB, 32 IKUMU MOXHA OIiHH-
TH JOUUIBHICTh BHKOPHCTaHHS CHUCTEM 3axXHCTy, Ta
MaTeMaTUYHUH anapar iX oliHKW. BiH moBWHEH ajekBa-
THO BifoOpa)kaTé IOLIIBHICTh BIIPOBAKEHHS 3axHcC-
HUX MEXaHI3MIB MEpeX 4eTBEPTOro MOKOJIHHSI.

AHaJi3 gociimkens Ta myoaikauniii. IcHye Beu-
Ka KUIBKICTB JIiTEpaTypH, IPUCBSYEHOI IpobieMam
iHpopManiiiHoi Oe3neku B iH(pOpMAIHO-KOMYHIKa-
WiHUX cHUCTeMax Ta Mepexax. 3aBIaHHsS CTBOPEHHS,
oprasisailii Ta JOCTIXKCHHS TPOIECiB (DYHKIIIOHYBaH-
Hsl, BIOCKOHaJIeHHs1 Ta po3BUTKy C3I B Tili um iHmIiH
Mipi 3HAMIUTH BiJOOpa)KeHHsI B MpansxX psAy BiTUHU3HS-
HUX Ta 3apyOikHUX BueHuX, cepen sikux E.C. BeHrt-
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uenb, B.IO. TaiikoBuu, B.A. T'amarenko, A.1O. Ilep-
e, B.A. I'epacumenko, B.1. Tap6apuyk, 10.B. Jlem-
yenko, B.I. 3asropomniii, B.K. 3agupaka, A.I'. Kapmo-
Ba, B.B. Jlebenera, B.B. Mensuukosa, A.H. Ha3zapog,
A.C. Onekcrok, A.3. ITecko3y0, A.II. ITatioparosa, B.K.
Pasmaxwin, C.I1. Pactopryera, FO.A. Camoxina i 6arato
iHmmx [1-4]. BuokpemuTn MoxcHa nipaui [5-6], ki npu-
CBSIYEHI OI[HIII EKOHOMIYHOI €(EeKTHBHOCTI CHCTEM
3aXHCTy B TelleKOMYyHIKaliiHux cucremax. [Ipore mu-
TaHHS 1010 OLIHKK €KOHOMIYHOI e()eKTHBHOCTI CUCTEM
3aXHMCTy CTUIBHUKOBUX Mepexx 4G y BITUM3HSHIN Ta
3apyOiXkHIH JiTeparypi 30BciM He po3risHyTe. Baaraii
NUTaHHSI 1I0A0 cucreM 3axucty Mepexx LTE Ta
WIiMAX gnocuth cnabko po3poOiieHe BiTUH3HIHUMHU
BYCHUMH, & TOMY IPEJCTaBIIsIE BEIUKUN iHTEpec 1 00-
I'PYHTOBYE aKTYaJbHICTb TEMH JIOCIHIPKEHHSI.

Buknag OCHOBHOro marepiany
AOCAIMKEHHS

BuxiTHOIO TepeayMOBOIO MPH PO3POOI MOeeH
€ TPUIYIICHHS, 10 MPH MOPYIICHHI 3aXHIICHOCTI 1H-
(dopmariii 3aBIa€ETbCs NCAKUN 30MTOK, a 3a0e3MCUCHHS
3axucTy iHpopManii mos’s3ane 3 BuTpaTamu [6]. Oui-
KyBaHy BapTiCThb 3aXHCTy MOXXHAa BH3HAUUTH CYMOIO
BHUTpAT HA 3aXUCT 1 30UTKOM Bif i1 MOpyIIeHHSA. 3a3Ha-
YeHy 3aJeKHICTh rpadivHo imocTpye puc. 1 [6]. Oude-
BUJIHO, IO ONTHMAJBHUM PIilIEHHSM € BUAJICHHS Ha
3axHcT iHpOpMalii KOmTiB y po3Mipi By, OCKUIBKH
caMme TIpH IbOMY 3a0e3MeuyeThCs MiHIMI3allis 3araabHOT
BapTOCTI 3aXHCTy iH(pOpMaIIii.

\ OnrumanbHuii piBeHb Ge3IeKH ;
\ 1py MiHiMaIbHHX BUTpaTax (B )

Bapticts

3araibHa

BapTICTh Bapricts

30MTKY Bij
TOpYyLIEHb
Gesrnekn

Baprictb
3aX0IiB
Oe3nexn

0% PiBeHn Oesmexu 100%

Puc. 1. BapricHi 3anexHocTi 3axucty iHpopmarii

IcHye psim YMHHUKIB, SIKi BIUTUBAIOTh Ha €KOHOMI-
YHY e(EKTHBHICTh BUKOPHUCTAHHS CHCTEM 3aXHCTy IH-
¢dopmariii y iHpOpMAaIliiTHO-KOMYHIKAIIIHHUX CHCTEMaX
Ta Mepexax. J[o HUX Hacammepen CIiJi BiJHECTH Bap-
TicTh iH(OpMAIIii, 10 MepeaaeThcs Yu JAOXIia Bif il rme-
penaBaHHs; MOTEHITINHI 30UTKU; IMOBIPHICTh 3iACHEH-
HS aTaku Tomo. ToMy HEOOXiTHOIO € po3poOka MOIEII,
sIKa 3MOXKE TIOETHATH B €001 BCI 111 KpUTepii.

B [5,6] 3anmponoHOBaHO MOJETb, sIka HAJa€ 3MOTY
KUIBKICHO OIIHUTH JOIIBHICTh BIPOBAKCHHSI CHCTEM
3aXHUCTY 110 iHhOPMAIIHHO-KOMYHIKAIIIHOT CHCTEMH.

Uuctuii npuOyTOK BiA mepenaBaHHs iH(opmarii
OpEHJIOBAaHUM KaHAJIOM BU3HAYAETHCS 3 BUPa3y
Q=D-s, (D
ne D — moxim BiA mepemaBaHHS iH(pOpMAIi KaHAJIOM
3B’s3Ky (BapricTh iHQopmarii; S — BapTicTh OpeHIH
KaHaJy 3B’53Ky (BapTiCTh MOCIYT OMepaTopa 3B’ s3KY).

Joxin Bix nmepemxaBanns indopmarii D i3 popmymu
(1) oroToxkHUMO 13 BapTicTIO iH(OpMarii, o0 nepena-
eTbcs. Bapricte iH(oOpMalii MOXHa BCTaHOBUTH 3a
HACTYIHOIO MoJiesuTio [9]:

D=Simple Information Cost = Sale Cost + Possible

Damage + Half-received Profit, 2)
ne Sale Cost — puHKOBa BapTicTh iH(pOpMaIii, ToOTO, 32
Ky BapTiCTh MOXJIHMBO MNpojaTd iH(popMamito Oyib-
sskoMy mokyniesi; Possible Damage — moxxiuBi 3aBaaHi
36MTKH y TPOLIOBOMY eKBiBajeHTi. MOro BemmumHa
3aJIeKUTh BiJ 0aratboxX (HakToOpiB: MIIHICTH 3B'S3KIB
KOMIIaHii 3 KIi€eHTaMu, sIKiCTh iH(opMaIli, CTpyKTypa
iHpopManiiHoi nomiTuky Komnawii i T.1.; Half-received
Profit — HemooTpUMaHMIA IPUOYTOK.

Bemmuunu Possible Damage i Half-received Profit
OLIIHIOIOTHCS BUXO/ISTYH 3 SIKOCTI iH(popMarii, i 1 BILTUBY
Ha OCHOBHY MisUTBHICTH KOMITIaHii. B KO)KHOMY OKpeMo-
My BUIAJIKY, sl KOKHOI okpeMoi ¢ipMu un (i3udHOI
0cO0M HEOOXiMHO KOPHUCTYBATUCS IHAWBIAYaJIbHUMHU
METOJMKAMH TaKHUX OLIHOK, MPH [[LOMY HE BUKIIIOYEHO
BUKOPHCTAaHHS raJTy3eBUX PEKOMEHIAIli.

Jlami HeoOXiJHO BU3HAYMTH JOIIBHICTH IPOBE-
JIeHHs 3aXOJiB 13 3axucry iHdopmarlii. ¥ pasi mpoBe-
JIEHHSI 3aXOiB MIOJI0 3aXUCTy iH(pOpMaIii YucTuil npu-
OyTok Bij mnepenaBaHHs iH(opMalii 3HU3UTHCS 1 HOrO
MOYKHa BU3HAYUTH HACTYITHUM YHHOM:

T
Q3 =D—S—C3'——CB'(1—p0), (3)
To

ne C3 — BapTiCTh OpraHi3aIlifHO-TEXHIYHUX 3aXOMiB i3
3axucty iHdopmanii; T — 4ac mepemaBaHHsS MOBiTOM-
nennst; Cg — 3araibpHi 30UTKU Bij BTpaTH iHpOpMAaIii;
Po — HMOBIPHICTb BiIOMTTA 3arpO3H.

Haii6inpin 3aranpHa OI[iHKa — HMOBIPHICTH 3aXH-
LIEHOCTI MEpEeXi — 3HAXOAUTHCS HA IiACTaBl HACTYITHO-
ro cmiBBigHOmEeHH [10]:

p=p xp”, (4)
nie p ' — HMOBIPHICTh 3aXHIIEHOCTI BiJl ()akTOpiB, IPOTH
SIKUX HEMAa€ CUCTEMH 3aXHUCTy, a p” — AMOBIPHICTh 3a-
XHIIEHOCTI BiJl PAaKTOPIB, IPOTH SIKUX € 3aXUCHI 3aCO0H.
BiAIOBIAHO,

p' = Ilicon(l — pi) (5)

Jie N — 3arajibHa KiJIbKIiCTh (PakTopiB, MPOTH SKHUX BiACY-

THS CHCTEMa 3aXHUCTY, a [-HMOBIPHICTh BUHUKHEHHS i-
01 3arpo3mu.

p’ = 1_I|=L"_|:|'|'f.1 (P~ -—I]=D_k{1- Fl]cajj’ (6)

Jle m — 3arajibHa KUIbKICTh (h)aKTOpiB, IPOTH SKUX ICHYE

CHCTE€Ma 3aXHCTy, Pj — HMOBIpHICTh BMHHMKHEHHS i-0i

3arpo3u IbOTO THITY, K — 3arajbHa KiJIBbKICTh PI3HHX

3ac00IB 3aXHCTy, CIPSIMOBAaHMX Ha HEWUTpasi3allito i-oi
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3arposH, p;“* — HMOBIPHICTb CIPALbOBYBAHHS j-IO 3a-

XHCHOTO MEXaHi3My, O00'€KTOM BIUIMBY SKOTO € j-Ta
3arposa.

[InsxoM KOpEKTHOrO IMpPOEKTyBaHHS 0a3W NaHHX
BCIX KOMIIOHEHTIB, HEOOXITHHUX JUIS MOIEITIOBAHHS,
MOXKHa 0e3 0COOJIHMBHX 3yCHJIb aJlTOPUTMI3yBaTH HaBe-
nieHi hopMyu.

Jlami BBeneMo TOHSTTS WMOBIPHOIO 30UTKY SIK
TBOpU 30HMTKY, IO HAHOCUTHCS 1-OM 3arpo30K0 j-OMY
00'€KTY 1 BUPQKEHOT'0 B BIJHOCHUX OIMHUILIX (CKaKiMO
BiJl HYJISI IO CTa), i HIMOBIpHICTh BUHUKHEHHS i-01 3arpo-
3u. lle KOMILIeKCHa XapaKTepHCTHKa, IO BiloOpakae
CTYMiHb Ypa3JIUBOCTi 00'€KTa B MaTEPialbHOMY ACIIEKTi.
Skiro B mporieci po3paxyHKy HMOBIPHOCTI 3aXHUIIEHOCTI
JUIs KOXKHOTO BUAY 3arpo3H 3HAXOIUTH HMOBIpHHH Bij
Hel 30MTOK, TO OTpHMaHa KapTHHA JI03BOJIUTh ITOPiBHS-
TH JECTPYKTUBHI Nii PI3HUX 3arpo3 i BH3HAUUTHU SIKY
peanbHy HeOe3MeKy Hece B co01 TOM U 1HIIUH (hakTop i
B SKiif TIOCNIJOBHOCTI HEOOXiTHO HEHWTpaIi3yBaTh il
SIKHX 3arpo3.

Bezniu 3HaueHb WMOBIPHOTO 30MTKY MOXKHA OTpH-
Matu 3a popmysioro [3]:

5 =S pi Mol — 50 - (7)

Skmio oTpuMane Oe3Jlid BiACOPTYBATH 3a CIajaH-
HSIM, TO OTPUMaHHI psij Oyne BimoOpakaTh MOTEHIIHHY
HeOe3IeKy OKpeMo B3SITOT 3arpo3H IpH ii BILUTHBI Ha 00'e-
KTH JIOKaIbHOI Mepexi. TakuMm 4uHOM, B JaHiil Monedri
YCYBA€ThCS HEIOJNIK, MPUTAMAHHUN OaraTbOM 1HIIIHM
MOJIEIIAIM 3aXHCTy iH(opMallii, Mmomsirae y BiICYTHOCTI
00J1iKy 30UTKIB BiJ Iii AecTabini3yrounx (pakTopis.

Y nmaHifi Momeni Ui OIHKH 30UTKY, IO HAaHO-
CHUTBCS JecTadiTizylounMu (hakTopamu, 1 BapTocTi 00'e-
KTiB CHCTEMH 3aCTOCOBaHA €JIMHA BiJJHOCHA i€papxidHa
mkana. €1rHa 1IKana o3Hayae piBHICTh I[IHU BCIX KOM-
MIOHEHT, [0 MAaIOTh OJHY 1 TY K MOPSIKOBY OLIIHKY, TaK
SIK JIHIMHUHA TOPSIOK JI03BOJISIE TIOPIBHIOBATH OKpeEMi
KOMITOHEHTH I10 IIHHOCTI BiTHOCHO OiMH oxHoro. OnqHa
3 TIepeBar Li€lo MiIXOAy HONATae B MOXKJIMBOCTI OIiHU-
TH CyMapHy BapTiCTh KOMIIOHEHT 00’€KTa 3axucTy abo
K 3araJibHUH HaHOCUTHCS CHCTEMi MartepiallbHUN 30u-
TOK B TPOIIOBHX OAMHHIIIX. Tak, SIKIIO € JaHi mpo 30u-
TOK 200 BapTOCTI BCIX KOMIIOHEHT CHCTEMH, BH3HAYEHI
B OIMHMIIX BIJHOCHOI IIKAJIH, 1 SKIO TOYHO BiJOMO
3HAYEHHsI BapTOCTi B IPOMIOBUX OAMHUISLX X04a O OffHi-
€1 3 KOMITIOHEHT, TO He CKJIaJie HisIKMX TPYIHOLIIB (3a1i-
SIHUH JIMIIE arapaT MpOoINOpLiHHOro nepepaxyHKy) Iie-
pepaxyBaTH BapTICTh B TPOIIOBHX OMUHMIAX BCIX 1H-
X KOMIIOHEHT, | HaBIakW, SIKIIO ampiopHO BiJgoMa
3arajbHa BapTicTh iHpopMaii (Bciel cucteMu B LiJIO-
MY), TO BiZIHOCHI OLIIHKH B MOPSIKOBOI IIKAJIOK 103BO-
JISIFOTH OOYMCITUTH LIIHA KOMIIOHEHT.

BigHocHy ckiasiHICTh B paMKax JaHoi MoZeni Mo-
ke BUOYBaTH BU3HAYEHHS Ha €Taml MiJrOTOBKH MOJEINI
0 poOOTH 3HAYEHb 30WMTKY, IO HAHOCHUTHCS CHCTEMI
pi3HUMHU Jectabinmizytounmu  Qakropamu. OpHUM 13
Croco0iB, sIKi JO3BOJSIOTH CIIPOCTUTH IO 3ajady, €

OIlIHKAa MOKJTUBUX BTPAT HA OCHOBI OTPUMAHHX PAHIIIE
BapTOCTEHl OO'€KTIB 3aXHCTY, BUXOIAYH 3 MPOTHO3Y
MOXIIUBHX 3arpo3 UM 00'ekTam. MOXKIHMBOCTI 3arpo3
OIIIHIOIOTHCS HMOBIPHOCTSAMHU BIAMOBIAHUX TOMINH, a
BTPATHU MiAPaXOBYIOTHCS SIK CyMa MaTeMaTHIHUX OYiKYy-
BaHb BTPAT Ui KOMIIOHEHT 3 PO3MOILTY MOXIJIUBUX
3arpos.

B [5] Oyno BBereHO MOHATTA Koe(illi€eHTa 3HU-
JKCHHS MPUOYTKOBOCTI 3aXHIIEHOI CUCTEMH TepeiaBaH-
Hs iHpopManii K3, skuii Moke OyTH OOYMCIIEHHMH 3a

¢dbopmynoro (8):
K,=Q,/Q. ®)

Leii moka3HUK O3BOJISIE OLIIHUTH HACKIJIBKH 3Me-
HIIUTHCS TPUOYTOK OpraHi3alii micis, BIPOBAKECHHS
3ax0jIiB MIO/I0 3aXUCTy iH(popMarii. Skimo opraHizaris
(pismuHa ocoba) He Oaxkae BHPOBAPKYBATH 3aXOAU
IIO/I0 3aXKCTY BIACHOI iH(GopMaIlii, HEOOXiIHO OLIHUTH
HMOBipHE 3MEHIIEHHS NMPHOYTKY B pa3i MepeXOIUIeHHS
OCTAaHHBOI.

KoeoimieHT 3HMWKEHHS TPUOYTKOBOCTI HE3axHIIe-
HOi cucteMu Ky MoxHa mpeactaBuT Gopmysoro (9):

K=Q./Q. )

[izxoM oueBUIHO, IO KO Ky > K3, TO Oymb-sKi
3aXO0[H 100 3aXUCTy iH(pOpMAIlii B CHCTEMI HE MarOTh
ceHcy. 110 HepiBHICTh MOXKHA 3aIIMCATH TAKUM YHHOM

0<Z=Ky-Kj3. (10)

OTpuMaHi pe3ynbTaTd JO3BOJSIOTH NMPUHMATH pi-
LIEHHS WIOJO JAOLIJIBHOCTI IPOBENECHHS 3aXOMiB IO
3axucry indopmanii B IKC.

TakuM YMHOM, Ha OCHOBI 3aIPOITOHOBAHOI MOJEINI
MOXKHa BH3HAYUTH €KOHOMIYHY e(eKTHBHICTH BIPOBa-
JOKEHHSI CUCTEM 3aXHUCTy iH(popMarii 1o iHpopMariiHo-
KOMYHIKaILliIHAX CHUCTEM Ta MEpeX i TaKOX 10 MEpex
4G 30KpemMa.

Jlst mpoBeneHHs OIIHKM €KOHOMIYHOI e()eKTHB-
HOCTI BHMKOpPHCTaHHS CHCTeM 3axHcTy iHdopmamii B
CTUTPHUKOBHX MepeXaX YeTBEpTOro MOKOJIHHA He00-
XiIHO BU3HAYMTH MOXJIMBY LIHHICTH iH(pOpMamii, sika
LUPKY/TIOBATUME B MEpPEeXax TAaKOro THITY, IMOBIPHICTb
BUHHMKHEHHSI 3arpo3, OCHOBHI MOJJIMBI BHIM aTak Ha
Mepexi 4G, BapTICTh OpraHi3alliifHO-TEXHIYHHX 3aXO0-
IiB 13 3axucry iHQopmamnii BiJ HECaHKI[IOHOBaAaHOTO
BIUIUBY a00 MOIIKO/KEHHSI.

oo BapTOCTI iH(pOpMAIIii, KA MepeIaBaTUMETh-
cs B Mepexxax WiMAX ab6o LTE, To Bona marume 30-
BCIM pi3HY BEIMYMHY JJIsI Pi3HUX TPYN KOPUCTYBadyiB.
MepexaMy 4ETBEPTOrO TOKOJIHHS 3MOXYTh KOPUCTY-
BaTHCS SIK MIPOCTI KOPUCTYBayi, TaK i, HAPUKIIA, BIac-
HUKH Pi3HUX KOMIIaHil, sIKi 3MOXYTh Nepe/laBaT Ba-
TUBY KOH(DineHIIHY iH(pOopMaIio

HacrynHuM KpOKOM OLIIHKM €KOHOMIYHOI eheKTHB-
HOCTI CHCTEM 3aXHCTy MEpPE&XK UYETBEPTOrO IMOKONIHHS €
aHaJIi3 CHCTeM 3aXHUCTY Ta TX MOTeHIIHHUX BPa3JIMBOCTEN.

Jlo Tab:. 1 3BefieHO BIOMOCTI PO HasiBHI 3aCO0U
3axucty iHpopmanii B mepexxax LTE [11] Ta WIMAX
[12].
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Tab6muna 1
IopiBHsUILHA XapaKTEPUCTHKA CUCTEM
3aXHCTY MEPEXK YETBEPTOrO MOKOJIIHHS

Brnactusocri LTE Wi-MAX
CHACTEMU
1.Inentudixka- | Buxopuc- ceprudikar X.509,
st MOOIJTBHUX | TaHHS ineHTHdiKytoumii abo-
kopuctyBadie | ME/USIM; | HEHTCBKY CTaHIIIO, a
MME; TaKoX cepTudikar
IIPOTOKOJI X.509, mo inenrudi-
PDCP; Ky€e BUpOOHHKA aOoHe-
iepapxis HTCHKOI CTaHIIIT;
KITIOYiB 160-6iToBuii KiFOU
EPS; anro- | aBropuzauii (authoriza-
putM aBTe- | tion key, AK); 4-
Hrudikauii | 6iroBuil ineHTH]iKa-
HMSC- TOp KJII0Ya aBTOpHU3a-
SHA-1-96 3 | mii; 128-6iToBHI KI1H0Y
po3MipoM mupyBaHHA KIo4ya
kmova 160 | (Key encryption key,
ta 512 6it; | KEK); Kimrou HMAC
MPOTOKOMU | Juist HU3XigHuX (down-
0o0MiHYy link) Ta BHCXiITHMX
KIII0YaMHU (uplink) nosinomieHb
yepes Me- pu 0OMiHI KJIFOYaMHu
pexy Inre- | TEK; Cnucok data SA,
pHET TS SIKUX JaHa aboHe-
IKEv1 ta HTCbKa CTaHIIisl aBTO-
IKEv2 pu3oBana; Privacy and
Key Management
Protocol; Extensible
Authentication Proto-
col
(EAP,posmuproBanuii
IIPOTOKOJI aBTEHTH(DU-
Kaii)
2.1Indbpysann | AES-CBC DES, AES
s JaHUX 31 128-
OGiTHUM
KIIFOUeM;
3DES-CBC
3 3x64
OiTHUM
KIIFOUEeM
3. [Iporokomu | Encapsulat- | PKM (privacy and key
YIIPaBIiHHS ing security | management protocol)
0E3IeK0r0 payload;
ESP

He nuBnsdnce Ha 3HAUYHY HACHYEHICTH CUCTEM 3a-
XHCTY, BOHM MAIOTh 1 Jiesiki ¢cBOi Bpas3nuBocTi. [Ipormo-
HYETHCSl PO3JUINTH MOXKJIMBI aTakh Ha KOPUCTYBadiB
Mepex 4G Ha Ti, sSKi Oe3MOCEpEAHRO MOJKIIMBI Yepes
BpAa3JIMBICTh CUCTEM 3aXHUCTY, Ta Ti, SKi MOXKJIHBI B Me-
pexi InTepuer.

OTke, O TEpUIOro KJIacy BPa3IHUBOCTEH BiIHO-
catb [12]:

e Artaku (pi3MYHOro PiBHSA, TaKi SIK TITYIIIHHS Ie-
penadi curHajy, 10 Bele J0 BiIMOBH JOCTymy a0o
naBuHHUN HarmB kanapiB (flooding), mo mae Mmeroro
BHCHA)XUTH OaTapero CTaHI].

e (Camo3Bani 0a30Bi CTaHIIil, 1[0 MOB'sI3aHE 3 Bij-
cyTHicTIO ceprHdikarta 0a3zoBoi craHuii. Y craHmapTi
MPOSIBIIAETHCS SIBHA HECUMETPUYHICTh Yy MHTAHHIX aB-
TeHTU(]iKalii. 3anpornoHOBaHUH PpO3B'A30K i€l Tpo-
6neMu - iH(pacTPYKTypa KepyBaHHsI KIIIOUYeM y 6e31po-
toBomy cepenosuit (WKMI, wireless key management
infrastructure), 3acHoBana Ha ctanaaprti IEEE 802.11i.
VY wiit iHdpacTpykTypi € B3aeMHa aBTeHTH(]iKaiis 3a
nmorromororo ceptudikatie X.509.

e VYpaznuBicTh, TOB'SI3aHa 3 HE BHIIAJKOBICTIO
reHepauii 0a30BOI0 CTaHIEI KIIOYIB aBTOpPH3ALIi.
BsaeMHa yyacth 60a30BOI i a0OHEHTCHKOI CTAHIIIT, MOX-
JIUBO, PO3B's3aJ10 O IT0 TIpodIIeMYy.

e MOXIUBICTh TIOBTOPHO  BHUKOPHCTOBYBATH
kitouiB TEK, umii ctpok »xwutrs Bxke MUHYB. Lle noB's-
3aHe 3 Iyxe ManuM posmipom noist EKS inpekcy kito-
ya TEK. Tomy mo HaiOiIbIINIA Yac MKUTTS KITIOYa aB-
topu3artii 70 ni6, TooTto 100800 XBMIHH, a HAHMEHIIINI
yac kuTTa Kaoda TEK 30 XBUIHH, TO HEOOX1THE YHUCIO
MoxuBHX ineHTH(dikaTopiB kimoua TEK — 3360. A e
O3Havae, 110 YUCII0 HeoOXiquux 01T mig mons EKS — 12,

e Ille omHa mpobnema 3B'si3aHa, SIK y)Ke 3rajlyBa-
nocst 3 HeOe3nekoro BUKopuctaHHs mmuppysanHs DES.
[Tpu mocutk Benukomy uaci skutts kitoda TEK 1 inTen-
CHUBHOMY OOMiHi IOBIJIOMJICHHSIMH MOXIUBICTH 3JIOMY
umdpy SABIsIE peanbHy 3arpo3y oesneku. s npobiema
Oyna ycyHyTa i3 yBeneHHsaM mmdpysanas AES y Bu-
npasienHi 1o cranaapty IEEE 802.16e ta LTE Rel. 10.
OpHak, BeIMKAa KUTBKICTh KOPUCTYBAYiB JO ITMX MAae
BCTaTKyBaHHS, 10 MiATPUMYE JIMIIE CTApUil CTaHAAPT
IEEE 802.16.

Jlo mpyroro kimacy Bpa3JIMBOCTEH KOPHUCTYBadiB
Mepex 4G ¢ BiTHECTH BCi MOXITUBI BUIIM aTak 4yepes
Mepexy Internet, amke BoHa Oyle OTHHUM i3 OCHOBHHX
CepeIOBUII CITIJIKYBaHHS Ta 00OMiHYy AaHumu [13]:

o ®dparMmeHTallis JaHUX.

e Araxka Ping flooding.

e HecranmapTHi HPOTOKONH, IHKAICYJIbOBaHI B
IP.

e Araka smurf.

e Artaka DNS spoofing.

e Araka IP spoofing.

e Hag'si3yBaHHS MaKeTiB.

e Sniffing — npocayXxoByBaHHS KaHAIY.

o [lepexorieHHs MaKeTiB HA MapUIPYTU3ATOPI.

e Hag'sizyBaHHS XOCTy XHMOHOrO Mapuipyry 3a
Joromororo nporokoixy ICMP.

e WinNuke.

o [ligmiHa gOBipeHOT XOCTa.

¢ Fishing.

e Whaling.

JI1s1 3aXMCTY BiJl JISKUX THUIIB MEPEKEBUX aTak HA
MOOIIbHI TPUCTPOI MOXKE 3aCTOCOBYBATUCH aHTHBIpYC-
He TporpaMHe 3a0e3mneucHHs (Hampukian, Kaspersky
Mobile Security — 3axucT MOOULIFHOTO MPHCTPOIO Bij
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MepexeBHX arak, wmkigmusoro 13 Ta SMS-cnamy To-
o) [14].

Benuunna 30uTkKiB Bif BTpaTth iHdopMalii B Mepe-
xax 4G Moxe BapiloBaTHCS B NIMPOKOMY Jiara3oHi, a
IMOBIPHOCTI BUHUKHEHHS PI3HHMX THIIIB arak, iX BiIOWTTS
MOXKHa 3HAaXOJIUTH 32 JIOTIOMOT'OI0 CTATUCTHYHOTO aHAII3Y
iH(opMaIii M0a0 KUTPKOCTI PI3HUX THIIB aTak Ha pi3Hi
BUJIU PECYPCIB Ta 3a A0MoMororo Gopmyi (4)-(7).

BMCHOBKM

VY pobGoti HaOynau MOAANIBIIOr0 PO3BHTKY MOAEINI
OLIHKK EKOHOMIYHOI e()eKTUBHOCTI BIIPOBAKECHHS
CHCTEM 3aXHCTy B TEIEKOMYHIKallifHUX cHCTeMax Ta
Mepexxax. bynma pospoOiieHa y3araibHeHa MOZENb, sIKa
JIO3BOJISIE KUIBKICHO BU3HAYUTU JIONIJIBHICTH BIPOBa-
JOKEHHSI CHCTeM 3axucry iHdopmamnii 3 eKOHOMIYHOI
ToukH 30py. Jlo ckiamy Momen BXOAATh HACTYIIHI IO-
Ka3HUKHU: BapTICThb iH(OpMaIlii, iMOBIpHICTb BiIOHTTS
3arpo3u, MOJKJIMBI 30UTKH BiJ BTpaTH iH(pOpMaIlii ToIIo.
Ha ocHoBi 3ampornonoBanoi Mojeni OyB po3poOieHuit
aITOPUTM BU3HAUEHHS EKOHOMIYHOI e(eKTUBHOCTI
BIIPOBAKEHHSI CUCTEM 3aXUCTY B MEpEXax 4eTBEpPTOro
nokoJiHHs. He Bhanmocst HaBecTH KiNBbKIiCHI PO3paxyHKH
Yyepe3 Masly BUBUYEHICTh JIAaHOTO MUTaHHS Ta MaJly KiJlb-
KicThb cTaTUCTUYHOI iHpopmamii. ToMy B mopambmimx
JIOCII/DKEHHSIX TUIAHYEThCS TPOBECTH OLIbII MOBHUM
aHaJli3 CTaTHCTHYHUX JaHUX Ta Ha IX OCHOBI TOYHO
BU3HAYUTU JIOIIBHICTh BHKOPHCTAHHSI PI3HUX 3axHcC-
HUX MexaHi3MiB Mepexx 4G Uit pi3HUX TPy KOPUCTY-
BayiB.
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SKOHOMMYECKAS 3t DEKTUBHOCTbL BHEAPEHUA
CUCTEM 3ALLMTbI COTOBBIX CETEM 4G

P.C. Onapuenxo, C.1O. Jlykun

Paccmampusaemcsa mooens oyenku IKOHOMUYECKOU IPPeKMUBHOCMU HEOPEHUs. CUCIEM 3AUUMbL COMOBBIX Cemell Yem-
sepmozo nokonenus (4G). IIpuseden mamemamuueckuil annapam 015 OYeHKU Yeneco0OpasHOCMU 6HEOPEHUs. CUCTNEM 3auumbl
cemeti 4G u npugeden ancopumm OYeHKU ux IKOHOMUYECKOU Ihdexmuenocmu.

Knroueswie cnosa: comosas cemo; nokonenue 4G; cucmemvl 3auumbl, IKOHOMUYECKAs IPPEKMUEHOCb, 6ePOSMHOCHTL
3aWUmMbl,; CHUICEHUE NPUOLLTLHOCIU, BNEYAMAUMETLHOCU,; Cemesble amaKi.

THE ECONOMIC EFFICIENCY OF SECURITY SYSTEMS
IN 4G CELLULAR NETWORKS

R.S. Odarchenko, S.Y. Lukin

A model evaluation of the economic effectiveness of the protection system of fourth generation (4G) cellular networks is
considered. The mathematical apparatus to assessfeasibility of introducing the 4G network security and an algorithm for evalua-

tion of their economic efficiency are given.

Keywords: cellular network; generation of 4G; systems of defence; economic efficiency; probability of defence; decline of

profitability; to impressionability; network attacks.
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