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OBI'PYHTYBAHHA BUBOPY IHTEPBAIY CNOCTEPEXEHHS
MPU OYIKYBAHHI NOBISIbHOI DOS-ATAKU

Iposedeno ananiz mosicnusocmi peanizayii noginenoi DoS-amaxu. O6IpyHmMoeano iHmepea CnoCmepeiCenHst

npu OYIKYBAHHI AMAKy 0AH020 MUNY MdA MOAICIUBICIY i1 GUAGIEHHSL.

Knrouosi crosa: nosinona DoS-amaxa, inghopmayiiina besnexa, Komn 1omepHa 3104 UHHICMb.

BecTtyn

MMocranoBka mpodaemu. Kinenp XX cromirrs
03HaMEHYBABCSl CTPIMKHM 3POCTaHHSM TEMITY PO3BHTKY
iH(pOpPMAIIHUX TEXHOJIOTH Ta X MIMPOKUM 3acTOCy-
BaHHSAM Y BCiX cepax JIIOJCHKOI AiSUIBHOCTI. 3 OIHOTO
00Ky, II¢ JTaJI0 3MOT'Y CYTTEBO 301JIBIIUTH MPOIYKTHB-
HICTh Mpalli, a, 3 I1HIIOro, MOKJIAJ0 MOYaTOK TaKOMY
BUY 3JIOYMHHOCTI, SIK iH(pOpMaIiiHa. 3 KOXKHUM POKOM
3’SIBJISTACS. HOBI LUISIXM HECAHKI[IOHOBAHOT'O JIOCTYITY
110 KOH(]1IeHIiHHOT iH(popMaIllii Ta MopyIIeHHS Mpame3-
JIATHOCTI 1H(OpMaIii{HO-TEeIEeKOMYHIKALlITHUX CHCTEM.

Amnaui3 gitepatypu [1 — 8] nokazas, mo icHye
BeJMKa KUIBKICTh 3arpo3 iH(opmaniiHii Oe3neni. Bix
OLIBIIOCTI 3 HUX HAa JIAHWH Yac iCHYIOTh €()EKTUBHI Me-
Toau 3axucty. OHaK METONy, IO JIa€ 3MOTY e(heKTUB-
HO MPOTHIIATH MOBLIBHIM DoS-ararii, He icHYE.

OcHOBHa YacTuHa

MoskimBicTh peanizaiii noBiibHOi DoS-ataku 00y-
MOBITIOETBCSI OCOOJTUBOCTSIMU poboTH npoTtokony TCP, a

Wireshark IO Gr

caMe MexaHi3My TaiiM-ayTy Ta HOBTOPHOI Iepenayi ma-
kety. Lleit MexaHi3M Ipalfoe HACTYITHUM YHHOM: ITiCIIS
BiJINIPaBIICHHS TIAKETY OYIKYEThCS MaKeT-BiAIOBiAb MPO-
TsiroM iHTepBan yacy RTO (Retransmission TimeOut).
SIKII0 MaKeT-BiANOBIAb HE PUXOAUTH Y MPOJIOBXK IIHOTO
IHTEpBaly Yacy, BUKOHYEThCS TIOBTOPHA Tepeaaya rmake-
Ty, @ RTO 36i1b11y€ThCSl TAKMM YHHOM:

to =t +2t,, t;=1, n=1k.

(D

1o 0coONUBICTE BUKOPUCTOBYE 3JOBMHCHHK JIJISI
peamizauii ataku. Bin Bigmpasisie iMmynsc Tpadiky B
ki iHrepBay RTO. Bracnifnok nporo, kaHai 3B s3Ky
TIEPETIOBHIOETHCS. B MOMEHT, KOJHM HaJIXOISTh MaKeTH-
BIJIMOBII, B 3B’5I3KY 3 IIUM BOHU HE OTPUMYIOThCs. Jlami
BiH TOBTOPIOE CBOI Aii. TakuM 4MHOM, BUHHKAaE CTiiiKa
Herpale3/IaTHICTh cucteMu. ['padiyHe mpencraBieHHs
moBuTbHOI DoS-ataku, oTpuMaHe Hpu ii eKCIepUMEH-
TaJbHOMY JOCIIKEHHI, IPeACTaBICHe Ha puc. 1.

Sk BumHO 3 puc. 1, miku Tpadiky moxomsats a0 100%
3aBaHTAXKEHOCTI KaHaJy 3B’SI3KY 1 3 SIBIISIIOTHCS 3 1HTEpBa-
namu 1, 3,9, 27 Ta 81 cekyHna, 1o Bizmosinae Bupasy (1).
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Puc. 1. I'pagiune npencrasiaeHHs noBiapbHOI DoS-aTaku
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@dyHIaMEHTAIBHOI0 MOJIIUBICTIO BHSBJICHHS I10-
BUTbHHX DoS-atak Moke OyTH MOOYIOBa KOHTPOJIBHUX
XapaKkTepUCTUK Tpadiky IpH MITATHOMY PEXHUMI 3 Mak-
CHMAaJIbHOIO 3aBaHTa)XEHICTIO MEPEeXi Ta MoJaJIbIle BH-
SIBJICHHSI aHOMaJTill B cTpYyKTypi Tpadiky. Ilin anomai-
€10 PO3YMIETHCS IMOMIsl, IO XapaKTEPU3YETHCS BiIXH-
JICHHSM BiJ CTaHAApTHOI CTPYKTYpH Tpadiky, oTpuMa-
HOI paHilre. Ajle aHOMaJIis 1ie He TOBOPUTH PO Te, IO
Wne araka. Jlns TPUHHATTS pIlIEHHS NP0 HAsIBHICTH
aTaky HeoOXiJHUI aHaii3 orpuMaHoi anomadiii. [Ipu mo-
BibHUX DoS-atakax aHomamii OymayTh MaTH BUIJISI KO-
POTKOYACHUX CIUIECKIB TpadiKy, SIK MOKa3aHo Ha puc. 1.

OTpuMaHHS AEKIIbKOX MiKiB Tpadiky 3 BKa3aHUMU
iHTepBaJlaMU OJIHO3HAYHO CBIqUUTH IPO Te€, IO HIe
nmoBiikHa DoS-ataka. OmHak iHTEpBal 4acy, 3a SKUA
MIPOXOANUTHh OIUH IMKI aTakH, JOCUTb BETUKHA. Tomy
OYiKyBaTH TaK JOBT0, 100 3pOOMTH BUCHOBOK IIPO Has-
BHICTh MOBUIbHOI DoS-aTaku, HepalioHaJIbHO 1 HeOe3-
MIEYHO 3 TOYKH 30pY HOPMAJBHOI Mpare3aTHOCTI ChC-
TeMU. 3BiJICH BHTIKa€ HEOOXiJHICTH BHOOPY MEHIIIOTO
IHTEpBAaJLy Yacy CIOCTEPEKEHHSL.

PosrisiHeMo iHTEpBas 3aBaHTa)KEHHS KaHAIy 3B's-
3Ky BiJl HYJIsI 1O MakKCHMaJbHOTO, OTPUMAHOI'0 EKCIie-
puMeHTanbpHO. BukopucroBytoun HepiBHicTh YebOuiire-
Ba, 3HaWJAEeMO HMOBIPHICTH TOro, IO 3aBaHTAKECHHS
KaHally B Oynb-SKMH JOBUIBHMI MOMEHT 4Yacy IOTpa-
ITUTH B LICH IHTEpBAT:

P(|x—a|sg)21—i§), )
€

nme X — pumajkoBa BenmuumHa, a = M(X) — maTeMaTu-
YHe CIIOMIBaHHS BUIIAJKOBOI BeaTuuuHd X, €>0.
CrocoBHO 10 Hamioro punajaky X =C — 3aBaHTa-
JKCHHS KaHaly 3B'A3KYy B JOBUIBHHH MOMEHT 4acy,
a=M(C) — mMaTeMaTHYHE CIIOAiIBaHHS 3aBaHTAKCHHSI
KaHaly 3B’s3Ky, €=C

max — MAaKCHMaJbHE 3aBaHTa-

JKCHHS KaHay 3B's13Ky. OHaK, HaM HEOOXiIHO OLIHUTH
P(C<C
KaHaly 3B'SI3Ky B JIOBIJIbHUM MOMEHT 4Yacy HeE IepeBH-
LIye MakCHMaibHe. AJie Uil TOro, 00 BHUKOPUCTATH
HepiBHiCT, YUeOuimeBa it OWIHKM i€l HMOBipHOCTI

max) — HMMOBIPHICTb TOTO, IO 3aBAHTAKEHHS

HeoOXiJJHO BU3HAYNTH HIDKHIO IpaHuUIo iHTepBany Cg,
siKa TIOBMHHA OYTH CHMETPHUYHA MaKCHMAaJbHOMY 3Ha-

YCHHIO 3aBaHTAXKCHHS KaHaly 3B’913Ky C BiI[HOCHO

max
MatematuuHoro ouikyBanus M(C). Tomy mepeiimzemo
JI0 OLIHKM WMOBIPHOCTI MOTpPAaIUITHHS BUIIAKOBOi Be-
mmunEd C 70 iHTepBalty [CO;CmaX] , TOOTO IMOBIpHO-
CTi TOrO, IO 3aBaHTAXKEHHs KaHany 3B’s13ky C B JIOBi-
JBHAH MOMEHT Yacy HE IEepEBUINUTh MaKCHMaJbHe

Cmax
BHKOPHCTAEMO HACTYITHHUN BUPA3:

Cop =2M(C) - Cppax - 3)

Hani ana oninku P(Cy <C<C

Ta HE 6yz[e MCHIINM CO , AJI1 BUBHAUCHHS IKOI'O

max) HEOOXiTHO

TIepelTH JI0 CTaHapTHOrO BULy HepiBHOCTI YeOuena.

BigHiMeMO Bil KO)KHOTO WieHa HEpPIiBHOCTI Mare-
maTtuyne odikyBanHss M(C) . Orpumaemo:

P(Cy —M(C) <C-M(C)<Cpax —M(C)). (4
Tak six 3HauenHs Cy —M(C) ta C,, —M(C) pi-

BHI 332 aOCOJIIOTHUM 3HAYEHHIM, MAEMO:

P(IC—M(C)| < Cpax ~M(C)). (5)
HepiBHicts UeburieBa npuiimae BUTIISIA:
D(C)

P(C~M(C)] € Cipax ~M(C)) 21~ (6)

(Conax ~M(O))

Toxi MaeMo HACTYIHUI BUpa3 AJIsl OLIHKK HMOBI-
PHOCTI TOTO, IO 3aBAaHTAXKEHHSI KaHAy 3B'S3KY B JIOBi-
JILHAH MOMEHT Yacy He IEPEBUIIye MaKCUMaJIbHE:

P(Co < C < Cpg) 2 1= D(C)/ (Conax ~M(Q))* . (7)

[IpoBeneHo excriepuMeHTallbHE JOCIIIKEHHS po-
00TH  1H(pOPMAIIHHO-TEIICKOMYHIKAIIHHOT ~ CHCTEMH
CHeLiaIbHOrO TPU3HAYEHHS B PEXHMI IPaHHYHOrO 3a-
BaHT)XCHHs KaHay 3B’s3Ky. byjgo BH3Ha4eHO MaKcu-
MaJIbHe 3HAYEHHS 3aBaHTKEHOCTI KaHAly 3B’SI3KY, sSIKe
cknaiio 68%, MareMaTW4HE CIIOAIBaHHS, SKE CKIIAJIo
52,3% Ta mucnepciro, mo ckiana 14,6%.

BukopucroBytoun Bupas (7), 3HaiimemMo HMOBip-
HICTh TOTO, IO 3aBAHTAXKEHICTh KaHAITy 3B 53Ky iH(Op-
MalliifHO-TeJleKOMYyHiKaliiHoi cucremu C He NepeBu-

muth Cpo

4,6
2
(68-52,3)
Toxi HMOBIpHICT, aHOMaIi, B TOMY YHCIi MKy
Tpadiky, xapakTepHoro s NOBUIbHOI DoS-aTaku,

P(Cy <C<68)>1- >0,94.  (6)

P, <0,06. A HMOBIpHICTp OTPUMaHHS JBOX TiKiB 3a

KOPOTKHI TPOMIXKOK Yacy Oyze IOpiBHIOBATH Pa2 i

cknagae menuie 0, 0036.

Tomy, oTpuMaBIm 1Ba miku Tpadiky 3 iHTEPBAIOM
OnM3bKO 1 CeKyHAM, MOXKHA 3pOOUTH BHCHOBOK, IO
novaiacs moBisibHa DoS-aTaka.

BucHoBKMu

TakuM 4MHOM, 3 PO3BUTKOM iH(pOpMAIiHHHUX TeX-
HOJIOTH MOCTIHHO 3’ABJAIOTHECS HOBI LIIAXW HECAHKII-
OHOBAHOTI'0 JOCTYIY 110 iH(OpMaIlii Ta MOPYIICHHS Mpa-
LE3JaTHOCTI 1H(GOPMAIIHHO-TEICKOMYHIKAI[IHHUX CHC-
TeM. OIHMM 3 TaKMX LUIAXIB € mHoBiabHa DoS-araxa,
Ky Jy)K€ Ba)KKO BHSBUTH B HACIIJIOK TOTO, IO KaHAJ
3B’SI3KY NEPENOBHIOETHCS TIIBKHA B IIEBHI MOMEHTH Ya-
cy. Alle 1ie € CYyTTEBOIO HEOE3NEKOI0, TOMY IO MPH3BO-
IUTh JO CTIMKOI Hempame3JaTHOCTI  iH(pOopMamiiHO-
TEJIEKOMyHIKaI[iifHOT Mepexi. MOXKJIMBUM IIISIXOM BH-
SIBJICHHSI JIAaHOT'O THITY aTak € MOHITOPHHT Tpadiky cHc-
TEMH Ha IPEJMET HAsBHOCTI XapaKTepHHUX JUISl TTOBLIb-
Hoi DoS-artaxu mikiB Tpadiky. Sk 0yiio mokazaHo BUIIE,
JIOCTaTHBO OTPUMATU JBa TAaKUX MIKH 3 I1HTEPBAJIOM
0mm3bKo 1 cekyHau, 1100 3po0MTH BUCHOBOK IIPO HasiB-
HicTh MoBUTEHOT DoS-araku.
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OBOCHOBAHME BbIEOPA UHTEPBAIA HABNIOOEHUA NPU OXXUOAHUU MEOQNIEHHOW DoS-ATAKU
WU.B. Py6as, E.C. Jlomaxos, /I.B. IIpu6sisHOB

Ilpogeden ananuz 6o3modcnocmu peanuzayuu meoiennot DoS-amaku. Obocnogan unmepean HAbRI0OEHUss NPU OHCUOAHUU

amaxu OAHHO20 MUNA U B03MONCHOCTb €€ BblS6ICHUSL.

Knioueswie cnosa: meonennas DoS-amaka, ungopmayuonnas 6e30nacHocmb, KOMIbIOMEPHAs NPECMYRHOCb.

JUSTIFICATION OF THE CHOICE OF THE OBSERVATION INTERVAL OF WAITING SLOW-RATE DOS-ATTACKS
1.V. Ruban, Y.S. Loshakov, D.V. Pribilnov

Analysis of the capabilities of realization of slow-rate DoS-attack has carried out. The observation interval of waiting for

this type of attack and the possibility of identifying has justified.

Keywords: slow-rate DoS-attack, information security, computer crime.
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