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THE CONCEPT OF CREATION OF MULTI-LEVEL COMPLEX SYSTEM
OF CYBER-PHYSICAL SYSTEMS SAFETY

On the basis of systematic and synergetic approaches there has been elaborated the paradigm and the concept
of creation of multi-level complex system of safety (CSS) of cyber-physical systems (CPS), which aims to create the
conceptual bases of protected interaction of levels and components within the context of "privacy - integrity -
authenticity"” according to the stages of creation and implementation of CPS, as a large and reconfigured universal
platform, for the implementation of the complex of functional problems in subject areas.
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Introduction

The creation of approaches, methods and techno-
logies of cyber-physical systems formation, particularly
in terms of interaction with segments of processing and
protection of information, is an actual focus area in the
context of solving the scientific, technical, social and
economic tasks of the main vectors - doctrine of infor-
mation security of Ukraine, national paradigm of sus-
tainable development of Ukraine, military (defense)
doctrine of Ukraine. Development of methodological
bases of information protection in CPS, processing of
measurement data are important in the context of secu-
rity of the system "control of target objects - data pro-
cessing - management" and provide grounds for effec-
tive implementation of the complex of tasks according
to the safety vector of the Strategy for Sustainable De-
velopment "Ukraine - 2020" and systemic solution of
scientific tasks of the EU Framework Programme for
Research and Innovation "Horizon - 2020".

Analysis of recent researches
and publications

Cyber-physical system (CPS) — combines cyber-
physical and physical spaces by integrating computa-
tional and physical processes by means of sensors and
actuators. The development of CPS has been initiated
by the Institute of Standards and Technologies ((NIST,
USA), while the term "cyber-physical system" was pro-
posed in 2006 by Helen Gill, USA. The development of
approaches to build cyber-physical systems is actual
now. In the work [1] there are presented architectural
models of CPS:

1) two-component interrelation of physical and
cyber technologies that interact with the person as a
user, and socio-techno-economic environment;

2) three-component interrelation of physical, syner-
gistic, cyber technologies that interact with the person as a
user, and socio-techno-economic environment; There have
been examined the principles of implementing CPS mod-
els: system (integral) relations; specifications based on
models; developments based on platforms; calculations in
real time; management based on events; services-oriented
functionality; intrusiveness minimum.

There have been revealed technologies of three-
component CPS implementation: cyber component is
implemented as software technologies, technologies of
transmission and communication, network technologies;
synergistic component is implemented through digital
circuits technologies, sensor technologies and networks,
mini electromechanical technologies; physical component
is implemented as technologies of advanced materials,
advanced energy and robot technologies. In the work [2]
there are presented the principles of designing the
industrial cyber-physical systems in the context of
architecture: connection, transformation, cyber, know-
ledge, configurations. In the work [3] there is proposed
the universal platform for building applications cyber-
physical systems: object of research and management;
organization of measurement and computing processes;
collection, previous processing and transmission of
measurement and service information; organization and
implementation of object management actions; secure
exchange, processing and storage of measurement and
service information; user.

There are actively discussed the areas of using
CPS in the context of:

1) the creation of intellectual production,
intellectual energy supply, intellectual buildings,
intellectual transport, intellectual defense systems;

2) development of the Internet of things (the term
was introduced by Kevin Ashton, 1999), as a network
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of physical objects with embedded sensors to record
and transmit data on the status of diverse objects,
environments and patterns of interaction "object -
environment".

The functionality of the Internet of Things in subject
areas: scalability, availability, manageability, data
management, safety, ease of use. Today the following
things are promising: "Internet of Everything" (the term
was proposed by Dave Evans, 2012), as a complex
system — peoples, processes, data, technical devices in
order to create the necessary and effective information
level of network connections; industrial Internet (the term
was introduced by the Industrial Internet Consortium:
CISCO, IBM, Intel), as a complex self-configured
adaptive system of the networks of sensors and smart
objects, whose purpose is to connect all things, including
household and industrial objects.

The level of safety of energy and defense facilities,
ecological systems of the environment in the global
space is conditional on designing and implementing
secure multi-level cyber-physical systems. The
systematic approach in building multi-level CSS of
cyber-physical systems will enable protection of the
information in the level of interrelation - interaction -
complementarity of the structures: multi-level CPS -
multi-level protection; multi-functionality of CPS -
protected control, processing/exchange, management,
dependability of CPS - functional and information
safety and to implement synergistic effect of multi-level
defense, considering the CPS as a multi-level structure
that has properties of scalability and reconfiguration
according to functional tasks in subject areas. The

purpose of work is to build a new paradigm of the
development of protected CPS, the core of which is the
concept of creating CSS of cyber-physical systems and
a model of the concept of CPS information safety
management in order to ensure the secure exchange of
information in the context of: privacy — integrity —
authenticity.

The paradigm and concept of creating
a multi-level CSS of cyber-physical
systems

The paradigm "multi-level CPS - multi-level
CSS". The cyber-physical system combines cyber and
physical spaces (CS, PS) by integrating computational
and physical processes through sensors and actuators.
The multi-level CPS according to the structure "archi-
tecture - features - requirements - use": physical space,
communication environment (CE) cyberspace - control,
processing, management - dependability, reference
model OSI, requirements for sensors - scalability, re-
configuration in the context of a multifunctional re-
search of the complex of the factors of impacts on di-
verse objects of subject areas. The structure of the para-
digm of the multi-level complex system of safety of
CPS is shown in fig. 1. According to the structure of the
paradigm: complex systems of safety CS, CE, PS as a
sub-system of CSS protection: access control; identifi-
cation and authentication; cryptography; auditing; en-
suring the integrity, confidentiality, authenticity of in-
formation. The system of CPS complex safety manage-
ment: the model "plan - do - check - act"; the concept
"object - threat - protection”.

Complex system of CPS safety: the concept

The CSS of cyberspace:
object - threat — protection

Methodology
for building N The CSS of communication environment: P Models of
the CSS: i’ object - threat — protection A management
approaches

object - threat — protection

|

|

|

|

:

|

| The CSS of physical space:
|

|

! \ Cyber-physical }
|
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The concept of management of the CSS
of cyber-physical system

Fig. 1. The structure of the paradigm of building a multi-level CSS of cyber-physical systems
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Methodological approaches to create the CSS of
CPS: systematic approach - principles of hierarchy,
structure, integrity that provide grounds for the creation
of a complex system of CPS with the optimal
combination of: normative-methodical, organizational,
informational, technological (hardware), software in the
stages of life cycle of the automated systems;
synergistic approach - a property of emergency that
shows one of the faces of the integrity of information
protection in CPS:

assumes that there are properties that are peculiar
to the complex system of CPS safety in general, but are
not peculiar to its individual elements - complex
systems of safety of the CS, CE, PS.

The concept of creating a multi-level CSS of
cyber-physical system is shown in fig. 2.

Subject areas

The structure of the concept is conditional on the
structure: classification of threats/attacks - formation of
protection criteria - creation of a multi-level CSS of the
CPS - safety policy model argumentation - choosing the
method of evaluation of CPS safety state [4, 5]. The
classification: of threats based on characteristics; of
attacks based on the final result, the method of
implementation; methods of classification of STRIDE
threats based on categories (substitution of objects, data
modification, denial of authorship, disclosure, denial of
servicing, increasing privileges - creating a model of
threats "information/CPS - sources of threats arising -
ways to implement the threat."

The criteria for information safety in the CPS:
architecture of confidentiality, integrity, availability,
observability, guarantees.

- s s a» e an &S G b a» a» a e

Fig. 2. The structure of the concept of building a multi-level CSS of the cyber-physical systems:
I ——— — information (selection, management); em «= «= —CSS of CS, CE, PS;
a» e e — CSS of the CPS; 1.2.3 — threats for CS, CE, PS respectively
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The creation of multi-level CPS: guidelines for the
development of a technical task on creating the CSS -
argumentation of the requirements for a complex system
of safety in the context of protection from unauthorized
access and guarantees. The argumentation of CPS safety
policy: analysis of models and selection criteria. The
evaluation of CPS protection level: use of standardized
methods of dependability [6].

Complex systems of CS safety are formed on the
basis of the concept of "object - threat - protection”
according to segments: information resources -
databases, knowledge bases, base models, arrays of
information, storage place for data; automated systems -
model of dependability; model of multi-level and multi-
tier protection; information processes - phases,
operations, processing.

Complex systems of CE safety are based on the
concept of "object - threat - protection" according to
segments: wireless communication technologies -
ZigBee, Wi-Fi, Bluetooth, WiMAX, LTE, Cloud
Computing: model of open systems interconnection
(OSI); structure "information security - data integrity -
reliability - level of servicing - utilization of
information"; leading communication technologies -
optical fiber systems, coaxial (copper) systems: general
specifications and requirements.

Complex systems of PS are based on the concept
of "object - threat - protection" according to segments:
sensors embedded in disparate objects (Internet of

Things); special sensors embedded in devices
(electronic and aerospace search, remote monitoring of
the parameters of ecosystems of the planet, monitoring
the state of emergency, identifying the movable and
stationary objects in military situations, finding objects);
MEMS-sensors (a  wide range of applications,
particularly in safety systems) - requirements to the
parameters of sensors in order to ensure the accuracy of
selection, registration and transmission of the
information in CS, measurement data processing by the
systems and transmission of the information for its
management in PS.

The concept of management of the CSS of cyber-
physical systems is based on methodology development:
analysis of models and methods - argumentation of their
use in the system of management of information safety
of multi-level CPS - corrective action in the context of
modification of the structure of the concept of CPS of
cyber-physical systems [7].

Elements of complex system of CS
cyber-physical system safety

In the context of the creation of complex systems
of CS cyber-physical systems safety let's consider the
concept of "object - threat - protection" for Zigbee
sensor network according to the levels of OSI model
(Tables 1, 2). In the Table 2 there are presented the
elements of CSS of communication environment of CPS
at OSI levels of Zigbee sensor network.

Table 1

Model OSI: ZigBee

Levels of the mo-
del OSI: Zigbee Network/Protocol Functions
(IEEE 802.15.4)
Application (1) Aggﬁc(;?izlsl’ ()Z‘tl)j)éztls) Messages transmission; devices detection; defining the role of de-
ZigBee vices.
Organizing the data that are transmitted from application level to
Presentation (2) i the network; ensuring the un?ﬁcat.ion of data When they are ex-
changed between platforms with different encoding schemes; con-
trol of data compression and encryption.
Facilitating the exchange of information by establishing, support,
Session (3) - synchronization, management and termination of a possible identi-
fication and authentication of the parties.
Transport (4) i Pac.kag.es and datagrams. d.eliver.y from a sender to.a .recipient; tar-
geting increased productivity of information transmission.
Safety, routing; registration in the network of a new device and its
exclusion from the network; ensuring safety when the frames are
Network (5) NWK ZigBee transmitted; .indif:ation of frame. rou’Fe .to the destinatior.l; routigg
between devices in the network; identifying the nearest neighbors in
the network; memorization of necessary information about
neighboring nodes.
LLC IEEE 802.15.4 . L
Link (6) SSCS IEEE 802.15.4 gnSdI\/(Iiz;/iSi; (l))schcizrsn ;r;?:}ir;;stszzlér ;ynchronlzatlon, development
MAC IEEE 802.15.4
Physical (7) PHY IEEE 802.15.4 | Physical link between final workstations.
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Table 2

The concept of "object - threat - protection": Zigbee

Zigbee/ Protection/ Standards: ISO/IEC 7498-1:2004;
OSI- Threat ISO 7498-2:2004; ISO/IEC 27033-1:2009;
level ISO/IEC 27033-2:2012.

ing fr f .
Usmg e resources and programs o unknown The control at the level of programs determines
origin; disadvantages of software; backdoors avail- . .
g and provides access to resources; simple and
ability; traversal of standard means of safety man- . . .
. . . transparent mechanism of safety ensuring, with
1 agement; insufficient control of protection means by -1 . .
L " o . the purpose of avoiding the difficulties in con-
the principle "all or nothing", too complicated . . . .
. . figuring; implementation of cryptographic and
mechanism of safety control; software failures at .. .
) antivirus protection of data.
high loads.
Poor data processing can result in program crash- | Checking the data that are entered in the pro-
ing; unintentional use of external data that are en- | gram; control of users' actions and management
) tered in the context of control can lead to remote | functions; continuous overview of cryptography
manipulation/ leak of data; cryptographic disadvan- | solutions for the provision of current safety
tages can be used for traversing the protection of | tasks regarding the threat that are constantly
privacy. updated.
Weak or missing authentication mechanisms;
transmission during a session of the information | The encrypted exchange and storage of pass-
(username, password) in clear text, that allows its | words; limited validity period for passwords
interception and unauthorized use; the identification | and users' powers; protection of the information
3 of a session may be subject to spoofing and hijack- | on session identification using cryptographic
ing; leak of information based on authentication | means; limitation of unsuccessful attempts to
failures; the attack on credentials to access in case | establish a session using the synchronization
of an unlimited number of attempts for establishing | mechanism, but not a blocking one.-
a session.
Incorrect transmission of packages; differences in | Hard firewall rules limit the access to certain
the implementation of the transport protocol allow | information transmission protocols such as the
to carry out unauthorized access; transport level | number of TCP/UDP ports;
overload due to the large number of requests to port | packages checking by the firewall based on the
4 numbers restricts the opportunities for effective | analysis of the content and connection allows to
filtering of traffic, packages transmission mecha- | close the access to the malicious packages;
nisms can be subject to spoofing and attacks based | strengthening mechanisms for identifying the
on the existing packages and lead to destruction/ | connection to prevent the attack and seizure of
seizure of the control over network. the control over network.
. Applyi h lici f :
Route spoofing is the spread of network false topol- PPLyIng the poficies of routes mapagement
. stringent filters for routes and anti-spoofing;
ogy; IP spoofing as a source of erroneous decision . . .
5 . . using network firewalls with powerful filtering
after the action of harmful packages; one-time iden- . . C
. . policies; software monitoring, for minimizing
tification problems. .
possible abuses.
. MAC- filtering; LA -
MAC-address spoofing; VLAN technologies tra- C addr.ess ter.mg, not to. use V . N pet
. . . works for information protection; physical iso-
versal; using the errors of algorithm; Spanning Tree . . .
o . . lation of different zones of the network using
6 for the transmission of the packages in unending . .
. . . . firewalls; protection of wireless networks: em-
iteration; unauthorized connection to the network; . ..
. . bedded encryption, authentication, MAC-
flooding by switches of all VLAN ports. .
address filtering
L f ; physical th f ip- . .
0SS OF power, physica theft o data and equip Closing the network perimeter and corpuses;
ment; physical damage/destruction of data and . . . .
. . . . electronic locking mechanism for the registra-
equipment; unauthorized changes in the functional | . L2 . . .
. .. . tion and authorization, video and audio surveil-
7 environment; switching-off the physical channels of

data transmission; covert interception of data from a
keyboard or other means of entering the informa-
tion.

lance; using pin-codes and passwords; biometric
authentication systems; electromagnetic shield-
ing.

The Zigbee sensor network research has been

conducted on the equipment DRF2618A (Fig. 3), which
operates on the basis of the Zigbee 2007 protocol.

This device supports two modes of operation: a
coordinator and router, with radio frequency 2460 MHz
(default), and 2405 - 2480 MHz, at a pitch of 5 MHz.
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Fig. 3. Device DRF2618A

The difference between the coordinator and the
router is in their hierarchical placement. The coordinator
is hierarchically at the highest level and manages the
network. The router in its turn can be considered both
intermediate device and final data recipient that is
directly subordinate to the coordinator or another router.

The communication between the coordinator and
routers is possible by two methods:

1) star network topology where the data package is
transmitted to all routers simultaneously (fig. 4);

2) point-to-point topology where the data package
is transmitted to the final router (fig. 5).
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Fig. 4. Data transmission in a star network topology
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Fig. 5. Point-to-point data transmission

Star network data transmission is the main
function for the devices of series DRF. Different flavors
of data transmission between nodes:

1) information is transmitted through the channel
(if the first byte is not OXFE, 0xFD or 0xFC);

2) the coordinator, which receives information
automatically circulates it to all nodes, similarly, when
the node receives the information, then it forwards it to
the coordinator;

3) transmission can occur between any node and
coordinator.

Point-to-point data transmission allows a
connection between any two network nodes. When the
coordinator is switched there may be possible to transfer
data between routers. The router's address remains
unchanged since its network connection.

For ensuring the Zigbee functionality let's consider
the steps of sensor network control. During the first
connection it is necessary to (Fig. 6):

1) choose one module and change its mode to
coordinator and restart it.

2) change coordinator's PAN ID and arbitrary
address (for example, 0x1234).

3) choose a different module, change its mode on
the router and turn it off.

4) turn coordinator (gives one long signal about
turning on the LED and blinks shortly).

5) turn the router on, after 3 seconds it will be
connected to the network, that will be seen from the two
long glows of light diodes).
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PAN ID
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DTK
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Fig. 6. The program window where mode settings
and PAN ID are set

For visualizing the network there is used ZigBee
Sensor Monitor Program, which shows the network
topology while clicking on each device the button TEST
(when sending test signal).

As shown in fig. 7, a, the second router connects to
the coordinator through the first one, while the first
router is not active and only sends signals of the second.
In fig. 7, b one can see a similar picture, but in this case
the first router is active (sends its own test signal). As
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shown in fig. 7, c, the two routers are active and
connected to the coordinator, while the third one is
connected to the coordinator through one of them.
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Fig. 7: a— connection of the second router through the
first one; b — sending a signal from the second router
through the first active router; ¢ — connection to the
coordinator through one of the active routers

Conclusion

There has been developed a new paradigm of
building the protected CPS based on methodological
approaches - systematic and synergetic. There has
been created the concept of developing CSS of cyber-
physical systems that provides systematic and
synergetic effects of information protection in accor-
dance with the architecture: cyberspace — communi-
cation environment - physical space.

There has been developed the concept of Zigbee
"object - threat - protection", as components of the

communication environment of CPS: there have been
considered the data transmission schemes, has been
demonstrated test control of sensor network by OSI
model. The developed paradigm and concept are
transformed into different subject areas and can be
modified at the level of structure "multi-level CPS -
multi-level protection”.
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KOHLENLIS1 CTBOPEHHSA BAFATOPIBHEBOI KOMMNEKCHOI CACTEMU BE3NEKU
KIBEP®I3UYHUX CUCTEM

B.b. lynukeBuy, I".B. Mukurun, T.b. Kper

Ha ochosi cucmemnozo i cunepeemuynoco nioxoodieé po3pooneno napaouemy ma KOHYenyilo cmeopensi 6azamopienegoi
xomnaexcnoi cucmemu 6e3nexu (KCB) kibep-gpizuunux cucmem (K@C), sika cnpamosana na cmeopenHs KOHYenmyanbHux 0CHO8
3axuyeHol 83acmo0ii pisHie ma Komnonenmis y npocmopi “xougioenyitinicme — yinicnicme — agmenmuynicms” 8i0no8iono 0o
emanie cmeopennsi ma peanizayii KOC, sk macumabosanoi ma xongizyposanoi ynieepcanvhoi niameopmu, ons peanizayii
KOMNAEKCY YHKYIOHANbHUX 3a0ad Y NPeOMemHUx cepax.

Knrouogi cnosa: xivepgizuuna cucmema, xibepnemuunuii npocmip, KomyHikayitine cepedoguuye, QizudHuii npocmip, Kom-
nAeKCHi cucmemu be3nexku, napaouemda, KOHYenyis.

KOHLUENLUMXA CO30AHUA MHOITOYPOBHEBOW KOMMNEKCHOW CUCTEMbI BE3ONMACHOCTU
KUBEP®USNYECKUX CUCTEM

B.b. lynbikeBuy, I'.B. Muxurus, T.b. Kpet

Ha ocnose cucmemnozo u cunepeemuieckozo n00Xo008 paspabomarnsl napaoueMa u KOHYenyus co30anus MHO20YposHe-
601l komnaexcHotli cucmemvt 6ezonactocmu (KCB) kubepgusuueckux cucmem (K@C), komopas nanpaenena na co3zoanue KoH-
YenmyanbHblX OCHO8 3AWUUEHHO20 3aUMOO0eCMBUs YPOsHell U KOMHOHEHMO8 8 npocmpancmee "Konguoenyuanbnocms - yeno-
cmuocmy - aymenmuynocmyv” ¢ coomeememsuu ¢ smanamu cozoanus u pearuzayuu KOC, kax macuwimabupyemoii u kouguey-
pUpyemoil ynugepcanbHoll niamgopmol 0 peanusayuu KOMIAEKCAd (YHKYUOHATbHBIX 3A0ay 6 NPeOMEemHbIX 001acmsX.

Kniouesvie cnosa: xubepgusuueckas cucmema, Kubepremuueckoe npocmpancmeo, KOMMYHUKAYUOHHAS cpedd, pusuye-
cKoe npoCmpancmeo, KOMNIEKCHble CUCTEMbL 6e30NACHOCIU, napaouama, KOHYenyus..
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