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METHODOLOGICAL SUBSTANCES OF MANAGEMENT OF THE RADIO-
RESOURCE MANAGING SYSTEMS OF MILITARY RADIO COMMUNICATION

Article analyzes the problems that arise in the process of functioning of military radiocommunication systems in
the conditions of a priori uncertainty and radio-electronic suppression, in terms of communication, signaling and inter-
ference conditions. The substantiation of the basic principles of radio resource management of multi-antenna systems
of military radio communication in a complex electronic environment is carried out. The basic principles of building
the subsystem of radio resource management of multi-antenna systems of military radio communication are substanti-
ated, the basic stages of radio resource control of multi-radio systems of military radio communication are described
in order to achieve extreme or support of the set values of indicators of communication efficiency. Article uses methods
of the theory of signals, the theory of noise-blocking coding, the theory of probability, the theory of information, the
theory of potential impedance, graph theory, the theory of Markov processes, the theory of optimal linear filtration, the
theory of matrices, the theory of decision making, the theory of games, the theory of automatic control, methods of
mathematical programming and simulation techniques. In the article, presented in the article, the methodological prin-
ciples of management of radio resources indicate that using of only traditional approaches for radio resource man-
agement of military radio communication systems does not allow us to rationally use available radio resources. One of
the directions of increasing the efficiency of radio resource utilization of military radiocommunication systems is the
use of hybrid information technologies based on multi-antenna systems of military radio communication. The results
obtained in the article can be used in the development of scientific and methodical apparatus for increasing the noise
immunity of military radiocommunication systems in a complex electronic environment.
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Introduction Given the presence of a large number of random

The peculiarities of the construction, functioning
and conditions of the military application of the mobile
component (MC) of the military radiocommunication
systems (MRCS) undeniably foresee the creation of
such a system of control of it, which would be charac-
terized by a high degree of adaptability, reliability and
quality of operation under uncertainty.

The system of operational control implements a
number of functions that can be grouped into the fol-
lowing relatively independent groups [1-20]:

control of elements of MC and quality of service
of data flows;

collection of official (control) information about
the status of MC;

management of the construction and support of
routes;

managing topology MC;

security management;

radio resource management;

load management;

management of energy costs;

correction of processes of operational management
on the basis of forecasting and planning of actions on MC.

factors that determine the conditions for the functioning
of the MRCS, and the limited resources allocated for the
organization of radio communication, it is expedient to
introduce the management of the structure, parameters
and modes of work of MRCS in order to maintain the
necessary quality of information exchange in changing
conditions, their functioning at the least necessary costs
of all system resources.

This leads to the necessity of considering MRCS
as an object of management and formulation of tasks for
the development of a management system using the
radio resource of the MRCS [10-17].

Under the radio resource is understood the poten-
tial possibility of a certain number of radio communica-
tion facilities, united in one or more systems for the
exchange of information or energy with a given quality
in a given frequency range, taking into account their
technical characteristics and spatial and temporal coor-
dinates [1-27].

Therefore, aim of this work is to develop devel-
opment of a methodological substances of management
of the radio-resource managing systems of military ra-
dio communication.
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Exposition of the main material
of the research

In fig. 1 is given to the components of the radio re-
source. Obviously, for the effective functioning of
MRCS, complex coordination of frequency, energy,
time and space resources of radio channels is necessary

taking into account the characteristics of the complex of
external conditions of their implementation.

Ensure stable, continuous and concealed control of
troops in a priori uncertainty about the conditions of
communication, signaling and interference is impossible
without an efficient subsystem of operational manage-
ment of the radio resource of the MRCS (fig. 2-3).

Power radio
resources:

P, — signal
strength;

Bz — energy
efficiency.

Time radio
resource:
T; — pulse duration;
T — duration of control
cycle;

k. — coefficient of
adaptation.

Radio resource
management

Spatial radio
resource:
R — the distance
between the nodes of
the MCS;

N4 — number of radio
devices antennas.

I nformation of
radio resource:
v; — speed of information
transmission;

Py, — probability of error.

requency radio
resource:

fo — working

frequency;

Af — spectrum width;

N — number of

subchanels.

Fig. 1. Components of the radio resource [1-8; 11; 13; 26-27]

The structure of the subsystem of management of
the radio resource of the MRCS is presented on fig. 4,
where X(T) — vector of the given influences; Y(T) —
vector of output effects; (T) — vector of the error (de-
viation) of system parameters from the given value;
Bo(T), B(T), u(T) — vectors of noise, intentional noise

and selective fading; H(t) — vector of estimations of
parameters of the communication channel and state of
the MRCS.

System of operative management of each node of
the MRCS can functionally be represented as a plurality
of subsystems (fig. 4).

Systems of radioelectronic
suppression
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Fig. 2. Place of the subsystem of operational management of the radio resource in the structure of the MRCS
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Fig. 4. Functional model of the control system of the MRCS

A common feature of the subsystems of opera-
tional management is the reflection of the dynamic na-
ture of the functioning of the MRCS.

The routing management subsystem uses a plural-
ity of routing methods and ensures their use depending
on the operating conditions.

Subsystem control topology perceives the MRCS
as a developing system (the construction of the MRCS
is a process of its development from a certain initial

topology to the final one). Topology determines the
potential of the network to deliver data between inter-
acting nodes. Mobility (refusal, destruction, movement)
of nodes leads to a variety of network topologies
MRCS.

One of the tasks of operational management of
MRCS is to ensure the transfer of certain classes of traf-
fic with a given quality of QoS service. Provision of a
given quality of service in the MRCS should be carried
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out on the functions with their implementation by the
subsystem QoS management, the main elements of
which is the base of management methods and the mod-
ule for the adoption of QoS-solutions (contains knowl-
edge about the objectives of management and methods
for their achievement, as well as the database model of
network resources).

Most types of traffic are sensitive to network over-
loads, latency and loss of data packets transmitted in it,
and therefore require implementation of load manage-
ment methods that would provide a full-fledged opera-
tion in MRCS networks. This task is performed by the
load management subsystem, which implements func-
tions: overload management, queue management, re-
covery management after loss of network connectivity,
recovery recovery of lost packets and error-prone pack-
ets [12-30].

One of the tasks of managing MRCS s to distrib-
ute its resources between a plurality of independently
functioning nodes, which implies at the channel level
the application of appropriate access methods imple-
mented by the subsystem of the management of the ra-
dio resource. Frequency, time, codes, space or their
combinations may act as a resource.

Nodes MRCS operate in the general information
environment and therefore they are vulnerable to poten-
tial attacks of the enemy. The results of destructive ac-
tions on the MRCS can become both listening (scan-
ning) traffic, as well as complete disruption of its work.
Attacks that are directed to the MRCS are classified as:
external and internal, active and passive. Protection
against attacks is carried out by methods that function in
the security management subsystem.

The collection of information about the status of
the node zone, or the entire network, its processing and
storage is carried out by means of the subsystem of con-
trol, collection, processing and storage of data (SCCPS),
which forms the information resource of the manage-
ment system. The SCCPS maintains an up-to-date in-
formation resource.

Consider the basic principles of its construction
[3-42].

1. Principle of management adaptability. The task
of managing MRCS is to ensure the transmission of a
specified number of messages with the required quality
(reliability, efficiency, reliability, etc.). Its execution in
conditions of complex electronic environment depends
both on the topology of MRCS, the intensity of external
influences, the intensity of message flows, the require-
ments for the quality of their services, and to a large
extent on the efficiency of radio resource management.

In the future, under the operational management of
radio resources, we will understand the process of dy-
namic organization and correction of such purposeful
action on the elements of MRCS (object of manage-
ment), which results in the maximum value of the indi-

cator of the efficiency of the functioning of the MRCS.
Operational management involves solving the following
tasks: the formation and issuance of managing actions in
accordance with the plan for changing the state of
MRCS; control of the state MRCS; the formation and
issuance of additional control effects, designed to elimi-
nate the effects of the effect on the MRCS of various
perturbations, which lead to a decrease in the quality of
radio communications.

The purpose of management, depending on the
performance indicator, is formulated in the form

W*(T) =arg Wf(qi)f;QP b (Wi (T), W(T));

W*(T) =arg WTT%EQBE (wi (T), W(T)); M

W*(T) =arg Wr('}i)lg Ka (wi (T), W(T)),

where Q — restrictions imposed on management

choices, i=1 m. They relate to the quality require-

ments of data flow and the capabilities of MRCS.

2. Principle of management adequacy. Insufficient
reliability and instability of the operation of the radio
lines is caused by the unsteadiness of the radio channels,
caused by the multipath of the propagation of signals
and associated with the effects of fading and Doppler
shifting of the spectrum, as well as signals of natural
and intentional interference from third-party sources.
Therefore, the MRCS must provide control over the
status of the radio channels and the quality of its opera-
tion, as well as the transmission of official (control)
information about the state of the radio networks and
individual radio communication facilities.

Adequacy of management lies in the ability of this
process to turn state information into a command, on the
basis of which the operational control subsystem be-
comes in a state that corresponds to the current situa-
tion. It is obvious that if the correctness of all transfor-
mations of information will be in the team, but inaccu-
rate information and (or) incorrect purposes, manage-
ment will not be adequate. Thus, the adequacy of man-
agement to a significant extent depends on the reliability
and completeness of information, the correctness of
operations of information transformation and their se-
guence, as well as the correctness of management objec-
tives and trajectories of their achievement.

3. Principle of optimality of management. Adap-
tive radio resource management provides appropriate
correction of MRCS modes and algorithms for the func-
tioning of its elements at any change in signaling and
interference in the communication channel and to the
greatest extent meets the requirements of continuity and
operational efficiency. The ultimate goal of functioning
of the subsystem of operational management of the ra-
dio resource can be the extremum of some functional,
which is defined for MRCS (see expressions (1)).
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The adoption of a feasible and well-grounded solu-
tion in a complex electronic environment is a rather
complicated task. The quality of management depends
on the reasonableness and timeliness of the managing
actions. To implement the principle of optimality of
management, it is necessary to collect a large amount of
information about the state of MRCS and the solution of
two interrelated tasks [15-45].

1) Managing influences in most management
methods are based on information on the state of MRCS
and the external environment. The more information the
operating system subsystem has, the more justifiable it
can be. However, certain resources (energy, time, etc.)
are spent on obtaining information. There is a permissi-
ble limit in their costs, for which ignorance of any in-
formation about the situation becomes more appropriate
knowledge. Therefore, one of the conditions for effec-
tive management is to determine the optimal amount of
service (command and measurement) information,
which reflects the current state of MRCS (with optimum
knowledge of the operational control subsystem).

Then the first condition of optimal control

W(% = mlin {Wdecision (I) + Wawareness (I)}, T = const,

where Waareness — the cost of obtaining information on
the state of MRCS, Wecision — l0sses from unjustified
decisions, 1 — volume processed by the subsystem of
operational information management, so T — the time of
collection and processing of information and the forma-
tion of control impacts.

2) Along with the knowledge of the subsystem of
operational management, the operational efficiency of
management is important, that is, the efficiency of col-
lecting and processing state information and manage-
ment outputs. Therefore, the second condition of opti-
mality is the timeliness of collection, delivery, process-
ing of official information

WOT = mTin {W'decision (T) + W awareness (T)}’ I'=const,

where W 'gecision (T) — reflects the type of dependence

of losses in the effectiveness of management from the
time of the implementation of the managing actions;

W 'awareness (T) — dependence of the cost of collecting

and processing information status.
But under management, both these conditions must
be taken into account, i.e.
WOPt = min (wo' W ) . @)
As can be seen, there is a contradiction between
the completeness of the information on the state of
MRCS and the timeliness of the elaboration of the gov-
erning actions. The solution to this dilemma is usually
provided by a compromise between the operationality
and validity of the managing operations, which is one of
the most complex tasks to be addressed when building a

subsystem of operational management of the radio re-
source of the military radiocommunication system.

4. Principle of stability control. The stability of
control is determined by the ability of the operational
control subsystem to perform its functions in a complex,
rapidly changing environment, in the presence of natural
impediments and active electronic counteraction to the
opponent. Resilience is determined by survivability,
noise immunity and reliability, which refers to the abil-
ity to control under the influence of all types of enemy
weapons, under the influence of all types of noise and
keeping within the established limits the value of all
indicators of management, respectively.

5. Principle of management distribution. In the
functional structure of the MRCS two functional levels
are clearly visible, which are in a hierarchical subordi-
nation [46].

At the first (lower) level the tasks of control and
management of separate radio lines or directions of ra-
dio communication are solved:

selection of radio equipment, determination of op-
timal modes of their work, formation of high-frequency
paths;

automatic connection, maintenance and recovery;

operational control of the processes of information
transmission by radio channels.

The specified tasks are solved decentralized for
each direction or line of radio communication.

At the second (upper) level the tasks of control and
management of a radiocommunication network are
solved:

operational control and forecasting of conditions of
radio communication (estimation of the electronic envi-
ronment);

operational analysis of the information environ-
ment on the network (assessment of the status of infor-
mation flows circulating between supporting communi-
cation centers);

reception of applications for communication and
distribution of streams arriving at the radio center of
messages in directions according to their priorities;

formation of bypass channels for the transmission
of messages by radio channels;

relay information flows through spatial multiplex-
ing;

redistribution of flows that flow to network ele-
ments;

distribution of frequency and energy resources.

The solution of the second level tasks requires a
certain centralization (in a reasonable combination with
decentralized methods) of control and management of
the radio communication.

The multipurpose functional structure of the con-
trol system determines a sufficiently large number of
possible options for constructing MRCS at the network
level.
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6. Principle of hierarchy of management processes.
The most important property of MRCS, as organiza-
tional systems, is the hierarchy of the structure, that is, it
determines the subordination of elements and subsys-
tems.

Formalized description of the structure of the con-
trol system due to the mainly decentralized management
of the MRCS is reduced to the construction of a mathe-
matical model of geographically distributed nodes (sub-
scribers) that interact with each other.

METHODS OF INCREASING INFLAMMATORY HUMIDITY

Energetic Spatial Timed Frequency Signaling
L Power control Application of Increase the Frequency Application of
of the — narrow-angle — signal —  masking of — noise signals
transmitter antennas transmission signals
time
Various signal Reduce the Change the — FHSS
L | reception L | length of the | operating
message
g frequency Interference-
encoding
Using MIMO Change the Frequency
L (Massive L transmission | adaptation .
MIMO) speed Optl.mal
— reception of
signals
\ Y

Creation of hybrid information technologies on the basis of the joint use of massive MIMO technology,
forecasting of the electronic environment, signals with the expansion of the spectrum

Fig. 5. Main methods of increasing the noise immunity of systems and radio communication facilities

Features of the construction, operation and condi-
tions of military use of military radiocommunication
systems of the operational and tactical level undeniably
foresee the creation of such a system of management,
which would be characterized by a high degree of
adaptability, reliability and quality of functioning in
conditions of uncertainty. At the same time, the main
sources of manifestation of uncertainty in the tasks of
management of the radio resource of the MRCS are the
following main factors:

the complexity of the formal description of the
military radiocommunication systems, its elements (as
objects of management) and the problems of their man-
agement, taking into account the distortion in the infor-
mation resource, which comes from the sources of in-
formation of the subsystem of operational management;

the presence of several goals and the set of tasks of
operational management of the radio resource of the
MRCS;

non-stationary parameters of both MRCS, its ele-
ments and the subsystem of operational control, which
operates under the same conditions as the military ra-
diocommunication system;

a priori uncertainty of the electronic environment
and conditions of functioning of the MRCS;

the presence of random effects of the environment
(intentional noise and selective shutdown of the signal
in the channel).

Proceeding from the above, we will define the ba-
sic methods of increasing the noise immunity of MRCS
[15-52]:

The need to ensure the requirements for the quality
of the functioning of MRCS and the creation of a set of
functional capabilities of the subsystem of operational
management for the formation of reasonable behavior
and planning sequence of management operations with
active adaptation to the effects of the environment and
variations in the current state of MRCS cause the devel-
opment of tools and methods of operational management,
based on the integrated application of measures and
means of increasing the efficiency of the functioning of
the MRCS in conditions of active electronic response.

Conclusion

Analysis of the peculiarities of the functioning of
the military radiocommunication systems of the tasks,
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stages and functions of its management allowed to de-
termine the basic provisions of the methodology of op-
erational management of radio resources of military
radiocommunication systems.

The substantiated and developed provisions of the
system approach to solving the problem of operational
management of the radio resource of the MRCS:

the classification of the tasks of operational man-
agement of the radio resource of the MRCS is carried
out;

the scheme of the system analysis and synthesis of
methods and methods of operational management of the
radio resource of the MRCS is developed,

the purpose of functioning of the subsystem of op-
erational management of the radio resource of the
MRCS is formulated,

the principles of its construction and structure are
substantiated; certain indicators and criteria of the effi-
ciency of the functioning of the MRCS are determined;

grounded stages of solving the problem of devel-
opment of the methodology of operational management
of the radio resource of the MRCS;

defined requirements for management methods in
the MRCS of the tactical level of management; decom-
position of the solution of the given problem to the
problem is carried out, depending on signaling and in-
terference in the channel and availability of information

about the actions of the system of electronic suppress-
ing.

For the functional description of the MRCS, an
approach based on the hierarchical decomposition of the
functional structure of networks, the behavior of which
is described by stochastic differential (or difference)
equations of the state of high dimension, is applied to a
number of interconnected but simpler functional struc-
tures characterized by vectors of a much smaller dimen-
sion.

This method of decomposition of the functional
structure of the MRCS allows for the solution of the
problems of synthesis of adaptive radio resource man-
agement algorithms at the first stage to consider MRCS
as a set of isolated subnets, and on the second one - to
take into account the influence of interaction between
subnets.

The directions of further research will be directed
to the development of methodological foundations for
increasing the efficiency of the functioning of modern
military radiocommunication systems under conditions
of active electronic response, for the complex coordina-
tion of frequency, energy, time and spatial resources of
radio channels, taking into account the characteristics of
the complex of external conditions of their realization
on the principles of operational (adaptive) management.
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METOOOOrN4YHI OCHOBM NOBYAOBU NMNIACUCTEMU YINPABIIHHA PAOIOPECYPCOM
CUCTEM BINCbKOBOIO PAJIO3B’A3KY

O.I'. KXyk, A.B. lllumaupkwuit, I1.B. XKyk, P.M. )KuBoToBchkuii

Ilpoananizoeani 3adaui, aKi 6UHUKAIOMb 8 NPOYECE PYHKYIOHYBAHHS BIUCLKOBUX CUCHEM padio3e’ 3Ky 6 YMO8aX anpiopHoi
HesU3HaueHoCcmi ma padioeleKmpoHHO20 NOOAGIEeHH S, W0O0 YMO8 8e0eHHs 36’ A3KY, CUCHANbHOI | 3a6a0060i obcmanosku. [lpo-
6€0eHO 0OIPYHMYBAHHIA OCHOBHUX NPUHYUNIE YNPABLIHHA padiopecypcom 0a2amoaHmeHHux cucmem Gilicbkogo2o padioss’ 3Ky 6
CKNaouill padioenekmponHiil obcmanosyi. OOTpyHmMo8ani Ko4o6i npuHyunu no6y0oeu niocucmemu YnpasiinHa paoiopecypcom
bazamoanmennux cucmem 6ilicbk08020 paodio3s’a3Ky, ONUCAHO OCHOBHI emanu ynpasninHs padiopecypcom 6a2amoanmeHHux
cucmem ilicbko8020 padioss’s3Ky 3 Memolo OOCASHEHHS eKCIMPEMANbHUX abo NIOMPUMKU 3a0aHUX 3HAYEHb NOKAZHUKIE edeKmii-
sHocmi 368’a3Kky. [Ipedcmaenenni 6 cmammi MemoOO0I02IuHI 3acadu YRpasiHHa padiopecypcom 6KA3yIoms HA me, Wo GUKOPUC-
ManHs Tuue mpaouyitiHux nioxo0ié YNpaeiiHHs padiopecypcom CUcmem 6ICbKO8020 padio3e’ 3Ky He 00360/8€ PAyiOHANbHO
suKopucmogysamu Haasuui padiopecypc. Ompumani ¢ cmammi pe3yibmamu ModlCyms Oymu uUKOpUcmani nio 4ac po3pooxu
HAYK0B0-MemoOUIHO20 anapamy ni08UujeHHs 3a6a003aXULeHOCMI CUCeM BIliCbKOB020 padio3s’ 3Ky 6 CKAAOHill padioenekm-
POHHIL 06cmanosyi.

Knruoei cnosa: mamemamuure Mooent08ants, cucmema padiose’ 13Ky, padioeieKmpoHHe nooaesients, padiopecypc.

METOLOOJNTOMMYECKUE OCHOBbI NMOCTPOEHUA NOACUCTEMbI YNPABJIEHUA PAOAMOPECYPCOM
CUCTEM BOEHHOW PAOMOCBA3U

A.T'. Xyk, A.B. Humankuii, [1.B. XKyk, P.H. )Kusorosckuit

Tpoananuzuposanel 3a0auu, Komopvie B03HUKAIOM 8 Npoyecce QYHKYUOHUPOBAHU BOCHHBIX CUCIEM PAOUOCEA3U 8 YCIl0-
BUAX ANPUOPHOL HEONPEOeeHHOCMU U PAOUOINEKIMPOHHO20 NOOAGIEHUsL, NO YCI0BUAM 6€0eHUs CEA3U, CUCHANLHOU U NOMEXOB0U
obcmanosku. IIposedeno ob6ocHosanue OCHOBHbIX NPUHYUNOG YNPABTEHUS PAOUOPECYPCOM MHOLOAHMEHHbIX CUCTEM BOEHHOU
PAaoUOCEA3U 8 CLONHCHOU PAOUOINEKMPOHHOU 0b6cmanoske. OBOCHOSAHHbI KII0Uesble NPUHYUNBL HOCMPOEHU NOOCUCTEMbL YRPAs-
JIeHUs paouopecypcamu MHO20AHMEHHbIX CUCTNEM B0EHHOU PAOUOCBA3U, ONUCAHbI OCHOBHbIE dJMANbL YNPAGIEHUS PAOUOPECYPCOM
MHO20AHMEHHBIX CUCIEM BOEHHOU PAOUOCEA3U C Yeabl0 OOCIUNCEHUS IKCMPEMATbHBIX UMY NOO0EPHCAHUS 3AOAHHBIX 3HAYEHU
nokazameneti d¢ppexmuenocmu cesnsu. Ilpedcmasnennvie 6 cmamve MemoOONI02UYECKUe OCHO8bL YRPABNEHUS PAOUOPECYPCOM
VKA3618AI0M HA MO, YMO UCNONb308AHUE MOIbKO MPAOUYUOHHBIX HOOX0008 YNPAleHUs paouopecypcamu Cucmem 80eHHoU pa-
0UOC6A3U He NO0380JIAen PayUOHAIbLHO UCNONb308AMb UMelowulicss paduopecypc. Ilonyuennvie 6 cmamve pe3ynbmamsl MO2ym
ObIMb UCTIONB3068AHBL NPU PA3PADOMKE HAYUHO-MEMOOULECKO20 annapama nogbluleHUs. NOMexo3auuiyyeHHOCMU CUcmem 0eHHOU
PAOUOCEA3U 6 CLOIHCHOU PAOUOINEKMPOHHOU 0O6CMAHOBKe.

Knroueevie cnosa: mamemamuyeckoe mMooeauposanue, cucmema paouocsesasu, paouodieKmponnoe nooasietue, paouope-

cypc.
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