Teopemuuni ocHo6u po3pobKU ma ekcniyamayii cucmem 030pOCHHSA

DOI: 10.30748/s01vt.2018.53.29

UDC 004.056

V. Shevchenkol, D. Rabchun?

! Taras Shevchenko National University of Kyiv, Kyiv
? State University of Telecommunications, Kyiv

CHOICE AND JUSTIFICATION OF THE INTEGRAL INDEX AND CRITERIA
OF THE EFFICIENCY LEVEL OF TARGET USE OF SOFTWARE
INFORMATION SECURITY COMPLEX

Information security metrics are seen as an important factor in making sound decisions about various aspects
of security, ranging from the design of security architectures and controls to the effectiveness and efficiency of secu-
rity operations. The article is related to analysis of the indicators and criteria for assessing the efficiency of soft-
ware information security complexes. In accordance with the requirements, authors proposes an integral indicator
for evaluating the efficiency of the target use of software information security complexes in the conditions of dy-
namic information confrontation, which allows to use a dynamic approach to managing the resources of informa-

tion systems security.
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Introduction

Research objective and literature review. To as-
sess the quality functioning of complex technical sys-
tems such as Software Information Security (SIS) Com-
plex under different conditions and the influence of the
external environment comparing among themselves we
use indexes and criteria of quality and efficiency.

According to [1] indexes are quantitative charac-
teristics of quality and efficiency, while criteria for
evaluating the efficiency define conditions that must
satisfy values of these indexes and indicate desirable
level of system quality functioning and efficiency of
carried out operations.

As the efficiency of SIS Complex [1] — is a opera-
tional feature of target-functioning system process, and
the run-unit operation could distinguish itself from other
processes by target objectives, consequently the index
of efficiency should characterize the level of achieving
the operation targets.

Therefore, targeting the accurate and correct op-
eration formulation is thus essential for choosing the
right index of efficiency.

There are a large number of research and regula-
tory documents aimed at measuring or evaluating secu-
rity. Trusted Computer System Evaluation Criteria
(TCSEC) [2], Information Technology Security Evalua-
tion Criteria (ITSEC) [3], Systems Security Engineering
Capability Maturity Model (SSE-CMM) [4], and Com-
mon Criteria [5]. Each of these works received only
limited success. It is appropriate to conclude that the
question of assessing the security of information sys-
tems is a rather complex issue, proceeding from the im-
portance of the problem. Further evidence is that the
topic, Security Metrics, was included in the latest hard
problem list, prepared by INFOSEC Research Council.

The purpose of the work is to select the indicator
and criteria for an adequate assessment of the efficiency
of the SIS Complexes in the conditions of dynamic in-
formation confrontation.

Main material

Substantially the operation target can be defined
differently, however in all cases it consists in obtaining
necessary results.

Physically achievement of the operation target is
an approach of some events, formally—it is a perform-
ance of some conditions under which the operation tar-
get can be considered as achieved.

It is also necessary to take into account the follow-
ing features made in the course of the technical and spe-
cial literature analysis [1], taking into consideration the
results based on functioning of real complexes of SISC,
it was determined that the choice of indexes efficiency
level of target use of the specified systems along with
the requirement of their coherence with objectives of
operations:

- the chosen index of efficiency should objec-
tively reflect the level of compliance of operation target
and fully characterize it as uniform target process,

- the index of efficiency should consider a set of
essential features of operation and reflect not only the
general, but also special cases inherent in it;

- the index should be accurately focused on the
end result of the application of system, the run-unit op-
eration that is able estimate efficiency of the solution of
the main objective of system, but not minor tasks;

- Besides, it is necessary that the chosen index of
efficiency have such features:

- correct accounting of basic target of system and
stochastic conditions of functioning;

- realizability (evaluation)
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- unambiguity of quantitative expression of effi-
ciency;

- stability;

- sensitivity to managing directors and the fac-
tors defining its value;

- usability and definitions without big expenses
of resources and time;

- presentation and clear physical sense;

- constructability, flexibility and universality.

The achievement of an objective requires time
spent and resources involved during target use of com-
plex systems, such as SISC.

Therefore, the quality of target use can't be fully
characterized by one of its operational features sepa-
rately.

For a complex research of efficiency of each op-
eration, the result index of quality should include three
groups of the components, that are characterized by:

1) possible target effects (effectiveness of opera-
tion);

2) expenses of operational resources (resource in-
tensity of operation);

3) time expenses (efficiency of operation).

For the formalized justified choice of an index of
operation efficiency (target use of SISC) we will enter
the following designations:

W — vector index of operation quality results;

Y =(y;...¥q;) — vector of resources involved in
obtaining results of operation;

R =(1..1,,) — vector of operation results (target,
positive effects);

T=(t...t,;3) — vector of time consumption to

achieve target effects.
Then the index of operation quality results W is
represented as a n-dimensional vector n =n; +n, +nj:

W= (Y,R,T) = (Yl"'Yn] ;rl...rnz;t]...tn3) .

By eliminating of indexes of partial effects, the n-
dimensional vector can be reduced to a three-component
vector. It can be received by introduction of the general-
ized indexes:

| np
Y=Y oyi; R=)Bin;
i=1 j=1

T = max(ty...t3),

where o, B — weighting coefficients.

After eliminating indexes of partial effects, the op-
eration quality results will take a form:

W =(Y,R,T).

In the course of study, it was revealed that elimi-
nating of partial indexes is correct only inside the group
[6]. The criterion, estimates quality of operation, in this
case can be presented by expression (1):

We{Wpj, M

where {Wp}=(Yp,Rp,Tp) — vector tolerance range,

the vector of admissible value of operation resulting the
target achievement, formally, it’s implementation of
condition (1).

Analysis of functioning of complex systems such
as SISC [6] has demonstrated that the result of target
use depends on the technical and economic characteris-
tics and factors characterizing conditions while operat-
ing systems, that is

W=W(A'B),

where A — vector of technical and economic character-
istics of system;

B — vector of factors characterized by system op-
erating conditions.

Accepted values W of vector W are defined by
the conditions of system use, that is

Wp = Wp(B),

where B" — vector of factors, that is characterized by
conditions of system use.

Conditions of functioning and target use of system
in total, create conditions of carrying out operation
which can be presented by a vector

B=B'UB".
For complex systems such as SISC among compo-
nents of vectors A, B’ and B” dominate stochastic

features.

Coincidence of separate components of indicated
vectors condition the stochastic character of vector W
operation results, carried-out by SISC, and Wp vector
tolerance range [7].

Thus, to fulfill a condition (1), means to achieve
the target of operation that is a stochastic event there-
fore we can't judge operation efficiency, as the index of
efficiency should characterize efficiency of operation
integrally, but not it separate realization.

Therefore, as the index of operation efficiency
should appear the probability of an event W € {Wp} —

probability of achievement the operation target (prob-
ability of performance of SISC target task):

Ppyp =p(W € {Wp}) Ppy = p(W € {Wp}).

Probability Ppy; — characterizes degree of com-

pliance of operation results W (its target and side ef-
fects) according to specified requirements.

This probability is the informative complex effi-
ciency index of SISC target use as it not only character-
izes the operation taking into account a correlation be-
tween target and side effects, but also establishes degree
of operation target achievement [8].

According to the partition between opportunities
of the SIS complex and realized results on target and
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providing features, the N-dimensional vector of private
indicators of operation results W can be presented in
the form of two components: vector W¢ of target opera-
tion indicators and vector W, providing (technical and
economic) characteristics of SISC and target process of
functioning.

Among the most significant technical and eco-
nomic characteristics of SISC can be considered the
following: availability (existence of the corresponding
SIS) for effective functioning in the situation and stabil-
ity [9].

Accordingly, vector W, can be presented in the
form of two groups of components. The first group
forms a vector of characteristics of SISC availability
SISC Wg and the second group—a vector of character-

istics of systems stability Wg .

In view of restrictions, which are imposed on sepa-
rate groups of vector components W , which are irrele-
vant and independent, the area of admissible values
{Wp} — vector can be presented in the following form:

{Wp} ={Wpc} *{Wps}*{Wpn}
where {Wpc} — range of admissible value of target use
indexes SISC;
{Wpg} — range of admissible values of character-
istics of system availability;
{Wpy} — range of admissible values of opera-

tional and technical characteristics of system reliability;
* — sign of direct product ensemble

In this case criterion of operation efficiency (1)
that estimates quality, will take a form:

We{Wp}=Wc e{WpcinWg e{Wpgin
NWs € {Wpg} = Wc € {Wpci nWz € {Wpz},
where Wy = W5 U Wy — vector of the providing char-

acteristics of SIS complex and target process of func-
tioning;

{Wpz} ={Wpg} *{Wps}
values of vector Wy .

— range of accepted

Efficiency index of target use of SISC which is set
by probability of target achievement, will be defined by
equality:

Ppym =p(W € {Wp} =p(Wc € {Wpc}*p(Wg €

€ {Wpg } **p(Ws € {Wps} = PcPoPs = PcPp,  (2)
where Pg =p(Wg € {Wpg} — probability that at the
moment of target-seeking process use of SISC, the sys-
tem is ready to functionate;

Pg =p(Wg € {Wpg} — conditional probability that
during target use of SISC its technical characteristics
will be in the limits providing execution of target task;

Pc =p(Wc € {Wpc} — conditional probability

that the objectives of the executed operation will be
achieved (under condition BN C);

Pp =P5Pg — probability that during target use of
SISC will be in a condition of functional availability,
that is probability of high-quality operational and tech-
nical ensuring of SISC target use.

The term "capacity" is generalized concept for
complex and big systems [10, 11].

To explore the goal-seeking process of SIS target
use in dynamics, means the sequence realization of its
phases (stages), we will enter the following designa-
tions:

probability Py denote as Pg — index of reliability
SISC,

probability P- denote as P, — conditional prob-
ability of execution of the SISC target task.

Then expression (2) will take a form:

Ppc =P;P5Pg.
At the same time for co-factors of new expression
it is advisable to enter the following notions:
probability P, — index of functional availability of
SISC;
product P;Pg —index of operational and technical

characteristics of SISC availability.

So long as

We €{Wpc} € Wg € {Wpg Wy € {Wpy
probability Pp- € unconditional probability of a sto-
chastic event W¢ € {Wpc}, thus, characterizes opera-
tion achievement of the target exhaustive.

In view of the foregoing analysis, we assert that
the most informative and complex efficiency index of
target use of SISC is the probability Ppc of achieve-
ment the operation target (probability of target prob-
lem execution of SISC at the set resource restrictions)
under conditions of dynamic information confrontation
[12].

For an example, we illustrate the application of the
selected complex indicator in a mathematical model
[13].

Consider the function of dynamic vulnerability
f(x,y), which determines the probability of a success-
ful attack on the software information protection. In this
case, the Ppc — probabilistic indicator of the achieve-
ment of the SIS’s target (i.e., successful counteraction to
the attack) can be calculated by Ppc =1-f(x,y). Ac-
cording to the above, Fig. 1 represents the values of the
indicator for different types of SIS (SIS 1 - SIS 6) and
for different range of activated resources.

Obviously, the more resources activated — Pp rate

increases, but its maximum value depends on the specific
SIS and conditions of information confrontation.
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Fig. 1. Values of Pp for different SIS

Conclusion

As a result of the analysis conducted in this article,
additional requirements were created for the selection of
indicators of the efficiency of the targeted use of these
systems.

For a comprehensive research of efficiency of
functioning of such a complex system the result index
of quality should include three groups of the compo-
nents, that are characterized by:

1) possible target effects (effectiveness of opera-
tion);

2) expenses of operational resources (resource in-
tensity of operation);

3) time expenses (efficiency of operation).

This allowed to obtain an adequate integral indica-
tor for assessing the efficiency of functioning of the
software information security complex in the conditions
of dynamic information confrontation.

Further researches should be directed to realization
of automated resource management systems and dy-
namic change of configurations of software information
security systems.
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BUBIP | OBI'PYHTYBAHHSA IHTEMPANNIBHOIO MOKA3HUKA
| KPUTEPIIB E®EKTUBHOCTI LIINIbOBOIO 3ACTOCYBAHHSA
KOMMNMNEKCIB IHGOPMALINHOT BE3NEKU NMPOMPAMHOIO 3ABE3MNEYEHHA

B.JI. llleBuyenko, /I.1. Pabuyn

Mempuxu ingopmayilinoi be3nexu po32aadarmves K 8aNCAUGUN YUHHUK NPUUHAMMS 0OIPYHMOBAHUX PilleHb Wo00 pi-
3HUX acnekmig be3nexu, NOYUHaIO4U 8i0 po3poOKU apXimeKkmypu 6e3nexu ma KOHMPONi8, 3aKiHYyIOUU epekmugnicmio npoye-
cié 3axucmy ingopmayii. /[na oyinto8anua aKocmi yHKYIOHY8AHHA CKAAOHUX MEXHIYHUX cUCmeM, MAKUX K KOMNIAEKCU Npo-
epamHux 3acobie 3axucmy ingopmayii, 8 pisHUX YMOBAX NPOMUCMOAHHSA | 6NIUBY 308HIUHLO2O Cepedosuyd, | NOPIGHAHHA iX
Midic 06010, GUKOPUCTNOBYIOMb NOKAZHUKU [ Kpumepii AKocmi ma egheKmueHocmi.

Pigenv 3axucmy modxce 6ymu 3ab6e3nevenuti pisHUMU CnocoOamMuU, HEPIBHOMIPHUMU MIdXC cODOI0 3 MOYKU 30pY iX eek-
MugHoCmi, éapmocmi i yacosux sumpam Ha ix peanizayito. Bunuxae 3a60anusa ubopy payioHarbHux cnocodis 3 paoy mModic-
JIUBUX HA OCHOBI NEGHUX NOKAZHUKIB YCRIWHOCMI — NOKA3HUKIE ehekmugHocmi 3axucmy. [Jami nOKA3HUKYU NOBUHHI CIYHCUMU
MIPOIO NPOABY AKOCMI 3AXUCMY, KINTLKICHO UPAICAU MOICTUBICIb HOPMATLHO2O (QYHKYIOHYBAHHS CUCTNEMU 8 YMOBAX GHIUBY
3aepo3 piznozo xapakmepy. Y pobomi npogedenuil ananiz NOKA3HUKI6 Mma Kpumepiie 0as oyinku pe3yiomamie yHKYioHyeam-
H5l PeanbHUX KOMNIEKCI8 npoepamHux 3acobie 3axucmy ingopmayii. B x00i yinb06020 3acmMoCy8anHs MaKux CKAAOHUX MEeXHi-
YHUX cuCmeM 05l OOCACHEeHH Memu SUmpavacmscs yac i 3anyyaiomsca pecypcu. Tomy axicms yinb08020 3acmocy8anhs He
Modice 6ymu nOGHO 0XAPAKMeEPU308aHO HCOOHOIO 3 11020 onepayitinux eaacmugocmeli okpemo. [lna npedcmagienna bazamo-
BUMIPHO20 6eKIMOPA, KOMPULL 8PAX08YE Pi3HI Onepayitini 61acCMueoCcmi cucmemu, y 6ueisaoi 6a2amoKOMNOHEHMHO20 00OHO8U-
MIPHO20 8€KMOpA 3ACMOCO8ANO pi3Hi 6uOU 320pmoK. Bionosiono do cpopmosanux eumoe, 3anpononosano inmeepanrbHull
NOKA3HUK 051 OYIHKU epeKmugHoCmi Yiib08020 3ACMOCY8AHHS KOMNAEKCI8 NPOSPAMHUX 3AC00i8 3axucmy iHpopmayii 6 ymo-
84X OUHAMIYHO20 THPOPMAYIUHO20 NPOMUCTNOSAHHS, WO 00380JISAE GUKOPUCTNOBYS8AMU OUHAMIYHUL NIOXIO 00 YNPAGIIHHA pe-
cypcamu 3axucmy iH@opmayiiHux cucmem.

Knrwowuogi cnosa: oyinka beznexu, inmezpanoHuil NOKa3nuk Oe3nexu, npoepamui 3acobi 3axucmy ingpopmayii, NOKA3HUKU
beznexu

BblIBOP N OBOCHOBAHUE UHTEIPAJIbHOIO NOKA3ATENA
N KPUTEPUEB 3®PEKTUBHOCTU LENEBOI0 NPUMEHEHUA
KOMMJEKCOB MH®OPMALIMOHHOW BE3ONACHOCTU NPOrPAMMHOIO OBECMNEYEHUA

B.JI. llleBuenko, .1. Pabuyn

Mempuxu ungopmayuonnoii 6ezonachocmu paccmampusaomest KaxK 8adliCHblll Gakmop npuHsamus 000CHOBAHHBIX pe-
WieHUll no pasnuyHbIM acnekmam 0e30nacHOCmu, Ha4YuHdas Om papabomKu apxumexkmypol 6e30nacHOCmu u KOHmMpoiel, u
3aKanuueas IPHexmusHocmvio npoyeccos 3aujumel uH@opmayuu. B pabome npoananusuposansl nokazamenu u Kpumepuu
0711 OYeHKU IPPeKmuUsHOCmU KOMNIEKCO8 NPOSPAMMHBIX cpedcms 3auumyl ungopmayuu. Coenacno cpopmuposannvix mpe-
bosanuil, npeonodicen UHMeSPAIbHbll NOKazamenb O OYeHKU IPHeKmusHOCmu Yeneeo2o NpuUMeHeHUs. KOMNIEKCo8 Npo-
CPAMMHBIX CPEOCmE 3auumol UHGOPMAYUU 8 YCA08UAX OUHAMUYECKO20 UHPOPMAYUOHHO20 NPOMUBOCMOSAHUS, YMO NO360IS-
em UCnoab306amsb OUHAMUYECKUL NOOX00 K YAPABIEHUIO PeCypCamu 3auumbl UHPOPMAYUOHHBIX CUCTIEM.

Knrwouessle cnosa: oyenxa bezonacnocmu, uHmezpaibHulil NOKazameib 0e30NACHOCMU, NPOSPAMMHbIE CPEOCmEa 3aujul-
mol uHgpopmayuu, nokazamenu 6€30NACHOCMU.
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