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ÇÀÑÒÎÑÓÂÀÍÍß ÎÏÅÐÀÖ²É ÊÐÈÏÒÎÃÐÀÔ²×ÍÎÃÎ
ÏÅÐÅÒÂÎÐÅÍÍß ÄËß ÑÈÍÒÅÇÓ ÊÐÈÏÒÎÀËÃÎÐÈÒÌ²Â

Ó ñòàòò³ íàâåäåí³ ñïîñîáè ñèíòåçó åôåêòèâíèõ êðèïòîàëãîðèòì³â íà îñíîâ³
âèêîðèñòàííÿ îïåðàö³é êðèïòîãðàô³÷íîãî ïåðåòâîðåííÿ ³íôîðìàö³¿, çàïðîïîíîâàíî
ï³äõîäè äî ðîçðàõóíê³â ïàðàìåòð³â îòðèìàíèõ àëãîðèòì³â. Çä³éñíåíèé àíàë³ç ïîêàç-
íèê³â åôåêòèâíîñò³ çàñòîñóâàííÿ çàïðîïîíîâàíèõ ñòðóêòóð êðèïòîàëãîðèòì³â
ïîêàçàâ, ùî âèêîðèñòàííÿ îïåðàö³é êðèïòîãðàô³÷íîãî ïåðåòâîðåííÿ íà ìàêðî- òà
ì³êðîð³âíÿõ çàáåçïå÷óº ï³äâèùåííÿ êðèïòîñò³éêîñò³ òà øâèäêîñò³ ðåàë³çàö³¿
àëãîðèòì³â êðèïòîãðàô³÷íîãî çàõèñòó ³íôîðìàö³¿.

Êëþ÷îâ³ ñëîâà: êðèïòîãðàô³÷íèé àëãîðèòì, îïåðàö³ÿ êðèïòîãðàô³÷íîãî
ïåðåòâîðåííÿ, ÷àñ âèêîíàííÿ, øâèäê³ñòü ðåàë³çàö³¿, êðèïòîñò³éê³ñòü, ñêëàäí³ñòü
ðåàë³çàö³¿, ñòðóêòóðà îïåðàö³¿, ìàêðî- òà ì³êðîð³âåíü âèêîðèñòàííÿ îïåðàö³é.

Â ñòàòüå ïðèâåäåíû ñïîñîáû ñèíòåçà ýôôåêòèâíûõ êðèïòîàëãîðèòìîâ íà
îñíîâå èñïîëüçîâàíèÿ îïåðàöèé êðèïòîãðàôè÷åñêîãî ïðåîáðàçîâàíèÿ èíôîðìàöèè,
ïðåäëîæåíû ïîäõîäû ê ðàñ÷åòàì ïàðàìåòðîâ ïîëó÷åííûõ àëãîðèòìîâ. Ïðîâåäåííûé
àíàëèç ïîêàçàòåëåé ýôôåêòèâíîñòè ïðèìåíåíèÿ ïðåäëîæåííûõ ñòðóêòóð
êðèïòîàëãîðèòìîâ ïîêàçàë, ÷òî èñïîëüçîâàíèå îïåðàöèé êðèïòîãðàôè÷åñêîãî ïðå-
îáðàçîâàíèÿ íà ìàêðî- è ìèêðîóðîâíÿõ îáåñïå÷èâàåò ïîâûøåíèå êðèïòîñòîéêîñòè
è ñêîðîñòè ðåàëèçàöèè àëãîðèòìîâ êðèïòîãðàôè÷åñêîé çàùèòû èíôîðìàöèè.

Êëþ÷åâûå ñëîâà: êðèïòîãðàôè÷åñêèé àëãîðèòì, îïåðàöèÿ êðèïòîãðàôè-
÷åñêîãî ïðåîáðàçîâàíèÿ, âðåìÿ âûïîëíåíèÿ, ñêîðîñòü ðåàëèçàöèè, êðèïòîñòîéêîñòü,
ñëîæíîñòü ðåàëèçàöèè, ñòðóêòóðà îïåðàöèè, ìàêðî- è ìèêðîóðîâåíü èñïîëüçîâàíèÿ
îïåðàöèé.

The paper presents methods for the synthesis of efficient cryptographic algorithms
based on the use of cryptographic transformation operations of information, approaches
to calculating the parameters of the received algorithms are proposed. The analysis of
indicators of the effectiveness of the proposed structures of cryptographic algorithms has
shown that the use of cryptographic transformation operations at the macro- and micro
levels enhances the reliability and speed of an implementation of algorithms for
cryptographic protection of information.

Keywords: cryptographic algorithm, cryptographic transformation operation,
execution time, the speed of implementation, cryptographic, implementation complexity,
the structure of operation, macro and micro-level of operations use.

Ä³ÿëüí³ñòü ñó÷àñíîãî ñóñï³ëüñòâà áåçïîñåðåäíüî ïîâ’ÿçàíà ³ç ââåäåííÿì,
çáåðåæåííÿì, îáðîáêîþ òà âèâåäåííÿì ³íôîðìàö³¿, çîêðåìà ïåðñîíàëüíî¿. Ó ñâîþ
÷åðãó, âèêîðèñòàííÿ àâòîìàòèçîâàíèõ ñèñòåì îáðîáêè ³íôîðìàö³¿ ó âñ³õ ñôåðàõ
ä³ÿëüíîñò³ ñóñï³ëüñòâà ìàº ÿê ðÿä ïåðåâàã, òàê ³ ïðèçâîäèòü äî âèíèêíåííÿ íèçêè
ïðîáëåì, îäíîþ ç ÿêèõ íà öåé ÷àñ º ïðîáëåìà ³íôîðìàö³éíî¿ áåçïåêè. Øèðîêå
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çàïðîâàäæåííÿ àâòîìàòèçîâàíèõ çàñîá³â îáðîáêè ³íôîðìàö³¿, çîêðåìà êîìï’þ-
òåðíèõ ñèñòåì, çóìîâëþº çàëåæí³ñòü ñóñï³ëüñòâà â³ä ñòóïåíÿ áåçïåêè ³íôîðìà-
ö³éíèõ òåõíîëîã³é, ùî çàñòîñîâóþòüñÿ. Áåçïåêà êîìï’þòåðíèõ ñèñòåì äàâíî âèîê-
ðåìëåíà ÿê ñàìîñò³éíèé íàïðÿì íàóêîâèõ äîñë³äæåíü. Îñîáëèâó óâàãó çà öüîìó
íàïðÿìó ïðèñâÿ÷åíî êðèïòîãðàô³¿, àäæå êðèïòîãðàô³÷í³ àëãîðèòìè ââàæàþòüñÿ
îäíèì ³ç íàéåôåêòèâí³øèõ çàñîá³â çàõèñòó ³íôîðìàö³¿. Íà öüîìó åòàï³ íàóêîâî-
òåõí³÷íîãî ïðîãðåñó ñòð³ìêèé ðîçâèòîê ³íôîðìàö³éíèõ òåõíîëîã³é íå ò³ëüêè âèìà-
ãàº ðîçðîáêè íîâèõ êðèïòîãðàô³÷íèõ àëãîðèòì³â, ùî çìîæóòü çàáåçïå÷èòè ÿê³ñíèé
çàõèñò ³íôîðìàö³¿, àëå é çóìîâëþº íîâ³ âèìîãè ùîäî âäîñêîíàëåííÿ òà åôåêòèâíîãî
çàñòîñóâàííÿ âæå íàÿâíèõ.

Òàêèì ÷èíîì, íà ñüîãîäí³ îäí³ºþ ç àêòóàëüíèõ ïðîáëåì ³íôîðìàö³éíî¿
áåçïåêè º ï³äâèùåííÿ åôåêòèâíîñò³ çàñîá³â êðèïòîãðàô³÷íîãî çàõèñòó ³íôîðìàö³¿.

Çã³äíî ç äîñë³äæåííÿìè Ê. Øåííîíà [1] ïîâòîðíå âèêîðèñòàííÿ êðèïòîàë-
ãîðèòì³â, ùî áàçóþòüñÿ íà îïåðàö³ÿõ, ÿê³ íàëåæàòü ð³çíèì ãðóïïàì, ï³äâèùóº
êðèïòîñò³éê³ñòü. Âèõîäÿ÷è ç öüîãî, ïðè ïîáóäîâ³ êðèïîòàëãîðèòì³â äîö³ëüíî
âèêîðèñòîâóâàòè îïåðàö³¿ êðèïòîïåðåòâîðåííÿ, ÿê³ íàëåæàòü ð³çíèì ìàòåìàòè÷íèì
ãðóïàì. Ñåðåä îñòàíí³õ äîñë³äæåíü ³ ïóáë³êàö³é âàðòî çâåðíóòè óâàãó íà [2; 3], äå
ïðåäñòàâëåíî ìåòîäè ñèíòåçó ìàòðè÷íèõ ìîäåëåé îïåðàö³é äëÿ êðèïòîãðàô³÷íîãî
ïåðåòâîðåííÿ ³íôîðìàö³¿, à òàêîæ ñïîñîáè çàñòîñóâàííÿ ñèíòåçîâàíèõ ìàòðè÷íèõ
îïåðàö³é äëÿ êðèïòîãðàô³÷íîãî çàõèñòó ³íôîðìàö³¿. Ó ðîáîòàõ [4; 5] áóëà äîâåäåíà
åôåêòèâí³ñòü çàñòîñóâàííÿ ìàòðè÷íèõ òà ðîçøèðåíèõ ìàòðè÷íèõ îïåðàö³é
êðèïòîãðàô³÷íîãî ïåðåòâîðåííÿ ³íôîðìàö³¿, ïîáóäîâàíèõ íà îñíîâ³ àðèôìåòè÷íèõ
îïåðàö³é çà ð³çíèìè ìîäóëÿìè, ÿê³ íàëåæàòü ð³çíèì ìàòåìàòè÷íèì ãðóïàì.

Ïðîòå â öèõ äîñë³äæåííÿõ íå áóëî çä³éñíåíî ñèíòåçó êðèïòîàëãîðèòì³â ç
åôåêòèâíèì âèêîðèñòàííÿì îïåðàö³é êðèïòîãðàô³÷íîãî ïåðåòâîðåííÿ òà îïèñ
âçàºìîçàëåæíîñòåé ì³æ ïîêàçíèêàìè öèõ àëãîðèòì³â êðèïòîãðàô³÷íîãî çàõèñòó
³íôîðìàö³¿.

Ìåòîþ äîñë³äæåííÿ º ðîçðîáêà ñòðàòåã³¿ ñèíòåçó êðèïòîàëãîðèòì³â íà îñíîâ³
çàñòîñóâàííÿ îïåðàö³é êðèïòîãðàô³÷íîãî ïåðåòâîðåííÿ äëÿ ïîêðàùàííÿ ïîêàçíèê³â
åôåêòèâíîñò³ çàñîá³â çàõèñòó ³íôîðìàö³éíèõ ðåñóðñ³â.

Ìîæëèâî ïðèéíÿòè, ùî øèôðóâàííÿ êîæíîãî âõ³äíîãî ïîâ³äîìëåííÿ ïîëÿãàº
â ïîñë³äîâíîìó âèêîíàíí³ íàä íèì äåê³ëüêîõ åëåìåíòàðíèõ øèôðóâàëüíèõ
ïåðåòâîðåíü. Ó òàêîìó âèïàäêó ôîðìóâàííÿ êîíêðåòíîãî àëãîðèòìó øèôðóâàííÿ
ìîæíà çàäàòè øëÿõîì çàäàííÿ çàëåæíîñò³ ïî÷åðãîâîñò³ âèêîíàííÿ åëåìåíòàðíèõ
ïåðåòâîðåíü â³ä ñåêðåòíîãî êëþ÷à [6].

Âèõîäÿ÷è ç öüîãî, êðèïòîãðàô³÷íèé àëãîðèòì ìîæíà ïðåäñòàâèòè ÿê
ïîñë³äîâí³ñòü îïåðàö³é êðèïòîãðàô³÷íîãî ïåðåòâîðåííÿ ³íôîðìàö³¿ Y=f(X) äå  f=[F

1,
F2,...,Fn

], òîä³:

        ))))(((...( 12 XFFFY n                                  (1)

Ãðàô³÷íî êðèïòîãðàô³÷íèé àëãîðèòì çîáðàæåíî â çàãàëüíîìó âèãëÿä³ íà
ðèñ. 1.

Ðèñ. 1. Ãðàô³÷íà ñòðóêòóðà êðèïòîãðàô³÷íîãî àëãîðèòìó
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Äëÿ çàáåçïå÷åííÿ ìàêñèìàëüíî¿ êðèïòîñò³éêîñò³ ïîâèííà âèêîíóâàòèñÿ
îñíîâíà âèìîãà äî âèáîðó îïåðàö³é, à ñàìå: áóäü-ÿê³ äâ³ îáðàí³ îïåðàö³¿, ùî
âèêîíóþòüñÿ ïîñë³äîâíî, íå íàëåæàòü îäí³é ãðóï³. Íàïðèêëàä: ìàòðè÷í³ îïåðàö³¿,
ðîçøèðåí³ (íåë³í³éí³) ìàòðè÷í³ îïåðàö³¿, îïåðàö³¿ ïåðåñòàíîâêè, êåðîâàí³
³íôîðìàö³ºþ, òà ³íø³.

Êîæíà îïåðàö³ÿ êðèïòîãðàô³÷íîãî ïåðåòâîðåííÿ F
i
(x) ìàº ñêëàäåíó

ôóíêö³îíàëüíó ñòðóêòóðó, ÿêà îõîïëþº âñþ îáðàíó ãðóïó îïåðàö³é òà çàáåçïå÷óº
ðåàë³çàö³þ îäíîçíà÷íî âèçíà÷åíî¿ íà îñíîâ³ êëþ÷îâî¿ ïîñë³äîâíîñò³ îïåðàö³¿
ïåðåòâîðåííÿ.

Ñòðóêòóðà îïåðàö³¿ ïåðåòâîðåííÿ êðèïòîãðàô³÷íîãî àëãîðèòìó íàâåäåíà íà
ðèñ. 2.

Ðèñ. 2. Ñòðóêòóðà îïåðàö³¿ ïåðåòâîðåííÿ

Ñêëàäí³ñòü ðåàë³çàö³¿ áóäü-ÿêî¿ îïåðàö³¿ F
i,j îäíàêîâà, òîìó ñêëàäí³ñòü îïåðàö³¿

êðèïòîãðàô³÷íîãî ïåðåòâîðåííÿ äîð³âíþº ñêëàäíîñò³ âèêîíóâàíî¿ îïåðàö³¿:

                                 kjFCFC jii ..1),()( . . (2)

Çâ³äñè ñêëàäí³ñòü êðèïòîãðàô³÷íîãî àëãîðèòìó (ðèñ. 1) ðîçðàõîâóºòüñÿ ÿê
ñóìà ñêëàäíîñòåé ðåàë³çàö³¿ ê³ëüêîñò³ îïåðàö³é êðèïòîãðàô³÷íîãî ïåðåòâîðåííÿ,
òîìó ùî âèêîíàííÿ îïåðàö³é çä³éñíþºòüñÿ ïîñë³äîâíî:

              )(...)()()()( ..2.1
1

.
1

jnjj

n

i
ji

n

i
iALG FCFCFCFCFCC , (3)

äå, j=1..k, n – ê³ëüê³ñòü îïåðàö³é ïåðåòâîðåííÿ, ùî ðåàë³çóþòü àëãîðèòì êðèïòîãðà-
ô³÷íîãî ïåðåòâîðåííÿ (F

i, ³=1..n);
k – ê³ëüê³ñòü îïåðàö³é ãðóïè, ùî ðåàë³çóº îïåðàö³þ ïåðåòâîðåííÿ.
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Îñê³ëüêè º ëèøå ºäèíèé âèêëþ÷íèé âèïàäîê, êîëè )(...)()( ..2.1 jnjj FCFCFC ,
òî ñêëàäí³ñòü àëãîðèòìó ðîçðàõîâóâàòèìåòüñÿ ÿê ).( . jiALG FCnC

Òîáòî â çàãàëüíîìó âèïàäêó âñ³ îïåðàö³¿ êðèïòîãðàô³÷íîãî ïåðåòâîðåííÿ
ìàþòü ð³çíó ñêëàäí³ñòü, òîìó ä³º çàëåæí³ñòü, îïèñàíà â (3).

×àñ âèêîíàííÿ áóäü-ÿêî¿ îïåðàö³¿ F
i,j îäíàêîâèé, òîìó ÷àñ âèêîíàííÿ îïåðàö³¿

êðèïòîãðàô³÷íîãî ïåðåòâîðåííÿ äîð³âíþº ÷àñó âèêîíàííÿ îäí³º¿ îïåðàö³¿:

                            kjFTimeFTime jii ..1),()( . .       (4)

Çâ³äñè ÷àñ âèêîíàííÿ êðèïòîãðàô³÷íîãî àëãîðèòìó (ðèñ. 1) ðîçðàõîâóºòüñÿ
ÿê ñóìà ÷àñó âèêîíàííÿ îïåðàö³é â àëãîðèòì³ êðèïòîãðàô³÷íîãî ïåðåòâîðåííÿ,
òîìó ùî îïåðàö³¿ âèêîíóþòüñÿ ïîñë³äîâíî:

)(...)()()()( ..2.1
1

.
1

jnjj

n

i
ji

n

i
iALG FTimeFTimeFTimeFTimeFTimeTime , (5)

äå  j=1..k, n – ê³ëüê³ñòü îïåðàö³é ïåðåòâîðåííÿ, ùî ðåàë³çóþòü àëãîðèòì êðèïòîãðà-
ô³÷íîãî ïåðåòâîðåííÿ (F

i
,i=1..n); k – ê³ëüê³ñòü îïåðàö³é ãðóïè, ùî ðåàë³çóº îïåðàö³þ

ïåðåòâîðåííÿ.
Øâèäê³ñòü ðåàë³çàö³¿ îïåðàö³¿ ïåðåòâîðåííÿ îáåðíåíî ïðîïîðö³éíà ÷àñó

âèêîíàííÿ òà ñêëàäíîñò³.
Âèõîäÿ÷è ç öüîãî, øâèäê³ñòü ðåàë³çàö³¿ àëãîðèòìó âèçíà÷àºòüñÿ ÿê:

   n

i
jijnjjALG

ALG
FTimeFTimeFTimeFTimeTime

V

1
...2.1 )(

1
)(...)()(

11
.       (6)

×àñ âèêîíàííÿ îïåðàö³¿ ïðÿìî ïðîïîðö³éíèé ñêëàäíîñò³ ¿¿ ðåàë³çàö³¿, òîä³
)()( iii FCkFTime . Âèçíà÷èìî ÷àñ ðåàë³çàö³¿ êðèïòîàëãîðèòìó, âèõîäÿ÷è ³ç éîãî

ñêëàäíîñò³:

        )(...)()()( ..22.11
1

. jnnjj

n

i
jiiALG FCkFCkFCkFCkTime .       (7)

Âðàõîâóþ÷è çàçíà÷åíå âèùå, øâèäê³ñòü âèêîíàííÿ êðèïòîàëãîðèòìó
âèçíà÷àòèìåòüñÿ ÿê:

        )(...)()(
1

)(

1

..22.11

1
.

jnnjj
n

i
jii

ALG FCkFCkFCkFCk
V

. (8)

Êðèïòîñò³éê³ñòü îïåðàö³¿ F
i
 âèçíà÷àºòüñÿ ÿê êðèïòîñò³éê³ñòü F

i,j
, òîìó ùî

îïåðàö³¿, ÿê³ ðåàë³çóþòü F
i
, íàëåæàòü îäí³é ãðóï³. Ïîâòîðíå âèêîðèñòàííÿ îïåðàö³¿

F
i  
íå ïðèçâîäèòü äî çá³ëüøåííÿ êðèïòîñò³éêîñò³. Îñê³ëüêè îïåðàö³¿ àëãîðèòìó íå

ñòâîðþþòü ºäèíî¿ ìàòåìàòè÷íî¿ ãðóïè òà âèêîíóþòüñÿ ïîñë³äîâíî, òî êðèïòîñò³é-
ê³ñòü àëãîðèòìó âèçíà÷àºòüñÿ ÿê äîáóòîê çíà÷åíü êðèïòîñò³éêîñò³ îïåðàö³é:

             )(...)()()()( ..2.1
1 1

. jnjj
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i
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i
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Ñòðóêòóðà ïàðàëåëüíîãî âèêîíàííÿ îïåðàö³¿ ïåðåòâîðåííÿ êðèïòîãðàô³÷íîãî
àëãîðèòìó íàä áëîêîì ³íôîðìàö³¿ íàâåäåíà íà ðèñ. 3.

Ðèñ. 3. Ãðàô³÷íà ñòðóêòóðà ïàðàëåëüíîãî âèêîíàííÿ îïåðàö³¿ ïåðåòâîðåííÿ áëîêó ³íôîðìàö³¿

Êðèïòîãðàô³÷íèé àëãîðèòì ìîæå ñêëàäàòèñÿ ³ç îïåðàö³é ð³çíî¿ ðîçðÿäíîñò³,
ùî çàáåçïå÷óº ï³äâèùåííÿ êðèïòîñò³éêîñò³ ïåðåòâîðåííÿ, òîìó ùî îïåðàö³¿, ÿê³
ìàþòü ð³çíó ê³ëüê³ñòü çì³ííèõ, íàëåæàòü äî ð³çíèõ ãðóï îïåðàö³é.

Êð³ì òîãî, ïðè òàêîìó êðèïòîàëãîðèòì³ çàáåçïå÷óþòüñÿ âëàñòèâîñò³
ðîçñ³þâàííÿ òà ïåðåì³øóâàííÿ, îñê³ëüêè ðîçðÿäè ³íôîðìàö³¿ êîæíîãî ç ï³äáëîê³â
(ïðè ïåðåòâîðåíí³ áëîêó ³íôîðìàö³¿ â³í ðîçáèâàºòüñÿ íà ï³äáëîêè çã³äíî ç
ðîçðÿäí³ñòþ îïåðàö³é, ÿê³ áóäóòü íàä íèìè âèêîíóâàòèñÿ) áóäóòü ìàòè âïëèâ íà
çíà÷åííÿ ê³íöåâîãî ðåçóëüòàòó. Ñòðóêòóðíà ñõåìà âçàºìîçâ’ÿçê³â äëÿ âèêîíàííÿ
ïîñë³äîâíîñò³ îïåðàö³é, â ÿê³é êîæíà íàñòóïíà îïåðàö³ÿ ìàº ³íøó ðîçðÿäí³ñòü,
íàâåäåíà íà ðèñ. 4. Ó ö³é ñòðóêòóðí³é ñõåì³ çîáðàæåí³ îïåðàö³¿ íàä 8 òà 5
îïåðàíäàìè.

Ðèñ. 4. Ãðàô³÷íà ñòðóêòóðà âèêîíàííÿ îïåðàö³¿ ïåðåòâîðåííÿ áëîê³â
³íôîðìàö³¿ ð³çíî¿ ðîçðÿäíîñò³
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Çàçíà÷åíà ñõåìà çàñòîñóâàííÿ îïåðàö³é êðèïòîãðàô³÷íîãî ïåðåòâîðåííÿ
ôóíêö³îíàëüíî ìîæå áóòè âèêîðèñòàíà äëÿ çàì³íè îäí³º¿ îïåðàö³¿ íàä 40
îïåðàíäàìè.

Äëÿ ïîð³âíÿííÿ îïåðàö³é ç ð³çíîþ ê³ëüê³ñòþ îïåðàíä³â ìîæíà âèçíà÷àòè ¿õ
ñêëàäí³ñòü òà ÷àñ âèêîíàííÿ ÷åðåç ìàêñèìàëüíî ìîæëèâó ê³ëüê³ñòü îïåðàíä³â â
îïåðàö³¿. Òîä³ óìîâíà ñêëàäí³ñòü ðåàë³çàö³¿ ïîñë³äîâíîñò³ îïåðàö³é íàä 8 òà 5
îïåðàíäàìè áóäå íå á³ëüøå í³æ 13. À ñêëàäí³ñòü îïåðàö³¿ íàä 40 îïåðàíäàìè
äîð³âíþº 40. Óìîâíèé ÷àñ âèêîíàííÿ îïåðàö³é áóäå 13 òà 40 â³äïîâ³äíî.

Ó ðåçóëüòàò³ ïðîâåäåíîãî äîñë³äæåííÿ áóëî âñòàíîâëåíî, ùî íàéåôåêòèâí³øå
çä³éñíþâàòè âèá³ð ê³ëüêîñò³ çì³ííèõ äëÿ îïåðàö³é ÿê ïðîñò³ ÷èñëà, ùî çàáåçïå÷óº
äîñÿãíåííÿ îïòèìàëüíî¿ ñêëàäíîñò³ àëãîðèòìà.

Ùå îäíèì ç³ ñïîñîá³â çàñòîñóâàííÿ îïåðàö³é äëÿ ñèíòåçó êðèïòîàëãîðèòìó
ìîæíà ââàæàòè ïîñë³äîâí³ñòü îïåðàö³é íà îñíîâ³ ð³çíèõ ìîäóë³â, ùî òåæ çàáåçïå÷óº
ïîêðàùàííÿ êðèïòîãðàô³÷íèõ âëàñòèâîñòåé ïåðåòâîðåííÿ. Ó [4] ïðîàíàë³çîâàí³
ñõåìè ðåàë³çàö³¿ êðèïòîãðàô³÷íîãî ïåðåòâîðåííÿ, ùî âèêîðèñòîâóþòü êîìá³íàö³þ
îïåðàö³é íà îñíîâ³ ð³çíîãî ìîäóëÿ. Òàêîæ ó [4] ïîêàçàíî, ùî º äâà ñïîñîáè çà-
ñòîñóâàííÿ îïåðàö³é ç ð³çíèì ìîäóëåì, êîëè ñïî÷àòêó êðèïòîãðàô³÷íå ïåðåòâî-
ðåííÿ â³äáóâàºòüñÿ íà áàç³ îïåðàö³¿, ñèíòåçîâàíî¿ íà îñíîâ³ ñóìè çà ìîäóëåì 2, à
ïîò³ì çàñòîñîâóºòüñÿ îïåðàö³ÿ, ñèíòåçîâàíà íà îñíîâ³ ñóìè çà ìîäóëåì N òà
íàâïàêè. Â [4] äîâåäåíî, ùî äëÿ ï³äâèùåííÿ êðèïòîñò³éêîñò³ àëãîðèòìó äî
ñòàòèñòè÷íîãî êðèïòîàíàë³çó îïåðàö³þ äîäàâàííÿ çà ìîäóëåì 2 äîö³ëüíî âèêî-
ðèñòîâóâàòè ÿê ê³íöåâó îïåðàö³þ äëÿ ïîáóäîâè îïåðàö³é êðèïòîãðàô³÷íîãî ïåðå-
òâîðåííÿ.

Êð³ì öüîãî, êðèïòîãðàô³÷íèé àëãîðèòì ìîæå çä³éñíþâàòèñÿ ïîñë³äîâí³ñòþ
ïåðåòâîðåíü, êîæíå ç ÿêèõ ïîáóäîâàíå íà îñíîâ³ ð³çíèõ îïåðàö³é, ïðè öüîìó ïî-
ñë³äîâíå âèêîíàííÿ îïåðàö³é íàä îäíàêîâîþ ê³ëüê³ñòþ îïåðàíä³â çà óìîâè âèêî-
ðèñòàííÿ îïåðàö³é ç ð³çíèõ ìàòåìàòè÷íèõ ãðóï çàáåçïå÷óº ï³äâèùåííÿ êðèïòîñò³é-
êîñò³.

Öåé ï³äõ³ä äî âèêîðèñòàííÿ ñèíòåçîâàíèõ îïåðàö³é êðèïòîãðàô³÷íîãî ïåðå-
òâîðåííÿ äîçâîëÿº âèçíà÷èòè ìàêðî òà ì³êðîð³âåíü âèêîðèñòàííÿ îïåðàö³é. Íàâå-
äåí³ âèùå àëãîðèòìè ç âèêîðèñòàííÿì îïåðàö³é ìîæíà ââàæàòè ìàêðîð³âíåì.

Âèêîðèñòàííÿ îïåðàö³¿ äëÿ ðåàë³çàö³¿ ³íøî¿ îïåðàö³¿ – öå ì³êðîð³âåíü.
Ãðàô³÷íî êðèïòîãðàô³÷íèé àëãîðèòì íà îñíîâ³ ð³çíèõ îïåðàö³é íà ì³êðîð³âí³

çîáðàæåíî â çàãàëüíîìó âèãëÿä³ íà ðèñ. 5.

Ðèñ. 5. Ãðàô³÷íà ñòðóêòóðà êðèïòîãðàô³÷íîãî àëãîðèòìó
ç äîäàòêîâèì âèêîðèñòàííÿ îïåðàö³é íà ì³êðîð³âí³.

Ó öüîìó àëãîðèòì³ êîæíà îïåðàö³ÿ êðèïòîãðàô³÷íîãî ïåðåòâîðåííÿ F
i
(x),

ùî ôîðìóº ïîñë³äîâí³ñòü äëÿ âèêîíàííÿ ïåðåòâîðåííÿ íàä ³íôîðìàö³ºþ, áóäóºòüñÿ
íà îñíîâ³ âèáðàíî¿ ñèíòåçîâàíî¿ îïåðàö³¿. Ïðè ÷îìó äëÿ ð³çíèõ îïåðàö³é êðèïòî-
ãðàô³÷íîãî ïåðåòâîðåííÿ F

i
(x) âèáèðàþòüñÿ îïåðàö³¿ íà ì³êðîð³âí³ ç ð³çíèõ ãðóï.
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Ïîäàëüø³ äîñë³äæåííÿ áóäóòü ñïðÿìîâàí³ íà äîñë³äæåííÿ ñòàòèñòè÷íèõ
âëàñòèâîñòåé çàïðîïîíîâàíèõ êðèïòîãðàô³÷íèõ àëãîðèòì³â äëÿ àíàë³çó
åôåêòèâíîñò³ ¿õ çàñòîñóâàííÿ ïðè ïîáóäîâ³ çàñîá³â çàõèñòó ³íôîðìàö³¿.

Ó ðîáîò³ ïîêàçàíî, ùî âèêîðèñòàííÿ ÿê êðèïòîàëãîðèòìó ïîñë³äîâíîñò³
îïåðàö³é êðèïòîïåðåòâîðåííÿ, ùî íàëåæàòü ð³çíèì ãðóïàì, äàº çìîãó ïîêðàùóâàòè
ïîêàçíèêè êðèïòîñò³éêîñò³ öèõ àëãîðèòì³â. Àíàë³ç ïîêàçíèê³â åôåêòèâíîñò³
çàñòîñóâàííÿ çàïðîïîíîâàíèõ ñòðóêòóð êðèïòîàëãîðèòì³â ïîêàçàâ, ùî âèêîðèñòàí-
íÿ îïåðàö³é êðèïòîãðàô³÷íîãî ïåðåòâîðåííÿ çàáåçïå÷óº ï³äâèùåííÿ êðèïòîñò³é-
êîñò³ òà øâèäêîñò³ ðåàë³çàö³¿ àëãîðèòì³â êðèïòîãðàô³÷íîãî çàõèñòó ³íôîðìàö³¿
çàëåæíî â³ä ñïîñîáó çä³éñíåííÿ êðèïòîïåðåòâîðåííÿ. Íàâåäåíî âçàºìîçàëåæíîñò³
çì³íè ïîêàçíèê³â åôåêòèâíîñò³ ñèíòåçîâàíèõ êðèïòîàëãîðèòì³â, à ñàìå: ñêëàäíîñò³,
÷àñó òà øâèäêîñò³ âèêîíàííÿ, êðèïòîñò³éêîñò³, ùî çàáåçïå÷óº ìîæëèâ³ñòü óïðàâ-
ë³ííÿ âëàñòèâîñòÿìè êðèïòîàëãîðèòìó íà ñòàä³¿ ïðîåêòóâàííÿ çàëåæíî â³ä ïîñòàâ-
ëåíèõ çàâäàíü.
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