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Ó ðîáîò³ ðîçãëÿíóòî ïèòàííÿ ùîäî ïîáóäîâè é àíàë³çó ë³ñîïîä³áíèõ ñòðóêòóð,
ïîáóäîâàíî ñòðóêòóðíó ñõåìó àëãîðèòìó êîíòåêñòíî-îð³ºíòîâàíîãî çàõèñòó ³íôîð-
ìàö³éíèõ ðåñóðñ³â, ÿêèé ñêëàäàºòüñÿ ç ÷îòèðüîõ åòàï³â, êîæåí ç ÿêèõ, â³äïîâ³äíî,
ïåðåäáà÷àº âèêîíàííÿ ïåâíèõ ïðîöåäóð, ùî äîçâîëèòü ïîáóäóâàòè ãðàô-ìîäåëü
³íôîðìàö³éíîãî ðåñóðñó äëÿ àíàë³çó òà ïîøóêó íà ê³ëüê³ñòü êîíòóð³â äëÿ îïòè-
ìàëüíîãî âàð³àíòà äåêîíòóðèçàö³¿ ãðàô-ìîäåë³ ³íôîðìàö³éíîãî ðåñóðñó, ùî âèêî-
ðèñòîâóº íàá³ð ³íôîðìàö³éíèõ åëåìåíò³â ²Ð òà íàá³ð êîíòåêñòíèõ çàëåæíîñòåé
ì³æ íèìè.

Êëþ÷îâ³ ñëîâà: ³íôîðìàö³éíèé ðåñóðñ, ãðàô-ìîäåëü, ìåõàí³çì çàõèñòó,  àëãî-
ðèòì, êîíòåêñòíî-îð³ºíòîâàíèé çàõèñò.

Â ðàáîòå ðàññìîòðåíû âîïðîñû ïî ïîñòðîåíèþ è àíàëèçó ëåñîïîäîáíûõ
ñòðóêòóð, ïîñòðîåíà ñòðóêòóðíàÿ ñõåìà àëãîðèòìà êîíòåêñòíî-îðèåíòèðîâàííîé
çàøèòû èíôîðìàöèîííûõ ðåñóðñîâ, ñîñòîÿùåãî èç ÷åòûðåõ ýòàïîâ, êàæäûé èç
êîòîðûõ ïðåäóñìàòðèâàåò âûïîëíåíèå îïðåäåëåííûõ ïðîöåäóð, êîòîðûå ïîçâîëÿò
ïîñòðîèòü ãðàô-ìîäåëü èíôîðìàöèîííîãî ðåñóðñà äëÿ àíàëèçà è ïîèñêà îïòèìàëü-
íîãî âàðèàíòà äåêîíòóðèçàöèè ãðàô-ìîäåëè èíôîðìàöèîííîãî ðåñóðñà, èñïîëüçóþ-
ùåãî íàáîð èíôîðìàöèîííûõ ýëåìåíòîâ ÈÐ è íàáîð êîíòåêñòíûõ çàâèñèìîñòåé
ìåæäó íèìè.

Êëþ÷åâûå ñëîâà: èíôîðìàöèîííûé ðåñóðñ, ãðàô-ìîäåëü, ìåõàíèçì çàùèòû,
àëãîðèòì, êîíòåêñòíî-îðèåíòèðîâàííàÿ çàùèòà.

In this paper the construction and analysis of “woodlike” structures are considered,
the block diagram of the algorithm of the context-oriented protection of information
resources, which consists of four stages, that will allow to build a graph-model of an
information resource to analyze and search for the optimal variant “deconturization” of
the graph-model of information resource, that uses a set of information elements of
information resources and a set of context dependency between them is built

Keywords: information resource, graph-model, protection mechanism, algorithm,
context-oriented protection.

Ïðîåêòóâàííÿ êîíòåêñòíî-îð³ºíòîâàíîãî çàõèñòó ³íôîðìàö³éíèõ ðåñóðñ³â
(²Ð) ïîâ’ÿçàíå ³ç çàáåçïå÷åííÿì ìîæëèâîñò³ ïîáóäîâè òà àíàë³çó ë³ñîïîä³áíèõ
ñòðóêòóð ³ç íàéìåíøèìè çàòðàòàìè [1]. Ó òîé æå ÷àñ ïðîöåñ ïîáóäîâè ë³ñîïîä³áíèõ
ñòðóêòóð º äîñèòü ñêëàäíèì ³ òðóäîì³ñòêèì, ÿêùî ê³ëüê³ñòü åëåìåíò³â ²Ð, ùî ïî-
òðåáóþòü êîíòåêñòíîãî çàõèñòó, º çíà÷íîþ. Ïðèðîäíî, ùî çà òàêèõ îáñòàâèí
âàæêî óíèêíóòè ïîìèëîê.
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Ìåòîþ ðîáîòè º ïîáóäîâà àëãîðèòìó ³ ãðàô-ìîäåë³ àâòîìàòèçîâàíîãî ïðîåê-
òóâàííÿ ìåõàí³çìó êîíòåêñòíî-îð³ºíòîâàíîãî çàõèñòó ³íôîðìàö³¿ ²Ð.

Ñòðóêòóðíà ñõåìà àëãîðèòìó àâòîìàòèçîâàíîãî ïðîåêòóâàííÿ ìåõàí³çìó
êîíòåêñòíî-îð³ºíòîâàíîãî çàõèñòó íàâåäåíà íà ðèñ. 1–3.

Åòàï ³í³ö³àë³çàö³¿ ïðîöåäóðè àíàë³çó ïåðåäáà÷àº âèêîíàííÿ íàñòóïíèõ îïåðàö³é:
• Ââåäåííÿ ñõåìè àíàë³çîâàíîãî ²Ð;
1. Íàá³ð åëåìåíò³â ³íôîðìàö³¿;
2. Ïîâíèé íàá³ð àòðèáóò³â äîñòóïó äî ³íôîðìàö³éíèõ åëåìåíò³â;
3. Ïîâíèé íàá³ð àòðèáóò³â äîñòóïó äî ³íôîðìàö³éíèõ åëåìåíò³â;
4. Íàá³ð êîíòåêñòíèõ çàëåæíîñòåé ì³æ ³íôîðìàö³éíèìè åëåìåíòàìè.
• Ââåäåííÿ àíàë³çîâàíîãî íàáîðó îïåðàö³é îáðîáêè ³íôîðìàö³¿ ²Ð;
• Âñòàíîâëåííÿ ðåæèìó äåêîíòóðèçàö³¿ ãðàô-ìîäåë³ ²Ð (“íàéìåíøà ê³ëüê³ñòü

ð³âí³â ðîçïîä³ëó”/ “ðåæèì ³ç áàëàíñóâàííÿ”, “ì³í³ìàëüíà ê³ëüê³ñòü âèäàëåíèõ
äóã”/ “ì³í³ìàëüíà ê³ëüê³ñòü ð³âí³â ðîçïîä³ëó”);

• Çàâàíòàæåííÿ ñïåö³àëüíèõ ïàêåò³â, ùî âèêîðèñòîâóþòüñÿ ó ïðîöåñ³ àíàë³çó;
• Çàâàíòàæåííÿ ðîçðîáëåíî¿ á³áë³îòåêè ïðîöåäóð àíàë³çó îð³ºíòîâàíèõ ãðàô³â.

Ðèñ. 1. Ñòðóêòóðà àëãîðèòìó àâòîìàòèçîâàíîãî ïðîåêòóâàííÿ ìåõàí³çìó
êîíòåêñòíî-îð³ºíòîâàíîãî çàõèñòó ³íôîðìàö³¿ ²Ð

Ïîáóäîâà ãðàô-ìîäåë³ àíàë³çîâàíîãî ²Ð çä³éñíþºòüñÿ íà îñíîâ³ çàäàíî¿ ñõåìè
²Ð, çîêðåìà, âèêîðèñòîâóºòüñÿ ³íôîðìàö³ÿ ïðî íàá³ð ³íôîðìàö³éíèõ åëåìåíò³â
²Ð òà íàá³ð êîíòåêñòíèõ çàëåæíîñòåé ì³æ íèìè.

Ïðè öüîìó ³íôîðìàö³éí³ åëåìåíòè çîáðàæóþòüñÿ âåðøèíàìè ãðàôà, à
ç’ºäíàííÿ ì³æ âåðøèíàìè – ³íôîðìàö³éíèìè åëåìåíòàìè, âèêîðèñòîâóþòüñÿ ó
â³äïîâ³äíîñò³ ³ç çàäàíèìè êîíòåêñòíèìè çàëåæíîñòÿìè ì³æ íèìè [1].
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Ðèñ. 2. Ïðîöåäóðà ïåðåâ³ðêè ãðàô-ìîäåë³ ²Ð íà íàÿâí³ñòü êîíòóð³â òà ¿¿ äåêîíòóðèçàö³ÿ

Ïðîöåäóðà ïåðåâ³ðêè ãðàô-ìîäåë³ ²Ð íà ê³ëüê³ñòü êîíòóð³â ïåðåäáà÷àº âèêîíàííÿ
íàñòóïíèõ îïåðàö³é:

• Ðîçïîä³ë âåðøèí ãðàô-ìîäåë³ çà ð³âíÿìè ³ºðàðõ³÷íî¿ ñòðóêòóðè ìåòîäîì ïîáó-
äîâè ë³ñîïîä³áíèõ ñòðóêòóð ³ç çàëåæíèì ëèñòÿì [2];

• Ïåðåâ³ðêà ³ñíóâàííÿ íåïóñòî¿ ìíîæèíè âåðøèí ãðàô-ìîäåë³, ùî íå ï³ääàþòüñÿ
ðîçïîä³ëó çà ð³âíÿìè ³ºðàðõ³÷íî¿ ñòðóêòóðè;

•Ó âèïàäêó ïîÿâè íåïóñòî¿ ìíîæèíè âåðøèí ãðàô-ìîäåë³, ùî ï³ääàþòüñÿ ðîç-
ïîä³ëó çà ð³âíÿìè ³ºðàðõ³÷íî¿ ñòðóêòóðè, çä³éñíþºòüñÿ äîäàòêîâèé ðîçïîä³ë âåðøèí
ãðàô-ìîäåë³ çà ð³âíÿìè ³ºðàðõ³÷íî¿ ñòðóêòóðè ìåòîäîì ïîáóäîâè ë³ñîïîä³áíèõ ñòðóêòóð
³ç çàêð³ïëåíèìè êîðåíÿìè; ðåçóëüòàòîì ïåðåòèíó íåïóñòèõ ìíîæèí íåðîçïîä³ëåíèõ
âåðøèí ãðàô-ìîäåë³, ùî óòâîðèëèñÿ â ðåçóëüòàò³ îáîõ ðîçïîä³ë³â, º ìíîæèíà óñ³õ
âåðøèí, ùî óòâîðþþòü êîíòóðè â àíàë³çîâàí³é ãðàô-ìîäåë³ ²Ð;

• Ïðè ïîâíîìó ðîçïîä³ë³ âåðøèí ãðàô-ìîäåë³ çà ð³âíÿìè ³ºðàðõ³÷íî¿ ñòðóê-
òóðè ïðîöåäóðà ïåðåâ³ðêè çàâåðøóºòüñÿ.

Àíàë³ç òà ïîøóê îïòèìàëüíîãî âàð³àíòà äåêîíòóðèçàö³¿ ãðàô-ìîäåë³ ²Ð ñêëà-
äàºòüñÿ ç íàñòóïíèõ åòàï³â:

• âèçíà÷åííÿ ïîâíîãî íàáîðó äóã ì³æ âåðøèíàìè ãðàô-ìîäåë³, ùî ñïðè÷è-
íÿþòü ïîÿâó ó í³é êîíòóð³â [3];

• âèçíà÷åííÿ îáìåæåíîãî íàáîðó êîìá³íàö³é äóã, âèäàëåííÿ ÿêèõ ³ç ãðàô-ìîäåë³
ïðèçâîäèòü äî ¿¿ äåêîíòóðèçàö³¿ (äèâ. ðèñ. 1).
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• âèçíà÷åííÿ îïòèìàëüíîãî âàð³àíòà äåêîíòóðèçàö³¿ àíàë³çîâàíî¿ ãðàô-ìîäåë³
äëÿ çàäàíîãî ðåæèìó àíàë³çó (äèâ. ðèñ. 2) øëÿõîì ïîð³âíÿííÿ âñ³õ çä³éñíåíèõ
ïðîì³æíèõ äåêîíòóðèçàö³é àíàë³çîâàíî¿ ãðàô-ìîäåë³.

Ïîñë³äîâí³ñòü êðîê³â àíàë³çó çàäàíî¿ ïîñë³äîâíîñò³ îïåðàö³é îáðîáêè
³íôîðìàö³¿ ²Ð íà ñàíêö³îíîâàí³ñòü º òàêîþ:

• âèêîíóºòüñÿ ïåðåâ³ðêà ÷åðãîâî¿ îïåðàö³¿ íà ñàíêö³îíîâàí³ñòü ó ïîòî÷íîìó
êîíòåêñòíîìó ñòàí³ ñèñòåìè; â ðàç³ ïî÷àòêîâîãî ðåçóëüòàòó ïåðåâ³ðêè öÿ îïåðàö³ÿ
âèëó÷àºòüñÿ ç³ ñïèñêó äîçâîëåíèõ äëÿ âèêîíàííÿ; ïðè ïîçèòèâíîìó ðåçóëüòàò³
ïåðåâ³ðêè çä³éñíþºòüñÿ ìîäèô³êàö³ÿ ³íôîðìàö³¿ ïðî êîíòåêñòíèé ñòàí ³íôîðìà-
ö³éíèõ åëåìåíò³â, ùî îáðîáëÿþòüñÿ ö³ºþ îïåðàö³ºþ;

• âèêîíóºòüñÿ ïåðåâ³ðêà êîíòåêñòíîãî ñòàíó ñèñòåìè ç âèÿâëåííÿì íàáîðó
³íôîðìàö³éíèõ åëåìåíò³â, äîñòóï äî ÿêèõ ïîâí³ñòþ çàáëîêîâàíî âíàñë³äîê âèêî-
íàíèõ îïåðàö³é îáðîáêè; íà îñíîâ³ ïåðåâ³ðêè çä³éñíþºòüñÿ âèâåäåííÿ ³íôîðìàö³¿
ïðî êîíòåêñòíèé ñòàí ñèñòåìè;

• âèêîíóºòüñÿ ïåðåâ³ðêà äîñÿãíåííÿ ê³íöÿ ñïèñêó àíàë³çîâàíèõ îïåðàö³é
îáðîáêè äàíèõ; â ðàç³ íåãàòèâíîãî ðåçóëüòàòó ïðîöåäóðà àíàë³çó ïîâòîðþºòüñÿ;
ïðè ïîçèòèâíîìó ðåçóëüòàò³ ïðîöåäóðà àíàë³çó çàâåðøóºòüñÿ.
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Ðèñ. 3. Ïðîöåäóðà àíàë³çó çàäàíî¿ ïîñë³äîâíîñò³ îïåðàö³é îáðîáêè ³íôîðìàö³¿
²Ð íà ñàíêö³îíîâàí³ñòü
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Â ðîáîò³ ïîáóäîâàíî ñòðóêòóðíó ñõåìó àëãîðèòìó êîíòåêñòíî-îð³ºíòîâàíîãî
çàõèñòó ³íôîðìàö³éíèõ ðåñóðñ³â, ÿêèé ñêëàäàºòüñÿ ç ÷îòèðüîõ åòàï³â, ùî äîçâîëèòü
ïîáóäóâàòè ãðàô-ìîäåëü ²Ð äëÿ àíàë³çó òà ïîøóêó îïòèìàëüíîãî âàð³àíòà äåêîíòó-
ðèçàö³¿ ãðàô-ìîäåë³ ²Ð, ùî âèêîðèñòîâóº  íàá³ð ³íôîðìàö³éíèõ åëåìåíò³â ²Ð òà
íàá³ð êîíòåêñòíèõ çàëåæíîñòåé ì³æ íèìè.
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