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ÏÎÂ²ÄÎÌËÅÍÜ

Ó ñòàòò³ ðîçãëÿäàºòüñÿ íîâèé ñòåãàíîãðàô³÷íèé àëãîðèòì ïðîñòîðîâî¿
îáëàñò³ âáóäîâóâàííÿ â öèôðîâå çîáðàæåííÿ, çàñíîâàíèé íà òåîð³¿ ãðàô³â. Îñíîâíèì
ïðèíöèïîì ðîçðîáêè º ì³í³ì³çàö³ÿ âïëèâ³â âáóäîâàíîãî ïîâ³äîìëåííÿ íà êîíòåéíåð.
Â îñíîâó àëãîðèòìó ïîêëàäåíî îáì³í ì³ñöÿìè åëåìåíò³â êîíòåéíåðà â á³ëüø³é ì³ð³,
í³æ ¿õ ìîäèô³êàö³ÿ. Àëãîðèòì äîçâîëÿº çìåíøèòè âèêðèâëåííÿ êîíòåéíåðà, çáåðåãòè
ñòàòèñòèêè ïåðøîãî ïîðÿäêó òà çàáåçïå÷èòè ñò³éê³ñòü äî íàéá³ëüø â³äîìèõ
ñòàòèñòè÷íèõ àòàê.

Êëþ÷îâ³ ñëîâà: ñòåãàíîãðàô³÷íèé àëãîðèòì, ïîâ³äîìëåííÿ, êîíòåéíåð, âèêðèâ-
ëåííÿ êîíòåéíåðà.

Â ñòàòüå ðàññìàòðèâàåòñÿ íîâûé ñòåãàíîãðàôè÷åñêèé àëãîðèòì ïðîñòðàí-
ñòâåííîé îáëàñòè âñòðàèâàíèÿ â öèôðîâîå èçîáðàæåíèå, êîòîðûé áàçèðóåòñÿ
íà òåîðèè ãðàôîâ. Îñíîâíûì ïðèíöèïîì ðàçðàáîòêè ÿâëÿåòñÿ ìèíèìèçàöèÿ âëèÿ-
íèÿ âñòðîåííîãî ñîîáùåíèÿ íà êîíòåéíåð. Â îñíîâó àëãîðèòìà ïîëîæåíî îáìåí
ìåñòàìè ýëåìåíòîâ êîíòåéíåðà â áîëüøåé ñòåïåíè, ÷åì èõ ìîäèôèêàöèÿ. Àëãîðèòì
ïîçâîëÿåò óìåíüøèòü èñêàæåíèÿ êîíòåéíåðà, ñáåðå÷ü ñòàòèñòèêè ïåðâîãî ïîðÿäêà,
à òàêæå îáåñïå÷èòü óñòîé÷èâîñòü ê íàèáîëåå èçâåñòíûì ñòàòèñòè÷åñêèì àòàêàì.

Êëþ÷åâûå ñëîâà: ñòåãàíîãðàôè÷åñêèé àëãîðèòì, ñîîáùåíèå, êîíòåéíåð,
èñêàæåíèå êîíòåéíåðà.

A new steganographic algorithm for the spatial-domain of digital images, based on
the graph theory is suggested n the paper. The main design principle is to minimize an
embedding impact by means of efficient coding algorithm. The basis for algorithm is the
idea of exchanging rather than overwriting pixels. The algorithm allows reducing the
distortions of the container, as well saving the first order statistic and providing the
stability against the statistical attacks.

Keywords: steganographic algorithm, message, container, embedding impact.

Ç
À

Õ
È

Ñ
Ò
 ²

Í
Ô

Î
Ð
Ì

À
Ö

²¯



27

matching

matching

Ìåòîþ

V E V

Exy ),(
Exy ),( y x

Ç
À

Õ
È

Ñ
Ò
 ²

Í
Ô

Î
Ð
Ì

À
Ö

²¯

1

Eyx ),(

VVE



a
ij

yx
yx

ij ),(,1
),(,0

s
i

},...,,...,{ 1 ni sssC n
S

}1,...,0{ p
c

c
nk

p m
i

),( iii YXv )...,,( 1 icii yyY i
i

Y
i

c p

Ç
À

Õ
È

Ñ
Ò
 ²

Í
Ô

Î
Ð
Ì

À
Ö

²¯

Ssi
}1,...,0{: pSf

}1,...,0{ pmi

))(...)(( 1 icii sfsffc

)...,,( 1 icii xxX
iim

iim

},...,,...,{ 1 ki ccc )...,,( 1 icii ssc

},...,,...,{ 1 ki mmmM



29

f c f s
i

p ic m
i

iim  f s
i

f s
i ic m

i

s f s
i

 s
lc

f s
lc

|| 1 lcssd

s s
lc

d
matching

G
i

G
i

Ç
À

Õ
È

Ñ
Ò
 ²

Í
Ô

Î
Ð
Ì

À
Ö

²¯



 matching

c

p f s
i ic ic

 matching

Ç
À

Õ
È

Ñ
Ò
 ²

Í
Ô

Î
Ð
Ì

À
Ö

²¯



31

matching

CC C

2

ij C
ij

ij

C
ij

C

ij~
TUSV

T
ijijijij VSUC ~~~~

ijSSS ~

iiiij Smax iiS

Ì

matching
s
ij

s
kl

s s
k

s s
k

s
k

 
matching

matching_1

Ç
À

Õ
È

Ñ
Ò
 ²

Í
Ô

Î
Ð
Ì

À
Ö

²¯

2

ij~

S

ij

ic
klij



Òàáëèöÿ 1
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