ISSN 2411-3816 CyyacHa cnenianbHa TexHika N2 4(47), 2016

YIIK 004.056.5

A.C. LLleB4yeHkoO,
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KOMILIEKCHHUI IIAXIJ O IHObY10BI1 CHUCTEMU
KIBEPHETUYHOT'O 3AXUCTY 3bPOUHHX CHUJI
YRPAIHU

Y cmammi posensidaromvcs numanns ananisy nobyoosu ma 3axucmy xibep-
npocmopy 36potinux Cun Yxpainu na 0cHo8i KOMNIEKCHO20 3ACMOCYSAHHS HAAGHUX
cucmem saxucmy inpopmauii ma xibepnemuunoi 6esnexu.

Kmouosi caosa: xibepnpocmip, pisni xibepnpocmopy, xibepuemuunuil saxucm,
cucmemu 3axXucmy iHopMauii, MircMepexcHi eKPaniL, CUCTEMU BUABTICHHS Ma 3an00izanis
emopenennam, DLP, SIEM, VPN, anmugipycuuii 3axucm, po3mencyeéanus oocmyny,
cucmemu auanidy 3axXuweHocmi.

B cmamve paccmampusaromcs 80npocvl anaiusa nocmpoenHus u 3aujumol
Kubepnpocmparcmea Boopyxcennvix Cun Ykpaunol na 0cHo8e KOMNIEKCHOZ0 NPUMEHEHUS.
CYWECMBYIOUUX CUCTEM 3AULUMbL UHDOPMAUUU U KUOEPHEMUUECKOT 6e30nacHOCmi. |

Kmoueesvte cnoea: xubepnpocmpancmeo, yposnu xubepnpocmpancmsa, xkubep-
HemuuecKkas 3auuma, CUCmeMvl 3auuUmvl UHGOPMayuU, Melccemesvle IKParvl, CUCTNEMbL
oonapycenus u npedomepaujenus emopycenuil, DLP, SIEM, VPN, anmueupycnas
sawuma, paszpanudenue 0OCMynd, CUCMeMbl AHAIUIA 3AULUULEHHOCITIL.

Paper deals with the analysis of the construction and protection of cyberspace of
the Armed Forces of Ukraine on the basis of an integrated application of existing systems
of information protection and cybersecurity are considered.

Keywords: cyberspace, levels of cyberspace, cyberprotection, systems of information
protection, firewalls, systems of dection and prevention of attacks, DLP, SIEM, antivirus
protection, access isolation, systems of an analysis of protection.

Beryn

KiGepb6esreka — HalOiIbII aKTyaJbHUI HAMpsM 3axucTy iHdopmarii Ha ¢oHi
riobasibHOI iH(opMaTH3allii Cy4acHOTO CYCIIiJIbCTBA, BKJOYAOYM i 30pOitHI cuan
nepskau. Ha cporopni po3BuTOK iH(pOpMaIiifHUX TEXHOJIOTIH 3HAYHO PO3IIMPUB
MOJKJIMBOCTI BiliCHKOBOTO YIIPABJIiHHSI Ta 361/IBIITIB MOKIMBOCTI MIPOTHBHUKA B peasti3artii
aTaK Ha KPUTUYHI eseMeHTH iHdopMalliiiHoi iHdpacTpyKTypHu.

Y nepion i3 2014 Tta 1o HuHi, mix yac anekcii ABroHomHOI pectry6miku Kpum Ta
B xo/i GoitoBux il Ha Cxoxi Ykpainm 3 60ky Pociiicbkoi Denepartii 31ilicHIOIOTHCS
MacoBaHi KibepHeTHYHi aTaKu Ha eJIeMEeHTH KPUTHYHOI iH(opMarliitHoi iHdpacTpyKTypu
K JepskaBu, Tak i 36poiinnx Cun YKpainu.

ITix yac 6oitOBUX il peari3yIoThest KOHIEMIIT iHpopMaliiHuX Ta KibepHeTHYHUX
omepariil, IKi HalpaBJIeHHI Ha 0COOOBUI CKJIa Ta cuctemy yrpasiainas 3C Ykpainu.
Cucrema ynpasainag 3C cnupaerbes Ha iHdoOpMalliiiHo-TeJIeKOMYHiKalliifiHi cucteMu
(mami — ITC) mpu nepeayi KoMaHz 6OHOBOTO YIPABJIiHHS Ta 3/IiCHEHHST TIOBCSIKIEHHOT
JKUTTEMIAIBHOCTI.
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Peasizarist atak y kibepaernaromy mpocropi 3C YKpaiHu IpusBOANUTH 10 BUTOKY
ingopmartii, HeCAaHKITIOHOBAHOTO JIOCTYILy Ta TOPYIIEHHS KEPOBAHOCTI eJeMeHTaMU
ITC, BigMoBM B OCTYTIi 10 pecypciB Ta cucteM, fAesirdopmartii ocobosoro ckiaary 3C.
Hassnricts Bpasmmusocreii ITC, cucrem 3axucty ingopmariii Ta HU3bKa MiATOTOBIEHICTD
oco6oBoro ckiany 3C MpU3BOANTH 10 CYTTEBUX PU3WKIB iH(bopMaIliiiHoi Ge3nexn, a
yCHilmHa peasizariss KiGepHETHYHUX aTak — 0 3HAYHWUX 30UTKIB. 3 OIVIsAy Ha Iie,
aKTyaJIbHUM Ta HEBifKgagHUM € 3axuct Kibeprnpocropy 3C YkpaiHu.

AHaJli3 OCTaHHIX AOCJIIKeHb Ta MyOJiKaliii 1oKasas, 1110 Ha CbOTOAHI 3HAYHO
aKTyasTi3yBalnCh MUTaHHs 3a0e3IeYeHHsT 3aXucTy iHdopMariii Ta Kibepoesnekn. OcHOBHI
HAPSIMU HAYKOBUX JIOCJI/[KEHb HalpaBJieHi Ha PO3BUTOK METOMOJIOTIYHOI Oasw,
(hopMyBaHHS KOHIENTyaJTbHUX ITi/IXO/IiB, IPABOBUX 3acajl Ta TePMiHOJIOTIi B Tamy3i
KiGepHernuHoi Gesneku [1-5].

Mera

Cran indopmariiiitoi ta kibepaernatoi 6esrnexn y 3C YKpaiHu BUMara€ HerailHoro
BIIPOBA/KEHHSI CUCTeM 3axucTy iHdopmaiiii Ta KibepHetnuHoi O6e3mekn. Ha choroami
BiZICYTHI cucTeMu, siKi O K03BOJIsIN 3a0e3MeUnTH 3aXKCT iHhopMallii Ta KibepHeTHIHY
6esieky 3C B misomy. Tomy mist moOyIOBH CUCTEMH KiOEPHETUYHOTO 3aXUCTY
IIPOTIOHYETHCS BUKOPUCTAHHS KOMILIEKCHOTO T/IXO/TY, SKUU I03BOJIUTD MOEAHATH iCHYIOUi
CHUCTEeMM Ta MeXaHi3Mu 3axucty indopmaritii aast Gigbmr eeKTUBHOTO 3aXUCTY
kibeprpocropy 3C Ykpain.

Mertoio poboTu € migsuiients 6esnexu kiGeprpocropy 3C Ykpainu 3a paxyHOK
KOMITJIEKCHOTO BUKOPYCTAHHSI HasiBHUX CHCTEM 3aXKCTy iH(popMallii Ta KibepHeTHUHOT
GesMeKH.

IlocranoBka 3aBaaHHS

3aBIaHHSAM JOCTIUKEHHS € aHaJli3 CTPYKTYpH cTany Oesneku Kibeprpoctopy 3C
Ykpaiau Ta po3poOKa peKOMeH/Ialliil o0 KOMITJIEKCHOTO 3aCTOCYBAHHSI CHCTEM 3aXHCTY
iHdopmartii Ta KiGepHeTHYHOI Oe3TeKH ISt IOr0 3aXHUCTY.

Obmedncernst. B pobOTi pOSIIISIAIOTHCS IMTAHHS Peasti3ariil 3aXucTy KiGepHeTHIHOTO
IIPOCTOPY TEXHIYHUMU 3aCO0aMU.

BuknaneHHsi OCHOBHOrO Marepiaiy AOCJi/>KeHHS

Kibepnemuunuii npocmip — 1ie eJieKTpoHHE iH(OpMaIiiiiHe cepeoBHIIe, YTBOPEHEe
OPraHi30BaHOIO CYKYITHICTIO B3aEMOIIOEHAHNX 32 €JMHUMHU IIPUHIIUIIAMU Ta TPABUJIAMA
indopmaniiaux, TeJeKOMyHiKaminHUX Ta iH(GOpMaIiiiHO-TeJeKOMYHIiKaIinHNX
cucteMm [6].

3axucT KibeprpocTopy MOBUHEH 3/iiiCHIOBaTHACS Ge3IepepBHO Ha 3eMJIi, B TIOBITPI,
MOpi Ta Kocmoci [7; 8]. Peasnizaliig 3axucty Mae BpaxoByBaTH cepeIoBUIIA PO3IOBCIO/-
JKeHHs iHdopMaliiiHuX MOTOKiB, BKIOYaloun i eaekTpomardiTHuii criektp (EMC).

3axomu 3axucry kibepmpocropy 3C Ykpainu MOBHHHI peasi3oByBaTHCh Ha
opraHizaliiHoMy, TeXHiYHOMY Ta IPABOBOMY PiBHAX.

Opranizariitai 3axoan 3axucty kibeprpocropy y 3C mepenbadaiorb po3poOKy
IIPaBUJI JOCTYITY Ta pobotu ocoboBoro ckiamay B I'TC, mopsiaky 06pobku iHdopMmariii ta
HaBYaHHs OCHOBaM iHdopMalliiiHoi Ta kibepHernunoi 6esmexku. Kpim toro, ocoboswmii
ckiaan 3C moBuHeH OyTH HaBYEHMIT OCHOBAM IIPOTHUCTOSIHHSI PO3BIAIN MPOTHBHMKA B
ingopmarliiiHoMy MpOCTOpi — colliayibHiil iHKeHepii.

Binbur getaabHO pO3TAsSHEMO NMUTaHHS 3axucty KiGeprmpocropy 3C Yipainm
TeXHIYHUME 3aco0aMu (ITPOTPAMHUMH, allapaTHO-TIPOTPAMHIMI).

TexHiuHi 3aX0[¥ 3aXUCTy KiGepIpocTopy mepeadayaoTh 3aXUCT eJIeKTPOHHOIO
cepenosuiia ITC 36poiinux Cun Ykpainu.

Ypaxosytoun ocobmusocti odyaosu ITC Ta cydacHux cucteM 3axucTy iHdopmariii,
MOKHA BUALIUTH Taki QyHKIOHAABHI piBHI Kibeprpoctopy (puc. 1):

piBeHb lH(l)OpMaL[H/IHI/IX cucrem (HporpaMHoro 3a0e31eueHHs );

piBeHb KiHIIEBOTO TeJIeKOMyHlKa]_III/IHOFO ob6J1a[HaHHST;

piBeHb MEPEKHOTO TEJEKOMYHIKAIiiiHOrO 00/IaHaAHHST;
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piBeHb TPAHCIIOPTHOI TesieKOMYHiKalliliHoi Mepesxi [8].

[Tix wac ynpas/iHHs Bificbkamy 3a3HadeHi (QyHKITIOHATbHI PiBHI KibeprpocTopy
B3aEMOJIIIOTH 3 PIiBHsIMHU, siKi 00’€HYIOTH 0COOOBUI CKian Ta (izuuHe cepeoBUIIe
(crarionapHi Ta mosiboBi 00’€kTH ). BripoBayKeHHst 3aXUCTy KibepIpocTopy He IIOBUHHO
0OMEKYBaTHCh CTAIliOHAPHOIO KOMITOHEHTOI0. Peastizallisi 3aXUCTy MObOBUX €IeMEHTIB
3YMOBJIIOETBCS IX KPUTUYHICTIO BHACJIIZIOK (DYHKITIOHYBaHHS 32 MeKaMU KOHTPOJIbOBAHOT
30HM BIIPUTYJI /10 3ac00iB TE€XHIYHOI PO3BIIKM MPOTUBHUKA, PO3BIAKM JIiHIi 3B's3KY.

Jlist 3abesniedernst Gesmexu kiGeprpocropy 3C Ykpaitu HeoOXiiHe BIPOBAKEHHS
KOMILIeKCYy cucteM Ta MexaHismiB 3axucty ITC nHa pisanx (byHKITIOHAIBHUX PiBHSIX
kiGeprpoctopy. Jlo Takux cUCTEM Ta MeXaHi3MiB HaJeKaTh:

CUCTEeMH PO3MEXYBaHHS /OCTYIy KopucTyBadi 0 eremenTiB ITC;

CHCTEeMH MiKMepEesKHOTO eKpaHyBaHHsI Ha OCHOBI ¢haepBouiB (Firewall);

CUCTEeMH Ta MeXaHi3Mu KpunTorpadgivHoro 3axucty iHdopmartii;

BipTyasubHi npuBaTHi Mepexi VPN;

cucteMu aHTUBipycHoro 3axucty enemeHTiB [TC;

CHCTEMU BUSIBJICHHST Ta 3anobirantst Bropraerusm (IDS/IPS);

MexaHi3mu aBTeHTudiKallii, apropusaitii ta ayauty (AAA);

crcrteMy TonepekeHds Brpatu ganux (DLP — data loss prevention);

crcTeMH yIpaBJiHHs iH(bopMariiitHooo Oesrniekoio Ta nogisimu (SIEM);

cuctemu ananidy 3axumierocti (CA3) [9—11].

CUCTEMU TA METOJAW OBPOBKU ITHOOPMAIIIIL
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Puc. 1. @ynkuionanbHi piBHi kibeprpocropy 36poinux Cun YKpainu
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IIpecTaBUMO OCHOBHI MiCI[sl PO3TaIllyBaHHS [IPOIPAMHUX Ta allapaTHO-IIPOrPAMHUX
3acobiB 3axucty iHdopMariii Ta KibepHeTHYHOI Ge3eKH BiAMOBIAHO 10 (QYHKIIOHATBHUX
piBHiB KiGeprpocropy (puc. 1).
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Puc. 2. Cucremn i mexanizmn 3axucty indopmarii iHpopmaiitHo-TeJIeKOMYHIKaIliTHUX CUCTeM
CTeTia/TbHOTO TTPU3HAUYEHHS

Posrastnemo 6isbin geTaabHO (pyHKITIOHYBaHHS JESKUX CHUCTEM Ta MeXaHi3MiB
saxucty indopmarii npu 3axucri Kibepuernanoro mpocropy 3C Ykpainm.

Kpunmozpaghiunuii 3axucm ingopmauii onviH 3 OCHOBHUX iHCTPYMEHTIB, 1110 peasti3ye
(byHKIIIT Ha KOsKHOMY 3 (DYHKITIOHAJIBHUX PiBHIB KiOEPIIPOCTOPY, BKIFOYAIOUH i peatizaliiio
kpurnitorpadivyanx GyHKITN B iHIMX cucTeMax 3axucty indopmartiii: VPN, MixMepe:kHUX
expaHax (MexaHisMm deep packet inspection), aBrentudikarii Tomnto. Kpumrorpadiunmii
3axucT iHndopmariii 3a6e:—3neqy€ KoH(pieHIiliHicTh Ta MimicHicTh iHdOpMATITii.

Memoou posmemncyeanns docmyny BUKOPUCTOBYIOTHCS [Jisi 3abe3nedeHHs
posfiieHHst poctyiy cy0’'ekriB um rpyn cyb’ekTiB g0 MHOKuMHK o0’ektiB ITC. Sk
MIPABUJIO, PO3MEXKYBAHHA [IOCTYIY IPYHTYETHCA HA BIPOBALKEHHI MATPUILL JOCTYILY
BiZMIOBiAHO 10 icHYIOUOi moiTHKU Oesnexu. Po3MexKyBaHHS JOCTYIYy peasi3yeThest
IIJISIXOM  YIIPOBA/KEHHsST OOJIIKOBUX 3alllCiB KOPHCTYBadiB Pi3HUX PIiBHIB 3TiAHO 3
MOBHOBAKEHHSIMU Ta 3aCTOCYBaHHS TIOJITHK Oe3mekn (rPynoBuX, JOKaibHIX ). OcTaHHi
peani3yioThbes, K MPaBUJIo, B ONepalliiHUX CUCTeMax.

Metoau po3mekyBaHHS JOCTYITY HalpsIMy He HaJeXaTh /10 MeXaHi3MiB 3aXUCTY
iHdopMmariii, ae 3HAYHOIO MiPOTO JI03BOJISIIOT 3a0€31TeYNTH BUKOHAHHS TTOJIITHK Oe31eKn
ingopmarrii.

PosMeskyBaHHSI 1OCTyIy peasi3oBYEThCS Ha BCiX (DYHKIIOHAJIBHUX PiBHIX
KibepIpocTopy.

Mixcmepedscne exkpanysanist 3MNCHIOETHCA 3a IOTTOMOTOI0 (paepBoIiB (MizKMEPEKHUX
expaHiB, aur. Firewall, nim. Brandmauer). MixmepesxHi expanu (ME) — komiuiekc
ariapaTHO-IIPOTPAMHKX YM IIPOrPAMHUX 3acO0iB, 110 3AICHIOE KOHTPOJIb Ta (biIbTpaLiiio
iHdopMaIliitHUX TOTOKIB BiAITIOBITHO /0 3a/IaHUX TPABUJI TMOJiTUKN Oe3IeKN.
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Ha cpboroani mixkMmepeskHi eKpaHu peasi3yloTbCd B TaKMX BUKOHAHHSX.

1. Anapammno-npoepamni ME peanidyioTbcd K OKpeMi MepexHi mpuctpoi. Ha
neil yac ynposajmkeHa konueniis Next Generation Firewall (NGFW) — cydacHi
MixKMepekHi eKkpaHu, KpiM (yHKIili dinprpaitii Tpadiky, 37iliCHIOIOTh aHTUBIPYCHUI
3aXMCT, CTBOpeHHA KaHaJiB VPN, BUSABJIEHHS Ta 3aXMUCT BiJl BTOPrHEHb Ta iHIIII.

2. Ilpozpamni ME peanisyioTbcs y BUTJAS/I iHTETPOBAHOTO MPOTPAMHOTO
3abe3nedeHHs omnepamniiHux cucreM, (aepBoJiiB, aHTUBIPYCHOIO MPOTPAMHOIO
3a0e31eyeHHsl, OKPEMOro CIIeliai30BaHOTO MPOTPAMHOTO 3a0e3eYeHHsI.

Cyuacui mizkmepeskai ekpann (NGFW) no3BoJisioThes peastizyBaTu (isibTpartifo
tpadiky 3a I[P-ampecamu, mopramu BifmmpaBHMKA Ta OTPUMYyBada, MPOTOKOJAMH,
3aificHoBaT niepeBipky Tpadiky 3a Bmicrom (App Control, Web Control, Email proxy),
6sokyBants migospinoro tpadiky (Spam Blocker, APT Blocker) ta inmi ¢yHKIIii.

g edpexrusroro saxucry indopmariii B ITC 36poitnnx Cun Yipainu 101iabH0
BukopucrtoByBatu ME s 3axucty mepesxk (KpUTMUHUX cerMeHTiB Mepexi — DMZ),
kputrunnx eemedTiB [TC ta aBroMaTn30BaHNX POOOUUX MICITb. Y TIEPIIIOMY Ta JAPYTOMY
BUIIQ/IKaX BUKOPUCTOBYIOThCS anapaTHo-iporpamMui ME, y Tperbomy — niporpamui ME.

Bipmyanvni npusammui mepesci VPN BUKOPUCTOBYIOTHCS JJis1 3abe3TedeHHsI
3axmiieHoro oOMiHy iHdopMmallielo Mixk Mepekamu (Site-to-site) Ta 3axXHUIEHOTO
noctyny Bigganeanx xopuctyBadiB. Cytb VPN monsira€ B cTBOpPeHHi KpumtorpadiaHo
3aXUINEHOr0 BipTyaJbHOTO TYHEJIO, 10 3abe3redye KOHMIAEHIIiHICTh Ta IiTiCHICTD
npu 0OMiHi iH(pOpMaIi€ro.

Ak npaBuIIO, BUKOPUCTOBYIOTLCS CXeMU OopraHizailii kanasiiB VPN: Mepeska-Mepeska,
KJIieHT-cepBep. Jlo OCHOBHUX MPOTOKOJIB BipTyaJbHUX IPUBATHUX Mepek HasleKaTb
nporokosn IPsec, L2TP, PPTP, TLS (SSL).

Cepsepni mporpamui mozaysi mpotokosiB VPN peasni3yloTbCsd B CepBEPHUX
omnepaniiHuX cucremax, Mapiipyrusatopax, NGFW Ta inmmx 3acofax.

Oyukiii VPN interposani Maiike B yci cydacHi MapuipyTHU3aTOpPH, IO 3HUKYE
3aTpaTy HA OPTaHi3allilo 3aXUIeHNX KaHaJiB 3B’SI3KY.

Cucmemu anmusipycrozo 3axucmy € HeBiJ EMHOIO CKJIAJIOBOIO OY/Ib-SIKOTO €IeMEHTY
ITC. AurtuBipycHe mnporpaMue 3abesledeHHs, pasoM 3 ICHYIOUMMHU METOJaMU
(cuTHATYpHUM, €BPICTUYHUM, BUSIBJICHHS aHOMAJIl), BIIPOBA/KYE HOBI TEXHOJIOTIT Ta
MeXaHi3MU 3aXUCTYy — “TMCOUYHMIA”, eMyJIAllisd, peatisallid AeKiJbKOX aHTHUBIPyCHUX
MO/LYJIiB TOIIIO.

Ha croronni peasizoBati OCHOBHI ITi/IXO/I 1[O/I0 aHTUBIPYCHOTO 3aXUCTY: CUCTEMU
AHTUBIPYCHOTO 3aXWCT MLIIO3IB (gateway antivirus) Ta 3aXWCT KiHIEBUX TOYOK (end
point security). /lnsg edeKTUBHOTO aHTUBIPYCHOTO 3aXUCTY [OIiJIbHE MPOBAKEHHS
000X TIiIXO/IiB.

AHasoriyHO 710 IHIIUX TPOTPaMHKMX 3ac00iB ICHYIOTH SK KOMEpINiiHi, Tak i
YMOBHO G€3KOIITOBHI aHTUBIPYCHI 3acO0OM: 11i 3ac00M MalTh 0OMeKeHi (PYHKI[IOHATb-
Hi MOKJIMBOCTI.

Cucmemu susienenns ma 3anobizanms emopenenusm (IDS/IPS) — 1e mporpamHo-
armapaTHi 4yu porpaMHi 3acoOu, siKi MpU3HaveHi /I BUSIBICHHs (DaKTiB HeCAaHKITIOHO-
Banoro goctyny (HC/[) no ITC uum mimospinoi aktuBHocTi. CucTeMu BUSBJIEHHS
BrOpraeHnst IDS 103BOJAIOTh BUSIBJIATH KiGepHETHYHI aTaku, CHCTEMU 3aro0iraHHs
BropraeHtsMu IPS peanizyiors GyHKILT 3aXUCTY, 110 H03BOJIAI0Th OokyBatn HC/L un
HecaHKI[IOHOBaHi ii.

CUCTEMU TA METOJAW OBPOBKU ITHOOPMAIIIIL
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31e6ipIIoro  BUILISIOTh TpU OCHOBHI Kiacu IDS: mepexHi (Network-based
IDS, NIDS), Bysnosi (Host-based IDS, HIDS) Ta TiGpuiHi.

Apxitextypa IDS/IPS rpyHTY€ETbCS HAa BUKOPUCTAHHI KOHCOTBHUX Ta CEHCOPHUX
cucreM. Y cucreMi KiGepHETHYHOTO 3aXHCTy CEHCOpH 30MpaioTh iHdOpMAIliio mpo
HeOe3meuHy akTHBHICTD Ta HAJICUJIAIOTh 10 KOHCOJIEH, SIKi CHCTeMaTH3YIOTh, JKYPHAIOIOTh
Ta 3IHCHIOIOTH YIIPABJIiHHS.

Ha cporoani icuye psin peanisaiiiii IDS/IPS 1epenoBiMu po3poOHUKaMU 3ac00iB
3axucty iHdopmariii Ta mporpaMHux 3aco6iB 3 Bigkputum kogom: Snot, OSSEC, Prelude,
Bro Ta inmii.

Pasom i3 e(eKTUBHICTIO BHUABJIEHHS KiOEPHETHMYHMX aTaK Ta CBOEYACHOI iX
HelTpasisailii JocUTh BKJIMBUMM € peasiisallisl cuctemMaTusallii HeCaHKI[iOHOBaHUX [Iill
Ta iX Bi3yaJisailist, 1110 J03BOJISIE aJleKBATHO OIIHIOBATH CTaH KiGepHETHYHOI OE3IEKH.

Mexamnismu asmenmudpixauii, asmopusauii ma ayoumy (AAA — authentication,
authorization, accounting) — HeBiI'€MHI MeXaHi3MH 3aXHCTy IMPOrPaMHOTO 3abesrie-
yeHHs1 (web, 6a3 MaHUX TOIIO), OMEPAiiHIX CHUCTEM, iH(GOPMAIIITHUX CUCTEM, CHCTEM
3aXMCTY TOIIO.

Mexanizmu aBrenTu(iKaiii Ta aBropusartii 3a6esneqy10Tb CAHKI[IOHOBAHUIA JIOCTYII
KOPHCTYBadiB /[0 cucreM (3aco0iB) Ta HaJaHHs IIOBHOBAKEHb BiIIOBIZAHO 0 MOJITHKI
GesIeKH.

Mexanizmu ayiMTy /103BOJISIIOTH HA OCHOBI JKypHAaJiB (JI0OTiB) 3/IilICHIOBATH 3aITHC
MOZIii Ta iHIMAEHTIB opyIieHHs iHGOopMaIiitHoOT Oe3meKu. AYANUT T03BOJISIE TIPOBOAUTH
po3CIiyBaHHA IHIUJEHTIB Ta BUABJIEHH IIOPYIIHUKIB, AKi AII0OTh yCylepey MMOJIiTUIL
iHdopmariiiinoi GesneKu.

Mexanizmu AAA Ti€lo un iHIIO Mipoio peai3yloThCd Ha YCiX (PyHKITIOHATHBHUX
PIBHAX KiGEpIIPOCTOPY.

Cucmemu nonepedacenns empamu danux (DLP — Data Loss Prevention) — cuctemu,
SIKi IOCUTH iHTEHCUBHO PO3BUBAIOTHCS ocTantim yacoM. B ITC 36poiinux Cun Ykpainu
icHye BesMKa KiJbKicTh iH(opMalii, ska He HaJeKuTh 10 iHopMalii 3 0oOMeKeHnM
JIOCTYTIOM, ajie B CYKYITHOCTi po3kpuBa€e meBHi Bimomocti. lle — momitoBi aapecu,
tesiechOHHI HOMepH, 0coOMCTI izeHTU(iKamiliHi HoMepH, OaHKIBChKi PEKBI3UTH yCTaHOB,
TexHoJoriuna ingopmariig tomo. Okpemi 3 1IUX BiloMOCTel He CTAHOBJSATH BiIHOCHOI
I[IHHOCTI aJie B CyKYITHOCTi BTpaTa 3a3HauyeHUX MacuBiB iH(hopMallii € CyTTEBUM PU3UKOM
indopmariiinoi 6esnexkn 3C Ykpainm.

Cucremu DLP Ha OCHOBi 3acTOCyBaHHSI KPUINITOTpa(ivHUX METO/iB 3aXHUCTY,
PO3MEKYBaHHSI JIOCTYITY JI03BOJISTIOTH 3a6e31eunTr 30epesKeHHs JaHUX KOPUCTYBadiB Ta
oprasisaiiii, 6JI0KyBaTH JOCTYII JI0 HeCaHKITIOHOBaHUX KaHauiB. /lesski momymni DLP Ha
NGFW 3a6esnedytoth nepeBipKy BMicTy Tpadiky Ha HasBHICTb KOH(DIIECHITIHHIX TaHWX.

CyKyTHiCTh pO3Pi3HEHNX CHUCTEM Ta MeXaHi3MiB 3aXUCTy, He3BaKaloud Ha CBOIO
dyHKI[IOHAIBbHICTD, He BigoOpaskae ILiaicHOI KapTwHKM cTaHy iHdopMaliiiHoi OGe3mnexu
oprasisartii.

Cucmemu SIEM. [lna peanizaltii MOHITOPUHTY i ayauTy mofiil indgopmarttiiinoi
GesneKkn Mepeski B IIJIOMY BHKOPHCTOBYIOThest cuctemu SIEM (Security Information
and Event Management). 11i cucreMy BKIIOYalOTh y cebe 3ac00M aBTOMATH30BAHOTO
300py 1ol ix hopmasiizailii Ta ysaraabHEHHs, BiZloOpaskeHHsI y 3pyYHOMY JIJIsI aHAJIi3y
Burigai. SIEM no3BOJIAIOTh TTPOBOJIUTU MOHITOPUHT Ta ayAWT CTaHy iHdopMaiiitHoi
Ge3MeKr OHOYACHO Bil 6araThOX POOOYNX CTAHIIiN, MEPEKHUX TTPUCTPOIB 3 PISHUMM
maTopMaMu.



ISSN 2411-3816 CyyacHa cnenianbHa TexHika N2 4(47), 2016

Cucmemu ananisy saxuwenocmi (ckanepu 6e3eKn) MPU3HAYEHi /1T TPOBEIECHHS
aHaJIi3y Ta JIOCiKEHHs BJIACHUX CHCTEM Ha HasiBHICTh BpasimBocteil. CA3 3a6e31meuyiorh
ayuT iHdopMariiiiHoi 6e31meKkn MepesK, OlepaliiiHiX CUCTEM, CUCTEM YIIPaBJIiHHA OazaMu
JIAHUX Ta iHIIOTO CIeliasi30BaHoOro MporpaMHoro 3abesnedyentst. Bukopucrants CA3
no3Bosisie BuacHO BusaBiaATH BpasznuBocti ITC, enementiB ITC Tta cucrem 3axucrty
inopmarlii Ha oCHOBI TacuBHOro abo axkTWBHOrO ckaHyBaHHs. Ha cporomni CA3
3nebinpimoro iHTerpyotbest 3 SIEM. YV Kommekci 1i  CHCTEMHU  J03BOJISTIOTH
6inbil e(heKTUBHO HPOBOAUTH ayAuT cTaHy iHdopmaimiiiHoi 6e3lmexkn Ta BYACHO
MepeKpUBaTH BPA3JIMBOCTI CUCTEM.

BripoBajpkeHHsT HaBeJIeHUX CUCTEM Ta MeXaHi3MiB 3axucTy iHgopMariii 103BOJUTD
sabesneunt Gesneky kideprpocropy 3C Ykpaitm. CucremMy 3aXucTy peasisyioTh CBOI
OCHOBHI (DYHKILi Ha PiBHI TPOrpaMHOro 3a0e3IEYEHHS] Ta MEPEKHOro OOJIaJHAHHSI.
BripoBajpkeHHsT  CKJIQIHUX TEXHOJOTIYHUX CHUCTeM 3axucTy iHdopmaiiii Ha KiHIesi
HPUCTPOI — 371eOLIBIIIOT0 aBTOMATH30BaHi POOOYi MiCIlsl, CIPUYMHUTD 3HAYHI TPY/HOII,
[0 BUKJIMYe HEOOXiIHICTh y BHCOKOKBasIi(hiKOBaHUX KajapaX 3 Kibepsaxucry. Y 3BSI3KY
3 I[MM, OCHOBHMI HampsiM 3abesredentst 6esnekn Kidepipoctopy 3C YKpaiHu MOBUHEH
OyTH HaIlpaBJICHUII Ha BIIPOBAJKEHHsST MEPEKHUX 3ac00iB 3aXMCTy — ILTIO3iB Oe3TMeKn
(security gateway). Ha cboromsi mutosu Ge3neKy CTAaHOBJIATH Taki 3aCO0M 3aXKCTY, SIK
NGFW, UTM (Unified Threat Management) ta NFIPS (Next-Generation Intrusion
Prevention System). KoxeH i3 1ux 3aco0iB 3aXMCTy BKJIIOYAE TI€I0 YK IHIIOIO MipoIO
Habip cucreM, sIKi posrisiaaauch y crarti. BiamosizHo mo mocaimkers NSS labs o
OCHOBHMX JIjiepiB y raiysi KibepHerwuroi Oesmnexu HameskaTh: Cisco, WatchGuard,
Check Point, Dell SonicWall, Fortinet, McAfee ta iamii [12].

Bubip 3aco6iB saxucty ajst morped 3C Ykpainu — muTaHHs J0CUTh cKaagHe. OKpiM
BIIPOBA/KEHHS (DYHKITN 3aXUCTY, CJii BPaXOBYBaTH MOKJIMBICTH IEHTPATI30BAHOTO
MOHITOPUHTY CcTaHy iH(opMaliiiiHoi Oe3rexy Ta KibepHeTUUHMX aTak, TaK SK, HAlPUKJ/IA/I,
peamizyiors 3acoou WatchGuard Dimension [13] abo Cisco FirePower [14].

3abesneuyeHns kibepbesnexkn 30poiiHnx Cusr YKpaiHu — 3aBAaHHs sIKe T10Tpedye
3HaYHUX (PiHAHCOBMX 3aTpaT, TOMY /IO HOT0 BHUPINIEHHS MOTPIOHO TiIiNTH KOMILJIEKCHO,
BpaxoBytoun gocBin kpain HATO ta CIIIA. BrnpoBakeHHsS cucTeM Ta MeXaHi3MiB
3axucty iH(opMalli J03BOJIATh 3a0€3MeUYNTH KOMIUIEKCHUIT 3axucT Kibeprpoctopy 3C
YKpainu 3 ypaxyBaHHSIM CTalliOHAPHOI Ta MOJIbOBOI KOMIIOHEHTH.
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