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MMIJIMIHA HABITAIIIITHUX JIAHUX K METOJI ITPOTU/III
HECAHKITIOHOBAHOMY BUKOPUCTAHHIO BE3IIJIOTHUX
MMOBITPSIHUX CYIEH. CITY®IAT

Onucano meopito 3axonnenns 6besnirommozo nogimpsmnozo cyona (BIIC(A) ma
Kepyeanns Hum uepes 2nooanviy cucmemy nosuuionysanus (GPS), npoananizoeaio
cuenanu niominu. Mema uiei cmammi noisieae y 6uUBUEHHI YPa3IU8OCmi NIOMIHEHUX
cuznanie GPS. BIIC(A) ssaxcacmvcsi 3axonnienum, Koau cnygdep ompumye MOoNCIUsicmy
6 Kinueeomy niocymxy exazamu noaoxcenns i weuoxicmo BIIC(A). I1id uac xouwmponio
nicas 3axonienus cnygep maninymoe cnpasicrin nonoxcennam BIIC(A), wo npusodumo
0o nomvomie BIIC(A) danexo 6i0 niany 3a80anms, ne NiOHIMAOYU MPUBOZU.

Knrwuosi cnoea: 6esninomne nogimpsmne cyono, GPS cnygine, npomudis
BIIC(A).

Onucana meopusi 3axeama becnuniomiozo 6030yuozo cyona (bBC(A) u ynpas-
Jlenust um uepes 2nobanviyio cucmemy nosuvuonuposanus (GPS), npoananusuposaivt
cuenanvt noomenvl. Ilenv amoi cmamvu 3aKIOUACMCS 6 USYUCHUU YA36UMOCTIU
noomenennvix cuznanoe GPS. BBC(A) cuumaemcs 3axeaueHnvim, Koz0a cnygdep noayuaem
B03MONMCHOCTL 8 KOHEUHOM UMOoze yKasamy noaoxcerue u ckopocmv bBC(A). Ilpu xonm-
poae nocie 3axsam cnygep manunyaupyem uacmosuum nouoxcenuem bBC(A), umo
npusooum x noasemam bBBC(A) danexo om niana 3adanus, ne nooHUMas mpesozil.

Kmoueevie cnosa: 6ecnunommnoe 6o30ywmnoe cyono, GPS cnygume, npomusoodeii-
cmeue BBC(A).

The theory of unmanned aerial vehicle (UAV) capture and control via Global
Positioning System (GPS) signal spoofing are analyzed. The goal of this work is to
explore UAV vulnerability to deceptive GPS signals. UAV is considered captured when a
spoofer gains the ability to eventually specify the UAV’s position and velocity estimates.
During post-capture control, the spoofer manipulates the true state of the UAV, potentially
resulting in the UAV flying far from its flight plan without raising alarms.

Keywords: unmanned vehicle security, GPS spoofing, Counter-UAV.

Beryn

Crnydinr — ataka Ha GPS Hasiraitito (anri. Spoofing — migmina) — araka, sika
HaMaraeTbcs MiIMIHUTHU AaHi, 1110 cupuiiMaioTbes GPS-nipuitmadem, 11iJ1i, IIMPOKOMOBHO
nepeaioyu OiIbIN MOTY/KHI CUTHAJIM, HiXK oTpuMati Bix cynyTHukiB GPS, Taki curnam,
o6 BoHu Gysin nofiOHi 710 psimy HopMmanbhux curHamiB GPS. 1li curnamu 3miHeHi B
Takuil crocio, mob 3MyCUTH OJiep/KyBada He YTOYHIOBATH CBOE MiCIle PO3TalllyBaHHSI,
BBa)KAIOUM MOTO TaKWUM, sIKe BifmpaBuB aTakyiounii. Ockisbku cuctemu GPS mpaiiioors,
BUMIPIOIOYHN Yac, SIKUH TOTpibeH s CUTrHATy, o0 MifiTH Bif CyHyTHHKA 0
oflepKyBaya, YCIIITHII CIy(iHT BUMArae, mob aTakyounil TOUHO 3HaB, e 3HAXOAUTHCS
fforo b — Tak, mob iMITOBAaHWN CHUTHAI MIir OYTH CTPYKTYpPOBaHWIl 3 HAJEKHUMHU
3aTPUMKaAMU.
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Jlist aBToHOMHOT ab60 HaIiBaBTOHOMHOI eKcITyatarlii Oe3MiJIOTHUX JiTaabHIX
cynern (amapariB) (BIIC(A)) moTpibHO BHUKOPHMCTOBYBAaTH HaAiliHy HaBiramito. /lo
HaiOLIbII TOMMPEHNX cucTeM 3abesrnedents HamiliHoi Hasiraiii BIIC(A) Hamexath
cCTeMH iHepIiaJbHOI HaBirallii ta riobaibHi cuctemu cymyTHrKoBoOI Hasiratii (Global
Navigation Satellite System — GNSS) [1]. Ane 3 orsay Ha HectabiabHy PoOOTY
GNSS cucreM B yMOBaxX CTBOPEHHs IEPEMIKOJ Ha iX poOOYMX YacToTax, B IIed yac
icHye BeqmKmil iHTepec M0 Po3poOKM Hasiraiii i ympasmints cucremamu BITC(A),
ski MOKyTh mpamioBaTi B GNSS-BigmoBHuX cepenoBuiiax. CrcreMu poOOTH30BAHOTO
30py aBTOMATU30BAHOI HaBiralii € npakTuyHoto aabrepHaTuBol0 GNSS 17149 3aMKHYTOTO
koHTypy BIIC(A) B 6GeskoHTposbHOMY (HemiaKIIoYeHoMy) cepepoBumii. IIpore, Ha
Biaminy Bim GNSS, cucremu po6OTH30BaHOTO 30py HeMUHYyYe OyayTh HAKOMHYYBATH
BEJIMYMHY BiJIXUJIEHHS BiJl KypCy B X0/ PO3BIIKU Ha BEJIMKHUX BiJCTAHIX, IOTPEOYIOTH
KapTh PyXy 3 IO3HAUYeHWMHU Ha Hiil o0’exktamMu (Mapkepamu), i BOHH MOXKYTb OyTH
3aCTOCOBAHI TIJIBKU B CHPUATINBUX IIOIOIHUX YMOBAX Ta [IPU BIAIIOBITHOMY OCBITJICHHI.
OTske, MOXKHA OUiKyBaTH, 10 OiIbITiCTh HaBiramiiiaux cucteM st BITIC(A) OymyTb
6asyBatrcss Ha GNSS, a poborusosanwmii 3ip ta iHmi we GNSS cucremn OymayTh
BUKOPUCTOBYBATHCSI KOPOTKOYACHO B Miciisix HeMOkBOI pobotn GNSS.

GNSS BpasnuBicTb BUXOAUTH JaJieKO 3a MekKi HEeJIOCTYIHOCTi CUTHAJIB i3
cynytaukiB. Crydinr — araku, B skux migpobsieni GNSS curnamu, renepyiorbest 3
METOI0 MaHiIlyIIOBaHHS PO MiCI[e3HAXOIKEHHS, MIBU/KICTD, IIiJIi, a TAKOX 4ac, OyJI0
IPOJIEMOHCTPOBAHO 3a JOTIOMOTOI0 HEIOPOTOr0 O0JIaJHAHHS HaJl IMUPOKUM CIIEKTPOM
GPS mnpwuiimauis. Toxi sk mobymoBa Ta ¢dopma BiiicbkoBoro GPS curnamy
Henepez{6aquaHa i Tomy criiika no miaminu, 1uBiabHi GPS-curnamu ta curHanam
irmmx uBirbHIX GNSS He samudposani i BiIKpuTo BKaszaHi B yOiYHO JOCTYITHIX
nokymenTax. IToemHaHHS BiOMOI CTPYKTYpu cuUTHay i 6iTOBOI mepeabadyBaHOCTI
manux pobuth nuBiibHI GNSS curnamm jerkoro miumo s ciydinry [2].

Psap nepcrieKTMBHUX MeTO/IiB HUHI p03pO6JI§[€TbC§I JUIA 3aXUCTY BiJl aTak IAMIHA
muBiapanx GNSS.

Bonu mMoxyTh OyTi KiracudikoBaHi sIK:

1) Meroau 06pOOKK CUTHAJIIB, OCHOBaHI Ha aBTOMAaTUYHOMY [TPUHMAHHI CUTHAITY,
3 BUKOPUCTAHHAM HEPYXOMUX CIIeliali30BaHuX aHTEH;

2) MeToau 06pPOOKK CUTHAJIIB, OCHOBaHI Ha aBTOMATUYHOMY ITPUIIMaHHi CUTHAITY,
3 BUKOPUCTAHHAM PYXOMUX CIIelialli30BaHUX aHTEH;

3) kpunrorpadgiyHi MeToau, ki BUMaraoTh Mofudikaiiii crienndikariiit curHasis
muBinpHnx GNSS;

4) MeToau, siKi BUKOPUCTOBYIOTD icHYIOUi BiiicbkoBi curHanu GPS.

Ha sxanb, MUHIYTh POKH, IMEPII HiK Ili TEXHOJOTII OyayTh MOIpaIboBaHi i
HaOyayTh mormuperHs. BogHouac He icHye inmoro 3axucty Bing GNSS migminm.

Y it ctaTTi posrisnaerbes cryninb ypazausocTi BITC(A) no nigMiHHUX curHa-
aiB GNSS, a came ctBopenHs HeoOXiaHux ymoB st 3axorieHust BIIC(A) 3a momomo-
roio GPS-crydinra.

ITpore 3astBu [2], 3pobJieHi 11010 BPa3JIMBOCTI curHamiB 1uBiibHOro GPS, mu-
POKO 3aCTOCOBYIOTHCS MO0 iHINMUX icHytounx nuBigibHUX GNSS, yui xapaktepucTuku
Gysim omybsikoBani, B Tomy umcii momeprizoBani GPS L2C i L5 i curnanu Galileo
Open Service.
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1. KomnoHeHTu cucremu, reOMeTpUYHi po3MipH, 3aTPUMKHU

Y miit crarti posragmaerbes crmydinr Ha BifcTaHi, K TOKazaHO Ha puc. 1.
Yepes npuitMasibHy aHTEHY Ta TpuiiMad cirydep OTPUMYE CIPaBKHI CUTHAJIW Bij
ycix Buanmux cynytHukiB GPS. Bekropu Ar i Art NIPE/ICTABJISAIOTHCS, BiJIITOBIHO, Y
3-BUMIpHUX KOOpAWHATAX, Bi/IHOCHO aHTEHU Tiepe/aBada ciydepa, ska mo3HadeHa Sk
TX i GPS anrtenu mini BigHocHo aHTeHuW mpuitMada ciydepa. Biagmosigno
pPO3paxoBYEThCsl BificTaHb Bif mpuiimada criydepa ta GPS anTenu muini BigHOCHO
KoxkHoro cynytHuka GPS, curnanu Bij akux nmpuiiMaioTbesi ciydepom.
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AL Imimosarie posmitieHns

~f- ; P

AHmeHa uiii

Isi

Are .
- Ave- Arm
. ¥ Aro A ~
& L
de _/ d=
Cnygep

Puc. 1. ImocTpaitisi kKoMTIIOHEHTiB, BificTaneil i 3aTpUMOK, 1MoB’s13anux i3 crnydinrom GPS cucrem

Cnydep crtBoproe GdaibluBi CUTHAINU S KOXKHOTO CIHPaBKHBOTO CUTHAIY
BiJIITOBi/THO. Hmpo6ﬂeHHﬁ curHan 3i crydepa rneperaeTbcd Ha aHTEHY IiJli TaKUM
YIHOM, M0 KOKEH CUTHAJ € aHaJoTiyHuM (PO30iKHICTD Yy MeKaX JEKiTbKOX METPIB)
3 1i cripaBkHiM aHasorom. Ilicsis 3axonieHHs 11iJ1i 32 OTIOMOrolo cirydepa MOKJIMBO
IIOCTYTIOBO IIPOBOJUTY TIi/IMIHY pPeaslbHOTO PO3MIIIIEHHA 111/ HIJIAX0M 3MiHN KOOP/AWHAT,
0 TMePeaThCs.

Bpasa aTaka MOXK/IMBA, TLIBKK SKINO CIty(dep BUKOHAB BCi OCOOIMBOCTI CTaHAAPTY
BiamoBigHoi GNSS, ompalifoBaB curHa/v Ta TepeiaB iX /0 aHTeH! ITiJIi. K HacJIiI0K,
3BUYAITHO, BUHUKAE 3aTPUMKa, sIKa He MOsKe OyTH Oijibllla HiXK JeKiabKa HaHOCEKYH],
ToMYy cItyep TOBUHEH KOMIIEHCYBATH 11i 3aTPUMKH, BUTTPOMIiHIOIOUM CUTHAJI, B SKOMY
Jac 3MillleHnil y MailbyTHE BiHOCHO CHUTHaIy, sSIKMil BiH orpumye. [l NMUBLIbHUX
curHaniB GPS 1ie € TpuBiaabHUM 3aBIaHHSAM, TOMY IO CHUTHAJ, IO TEPeIaEThCs,
He3amu@poBaHnii i BiIOMUII aJTOPUTM KOAYBAHHS, CYIYTHUKH TIEPECYBAIOTHCS I10
(dikcoBanux opbiTax i mepearoTh JaHi BiAMOBIAHO 10 CTaHIAPTIB.

ns xoxknoro i-ro GPS cynyTHuka 3araibHa 3aTpuMKa BiJICTaHi eKBiBaJeHTHOT
CHCTeMH, sKa MOBMHHA OYTH KOMIIEHCOBaHA, PO3PAXOBYETHCS 32 (hOPMYJIOIO:

cd. =r1.-r1. +c(dRX +d

; G T + ds) + |Art - Ar,

TX X (1)
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ned,, id, e BiANOBIIHO, 3aTPUMKK CUTHATY B KabesIaX aHTeH IIpHiiMaya i epeiaBaya,
d_— sarpumka 06pobkn curnamy crydepom, ¢ — MBWIAKICTD cBiTna. Bigcrani 7, i 7,
JIETKO OOYMCIIIOIOTHCST 32 JIOMOMOTOIO JIAHUX, 10 MePelaloThCs CYyIyTHUKAMK, 00Y1C-
JIEHHSI TIPOBOJIATHCST MUTTEBO, OCKITIbKY cITydep 3HA€E MOTOXKEHHS KOKHOTO CYITyTHUKA,
MicIle pO3TallyBaHHs BJIaCHOI NPUIAMa/IbHOI aHTEHM Ta BiHOCHI KOOpAUHATH AY, IIiJIi.
3atpumkn dp, i d, nerko o6YNCIIOIOTLCSA 3 HAHOCEKYHIHOIO TOUHICTIO /71 KabeliB
BifloMUX JOBXKWH i cTaHmapTHux TumiB. /[[yis npencraBieHoro Metony criydinry
obuncienns d_ € OGiIbIT CKIATHUM, 32 PAXyHOK BUHUKHEHHS 3aTPUMKa IIpU PobOTi
asroputMmiB Ta Oydepusanii ganux. 106 momosaT 110 3aTPUMKY, OZHOPA30BO
POBO/IATH KaMiOPyBaHHS 3a JOTIOMOTOIO OMOPHOTO CUTHAJY, IO TIOJAE€THCS HA BXi/I
npuiiMava cirydepa Ta 3aMips€eTbCS 4ac 10 TOYATKy OTPUMAHHS CUTHATY 3 BUXOIY
nepeziaBava ciydepa, npu 1pomy ciydep Mae GyHKIIOHYBATU B PEKUMi peTpaHCJIsI-
Topa. Takok TPOBOMUTHCS KaTiOpyBaHHs 3a JIOMOMOTOI0 TiepeMiliieHHst ciydepa, mpu
I[bOMY TIOPIBHIOIOTHCS TIepeIaHi Ta OTPUMaHi JaHi B OJMH MOMEHT Yacy, MPUOIU3HO
d_cTanoBUTH 5 MC, B MeXkaxX JeKiTbKOX HaHOCEKYH]I.

s renepyBaHHS (DaNbIIMBUX CUTHAJIIB KOXKHOTO i-TO CyIyTHHKa ciiydep Mae
0OYMCITIOBATH JIIT KOKHOTO CUTHAJY:

1) Tpu KoOp/MHATH PO3MillleHHSI B IIPOCTOPi HA MOMEHT 4Yacy OTPUMaHHS JTaHUX
aHTEHOO 1My (3MillleHHS 3HAYEHHsS 4Yacy B MailOyTHE) — MOMIyJIbOBaHe 3HAYCHHS
HaBiraliHux JIaHuX;

2) 3mileHHs yactotu 3a edexroM /lomriepa.

[li mporHo3oBaHi JaHi ONWPAOTbCAd HA MIBU/KICTh MepeMillleHHS CYIyTHUKIB
(mporHo3oBaHa MO3UIlid CYIyTHUKA) i CUHXPOHi3allii rOJUHHUKA PEaJbHOIO 4Yacy
cunydepa. Tunosa mBuakicts i npuckopenusi BIIC(A) mocuth mami, ToMy Hemae
HeOOXiTHOCTI TIPOTHO3YBATH PYX IIiJIi, MOTOYHOI OI[IHKH Art ifii
TOCTATHBO [IJIS BUPIBHIOBAHHS YaCTOTU CUTHAIY, SIKy Tiepefae crmydep Ha aHTeHy ITiJi.

2. 3axoIieHHsa HaBiramiiiHoi cucreMu

Hagiramiiina cuctema BIIC(A) BBaskaeTbest 3axorieHoo 3a ponomoroio GPS
ciiydepa, ko crydep aukrye BIIC(A) #ioro po3mimeHHd Ha piBHI MIECTUMipHOTO
azosoro nmpoctopy Ta mBuakocti (I111I) 3 orinkoo X :TfT V" | . Takox mpu crrydinsi
Oyze OTPYMAaHO KOHTPOJIb HaJl 4aCTOTOIO OHOBJIEHHS JaHMX i3 CYIYTHHKIB Of, aie
OCHOBHa yBara Oy/ie MPUIIATHCS caMe KOHTPOJo ¢ i V. Y I[bOMY KOHTEKCTi CJIOBO
“KOHTPOJIL” BUKOPUCTOBYETHCS JIJIs1 OMUCY TeHepallii cuu X, 1o MpU3BOIUTH /10 Tie-
pemimenns BITC(A) B mpoctopi 0 3amporioHoBannx ciydepoM KOOPAWHAT y MesKax
tounocti GPS nosuiionyBaHHs1, sika Ha 11eii yac Mae oxuOKy £3 M B mpocropi ta 10 cm/
¢ y MIBHAKOCTi, 32 YMOBH IO MPHUIIMad Ma€ JOCTYI JIMIIE 0 CIy;KOM 3BUYAHOTO
micriesnaxompkennst (Standard Positioning Service (SPS) [4].

Cran 3axorieHHsT cIydepoM AOPEeYHO PO3TJIASAaTH SK aHAJIOT HeJiHiHHOTO
KOHTPOJIIO cTabinbHOi cucremu B po3pisi ITIIL: mpu mouyarkoBomy mososxkenHi X(t,)
micsist miaMiag Oye icHyBaTH t, >t, i lomy Oy/e BifmosigaTH X(t)= x". 3HaueHHs t,
oOMeskeHe B AuHaMill, TOOTO He MOke OyTu Habarato Oisibine, HiK 3HaYeHHS t,,
ockimpkn BIIC(A) mopiBhioe nani, orpumani 3 GPS nagiramii, 3 ganumu He GPS
HaBiramifiHnX AaTYMKiB. 3aXOIJIEHHS HaBirariiiHoi cucTeMn Hepeﬂ6aqa€, mo criydep
OTpUMaB KOHTPOJb Han 1iiboBuM GPS-mpuiimadyem i Ham mepiofloM OHOBJIEHHS
KOOpAMHAT I[IbOTO TpUiiMaya, i B MeKax IUX OOMEeKeHb Iepefac HaBiralfiiiHi maHi,
KOXKeH 1UKJ Tepeadi Bukonyetbest GPS-nipuitmauem BITIC(A) [3].

CIIETITAJIBHI JOCJIIMEHHA I PO3SPOBRU

109



Cy4acHa cneuyianbHa TexHika N2 2(49), 2017 ISSN 2411-3816

CIIETTIAJIBHI JOCJIIMEHHA I PO3SPOBRIU

110

OO6mMmeskeHnii BapiaHT MMOBHOTO 3aXOIUIEHHsT Bifl0yBa€eThesl, Kou ciydep Moxe
TiZTbKM KOHTpOsoBat § 3 m<6-mipaum ¢dazosum [1111. 3okpema, BIIC(A) nasirariii-
Ha cructeMa Mo)ke irHopyBatu nosiokenns GPS nasirantii y BumiptoBanHi NIBUIKOCTEH
Yy BEPTUKAJIBHOMY HAIPSIMKY, ITOKJIAJAI0uUCh BUKJIIOUHO Ha BUcoTOMip. Takuii Buj
3aXOIJIEHHA PO3IJIANAETBCA AK IACUCTEMU OiNBI BEJIMKO] HEKePOBaHOI CUCTEMHU.

JIOIiJIbHICTh PO3POOKM CHCTEMH MOBHOTO ab0 YaCTKOBOTO 3aXOIICHHSI BUMArae,
11100 OiIbIITiCTh BUAIB TiaaBaaucs cuydinry. Ll ymoBa BUKOHYETHCS /J1sT GiIBIITOCTI,
sIKa OCHAIIleHa TIpUiiMaveM TIpu poOoTi B akTuBHOMY peskumi GPS Hasiraitii, ocKibKH,
SIK TpaBmiio, o1linka ctany poaminieais BIIC(A) matuukamu ne GPS masirarii 3iii-
CHIOETbCST Y pasi HeMokJauBOCTi orpuManHsi koopauHat GPS. Ile crocyeTbess Takmux
cUCTEM: 3 IHEepIiHUMU JaTYUKaMU, 3 MarHiToMeTpaMiu, 3 GAPOMETPUYHUMU BHCOTO-
Mipamu i3 eJIEeKTPOONTUYHOIO HABITAIIEI0 HA OCHOBI MOITYKOBOI OJITHOYACHOT JIOKAJIi3allil
i BimoOpaxkeHHs. TiIbKM CHCTEMU OCTAaHHBOTO THITY, SIKi CYBOPO OOMEKYIOTh MOXUOKH
npu orpuManti Koopaunat 3 GPS, abo cuctemu, siki Opi€HTYIOTBCS 110 3aBaHTAKEHIit
KapTi 3 BUCOKOIO PO3MIIBHOI0 3ATHICTIO, OyAyTh 3axXWIeHHi Bi cIrydiHTy.

TakuM yuHOM, cJirij odikyBatu, mo Oinbiricts cuctem BIIC(A) He GymyTh
3axulleni i MmiZlaBaTUMyThCsl KepyBaHHIO 3a JI0IIOMOroio ciydepa.

2.1 HenpuxoBaHe 3aXOIJICeHHS

Y HemnpuxoBaHOMY 3axoIlieHHi crydep He poOUTH KOAHUX CIPOO TIPUXOBATH
CBOIO cIIpo0y MiAmopsAKyBaT cobi 1iiboBy cuctemy. OTike, ciydepy He MOTpPiOHO
BUPIBHIOBATHA CBOI 3MO/IEJIbOBAHI CUTHAJIN 3 IX CIIPABKHIMU BIAIOBIIHUMU CUTHAJIAMU
3 cynytHukiB GPS nasiranii #Ha nisboBuii mpuiiMad Ha I0Y4aTKy aTakW; BiH MOxKe
3aMiCThb I[bOTO IIPOCTO BArJIYIIATU CMYTU 4YacToT IisboBoro GPS cynyrthuka, B
pe3yJbTaTi 4oro mpuiiMad BUMKHeE OJIOKYBaHHSI i CIPOOM TTOBTOPHOTO MPUAOAHHS
Bcix curHamiB. Ilicag Takoro sarmyiieHHsi cnydep yCHilllHO OTPUMYE KOHTPOJIb HaJl
uinboBuM GPS npuiimadeM, sIKIIO HOro 3MoziesbOBaHi CUTHAIM HAAXOAATH 3 J0CTaT-
HBOIO CUJIOI0, SIKIIIO BOHU MEPEBUIIYIOTh BCTAHOBJIEHUI MTOPIT YyTJIUBOCTI, i TOTYKHICTb
CIPaBKHIX CUTHAJIB HUKYE Bijl TOPOTY YyTJIMBOCTI, MOPIr YyTJIUBOCTI 1iJIbOBOTO TIPUIA-

Maya 3MIiHIOEThCS TTi/] [i€I0 TepeaaBada ciydepa sk HaclioK poOOTH aBTOMATHYHOTO

perymoBannst migcusennst (APID) minpoBoro npuitmada. Hexait 7 =— — uucio, sike
a

BIJINIOBila€ 32 MOXKJIMBICTH IPUIMAHHS CUTHAIY citydepa IiIbOBUM IpuiiMaueM, abo
BiZIHOIIEHHS OTY)KHOCTI P, oTprManoro Bij citydepa curnasy 0 MOTYKHOCTI CUTHALY
P, , AKuii BiZNOBila€ piBHIO YyTAMBOCTI IpuiiMava. ExcriepuMenTH 3 pisHUMM TUIIAMU
IpUIiMaviB MOKa3yioTh, 10 7 =10 dB mocuts, 106 3a0BOJBHUTH Ii YMOBH.

Taxosx 17151 cirydepa HeoOXiTHO BUPIBHSATH iMiTaIlif0 CTaHy X' 3 iCTHHHIM CTaHOM
x abo mo-immomy cran ITII X~X g BigBeproro saxomeHns. Jdami cmoydep
3abe3revye MOCTYIOBHIA TIepexis i TepeMillleHHs 11iJIi B 3allJTaHOBaHe MicIle TIPOCTOPY.
Opnnax y nesknx BIIC(A) piskuii nepexis npuiiHATHUH, OCKIJIBKU YITPOZOBK TPUBAJIOTO
yacy cucTema HaBirarii 1isii He oTpuMmyBasia indopmailii, TOoMy He BU3HAYasIa CBOTO
MICIE€3HAXO/PKEHH.

2.2 IlpuxoBaHe 3aXOIJICHHS
Y 1npuxoBaHOMY 3axOILIEHH] TepeadadacThes, Mo Hairamiiina cuctema BITC(A)
ocHareHa 3acobamu BusiBjieHHs1 crydinry. Crydep [Is1 MO3UTUBHOTO Pe3yJbTaTy
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aTaky TOBUHEH CBOIMM JigMM He iHilliloBaTH 3axoAu BUABJeHHs cnydinry. Ak
3a3Havasnocd y BCTymi, noctiitauii po3suTok BIIC(A) cnpoBoKyBaB MOsIBY MeTOiB
BUsABJeHHS TigMinu. OpHaK 11i MeTOAM JajieKi BiJl IIMPOKOTO 3aCTOCYBaHHS, i JIesIKi 3
HUX 3aHAATO AOpPOri B peasisanii a0 BakKi /s IPAKTUYHOTO BUKOPHCTaHHS Ha
BIIC(A). 3axoruieHHst HaBiramiiiHOi cuctemMu Oyze BBaKaTHCS MPUXOBAHUM, SIKIIO
ciiydep 3a10BOJIBHSIE BCi YMOBU 1711 HETPUXOBAHOTO 3aXOIJIEHHS W YXUJSETHCS Bijl
HACTYIIHUX METO/IiB BUSIBJIEHHS: aHasi3atop BijHomIeHHs 3arsyiieHHs/mym (J/N),
BOymoBanuii y npuitmau GPS, anajizaTop 4acTtoTh 3MiHH OHOBJIEHHSI KOOPJIWHAT,
BOymoBanuii y npuiitMad GPS, Ta MeToz OIiHKHU cTabiIbHOCTI pOOOTH Ta OTPUMAaHHS
nauux GPS npuiimauem. Huskue HaBOAUTLCS KOPOTKUI ONKC METOJUK BUSIBJIEHHS
crydiHry. YHUKHEHHS TIPOCTUX CTPATeriii BUSIBJIEHHS ITiIMiHU, TAKUX SIK MOHiTOPUHT
irdopmaniitaux 6iT JaHUX PO TIYM Ta ABTOHOMHUI KOHTPOJID IiJTIICHOCTI CTaHIapTHOTO
npuiiMadya Takok Oyjie BBasKaTHCS TMPUXOBAHUM 3aXOTJICHHSIM, ajle BOHU 3Talyl0ThCsI
JIIIe mo6iKHO, BpaXOBYIOUH, 110 BOHKM He CTAaHOBJISITH ITPOOJIEMHU JIJIsT iHTEJIEKTYaIbHOTO

crydepa [5].

2.3 Ilporuaisa coydinry

Amnasizarop BiiHOLIeHHs 3ariaymeHHs/myM J/N Bujae curHana TPpuUBOTHU, KOJIU
MOTY>KHICTb CUTHAJLY, SIKa BUHUKAE B JICSIKiNl CMY3i 4aCcTOT, 3HAYHO MEPEBUIILYE 3BUYANTHY
MOTY>KHICTD B I1ill cMy3i nporyckanHs. Kisbka KoMepiiiiHux npuiiMadiB, BKIIOYAIOUN
ublox Lea-6N, Tenep mpomonyiortbest 3 J/N MoniTopuHTOM. J/N MOHITOPUHT MOJKE
BUKOHYBAaTH POJIb JeTeKTopa CIyhiHTy, SKIIO MOTYKHICTh, sIKa TMPUUMAETHCS Bif
cnydepa, mepeBUIly€E TMOPIT CIPaIlbOBYBaHHS, TaKOK KOJM TPUIMay IMPOJOBKYE
BijgcTexxyBaTu curtanu GPS npu Benmmkux koedinientax BifiHOIIEHHS Hecydoi 110
IIyMy, He3BAKAIOUM Ha 3TaflaHy Tepemkony. TakuM 4uHOM, 3 TOUKHU 30py ciydiHry,
115t yHUKHEHHS J /N MOHITOPUHTY MOTPIOHO 0OMEKYBATH Ta KOHTPOJIIOBATH MOTY/KHICTh
curHauny, 1o nepenae ciydep. /st u-blox Lea-6N B koHdirypaiiii 3a 3aMOBYyBaHHSIM,
mabopatopHi TecTn TOKasauu, 10 30epeskentss 7 =12dB Ha Bci migMiHHI cUTHATH
JOCHTD, 1100 YHUKHYTH CHpaifoBants J/N MOHITOpHHTY.

Buxopucranus J/N MoOHITOPWHTY TakoK 3amobirae araii 3 mornepeaHiM
TJIYIIIHHSIM CUTHAJIIB, IO 3Trajilaie B TonepeaHbomMy posaiti. bes 1iei omtii crydep
MOBUHEH BJATHCS 10 OUIBIN CKJIAMHOI aTakw, BiAMOBIAHO, MO0 OTPUMATH KOHTPOJIb
Haj 1imboBuM BIIC(A).

Po03060KyBaHHS 4acTOTH MOHiTOpiHry B mpuiiMmaueBi GPS mosxe Oyru
e(heKTUBHOIO CTpaTeTi€ro BUSBJIECHHS MiJIMIHN, TOMY IO BiJIIIOBIZIHO B cepemnoBuIii 6e3
3aBasu crydepy, po30JOKyBaHHS YaCTOTH BiOYBAaETHCS y:Ke PIIKO, 32 BUHITKOM
BUTIAJKIB OJOKYBaHHS cuTHamy ab0o Bakkoi ioHocdepHOi CIUHTUIAIIT i BOHO €
CKJIaJIHAM 3aBJaHHsAM JUIst cirydepa, mo6 3amodirti po3bJOKyBaHHIO YaCTOTH IIijl 4ac
3aXOIJIEHHS BUXi/IHOIO KOHTYPY BiJICTEKEHHS, OCKIJIBKU 1€ BUMara€ TOYHOIO 3HAHHHA
po mBHUAKiCTH 11b0BOT0 BITC(A). Masza po3biokyBaHHs, GBI Yy TIMBE BiICTE/KEHHS
aHoMaJIii TakoXX € e(eKTUBHUM ITOKa3HWUKOM IIi/IMiHU, ajie He PO3IJISAJAEThCS, TOMY
10 1€ BiOYBAETHCsI 3aHAATO YaCTO B cepenoBuili 6e3 ciydepa.

IuHoBaIliiiHe TeCcTyBaHHS BUKOPHCTOBYETHCS [JIs1 OiTbIl CTabiIbHOT pOOOTH
Hapiramiiitnoi cuctemu 1iiboBoro BIIC(A). Bukopucrtanus mboro MeToay JIETKO
peanizye 3axuct Bia miaminu. [ligMina HaBiraniitHuX AaHUX BUSBJSETHCS CUCTEMaMU
3axucty BITC(A) mipu 3axorienni, axuto aani [T Bix mpuiitmaya GPS He BiamosigaioTh
naaum 11T ve GPS nasiraniiinoi cuctemu BIIC(A). YyTauBicTs BugBIeHHS TiAMIHN
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3aJI€KUTh BiJl AKOCTI 1IUX AaTYMKiB. Bisbir cTabisbHi JaTYnKy, HAITPUKJIA, TIPU3BOIUTH
J10 TIOJIMINEHHA 4y TJIUBOCTI.

BucHoBku

3 mupoxrum posnosciokenusiM BIIC(A) na teputopii Ykpainu icuye 3arposa
BUKOPUCTAHHS X /IJIsT BAMHEHHST TPOTUTIPABHUX JIiit. TOMY 3aCcTOCYBaHHS TEXHOJIOTIN
nepexoIyieHHsI KepyBaHHsSI Ta, sIK HacJijlok, ¢isuunoro 3axorsenuss BIIC(A) e
IPIOPUTETHOIO TEMOIO i Ma€ OyTH BUKOpPUCTaHe B POOOTI opraHaMy BUKOHABYOI BJIAJIM,
TiSUTBHICTD SIKUX CIPSIMOBYETBCST Ta KoopauHyeThest Kabinerom MinicTpiB Yipaiau
yepe3 MinicTpa BHYTPilllHiX ciipaB Y KpaiHu.

Ommcani Mmetoau 103BoATH Tipotuisitu BIIC(A) mig yac aHTUTEPOPUCTUYHUX
orepartiii, OXOPOHM OCOOJMBO BayKJIUBUX 00’€KTIB, AEPKABHOTO KOPIOHY Ta iH.

Takosk orvcani MeTOIM MPOTUIT CITy(hiHTy MOXKYTh GyTH BUKOPHCTAHI TIiji 4ac
npoektyBaiis BIIC(A), siki OyyTh BAKOPUCTOBYBATUCS TPABOOXOPOHHUMHU CTPYKTY-
pamu I7II BUKOHAHHS TIOCTaBJAEHUX Tepe/l HUMU 3aB/iatb. 1le 3MEeHITNTb MOKINBICTD
BUTOKY iH(opMmartii Ta 30iIbIIMTH BiZICOTOK MO3UTUBHO 3aBEPIIEHUX OIEpalliil, Imij
yac BUKOHAHHS SIKMX OyayTh BuUKopucTtoByBatncsi BITC(A).

Orixe, 3acTocyBanns onucanux metofiB npotuaii BIIC(A) ta saxuct Big ciy-
(diHry Ha 1eil Yac € IPIOPUTETHUM HATIPSIMOM JIOCJIKEHD y cdepi 60poThOM 3 TEpo-
PU3MOM.
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