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Çàäà÷à âûÿâëåíèÿ ïîñòîáðàáîòêè öèôðîâûõ èçîáðàæåíèé, à èìåííî ïîâûøåíèÿ
ðåçêîñòè ñðåäñòâàìè ãðàôè÷åñêèõ ðåäàêòîðîâ, íå îñâåùåíà â äàííîå âðåìÿ â èñòî÷íèêàõ,
äîñòóïíûõ â îòêðûòîé ïå÷àòè. Âîçìîæíîñòü îòäåëèòü ïîäëèííîå èçîáðàæåíèå îò òîãî,
ãäå èñêóññòâåííî áûëà îòêîððåêòèðîâàíà ðåçêîñòü, ïîçâîëèò ïîâûñèòü ýôôåêòèâíîñòü
êîìïëåêñíîé ñèñòåìû çàùèòû èíôîðìàöèè. Ïðîâåäåí ýêñïåðèìåíò, êîòîðûé ïîêàçàë, ÷òî
ïðèìåíåíèå ðåçêîñòè ê èçîáðàæåíèþ âëèÿåò íà ñêîðîñòü ðîñòà ñèíãóëÿðíûõ ÷èñåë áëîêîâ
åãî ìàòðèöû: ñêîðîñòü ðîñòà óâåëè÷èâàåòñÿ. Èñïîëüçîâàíèå ïðèíöèïîâ, êîòîðûå äàþò
âîçìîæíîñòü âûÿâëåíèÿ íåêîòîðûõ îïåðàöèé ïîñòîáðàáîòêè (àíàëèç ñêîðîñòè ðîñòà
ñîîòâåòñòâóþùèõ ïàðàìåòðîâ èçîáðàæåíèÿ äëÿ âûÿâëåíèÿ ðàçìûòèÿ), íå äàëî
ïîëîæèòåëüíîãî ðåçóëüòàòà äëÿ âûÿâëåíèÿ ðåçêîñòè. Íàïðàâëåíèåì äàëüíåéøèõ èññëåäîâàíèé
ÿâëÿåòñÿ ïîèñê èíñòðóìåíòà, ÷óâñòâèòåëüíîñòü êîòîðîãî ïîçâîëèëà áû ðàçðàáîòàòü ìåòîä
âûÿâëåíèÿ ðåçêîñòè êàê ïîñòîáðàáîòêè ôàëüñèôèöèðîâàííîãî èçîáðàæåíèÿ.

Êëþ÷åâûå ñëîâà: ôîòîìîíòàæ, âûÿâëåíèå ðåçêîñòè, âûÿâëåíèå ðàçìûòèÿ, ñèíãó-
ëÿðíûå ÷èñëà.

Âèÿâëåííÿ ïîñòîáðîáêè öèôðîâèõ çîáðàæåíü, à ñàìå ï³äâèùåííÿ ð³çêîñò³ çàñîáàìè
ãðàô³÷íèõ ðåäàêòîð³â, íå âèñâ³òëåíå íà ñüîãîäí³ ó äæåðåëàõ, äîñòóïíèõ ó â³äêðèò³é
ïðåñ³. Ìîæëèâ³ñòü â³äîêðåìèòè ñïðàâæíº çîáðàæåííÿ â³ä òîãî, äå øòó÷íî áóëà
â³äêîðèãîâàíà ð³çê³ñòü, äîçâîëèòü ï³äâèùèòè åôåêòèâí³ñòü êîìïëåêñíî¿ ñèñòåìè çàõèñòó
³íôîðìàö³¿. Ïðîâåäåíî åêñïåðèìåíò, ÿêèé ïîêàçàâ, ùî çàñòîñóâàííÿ ð³çêîñò³ äî çîáðà-
æåííÿ âïëèâàº íà øâèäê³ñòü ðîñòó ñèíãóëÿðíèõ ÷èñåë áëîê³â éîãî ìàòðèö³: øâèäê³ñòü
ðîñòó çá³ëüøóºòüñÿ. Âèêîðèñòàííÿ ïðèíöèï³â, ÿê³ äàþòü ìîæëèâ³ñòü âèÿâèòè äåÿê³
îïåðàö³¿ ïîñòîáðîáêè (àíàë³ç øâèäêîñò³ ðîñòó â³äïîâ³äíèõ ïàðàìåòð³â çîáðàæåííÿ äëÿ
âèÿâëåííÿ ðîçìèòòÿ) íå äàëî ïîçèòèâíîãî ðåçóëüòàòó äëÿ âèÿâëåííÿ ð³çêîñò³. Íàïðÿìîì
ïîäàëüøèõ äîñë³äæåíü º ïîøóê ³íñòðóìåíòó, ÷óòëèâ³ñòü ÿêîãî äîçâîëèëà á ðîçðîáèòè
ìåòîä âèÿâëåííÿ ð³çêîñò³ ÿê ïîñòîáðîáêè ôàëüñèô³êîâàíîãî çîáðàæåííÿ.

Êëþ÷îâ³ ñëîâà: ôîòîìîíòàæ, âèÿâëåííÿ ð³çêîñò³, âèÿâëåííÿ ðîçìèòòÿ,
ñèíãóëÿðí³ ÷èñëà.
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ІЇThe task of detecting the post-processing of digital images, namely, the detection of
sharpening by means of graphic editors, is not covered at the moment in sources available in
open print. The ability to separate the original image from where the sharpness was artificially
adjusted will increase the effectiveness of the integrated information security system. In this
paper we carried out an experiment that showed that the application of sharpness to the
image affects the growth rate of the singular numbers of blocks of its matrix: the growth rate
increases. The paper also shows that the use of principles that are successful in identifying
some post-processing operations (analysis of the growth rate of the corresponding image
parameters to detect blurring) did not yield a positive result for detecting sharpness. The
direction of further research is the search for a tool whose sensitivity would allow us to
develop a method for detecting sharpness as a post-processing of a falsified image.

Keywords: photomontage, detection of sharpness, detection of blurring, singular
values.

Ââåäåíèå
Ïðîáëåìà âûÿâëåíèÿ ôîòîïîääåëîê î÷åíü ðàñïðîñòðàíåííàÿ â íàøå âðåìÿ.

Îäíàêî îíà âîçíèêëà çàäîëãî äî òîãî, êàê íàñòóïèëà ýïîõà òîòàëüíîé èíôîðìàòèçàöèè
è êîìïüþòåðèçàöèè. Ñ ïîÿâëåíèåì ïåðâûõ ôîòîãðàôèé â XIX âåêå ëþäè ñîåäèíÿëè
ñöåíû ðàçëè÷íûõ ôîòîñíèìêîâ äëÿ ñîçäàíèÿ íîâîãî ñþæåòà. Äëÿ ýòîãî ïðèìåíÿëèñü
ìåõàíè÷åñêèå ìåòîäû – âûðåçàíèå è ñêëåèâàíèå ÷àñòåé èçîáðàæåíèé è ò.ä. Â
íàñòîÿùåå âðåìÿ ïðîöåäóðà ôîòîìîíòàæà áëàãîäàðÿ ñïåöèàëüíûì ïðîãðàììàì ñòàëà
ãîðàçäî ïðîùå, à ñþæåòû íåêîòîðûõ ôîòîãðàôèé âïå÷àòëÿþò. Êàê èçâåñòíî,
ôîòîìîíòàæ èñïîëüçóåòñÿ íå òîëüêî â öåëÿõ âîïëîùåíèÿ çàìûñëîâ õóäîæíèêîâ, íî
è ÷àñòî äëÿ ìàíèïóëÿöèè ëþäüìè â êîðûñòíûõ öåëÿõ çëîóìûøëåííèêîâ, à òàêæå
äëÿ ñîêðûòèÿ èñòîðè÷åñêèõ ôàêòîâ è ñîáûòèé. Ê ïðèìåðó, èñòîðèÿ êîñìîíàâòà
Ãðèãîðèÿ Íåëþáîâà, êîòîðîãî çà íàðóøåíèå âîèíñêîé äèñöèïëèíû îò÷èñëèëè èç
îòðÿäà êîñìîíàâòîâ. Ðåøåíî áûëî ïðåäàòü çàáâåíèþ ñàìó ïàìÿòü î Íåëþáîâå, ÷òî
âèäíî èç ãðóïïîâûõ ôîòîãðàôèé (ðèñ. 1).

Ðèñ. 1. Ïðèìåð ôàëüñèôèêàöèè
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ІЇ Ëþäè ÷àñòî èñïîëüçóþò ðàçëè÷íûå ôèëüòðû ãðàôè÷åñêèõ ðåäàêòîðîâ äëÿ òîãî,
÷òîáû çàìàñêèðîâàòü ÷òî-òî íà ôîòîãðàôèè (öàðàïèíû, ìîðùèíû, ñëåäû ôîòîìîíòàæà
è ò.ä.). Ê ïðèìåðó, íà ôîòîãðàôèè èçîáðàæåí ÷åëîâåê, ëèöî êîòîðîãî “çàìåíèëè” ëèöîì
äðóãîãî. ×òîáû çàìàñêèðîâàòü ïîäîáíûå èçìåíåíèÿ, èñïîëüçóþò ðàçíûå ïðèåìû:
ðàçìûòèå, ïîâûøåíèå ðåçêîñòè è ò.ä. Êðîìå òîãî, ôèëüòðû ðàçìûòèÿ è ðåçêîñòè ìîãóò
ïðèìåíÿòüñÿ â êà÷åñòâå ñòåãàíîãðàôè÷åñêîé àòàêè íà èçîáðàæåíèå, åñëè ïîñëåäíåå
ÿâëÿåòñÿ ñòåãàíîãðàôè÷åñêèì êîíòåéíåðîì è ñîäåðæèò â ñåáå ñêðûòîå ñîîáùåíèå.

Öåëü äàííîé ðàáîòû – èññëåäîâàòü âëèÿíèå ïîâûøåíèÿ ðåçêîñòè êàê ïîñòîá-
ðàáîòêè ïðè ôàëüñèôèêàöèè íà ìàòåìàòè÷åñêèå ïàðàìåòðû öèôðîâîãî èçîáðàæåíèÿ.

Ìàòåðèàëû è ìåòîäû
Ïîâûøåíèå ðåçêîñòè èçîáðàæåíèÿ, êàê è ðàçìûòèå, âëå÷åò çà ñîáîé íåîá-

ðàòèìûå èçìåíåíèÿ åãî ìàòðèö. Âûÿâëåíèå äàííûõ èçìåíåíèé ïîçâîëèò ðàçðà-
áîòàòü ìåòîä âûÿâëåíèÿ ðåçêîñòè êàê ïîñòîáðàáîòêè öèôðîâîãî èçîáðàæåíèÿ
ïîñëå ôàëüñèôèêàöèè. Íåîáõîäèìî îïðåäåëèòüñÿ ñ ìàòåìàòè÷åñêèìè ïàðàìåòðàìè
äëÿ àíàëèçà, êîòîðûå áû îäíîçíà÷íî îïðåäåëÿëè öèôðîâîå èçîáðàæåíèå è ïî
âîçìóùåíèÿì êîòîðûõ ìîæíî áûëî áû îöåíèòü ñèëó âîçìóùàþùåãî âîçäåéñòâèÿ.
Â êà÷åñòâå òàêèõ ïàðàìåòðîâ áóäåì èñïîëüçîâàòü ñèíãóëÿðíûå ÷èñëà áëîêîâ
ìàòðèö ÖÈ, ïîñêîëüêó îíè ÿâëÿþòñÿ õîðîøî îáóñëîâëåííûìè è óäîâëåòâîðÿþò
òðåáîâàíèÿì, âûäâèãàåìûì â êîíòåêñòå äàííîé ðàáîòû [1–4].

Ýêñïåðèìåíòû ïðîâåäåíû ïðè èñïîëüçîâàíèè 50 öèôðîâûõ èçîáðàæåíèé,
ïîëó÷åííûõ ïðîôåññèîíàëüíûìè ôîòîêàìåðàìè â ôîðìàòàõ áåç ïîòåðü. Ôèëüòð
“Ðåçêîñòü” ðàáîòàåò â ïðîòèâîâåñ ê ôèëüòðó “Ðàçìûòèå”: åñëè ðàçìûòèå óìåíüøàåò
çíà÷åíèÿ ñèíãóëÿðíîãî ñïåêòðà, òî ïîâûøåíèå ðåçêîñòè òåîðåòè÷åñêè, íàîáîðîò,
óâåëè÷èâàåò [3]. Óáåäèìñÿ â ýòîì íà ïðàêòèêå.

Ðåçóëüòàòû è èõ îáñóæäåíèå
Ðàññìîòðèì ÷àñòü èçîáðàæåíèÿ (16õ16 ïèêñåëåé), äëÿ êîòîðîãî áûë ïðèìåíåí

ôèëüòð “Óìíàÿ ðåçêîñòü” ãðàôè÷åñêîãî ðåäàêòîðà Adobe Photoshop ñ ðàäèóñîì 3
(ðèñ. 2). Èñïîëüçîâàíèå äàííîãî ôèëüòðà îáóñëîâëåíî ÷àñòîòîé è ïðîñòîòîé åãî
ïðèìåíåíèÿ ôîòîõóäîæíèêàìè è ôîòîãðàôàìè. Ïîñëå ïðèìåíåíèÿ ôèëüòðà
èçîáðàæåíèå áûëî ñîõðàíåíî â ôîðìàòå áåç ïîòåðü. Äàëåå äëÿ âûäåëåííîãî áëîêà
16õ16 âû÷èñëèì ñèíãóëÿðíûå ÷èñëà (äî è ïîñëå ïðèìåíåíèÿ ôèëüòðà ðåçêîñòè).

Ðèñ. 2. Òåñòîâîå èçîáðàæåíèå

Íà ðèñóíêå 3 ïîêàçàíî ãðàôè÷åñêè, ÷òî ñèíãóëÿðíûå ÷èñëà ïîñëå ïðèìåíåíèÿ
ôèëüòðà âîçðîñëè ïî ñðàâíåíèþ ñ ïåðâîíà÷àëüíûìè çíà÷åíèÿìè, ÷òî ïîäòâåðæäà-
åò ñäåëàííîå ïðåäïîëîæåíèå.
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Ðèñ. 3. Ãðàôèê ÑÍ× äî (íèæíèé ñèíèé ãðàôèê) è ïîñëå
(âåðõíèé êðàñíûé ãðàôèê) ïðèìåíåíèÿ ôèëüòðà

Ìåòîä âûÿâëåíèÿ ðàçìûòèÿ, ïðåäëîæåííûé â [3], îñíîâàí íà àíàëèçå
ñêîðîñòè ðîñòà ñîîòâåòñòâóþùèõ ñèíãóëÿðíûõ ÷èñåë. Áûëî îïðåäåëåíî ïîðîãîâîå
çíà÷åíèå äëÿ ñêîðîñòè ðîñòà ñèíãóëÿðíûõ ÷èñåë, â ñëó÷àå ïðåâûøåíèÿ êîòîðîãî
äåëàëè âûâîä, ÷òî èçîáðàæåíèå íå ðàçìûòî, â ïðîòèâíîì ñëó÷àå èçîáðàæåíèå
ñ÷èòàëè ðàçìûòûì. Â äàííîé ñèòóàöèè ïðèìåíåíèå ðåçêîñòè õîòü è ïîâûøàåò
ñêîðîñòü ðîñòà ñèíãóëÿðíûõ ÷èñåë, îäíàêî íåâîçìîæíî óñòàíîâèòü ïîðîãîâîå
çíà÷åíèå, ïîñêîëüêó äëÿ ðàçíûõ èçîáðàæåíèé õàðàêòåðíîé áóäåò ðàçíàÿ ÷åòêîñòü
è, ñîîòâåòñòâåííî, ðàçíàÿ ñêîðîñòü ðîñòà ñèíãóëÿðíûõ ÷èñåë.

Îáðàòèìñÿ ê ðàáîòå [4], ãäå äëÿ âûÿâëåíèÿ ðàçìûòèÿ ïðèìåíÿþò ýêñïåðòíîå
ðàçìûòèå – âëèÿíèå ïîâòîðíîãî ðàçìûòèÿ íà ñèíãóëÿðíûå ÷èñëà íåçíà÷èòåëüíî
ïî ñðàâíåíèþ ñ ïåðâûì. Â ñëó÷àå, êîãäà ñèíãóëÿðíûå ÷èñëà èçìåíèëèñü áîëåå
÷åì â 2 ðàçà, ðàçìûòèå ñ÷èòàþò ïåðâûì, à ïðîâåðÿåìîå èçîáðàæåíèå
ïåðâîíà÷àëüíî íå ðàçìûòûì. Â ïðîòèâíîì ñëó÷àå èçîáðàæåíèå ñ÷èòàþò ðàçìûòûì.
Ïðîâåðèì äàííóþ ìåòîäèêó äëÿ âûÿâëåíèÿ ðåçêîñòè.

Íà ïðàêòèêå ïðè ïîâòîðíîì ïðèìåíåíèè ôèëüòðà ðåçêîñòè ÑÍ× èçìåíèëèñü
òàê, ÷òî ýòè èçìåíåíèÿ ïî âåëè÷èíå ñðàâíèìû ñ ïåðâîíà÷àëüíûì. Íà ðèñóíêå 4
ïîêàçàíû ðåçóëüòàòû ýêñïåðèìåíòà. Èçîáðàæåíèå 16õ16 ðàçáèëè íà áëîêè 8õ8.
Ïåðâîíà÷àëüíîå ðàçìûòèå îñóùåñòâëÿëè â ãðàôè÷åñêîì ðåäàêòîðå Adobe
Photoshop, èñïîëüçîâàëè ôèëüòð “Óìíàÿ ðåçêîñòü” ñ ðàäèóñîì 3. Ïîâòîðíîå
ïîâûøåíèå ðåçêîñòè îñóùåñòâëÿëè àíàëîãè÷íî ñ ðàäèóñàìè 1, 2, 3 è 4.

                à)                   á)                  â)                   ã)                   ä)
Ðèñ. 4. Ïðèìåíåíèå ôèëüòðà “Óìíàÿ ðåçêîñòü”: à) ïåðâîå ñ ðàäèóñîì 3; á) ïîâòîðíîå ñ

ðàäèóñîì 1; â) ïîâòîðíîå ñ ðàäèóñîì 2; ã) ïîâòîðíîå ñ ðàäèóñîì 3; ä) ïîâòîðíîå ñ ðàäèóñîì 4
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ІЇ Äëÿ íàãëÿäíîñòè îòíèìåì îò ìàòðèöû ñèíãóëÿðíûõ ÷èñåë ïåðâîãî
ïîâûøåíèÿ ðåçêîñòè (ðèñ. 4, à) ìàòðèöû ïîâòîðíîé îáðàáîòêè ñ ðàçëè÷íûìè
ðàäèóñàìè (ðèñ. 4, á, â, ã, ä). Äàííàÿ îïåðàöèè ïîçâîëèò íàãëÿäíî óâèäåòü, íà
ñêîëüêî èçìåíÿþòñÿ ñèíãóëÿðíûå ÷èñëà ïðè âòîðîé îáðàáîòêå (ðèñ. 5).

               à)                          á)                          â)                         ã)
Ðèñ. 5. Ðàçíèöà ÑÍ× ìåæäó ïåðâûì ïðèìåíåíèåì ôèëüòðà è ïîâòîðíûì ñ ðàäèóñîì:

à) 1; á) 2; â) 3; ã) 4

Ïðè ñðàâíåíèè ïåðâîãî è ïîâòîðíîãî ïîâûøåíèÿ ðåçêîñòè ñ îäèíàêîâûì
ðàäèóñîì (ðèñ. 4, à, ã, ðèñ. 5, â), à òàêæå ïðè îñóùåñòâëåíèè ïîâòîðíîãî ïîâûøåíèÿ
ðåçêîñòè ñ ðàäèóñàìè, îòëè÷íûìè îò ïåðâîíà÷àëüíîãî, âèäíî, ÷òî äàííûé ïðèíöèï
âûÿâëåíèÿ ïîñòîáðàáîòêè òàêæå íå ïðèíîñèò æåëàåìîãî ðåçóëüòàòà. Èç
ïðîâåäåííûõ èññëåäîâàíèé è ïîëó÷åííûõ ðåçóëüòàòîâ ñëåäóåò, ÷òî äëÿ âûÿâëåíèÿ
ðåçêîñòè êàê ïîñòîáðàáîòêè ïðè íàðóøåíèè öåëîñòíîñòè öèôðîâîãî èçîáðàæåíèÿ
íåîáõîäèìî èñïîëüçîâàòü áîëåå ÷óâñòâèòåëüíûå èíñòðóìåíòû, íà ïîèñê êîòîðûõ
â íàñòîÿùèé ìîìåíò íàïðàâëåíû óñèëèÿ àâòîðîâ äàííîé ðàáîòû.

Âûâîäû
Çàäà÷à âûÿâëåíèÿ ïîñòîáðàáîòêè öèôðîâûõ èçîáðàæåíèé, à èìåííî, âûÿâëå-

íèå ïîâûøåíèÿ ðåçêîñòè ñðåäñòâàìè ãðàôè÷åñêèõ ðåäàêòîðîâ, íå îñâåùåíà â
äàííûé ìîìåíò â èñòî÷íèêàõ, äîñòóïíûõ â îòêðûòîé ïå÷àòè.

Âîçìîæíîñòü îòäåëèòü ïîäëèííîå èçîáðàæåíèå îò òîãî, ãäå èñêóññòâåííî
áûëà îòêîððåêòèðîâàíà ðåçêîñòü, ïîçâîëèò ïîâûñèòü ýôôåêòèâíîñòü êîìïëåêñíîé
ñèñòåìû çàùèòû èíôîðìàöèè. Ìåòîäû, êîòîðûå çàðåêîìåíäîâàëè ñåáÿ äëÿ
âûÿâëåíèÿ ðàçìûòèÿ – ïðîòèâîïîëîæíîãî ïî îêàçûâàåìîìó íà èçîáðàæåíèå
ýôôåêòó èíñòðóìåíòà – îêàçàëèñü íåýôôåêòèâíûìè ïðè âûÿâëåíèè ðåçêîñòè â
ñâÿçè ñ íåâîçìîæíîñòüþ îïðåäåëèòü ïîðîãîâîå çíà÷åíèå, ïîçâîëÿþùåå îòäåëèòü
èçîáðàæåíèÿ, îáðàáîòàííûå ôèëüòðîì ðåçêîñòè, îò íåîáðàáîòàííûõ.

Â äàííîé ðàáîòå ïðîâåäåí ýêñïåðèìåíò, êîòîðûé ïîêàçàë, ÷òî ïðèìåíåíèå
ðåçêîñòè ê èçîáðàæåíèþ âëèÿåò íà ñêîðîñòü ðîñòà ñèíãóëÿðíûõ ÷èñåë áëîêîâ
åãî ìàòðèöû: ñêîðîñòü ðîñòà óâåëè÷èâàåòñÿ.
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ІЇÍàïðàâëåíèåì äàëüíåéøèõ èññëåäîâàíèé ÿâëÿåòñÿ ïîèñê èíñòðóìåíòà,
÷óâñòâèòåëüíîñòü êîòîðîãî ïîçâîëèëà áû ðàçðàáîòàòü ìåòîä âûÿâëåíèÿ ðåçêîñòè
êàê ïîñòîáðàáîòêè ôàëüñèôèöèðîâàííîãî èçîáðàæåíèÿ.
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