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Ñòàòòÿ ïðèñâÿ÷åíà åêñïåðèìåíòàëüíîìó äîñë³äæåííþ âïëèâó íà øàáëîíè
àóòåíòèô³êàö³¿ âíóòð³øí³õ åëåêòðè÷íèõ øóì³â êîìï’þòåðà ÿê çîâí³øí³õ åëåê-
òðîìàãí³òíèõ ïîë³â ð³çíî¿ ïðèðîäè, òàê ³ íàéá³ëüø éìîâ³ðíèõ âíóòð³øí³õ ïðè÷èí,
ùî âèíèêàþòü ïðè ðîáîò³ êîìï’þòåðà. Îòðèìàí³ òàê³ ðåçóëüòàòè: ³íòåíñèâí³
åëåêòðîìàãí³òí³ ïîëÿ, ÿê³ ³ñíóþòü ó ðàéîíàõ àåðîïîðò³â, òåëåðàä³îòðàíñëÿö³éíèõ
âèøîê, à òàêîæ ñïëåñêè åëåêòðîìàãí³òíèõ ïîë³â, ÿê³ ïåðåäóþòü ãðîçàì, º ôàêòîðîì
ðèçèêó óñï³øíî¿ àóòåíòèô³êàö³¿. Òàê³ ïðè÷èíè, ÿê ³íòåíñèâíå çàâàíòàæåííÿ
öåíòðàëüíîãî ïðîöåñîðà, ðîáîòà îô³ñíî¿ òà ïîáóòîâî¿ òåõí³êè, çíèæåí³ é ï³äâèùåí³
òåìïåðàòóðè, óìîâè åëåêòðîòðàíñïîðòó, íå ïåðåøêîäæàþòü óñï³øí³é àóòåíòè-
ô³êàö³¿.

Êëþ÷îâ³ ñëîâà: àóòåíòèô³êàö³éíèé øàáëîí; âíóòð³øí³ åëåêòðè÷í³ øóìè;
êîìï’þòåð; çîâí³øí³ åëåêòðîìàãí³òí³ ïîëÿ; ôàêòîð ðèçèêó.

Ñòàòüÿ ïîñâÿùåíà ýêñïåðèìåíòàëüíîìó èññëåäîâàíèþ âëèÿíèÿ êàê âíåøíèõ
ýëåêòðîìàãíèòíûõ ïîëåé ðàçëè÷íîé ïðèðîäû, òàê è íàèáîëåå âåðîÿòíûõ âíóòðåííèõ
ïðè÷èí, âîçíèêàþùèõ ïðè ðàáîòå êîìïüþòåðà íà øàáëîíû àóòåíòèôèêàöèè
âíóòðåííèõ ýëåêòðè÷åñêèõ øóìîâ. Áûëè ïîëó÷åíû ñëåäóþùèå ðåçóëüòàòû: èíòåí-
ñèâíûå ýëåêòðîìàãíèòíûå ïîëÿ, êîòîðûå ñóùåñòâóþò â ðàéîíàõ àýðîïîðòîâ,
òåëåðàäèîòðàíñëÿöèîííûõ âûøåê, à òàêæå âñïëåñêè ýëåêòðîìàãíèòíûõ ïîëåé,
êîòîðûå ïðåäøåñòâóþò ãðîçàì, ÿâëÿþòñÿ ôàêòîðîì ðèñêà óñïåøíîé àóòåíòèôè-
êàöèè. Òàêèå ïðè÷èíû, êàê èíòåíñèâíàÿ çàãðóçêà öåíòðàëüíîãî ïðîöåññîðà, ðàáîòà
îôèñíîé è áûòîâîé òåõíèêè, ïîíèæåííûå è ïîâûøåííûå òåìïåðàòóðû, óñëîâèÿ
ýëåêòðîòðàíñïîðòà, íå ïðåïÿòñòâóþò óñïåøíîé àóòåíòèôèêàöèè.

Êëþ÷åâûå ñëîâà: àóòåíòèôèêàöèîííûé øàáëîí; âíóòðåííèå ýëåêòðè÷åñêèå
øóìû; êîìïüþòåð; âíåøíèå ýëåêòðîìàãíèòíûå ïîëÿ; ôàêòîð ðèñêà

Âñòóï. Îñòàíí³ì ÷àñîì ñïîñòåð³ãàºòüñÿ çðîñòàííÿ ³íòåðåñó äîñë³äíèê³â äî
ñèñòåì àâòåíòèô³êàö³¿ åëåêòðîííèõ ïðèñòðî¿â íà îñíîâ³ ¿õ ³íäèâ³äóàëüíèõ
â³äì³ííîñòåé. Â îñíîâíîìó òàêèé ³íòåðåñ çóìîâëåíèé çàäà÷àìè ³íôîðìàö³éíî¿
áåçïåêè, ó òîìó ÷èñë³ áåçïåêè ³íôîêîìóí³êàö³éíèõ ñèñòåì ñó÷àñíîãî ñóñï³ëüñòâà
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[1, 2], åëåêòðîííîãî áàíê³íãó [3], ²íòåðíåòó ðå÷åé [4], åëåìåíò³â ñèñòåì Scada [5],
à òàêîæ ³íøèìè çàäà÷àìè, íàïðèêëàä, àâòåíòè÷í³ñòþ ìåä³àôàéë³â [6], ïåðåâ³ðêîþ
íà êîíòðàôàêòí³ñòþ åëåêòðîííèõ ïðèñòðî¿â áåç ïðîâåäåííÿ ðóéí³âíîãî êîíòðîëþ
[7] òà ³íøå. Âèðîáíèöòâî åëåêòðîííèõ ïðèñòðî¿â çàáåçïå÷óº ¿õ ôóíêö³îíóâàííÿ ó
ìåæàõ â³äìîâîñò³éêîñò³ ³ íå ìàº íà ìåò³ ô³çè÷íó ³äåíòè÷í³ñòü. Íåçíà÷í³ äîïóñòèì³
â³äõèëåííÿ ó òåõíîëîã³÷íîìó ïðîöåñ³ âèãîòîâëåííÿ ³íòåãðàëüíèõ ì³êðîñõåì çóìîâ-
ëþþòü ñïåöèô³÷íîñòü âíóòð³øí³õ åëåêòðè÷íèõ øóì³â ïðè ðîáîò³ ì³êðîñõåì. Òàêîæ
ó ïðîöåñ³ çáîðêè åëåêòðîííèõ ïðèñòðî¿â âèêîðèñòîâóþòü êîìïëåêòàö³þ ç ïåâíèìè
äîïóñêàìè åëåêòðè÷íèõ ïàðàìåòð³â, ùî òàê ñàìî âïëèâàº íà âèõ³äí³ åëåêòðè÷í³ ñèãíàëè
àáî ñïåöèô³êó âíóòð³øí³õ åëåêòðè÷íèõ øóì³â. Êîæíèé åëåêòðîííèé ïðèñòð³é ìàº
â³äì³ííîñò³ íà ô³çè÷íîìó ð³âí³, ÿê³ âïëèâàþòü íà åëåêòðè÷í³ øóìè. Òîìó àíàë³ç
øóì³â äàº ìîæëèâ³ñòü ïðîâåñòè àâòåíòèô³êàö³þ åëåêòðîííîãî ïðèñòðîþ.

Ïîñòàíîâêà ïðîáëåìè é ìåòà ñòàòò³
Åêñïåðèìåíòè ç àâòåíòèô³êàö³¿ ð³çíîìàí³òíèõ åëåêòðîííèõ ïðèñòðî¿â, ó òîìó

÷èñë³ êîì’þòåð³â, çà âíóòð³øí³ìè åëåêòðè÷íèìè øóìàìè â ³äåàëüíèõ óìîâàõ
ïîêàçóþòü õîðîø³ ðåçóëüòàòè – òî÷í³ñòü àâòåíòèô³êàö³¿ ÷àñòî ìîæå áóòè âèùà 95
[8], àëå âîíà ìîæå çíà÷íî ïîã³ðøèòèñÿ çà íàÿâíîñò³ çîâí³øí³õ åëåêòðîìàãí³òíèõ
íàâåäåíü. Òàê, ñó÷àñí³ íàñåëåí³ ì³ñöÿ õàðàêòåðèçóþòüñÿ ñêëàäíîþ êàðòèíîþ åëåê-
òðîìàãí³òíîãî âèïðîì³íþâàííÿ [9], íàïðóæåí³ñòü ÿêîãî ìàº òåíäåíö³þ äî çðîñòàííÿ,
â òîìó ÷èñë³ ï³ñëÿ ââåäåííÿ ñòàíäàðòó 4G.

Ñòàá³ëüí³ñòü àâòåíòèô³êàö³éíèõ îçíàê ìàº âèð³øàëüíå çíà÷åííÿ äëÿ ìåòîäèêè,
ÿêà ïîëÿãàº ó ïîð³âíÿíí³ õàðàêòåðèñòèê, ðîçðàõîâàíèõ ³ç âèì³ð³â âíóòð³øí³õ
åëåêòðè÷íèõ øóì³â êîìï’þòåð³â. Äîñòàòíüî ñèëüíå çîâí³øíº åëåêòðîìàãí³òíå
ïîëå, ó çîí³ ÿêîãî ìîæå îïèíèòèñü êîìï’þòåð/íîóòáóê, ìîæå ïîâí³ñòþ çì³íèòè
ñóìàðíèé âèì³ðþâàëüíèé ñèãíàë øóìó. Â ðåçóëüòàò³ àâòåíòèô³êàö³ÿ çà øóìîì
êîìï’þòåðà ó ³íôîêîìóí³êàö³éí³é ìåðåæ³ áóäå íåìîæëèâîþ.

Íåñòàá³ëüí³ñòü âíóòð³øí³õ åëåêòðè÷íèõ øóì³â ìîæå áóòè íàñë³äêîì ðîáîòè
øèðîòíî-³ìïóëüñíîãî ïåðåòâîðþâà÷à íàïðóãè æèâëåííÿ (DC/AC) – íåñòàá³ëüíîñò³
÷àñòîòè ³ ôðîíò³â ³ìïóëüñ³â Ø²Ï. Ïîä³áí³ íåñòàá³ëüíîñò³ òàêîæ ìîæóòü ïðèçâåñòè
äî õèáíî¿ àâòåíòèô³êàö³¿.

Ìåòîþ ö³º¿ ðîáîòè º äîñë³äæåííÿ âïëèâó çîâí³øí³õ ³ âíóòð³øí³õ çáóðþþ÷èõ
ôàêòîð³â íà àâòåíòèô³êàö³éí³ îçíàêè âíóòð³øíüîãî åëåêòðè÷íîãî øóìó êîìï’þòåðà/
íîóòáóêà.

Îñíîâíà ÷àñòèíà
Ó ïîïåðåäíüîìó äîñë³äæåíí³ [10] áóëî äîâåäåíî ìîæëèâ³ñòü àâòåíòèô³êàö³¿

êîìï’þòåð³â / íîóòáóê³â çà âíóòð³øí³ì åëåêòðè÷íèì øóìîì øëÿõîì ïîð³âíÿííÿ
øàáëîí³â, ðîçðàõîâàíèõ ³ç íîðìîâàíèõ àâòîêîðåëÿö³éíèõ ôóíêö³é øóìó. Òàêà
ìîæëèâ³ñòü çóìîâëåíà óñòàëåííÿì ôîðìè àâòîêîðåëÿö³éíî¿ ôóíêö³¿ ï³ñëÿ ïåâíî¿
äîâæèíè çàïèñó øóìó.

Íåõàé õ
³ 
– çíà÷åííÿ íàïðóãè øóìó äëÿ â³äë³êó ³ îñö³ëîãðàìè øóìó, õàðàêòåðí³

çíà÷åííÿ õ
³
 äëÿ ñòàö³îíàðíèõ êîìï’þòåð³â ñêëàëè 200 ìêÂ. Íîðìîâàíà àâòî-

êîðåëÿö³éíà ôóíêö³ÿ ðîçðàõîâàíà çà ôîðìóëîþ
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äå var(x) – äèñïåðñ³ÿ ðÿäó çíà÷åíü øóìó, õàðàêòåðí³ çíà÷åííÿ N ïî÷èíàþòüñÿ â³ä
N=22050, ÷àñòîòà äèñêðåòèçàö³¿ 44,1êÃö, ðîçðÿäí³ñòü ÀÖÏ äîð³âíþº 16. Á³òîâèé
øàáëîí ââîäèòüñÿ ÿê ðÿäîê á³ò³â, çíà÷åííÿ ÿêèõ âèçíà÷àºòüñÿ çà óìîâîþ
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Ïîð³âíÿííÿ äâîõ øàáëîí³â â³äáóâàºòüñÿ çà íîðìîâàíîþ íà äîâæèíó á³òîâîãî
øàáëîíó â³äñòàííþ çà Õåì³íãîì
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Õàðàêòåðí³ çíà÷åííÿ N
0
 1000 á³ò. Ïåðåä ïðîâåäåííÿì àâòåíòèô³êàö³¿ çà á³òîâèì

øàáëîíîì ñë³ä âèçíà÷èòè ïîð³ã.
Äëÿ êîìï’þòåð³â ³ç íèçüêèì ð³âíåì øóìó, ÿê ïðàâèëî, öå ñòîñóºòüñÿ ÿê³ñíèõ

íîóòáóê³â, äëÿ ÿêèõ çíà÷åííÿ àìïë³òóäè øóìó ñêëàäàº 30 ìêÂ, íà êîðåëîãðàì³
øóìó ñïîñòåð³ãàþòüñÿ ð³çê³ ï³êè, ðîçòàøîâàí³ íà ÷³òêî âèçíà÷åíèõ ïîçèö³ÿõ ëàã³â
á

³
 àâòîêîðåëÿö³éíèõ ôóíêö³é (øàáëîí ï³ê³â)

ii jaa       (4)

Íàá³ð ëàã³â îäíàêîâèé äëÿ âñ³õ äîñë³äæåíèõ êîìï’þòåð³â, â³äñòàíü ì³æ ëàãàìè
ñêëàäàº 2047 â³äë³ê³â. Ð³çí³ êîìï’þòåðè â³äð³çíÿþòüñÿ ì³æ ñîáîþ âèñîòàìè ï³ê³â.
Íàÿâí³ñòü ï³ê³â äëÿ âèçíà÷åíèõ ïîçèö³é ëàã³â êîðåëîãðàì øóìó óòâîðþº ãðóïîâó
³äåíòèô³êàö³éíó îçíàêó êîìï’þòåð³â ³ç íèçüêèì ð³âíåì øóìó. Ïîð³âíÿííÿ äâîõ
øàáëîí³â ï³ê³â, óòâîðåíèõ ³ç äâîõ ïîñë³äîâíîñòåé çíà÷åíü àâòîêîðåëÿö³éíèõ ôóíêö³é
{à1} ³ {à2} òà âåêòîðîì ïîðîã³â { }, â³äáóâàºòüñÿ òàê:

(5)

ßêùî õî÷à á îäíå ³ç çíà÷åíü À
³ 
 äîð³âíþº íóëþ, â³äáóâàºòüñÿ íåãàòèâíà

àâòåíòèô³êàö³ÿ.
Äîñë³äæåííÿ âïëèâó ð³çíîìàí³òíèõ çáóðþþ÷èõ ôàêòîð³â âïëèâó áóëî

ïðîâåäåíî çà äîïîìîãîþ íîóòáóêà ç íèçüêèì ð³âíåì âíóòð³øí³õ åëåêòðè÷íèõ
øóì³â. Ïåðåë³ê çáóðþþ÷èõ ôàêòîð³â âïëèâó äëÿ íîóòáóê³â á³ëüøèé, í³æ äëÿ
ñòàö³îíàðíèõ êîìï’þòåð³â, âíàñë³äîê ¿õ ìîæëèâî¿ ìîá³ëüíîñò³. Áóëî äîñë³äæåíî
âïëèâ íà ñòàá³ëüí³ñòü âíóòð³øí³õ åëåêòðè÷íèõ øóì³â – â³äõèëåííÿ ïîòî÷íèõ
øàáëîí³â çà ìåæ³ ïîðîãó àâòåíòèô³êàö³¿ – íàñòóïíèõ ôàêòîð³â, à òàêîæ ìîæëèâîñò³
àâòåíòèô³êàö³¿ çà øóìàìè:

– çì³ííå çàâàíòàæåííÿ öåíòðàëüíîãî ïðîöåñîðà âíàñë³äîê ïðîâåäåííÿ
ðîçðàõóíê³â â óìîâàõ îô³ñó;

– ïåðåãëÿä ô³ëüìó ç³ çâóêîì/ ïåðåãëÿä ô³ëüìó áåç çâóêó íà êîìï’þòåð³, íà
ÿêîìó âèì³ðþþòü øóìè;
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– êîëèâàííÿ òåìïåðàòóðè íàâêîëèøíüîãî ñåðåäîâèùà â óìîâàõ îô³ñó;
– çîâí³øí³õ åëåêòðîìàãí³òíèõ ïîë³â â óìîâàõ çíàõîäæåííÿ â ðàéîí³

àåðîïîðò³â; òåëåâåæ³; ï³ä ÷àñ ïåðåäãðîçîâî¿ ïîãîäè;
– ðîáîòè ìîá³ëüíîãî òåëåôîíó ³ ðàä³îòåëåôîíó ó áåçïîñåðåäíüî¿ áëèçüêîñò³

äî íîóòáóêó, íà ÿêîìó âèì³ðþþòü øóìè;
– ðîáîòè ïîáóòîâî¿ òåõí³êè ç åëåêòðîìîòîðàìè;
– åëåêòðîòðàíñïîðò³ (ïî¿çä, òðîëåéáóñ), íà âóëèö³.
Ìåòîäèêà äîñë³äæåííÿ âïëèâó çáóðþþ÷èõ ôàêòîð³â ïîëÿãàëà ó íàñòóïíîìó:
1) ïðîâåäåííÿ êàë³áðóâàëüíîãî âèì³ðþâàííÿ âíóòð³øíüîãî åëåêòðè÷íîãî

øóìó çà â³äñóòíîñò³ çáóðþþ÷èõ ôàêòîð³â, çàïèñ ðåçóëüòàò³â ó ôàéë f1.
2) ïðîâåäåííÿ âèì³ðþâàííÿ âíóòð³øíüîãî åëåêòðè÷íîãî øóìó ïðè íàÿâíîñò³

çáóðþþ÷îãî ôàêòîðà, çàïèñ ðåçóëüòàò³â ó ôàéë f2.
3) ðîçðàõóíîê çà äàíèìè ôàéë³â (f1 ³ f2) íîðìîâàíèõ îö³íîê àâòîêîðåëÿö³éíèõ

ôóíêö³é (AC1 ³ AC2) òà á³òîâèõ (Â1 ³ Â2) ³ ï³êîâèõ (Ð1 ³ Ð2) øàáëîí³â.
4) íàäõîäæåííÿ:
– íîðìîâàíî¿ â³äñòàí³ çà Õåì³íãîì Í(Â1, Â2) ì³æ á³òîâèìè øàáëîíàìè òà

ïîð³âíÿííÿ ¿¿ ç ïîðîãîì àâòåíòèô³êàö³¿, ÿêèé ñêëàâ äëÿ äàíîãî íîóòáóêà â óìîâàõ
îô³ñó çíà÷åííÿ Í=0.044 ïðè äîâæèí³ àâòîêîðåëÿö³éíî¿ ôóíêö³¿ 22050 â³äë³ê³â.

– íàáîðó çíà÷åíü {À} ïðè ïîð³âíÿíí³ ï³êîâèõ øàáëîí³â íà îñíîâ³ ïîïåðåäíüî
âèçíà÷åíî¿ ïîñë³äîâíîñò³ { } çà âèì³ðàìè øóìó â óìîâàõ îô³ñó.

Åêñïåðèìåíòè ïîêàçàëè òàêå.
Çì³ííå çàâàíòàæåííÿ öåíòðàëüíîãî ïðîöåñîðà
Äëÿ äîñë³äæåííÿ âïëèâó çì³ííîãî çàâàíòàæåííÿ öåíòðàëüíîãî ïðîöåñîðà

(ÖÏ) çàïóùåíî âèêîíàííÿ ïðîãðàìè â MathCad, äëÿ ñïîñòåðåæåííÿ çà ð³âíåì
çàâàíòàæåííÿ âèêîðèñòàíî ïðîãðàìíå çàáåçïå÷åííÿ Aida64. Õàðàêòåðí³ çíà÷åííÿ
çàâàíòàæåííÿ ÖÏ äëÿ äâîõ ìîìåíòîâ ÷àñó íàâåäåíî íà ðèñ. 1.

Ðèñ. 1. Çàâàíòàæåííÿ ÖÏ ïðè âèêîíàíí³ ðîçðàõóíê³â

Îäíî÷àñíî ç öèì â³äáóâàâñÿ çàïèñ øóìó. Ó ïîäàëüøîìó áóëî ðîçðàõîâàíî
øàáëîíè ³ âèêîíàíî ïîð³âíÿííÿ ì³æ ïîòî÷íèìè øàáëîíàìè òà øàáëîíàìè
êàë³áðóâàëüíîãî âèì³ðþâàííÿ. Â³äì³ííîñòåé ì³æ øàáëîíàìè ó ìåæàõ ïîðîã³â íå
âèÿâëåíî.

Ïåðåãëÿä â³äåî ç³ çâóêîì / áåç çâóêó
²íêîëè êîðèñòóâà÷³ ï³ä ÷àñ ðîáîòè âìèêàþòü ôîíîâó ìóçèêó àáî ïåðåãëÿäàþòü

â³äåî ï³ä ÷àñ ïåðåðâè. Çâóêîâà êàðòà êîìï’þòåðà / íîóòáóêà ìîæå ïðàöþâàòè ó
ïîâíîäóïëåêñíîìó ðåæèì³. Ï³ä ÷àñ ïåðåãëÿäó â³äåî ç óâ³ìêíåíèì çâóêîì ïðîâåäåíî
çàïèñ ñèãíàëó ç ÀÖÏ çâóêîâî¿ êàðòè. Ðåçóëüòàòè ðîçðàõóíêó àâòîêîðåëÿö³éíèõ
ôóíêö³é íàâåäåíî íà ðèñ. 2 òà 3.
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Ðèñ. 2. Ôðàãìåíòè êîðåëîãðàì çàïèñ³â ñèãíàëó ç äâîõ ôàéë³â, çàïèñàíèõ ïðè ïåðåãëÿä³ â³äåî
(ñèìâîëè òà Õ) òà ñèãíàëó êàë³áðóâàííÿ (ñèìâîë î)

Ðèñ. 3. Êîðåëîãðàìè çàïèñ³â ñèãíàëó ç ôàéëà, çàïèñàíîãî ïðè ïåðåãëÿä³ ô³ëüìó (ñ³ðèé êîë³ð)
òà ñèãíàëó êàë³áðóâàííÿ (÷îðíèé êîë³ð)

Ó òàáëèö³ 2 íàâåäåíî íîðìîâàí³ â³äñòàí³ çà Õåì³íãîì ïðè ïîð³âíÿíí³ á³òîâèõ
øàáëîí³â

Òàáëèöÿ 2

Íîðìîâàí³ â³äñòàí³ çà Õåì³íãîì ì³æ ïîòî÷íèìè øàáëîíàìè
â óìîâàõ ïåðåãëÿäó â³äåî ç³ çâóêîì

  
1 

  
2 

  
3 

 
 

 
 1 – 0.508 0.508 0.505

 
 2 0.508 – 0.480 0.461

 
 3 0.508 0.480 – 0.500

  
 0.505 0.461 0.500 –
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Ðåçóëüòàò ðîçðàõóíêó âåêòîðà À ïðè ïîð³âíÿíí³ øàáëîí³â ï³ê³â À=(0,0,0,0,0,0,0,0,0,0) –
õèáíà íåãàòèâíà àâòåíòèô³êàö³ÿ.

Íîðìîâàíà â³äñòàíü çà Õåì³íãîì çíà÷íî á³ëüøà çà ïîð³ã, ÿêèé ñêëàäàº 0.044.
Òàêèì ÷èíîì, àâòåíòèô³êàö³ÿ êîìï’þòåðà / íîóòáóêà çà øóìàìè ïðè ïåðåãëÿä³
ô³ëüìó ç ïðîñëóõîâóâàííÿì íåìîæëèâà. Äëÿ çàáåçïå÷åííÿ ïðîõîäæåííÿ
àâòåíòèô³êàö³¿ ïîòð³áíî âèìèêàòè â³äòâîðåííÿ çâóêó íà ÖÀÏ ó ïðîãðàìíèé ñïîñ³á
íà ÷àñ çàïèñó ñèãíàëó øóìó. Îäíîìîìåíòíå âèìèêàííÿ çâóêó íà 1 ñ ïðàêòè÷íî íå
âïëèíå íà ³íôîðìàö³éíó ö³íí³ñòü çâóêîâî¿ ³íôîðìàö³¿.

Ïåðåãëÿä â³äåî áåç çâóêó íå çì³íþº øàáëîí³â, ùî çóìîâëþº óñï³øíå
ïðîõîäæåííÿ àâòåíòèô³êàö³¿.

Êîëèâàííÿ òåìïåðàòóðè íàâêîëèøíüîãî ñåðåäîâèùà â óìîâàõ îô³ñó
Äàí³ âèïðîáóâàííÿ áóëî ïðîâåäåíî äëÿ ÷îòèðüîõ çíà÷åíü òåìïåðàòóð: 36 °Ñ,

24 °Ñ, 18 °Ñ, 5 °Ñ, õî÷à äâà êðàéí³ çíà÷åííÿ íå çîâñ³ì ï³äïàäàþòü ï³ä îçíà÷åííÿ
îô³ñíî¿ òåìïåðàòóðè. Äëÿ âèð³âíþâàííÿ òåìïåðàòóðè íîóòáóêà ç òåìïåðàòóðîþ
íàâêîëèøíüîãî ñåðåäîâèùà â³í çàëèøàâñÿ ïðè îáðàí³é òåìïåðàòóð³ óïðîäîâæ
ãîäèíè, ï³ñëÿ ÷îãî ïðîâîäèëîñü âèì³ðþâàííÿ øóìó. Ìîæíà áóëî áè î÷³êóâàòè
âïëèâ íèçüêèõ òåìïåðàòóð íà ñòàá³ëüí³ñòü øóìó, îñê³ëüêè ïðè çíèæåíí³ òåìïåðàòóðè
çìåíøóºòüñÿ ºìí³ñòü àêóìóëÿòîðíî¿ áàòàðå¿. Äëÿ öüîãî íîóòáóêà ðåçóëüòàòè çìåí-
øåííÿ òåìïåðàòóðè íå âïëèíóëè ñóòòºâî íà øàáëîí àâòåíòèô³êàö³¿. Çà âèì³ðàìè
øóìó ïðè ð³çíèõ òåìïåðàòóðàõ ïîðàõîâàíî àâòîêîðåëÿö³éí³ ôóíêö³¿, ôîðìà ÿêèõ
ïðàêòè÷íî çàëèøèëàñü íåçì³ííîþ. Ôðàãìåíòè êîðåëîãðàì øóìó íàâåäåíî íà ðèñ. 4.
Ó òàáëèö³ 3 íàâåäåíî íîðìîâàí³ â³äñòàí³ çà Õåì³íãîì.

Ðèñ. 4. Ôðàãìåíòè êîðåëîãðàì øóìó, çàïèñàíîãî äëÿ ð³çíèõ òåìïåðàòóð íàâêîëèøíüîãî
ñåðåäîâèùà (18°Ñ – ñèìâîë , 24°Ñ – ñèìâîë )

Ðåçóëüòàò ðîçðàõóíêó âåêòîðà À ïðè ïîð³âíÿíí³ øàáëîí³â ï³ê³â
À=(1,1,1,1,1,1,1,1,1,1) – óñï³øíà àâòåíòèô³êàö³ÿ.
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Òàáëèöÿ 3

Íîðìîâàí³ â³äñòàí³ çà Õåì³íãîì ì³æ ïîòî÷íèìè øàáëîíàìè äëÿ ð³çíèõ òåìïåðàòóð
íàâêîëèøíüîãî ñåðåäîâèùà

 
 (5) 

 
 (18) 

 
 (24) 

 
 (36) 

 
 

 
 (5) 0 0 0.044 0.044 0.044

 
 (18) 0 0 0.044 0.044 0.044

 
 (24) 0.044 0.044 0 0 0

 
 (36) 0.044 0.044 0 0 0

 
 0.044 0.044 0 0 0

Çîâí³øí³ åëåêòðîìàãí³òí³ ïîëÿ (â óìîâàõ çíàõîäæåííÿ â ðàéîí³ àåðîïîðò³â;
òåëåâåæ³; ï³ä ÷àñ ïåðåäãðîçîâî¿ ïîãîäè)

Âïëèâ çîâí³øí³õ çì³ííèõ åëåêòðîìàãí³òíèõ ïîë³â âèçíà÷àâñÿ øëÿõîì âèì³-
ðþâàííÿ âíóòð³øíüîãî åëåêòðè÷íîãî øóìó íîóòáóêà ïðè çíàõîäæåíí³ éîãî ó çîí³
éìîâ³ðíî¿ ä³¿ öüîãî çáóðþþ÷îãî ôàêòîðà. Äîñë³äæåíî âïëèâ çáóðþþ÷èõ ôàêòîð³â
ó àåðîïîðòó, ó áåçïîñåðåäí³é áëèçüêîñò³ äî òåëåâåæ³ (ïðèéîì ñèãíàëó ìîá³ëüíîãî
òåëåôîíó â³äáóâàâñÿ íîðìàëüíî), à òàêîæ ï³ä ÷àñ ïåðåäãðîçîâèõ ïîãîäíèõ óìîâ ó
îô³ñ³. Îòðèìàíî íàñòóïí³ ðåçóëüòàòè. Ó ñåð³ÿõ ôàéë³â çàïèñó ñèãíàëó øóìó âèÿâëåí³
òàê³, ùî ì³ñòÿòü øóìè çíà÷íî á³ëüøî¿ àìïë³òóäè ïîð³âíÿíî ç ð³âíåì êàë³áðóâàëü-
íîãî øóìó. Ðåçóëüòàòè åêñïåðèìåíò³â (îñöèëîãðàìè øóì³â, ôðàãìåíòè êîðåëîãðàì
øóìó, êîðåëîãðàìè äëÿ âñüîãî ä³àïàçîíó ðîçðàõóíê³â) íàâåäåíî íà ðèñ. 5–7.

Ðèñ. 5. Îñöèëîãðàìè øóìó, çàïèñ â àåðîïîðòó. Ñèãíàë êàë³áðóâàííÿ ïîçíà÷åíî
ñèìâîëîì î.
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Ðèñ. 6. Ôðàãìåíòè êîðåëîãðàì øóìó â³äïîâ³äíî äî ðèñ. 5

Ðèñ. 7. Êîðåëîãðàìè ñèãíàë³â øóìó (ñ³ðà ë³í³ÿ), çàïèñ â àåðîïîðòó. Ñèãíàë êàë³áðóâàííÿ –
÷îðíà ë³í³ÿ.

Ó òàáëèö³ 4 íàâåäåíî íîðìîâàí³ â³äñòàí³ çà Õåì³íãîì äëÿ àåðîïîðòó, âóëèö³
òà îô³ñó.

Òàáëèöÿ 4

Íîðìîâàí³ â³äñòàí³ çà Õåì³íãîì ì³æ ïîòî÷íèìè øàáëîíàìè
äëÿ ð³çíèõ óìîâ ðåºñòðàö³¿ øóìó

    
 0 0.462 0.044

0.462 0 0.458
0.044 0.458 0
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Á³ëüøèé ð³âåíü øóìó áóëî çàô³êñîâàíî íå äëÿ âñ³õ ôàéë³â çàïèñó, ôàêòè÷íî
ïîÿâà òàêîãî øóìó – äîñèòü ð³äê³ñíà ïîä³ÿ. Òîìó ìîæíà îö³íèòè ðèçèê õèáíî
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íåãàòèâíî¿ àâòåíòèô³êàö³¿ ÿê ÷àñòîòó ïîÿâè ôàéë³â ³ç á³ëüøèì ð³âíåì øóìó çà
óìîâè, ùî âèì³ðþâàííÿ âèêîíóâàëàñü áåç ïàóç. Çà ðåçóëüòàòàìè åêñïåðèìåíòó
â³äíîñíó ÷àñòîòó çàïèñó ç á³ëüøèì ð³âíåì øóìó ìîæíà îö³íèòè ÿê îäèí äî òðèä-
öÿòè. Ðèçèê õèáíî íåãàòèâíî¿ àâòåíòèô³êàö³¿ íàáëèæåíî ñêëàäàº 3 %.

Ïîð³âíÿíî ç øóìàìè, çàô³êñîâàíèìè â àåðîïîðòó, øóìè â ðàéîí³ òåëåâåæ³
ìàëè á³ëüøó àìïë³òóäó. Êîðåëîãðàìè òàêîãî øóìó ìàþòü ìåíøèé ðîçìàõ ìàãí³òóä.
Îö³íêà ðèçèêó õèáíî íåãàòèâíî¿ àâòåíòèô³êàö³¿ äëÿ öüîãî âèïàäêó á³ëüøà çà ïî-
ïåðåäíþ (äëÿ óìîâè àåðîïîðòó). Âîíà ñêëàëà 5 %. Íîðìîâàíà â³äñòàíü çà Õåì³íãîì
äëÿ öüîãî çáóðþþ÷îãî ôàêòîðà ñêëàëà Í=0.39.

Åëåêòðîìàãí³òí³ íàâåäåííÿ çâóêîâîãî ä³àïàçîíó ó ïåðåäãðîçîâó ïîãîäó çàô³ê-
ñîâàí³ ó âèãëÿä³ âíóòð³øíüîãî åëåêòðè÷íîãî øóìó á³ëüøî¿ àìïë³òóäè ïîð³âíÿíî
ç øóìîì êàë³áðóâàííÿ. Íîðìîâàíà â³äñòàíü çà Õåì³íãîì äëÿ äàíîãî çáóðþþ÷îãî
ôàêòîðà ñêëàëà Í=0.502.

Õàðàêòåðíîþ ðèñîþ íàâåäåíèõ ïðèêëàä³â âïëèâ³â çîâí³øí³õ åëåêòðîìàãí³òíèõ
ïîë³â áóëà ìàëà òðèâàë³ñòü äàíîãî çáóðþþ÷îãî ôàêòîðà. Çíà÷íèé çà àìïë³òóäîþ
ñóìàðíèé øóì (âíóòð³øí³é øóì + çîâí³øí³ íàâåäåííÿ) ñïîñòåð³ãàâñÿ ï³ä ÷àñ ðåº-
ñòðàö³¿ ñèãíàëó äëÿ ïîîäèíîêèõ ôàéë³â ³ç ñåð³¿ çàïèñ³â.

Åëåêòðîìàãí³òí³ íàâåäåííÿ ÷åðåç åô³ð ìîæóòü áóòè äîñèòü íåáåçïå÷íèì ôàê-
òîðîì ðèçèêó àâòåíòèô³êàö³¿ äëÿ ìåòîäó âíóòð³øí³õ åëåêòðè÷íèõ øóì³â, ÿêùî
áóäóòü ñòâîðåí³ óìîâè äëÿ øòó÷íèõ íàâåäåíü âåëèêî¿ ³íòåíñèâíîñò³.

Ðîáîòà ìîá³ëüíèõ òåëåôîí³â ³ ðàä³îòåëåôîíó, ïîáóòîâî¿ òåõí³êè ç åëåêòðî-
ìîòîðàìè, óìîâè åëåêòðîòðàíñïîðòó / âóëèö³

Ïåðåâ³ðêà äîâåëà óñï³øíó àâòåíòèô³êàö³þ çà øóìîì íîóòáóêà ó òàêèõ âèïàäêàõ:
ðîáîòà ìîá³ëüíèõ òåëåôîí³â ³ ðàä³îòåëåôîíó ó áåçïîñåðåäí³é áëèçüêîñò³ äî íîóòáóêà,
ðîáîòà ïîáóòîâî¿ òåõí³êè ç åëåêòðîìîòîðàìè,  óìîâè åëåêòðîòðàíñïîðòó (òðîëåéáóñà,
ïî¿çäà) / âóëèö³ íà â³äñòàí³ 1 ì â³ä çåìë³. Â³äì³ííîñò³ äëÿ øàáëîí³â ïîòî÷íîãî ³
êàë³áðóâàëüíîãî íå ïåðåâèùóâàëè 0.044 äëÿ íîðìîâàíî¿ â³äñòàí³ çà Õåì³íãîì.

Çà ðåçóëüòàòàìè ïðîâåäåííÿ åêñïåðèìåíò³â ñêëàäåíî òàáëèöþ âïëèâîâîñò³
çáóðþþ÷èõ ôàêòîð³â íà ïðîâåäåííÿ óñï³øíî¿ àâòåíòèô³êàö³¿ íîóòáóêà, òàáë. 4.4.

Òàáëèöÿ 5

Âïëèâ çáóðþþ÷èõ ôàêòîð³â íà ìîæëèâ³ñòü àâòåíòèô³êàö³¿ íîóòáóêà
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Òàêèì ÷èíîì, àâòåíòèô³êàö³éí³ îçíàêè çà âíóòð³øí³ìè åëåêòðè÷íèìè øóìàìè
íîóòáóêà º ñòàá³ëüíèìè ïðàêòè÷íî äî âñ³õ ðîçãëÿíóòèõ çáóðþþ÷èõ ôàêòîð³â.

Âèñíîâêè

Åêñïåðèìåíòàëüíå äîñë³äæåííÿ âïëèâó ð³çíîìàí³òíèõ çîâí³øí³õ ³ âíóòð³øí³õ
çáóðþþ÷èõ ôàêòîð³â íà âíóòð³øí³ åëåêòðè÷í³ øóìè íîóòáóêà ïðîäåìîíñòðóâàëî
âèñîêó ñòàá³ëüí³ñòü àâòåíòèô³êàö³éíèõ îçíàê. Åêñïåðèìåíòàëüíî äîâåäåíî, ùî
òàê³ ôàêòîðè, ÿê: ðîáîòà öåíòðàëüíîãî ïðîöåñîðà ç ñåðåäí³ì íàâàíòàæåííÿì (ñåðåäíº
íàâàíòàæåííÿ çà ÿäðàìè öåíòðàëüíîãî ïðîöåñîðà ñêëàëî 68 %), ðîáîòà â³äåîêàðòè
â ðåæèì³ ïåðåãëÿäó ô³ëüìó (áåç çâóêó), êîëèâàííÿ çîâí³øíüî¿ òåìïåðàòóðè ç
5 °Ñ äî 36 °Ñ, ðîáîòà ïîáóòîâèõ ïðèëàä³â òà ³íøå íå âïëèâàþòü íà øàáëîí ó ìåæàõ
ïîðîãó àâòåíòèô³êàö³¿. Çîâí³øí³ ôàêòîðè, ùî ìîæóòü ñóòòºâî âïëèíóòè íà øàáëîí,
òàê ÿê ³íòåíñèâíå åëåêòðîìàãí³òíå âèïðîì³íþâàííÿ ó áåçïîñåðåäí³é áëèçüêîñò³
äî àåðîïîðò³â, òåëåâåæ, àáî ó ïåðåäãðîçîâó ïîãîäó ìàþòü äîâîë³ íèçüêèé ðèçèê
ðåàë³çàö³¿, ïîðÿäêó 3–5 %, òîìó ïîâòîðíå ïðîâåäåííÿ âèì³ðþâàííÿ øóìó ó íàñòóïí³
ìîìåíòè ÷àñó äàñòü çìîãó ïðîéòè àâòåíòèô³êàö³þ.

Íàñòóïí³ äîñë³äæåííÿ áóäóòü ïðèñâÿ÷åí³ âïëèâó ïåðåøêîä, ùî ïîøèðþþòüñÿ
ìåðåæåþ æèâëåííÿ (³ ÿê³ ñâ³ä÷àòü ïðî íåñïðàâíîñò³ ìåðåæ³ æèâëåííÿ) íà øàáëîíè
àâòåíòèô³êàö³¿ çà øóìîì ñòàö³îíàðíèõ êîìï’þòåð³â.
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STABILITY OF AUTHENTICATION SIGNS OF INTERNAL ELECTRICAL
NOISE OF COMPUTERS

The article is devoted to an experimental study of the influence of external
electromagnetic fields of various natures, as well as the most probable internal causes
that arise during computer operation on authentication templates of internal electrical
noise.

As authentication templates of computer noise, bit and peak templates were
used, which were calculated from the values of the normalized autocorrelation functions
of discrete samples of internal electrical noise, as well as the corresponding thresholds
were calculated. The use of such templates is possible due to the property of the
autocorrelation function of stationary noise to maintain a constant shape. The presence
of strong external electromagnetic fields can distort the noise measured by the ADC
of the computer so that the distance between the current template and the template,
measured in the absence of electromagnetic disturbances, is greater than the threshold.
The instability of internal electrical noise may be due to the operation of a pulse-
width converter of the power supply (DC/AC), which is possible with a variable load
on the central processor.

The effects of various factors that could be causing instability of internal electrical
noise were measured using a laptop with a low noise level.

It was experimentally proved that such factors as the operation of the central
processor with an average load (the average load on the cores of the central processor
was 68 %), the operation of the video card in the movie viewing mode (without
sound), fluctuations in the external temperature from 5 °C to 36 °C, work office and
household appliances, including mobile and radiotelephones, the conditions of electric
transport do not affect the template within the authentication threshold. External
factors that can significantly affect the pattern, such as intense electromagnetic radiation
in close proximity to airports, broadcast towers, or in pre-thunderstorm weather, have
a fairly low implementation risk, of the order of 3–5 %, therefore, re-conducting noise
measurement at subsequent times will enable authentication.

Keywords: authentication template, internal electrical noise, a computer, external
electromagnetic fields, risk factor.
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