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REVIEW OF THE WAYS TO PROTECT COMPUTER NETWORKS
FROM ATTACKS ON SECURITY

The results of the analysis of intrusion detection methods to computer networks are presented in this work, discussed
their advantages and disadvantages. The mechanisms used in modern systems detect attacks and the uses of combinations
were analyzed. Proposed the ways of improving the quality of protection and methods to overcome attempts.
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Introduction

One of the most widespread methods of attack is
DoS-attack, which aims to make computer resources
unavailable to users for whom the computer system was
designed. If the attack occurs simultaneously with a
large number of [P-addresses, then it is called a distrib-
uted (DDoS) [1 — 3]. The danger most of DDoS-attacks
in their absolute transparency and normality, as if bug in
the software can always be corrected, the total con-
sumption of resources - a phenomenon almost everyday.
They face many administrators when resource machine
is not enough. If cut traffic and resources for everybody,
it is possible to escape from DDoS, but at the same time
lose most of the customers. There is actually no way out
of this situation, but the consequences of DDoS-attacks
and their effectiveness can be substantially lower due to
the correct router, firewall and continuous analysis of
anomalies in network traffic.

Static protective mechanisms, which include ac-
cess control systems, authentication systems, in many
cases, can not provide effective protection. Therefore
dynamic methods to quickly identify and prevent secu-
rity breaches are necessary. One of the technologies that
can detect violations that can not be identified by tradi-
tional models of access control, identification technol-
ogy is attack. In fact, this process is a process of evalua-
tion of suspicious activity taking place in the corporate
network. In other words, intrusion detection is the proc-
ess of identifying and responding to suspicious activities
aimed at computers or network resources.

The effectiveness of attack detection systems de-
pends on the used methods of analysis of the informa-
tion received. In the first intrusion detection system de-
veloped in the early 80s, used static methods. Currently,
these methods added a number of new techniques, rang-
ing from expert systems, fuzzy logic, and ending the use
of neural networks.

Main material

The main advantage is the use of static methods al-
ready developed and proven system of mathematical statis-
tics and adapting to the behavior of the subject. First, all of
the analyzed system defined profiles. Any deviation from

the reference profile used by the unauthorized activity.
Static methods are universal, because the analysis does not
require knowledge of possible attacks and vulnerabilities
that they use. However, using these techniques raises the
following problems: 1) "Static" systems are not sensitive to
the order of events in some cases the same events, depend-
ing on the order in which they follow can characterize ab-
normal or normal activities; 2) it's hard to put the limits
monitored attack detection system, the characteristics to
adequately identify anomalous activity; 3) "Static" systems
can eventually be "trained" violators so that attacking ac-
tions were regarded as normal.

It should also be mind that static methods are not
allowed in cases where the user no typical pattern of
behavior typical or unauthorized actions.

Expert systems consist of a set of rules covering
human expert knowledge. The use of expert systems is a
common method of intrusion detection, in which infor-
mation on the attack is formulated in the form of regula-
tions. These rules can be written as a sequence of ac-
tions or signatures. In carrying out any of them a deci-
sion on the presence of unauthorized activity. An impor-
tant advantage of this approach is the almost complete
lack of false alarms. Database of the expert system
should contain a scenario most currently known attacks.
To remain constantly relevant, expert systems require
constant updating databases. Although these systems
and offer the opportunity to view the data in the log files
required updates can either ignored or performed manu-
ally by the administrator. At a minimum, this leads to
weakened expert system capabilities. In the worst case,
lack of proper maintenance reduces the degree of secu-
rity of the entire network by introducing its deceptive
about the actual level of security. The main disadvan-
tage is the inability to display unknown attacks. How-
ever, even a small change already known attacks can be
a serious obstacle to the functioning of attack detection.
Using neural networks are a way of overcoming these
problems. Unlike previous systems neural network ana-
lyzes the data and provides an opportunity to assess
whether the data are consistent with the characteristics
that she trained to recognize. While the degree of com-
pliance with network presentation may reach 100% reli-
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ability choice depends entirely on the quality system in
analyzing examples of the problem.

Originally neural network is trained on proper
identification of pre-picked examples sample domain.
Her reaction is analyzed and the system is configured so
as to achieve the desired results. The neural network is
dialed experience over time, as she analyzes data relat-
ing to its subject area. An important advantage of neural
networks in detecting fraud is their ability to "learn" the
characteristics of deliberate attacks and identify items
that are not similar to those observed previously in the
network. As each of the above described method have
several advantages and disadvantages, almost hard to
find a system that implements only one of the following
methods. Typically, they are used together.

Also, the existing systems used a wide range of
methods of response, which can be divided into three
categories: message, preservation, active response.

A simple and widely used method is the message
that is sending administrator security reports attack on
console systems detect attacks that can be set not every
employee is responsible for safety, in addition, these em-
ployees may be of interest, not all security events, so you
need to use other mechanisms messages. These mecha-
nisms may be sending messages via email, pager, fax or
telephone. The category of "preservation" are: event log
database and play attacks in real time. The first variant
is widespread in other systems of protection. To imple-
ment the second option should miss attacking the net-
work and fix all its actions for later playback adminis-
trator in real time all activities undertaken attacking,
analyze successful attacks and prevent them in the fu-
ture, and use the data collected in the review process.

Active response includes the following options:
blocking of the attack, the attacker complete session node
network management equipment and protective equip-
ment. Active response, on the one hand, very efficient
and on the other - requires precise use, because improper
use can lead to abnormal function of the system.

The mechanisms used in modern systems detect at-
tacks based on several common methods are not mutu-
ally excluded. Many systems use a combination. Yes,
they are classified in three ways: 1) by way of response;
2) the method of detecting attacks; 3) the method of
gathering information about the attack.

Conclusion

We will consider a more detailed classification of the
method of gathering information at the network, host or
application. The system at the network level (network-
based) is the type of sniffer, monitoring traffic on the net-
work and identifying possible actions of intruders. Such
systems using typically attacks and signature analysis "on
the fly", which is to monitor network traffic in real or near
real time and using appropriate detection algorithms. The
system-level host is designed for monitoring, detecting and
responding to malicious action on a particular host. These
systems analyze logs operating systems or applications.
Generally, the analysis of the log is in addition to other
methods of intrusion detection, including the detection of
attacks "on the fly". Using this method allows for "debrief-
ing" after it has been recorded attack in order to develop
effective measures to prevent similar attacks in the future.
Systems of this class can be divided into 3 groups: system-
level application, system-level operating systems and sys-
tem-level database management system. The system at the
application level (application-based) is based on identifying
attacks on specific applications, for example, Web-server.
An example of such a system is Real Secure OS Sensor or
Web Stalker Pro. The system-level operating system (OS-
based) can detect attacks on the operating system level. An
example of such a system is or Real Secure Server Sensor
Intruder Alert. The system-level database management
system (DBMS-based) makes it possible to identify attacks
on specific database. Each of these types of attack detec-
tion system has its advantages and disadvantages. Hybrid
system, which is a combination of different types of sys-
tems usually include the possibility of several categories.
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OB30P CMOCOEOB 3ALLUUTbI KOMMNBIOTEPHbLIX CETEA OT ATAK HA BE3ONMACHOCTb
WN.N. Ennna, 10.M. Ilapxomenko, B.B. boceko
B Odannoii cmamve npedcmagienvl  pe3ylbmamul aHAIU3a Memooos 00HAPYIICeHUs 6MOPICEHUN 6 KOMNbIOMEPHbIE ceni,
paccmompenvl ux npeumyujecmed u Heoocmamiuy. IIpoananuzuposanbl MexXanu3mbl, UCHONb3YeMble 6 COBPEMEHHBIX CUCHEMAX

obnapycenus amax. IIpeonodicenvl nymu NOGblUeHUs. KAYeCmBea 3auumyl U Memoo00s npeodoIeHUs AMax.
Knroueswie cnosa: 6ezonacnocme, 3auuma KoMnblomepHuix cemeil.

ornsag cnocoboB 3AXUCTY KOMIMOTEPHUX MEPEX BIAl ATAK HA BE3MNEKY
L1 €nina, F0.M. [Tapxomenko, B.B. Bocsko

YV oaniti cmammi npedcmasneni pezynomamu ananizy memooie GUAGLECHHs 6MOPSHEHb V) KOMN'TOMepHi Mepedici, po32isanymi
ix nepesazu ma nedoniku. Ilpoananizosano mexamizmu, wo 6UKOPUCIOBYIOMbCA 8 CYUACHUX CUCEMAX BUABNEHHA amak. 3anpo-
NOHOBAHO WIAXU NIOBULEHHS AKOCTT 3aXUCMY | MemOoOi8 NOOONAHHS AMAK.
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