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HOBbIH no,n;xo,a; .K IIPOEJIEME YCTOINIIBOCTH CTEr AHOrPA©IfqEcKoro 
AJirOPMTMA K ATAKE CJ.KATHEM 

l.BBe,il.eHUC 
CeroLI,mmrnee o6m:ecTBO, ero JKH3He,IJ,e>ITeJTbHOCTb He:Mi:.1cmuv1bI 6e3 HaKonnemuI, 

xpatteHH>I, H3MeHeHirn, rrepe,Il,a"rn mnpopMarUUL B CHJry 3Toro Tpy,IJ,HO rrepeouemrr:i:, Ba)lrnOCTh H 

aKTYaJihHOCTb Borrpocon, CB>I3aHHhIX c ee 3alll,HTOH. Crreunqnma cero,IJ,mnrmero .1W5I 

3aKJHO'!aCTC5I B TOM, 'ITO HHcpOpMaUmI xapaKrepH3YCTCR He TOJibKO KaK pecypc, 

o6ecrreLJHBaIOIIl,HH ,II,eaTem,HOCTh o6rn,eerna, HO H KaK o6oeKT TpyJJ,a. ,Tl,elicTBHTCJihHo, B 

HaCT05IIIl,ee BpeMa B 'HiCJIO 3aIIl,HIIl,aCMJ,JX IIOMHMO BOCHHbIX, rocyLI,apCTBCHHhIX H 

BC,[(OMCTBCHHhIX, BKJUoqeHbl TaK)l(C ceKpeThI rrpOMhIIIIJICHHhIC, KOMMepqecKHC Ii J].a)KC JIHqHbIC, a 

CaMa HHcpOpMauH.H Bee 6011&IIIe CTaHOBHTbC5I TOBapoM, npw-reM o,ri:HHM H3 caMbIX ,ri:oporux [1]. 
Ha,n,e)KHM 3arn,uTa m1cpoprvrawrn OT Hecm1K11,110HupoBaHHoro JIOCTyrra >IBm1eTc>I 

aKTYaJihHOH, no He pemettnoil B norrHOM o6neMe npo6rreMoli. O,n,no H3 nepcneKTHBHbIX 

HanpaBJICHllll 3aIIl,HThl HHcpOpMall,IlH ccpopMHpOBaJIH COBpeMeHHbIC MCTO,L(hl CTeranorpacpHI1. 

CTeraHorpaqnu:r rrpe,IJ,CTaBJIHeT co6oif coBoKyIIHOCTt, MeTo,non, ocHoBnrnarou~HXC5I na pa3mr<mhIX 

rrpHHI!HIIaX, KOTOpbIC o6ecrret.J:HBaIDT COKpLITHe CaMOro cpaKTa cym;ecTBOBamrn CCKPCTHOH 

HI:IcpOpMan,IUl B . TOM IlJIH HHOH cpe)le, a TaKJKC cpe,ucTB peaJIH3all,Hll 3TIIX MeTO,lIOB. 

KOMilbIOTepHilll CTeraHorpacpII>I -- CaMOCTO?ITCJibHOC Hay'!HOC HarrpaBJieHHe HHcpOpMaI!HOHIIOll 

6e3orraCHOCTH, 1nyqa10rn:ee rrpo6rreMbI C03,Uamrn KOMIIOIIeHTOB CKpbmaeMOM HHcpOpMaD;llH B 

OTKpblTOll nH!lJOpMaIXHOHHOH cpeµ,e, KOTopa5I MQ)KC'i' 6hITb ctjJopMHpoBaHa Bhl'H1CJIIITCJibHbIMH 

CHCTCMru\1Il rr CeT5IMll. Oco6eHHOCThIO CTeranorpacpH'ICCKoro ITO).l,XO).J,a 5IBJI5ICTC5I TO, 'ITO OH He 

npe,n,ycMaTpHBaeT Ilp5IMOro orrraIIICHH5I cpaKTa cyrn,ecTBOBfilIH5I 3aIIl,HIIl,aeMOH rrucpopMaIJ,HH. 3TO 

o6CTO.HTCJibCTBO II03BOJIHCT B paMKaX Tpa)lllll,HOHHO cyrn,eCTBYIOIIl,IlX HHcpopMaIJ,HOHHbIX 

IlOTOKOB HJIH 1rn¢opMaIUIOHHOll cpe,D,bl pernaTb HCKOTOpb!e Ba)KHhIC 3a.naqH 3aIIl,HTbI 

HHcpOpMan;mI p5I,D;a rrpHKJia,l~HhIX o6JiaCTCH [1-4]. 
CreraHorpacpnposaHrre ocymecrnrrneTcH pa3JmqHbIMH crroco6aMH. 06rn,eii iiepToli 3THX 

crroco6on ?IBJIHCTC5l To, iiTo cKpbrnaeMoe coo6II1,eHne, mm ,norronHHTCJII>Ha5I rrH¢opMaIJ,H5I (,Tl,11) 
BCTpaIIBaeTCH B HCKOTOpbIH 6e300H,I{HLIH, He np1rnneKaIOIIl,HH BIUIMaHHC OObCKT, HJIII 

KOHTCHHep. I1pouecc rrorpy)KCHIHI ));11 B KOHTeilHep, HJIII OCHOBHOC coo6rn,e1me (OC), 6yJICM . 

Ha3bIBaTh CTeraHorrpeo6pa30BaHHCM (CII), a pe3yJibTaT Cl1 CTeraHOC006IIlCHHCM (CC). 

K mo6oMy cTerarrorpacpn'!ecKoMy aJiropHTMY (CA) rrpe,n,n?IBJrn:eTc>I Tpe60Bam1e 

ycToH'!HBOCTH K rrpe,II,Ha:MepeHHbIM (Herrpe,n,navrepeHHbIM) aTm<aM [2], rrpn 3TOM CA Ha30BeM 

Heycmoi1ttu6blM cornacHo [4], ecJrn Jla>Ke MaJihie B03Myma:ron~rre B03JJ,eiicTBH5I - aTaKH, 

HanpasrreHHbie Ha CC, MoryT rrprrnecTH K 3HaqrrTeJihHOMY HJIH rrorrnoMy yiml{ToJKemuo 

BCTpOCHHOH B KOHTeliuep npu IlOMOIIl,H 3TOro a11ropHT!\1a ceKpeTHOll IIHcpOpMaD;HH, ll 

ycmoif.ttU6blM B npoTHBHOM c.rryi:rae. Co3,n:amuo ycrn:liqIIBhIX arrropHTMOB B coBpeMeHHoii 

rreqaTII y)leJieHo .zwcTaToqHoe BHnManne, O)lHaKo Borrpoc c03,naHmr CA, ycToliq11Bb1X K aTaKe 

C:>IcanieM, 5IBn:5IIOIIl,CHC5I t.Ipe3Bb!'Ia:HHO pacrrpocTpaneHHOH B cm1y rrorry;rnpHOCTH HCIIOJih30BaHH5l 

~OpMaTOB c IlOTep?IMH µ;;ur xpaHeHmI II nepe)la'IH ll,HcppOBbIX CllrHaJIOB (B qacTHOCTH IlHcppOBhIX 

11306palKeIUIH (1(11)), a IlOTOMY tiaCTO OCTalOIIl,CMC5I IIe3aMe~IeHHOll CTOpOHaMH, 

Herrocpe,ncTBeIIHO opraHH3YlOIIl,HMH ceKpeTHbIM KaHaJI CBjf3Il, OCTaeTC?I aKTyanhHbIM H Ha 

ceromrnrmrn:H: ,n,en1. KaK rrpaBI·L'IO, Bee cyrn,ecrny10II1,He CA TaKoro nnaHa ocyrn,ecrnrr>IIDT 

norpy1KeHI1e ,Tl,H B 'IaCTOTHOll o6naCTH KOH'reilttepa B K03cpcpHUHCHThl cpe,n:uell: iiacTH 

LJaCTOTHoro crreKTpa H BLI,IJ,ep)IUIBaIOT JIHIIIb HC3HaqHTCJibHOe C)KaTHe [2,5]. B cmry 3Toro 
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;,::nryaJtbHbllvt OCTaeTC5I IIQllCK rrpllHIJ,Hl1Ha.J1hHO HOBhIX rryTeil ll IIOL(XOL(OB K pernemuo 
::;;:::6rreM:&I pa3pa6oTKII CA, ycTOH'IHBhIX K C)Kanno. 

ITocKOJihKY rrpouecc C)KaTHH, ocyrn;ecTBJureMhIH c pa3JIHtIHhIM.li K03cpqnn.i:11euTaMH, 

::-::7aBO)J,HT K pa3JIHqHbIM «ITO CHJIC» B03MYII~aIOII.l;IIM B03)J,CHCTBIUlM (rr He o65I3aTeJTbHO MaJibIM), 
:7:2r(peTn3HpyeM rromnne CA, ycTOH"IHBoro K TaKoli aTaKe (.n:.:ur orrpe.n:erreHHOCTH Be3,n;e HH)Ke B 

:::.secrne OC BhicTyrraeT [(YI B rpa.n:au.IDix ceporo, a B Kaqecrne )J;M ~ 6HHapHM 
- :cc:1e.uoBaTeJihHOCTh, ccpopMHpOBaHHM c11yqaiiHhIM o6pa3oM). Bo-nepBhIX, B cm1y crreumpHKH 
:::;::e.Th!CTHOH o6rraCTH pemaeMOH 3a.n:ai:nr He HMCCT CMhICJia paccrvmTpHBaTb C)KaTHC c 

::-::em:J;HaJihHO npOH3BOJihHhIM KO::Hpqmn;HeHTOM, IIOCKOJihKY rrocne rrpoBe,n:eHHOH Ha cc aTaKH 

_e:..::ejl{HOCTh BOCIIplUlTIUI :noro cc He )J,OJDKHa faITh napyrnena. B COOTBeTCTBH.H c [6] B 

__ ::.:::rosrmen pa6oTe paccMffIJJHBaIOTca: sapnaHThI JPEG-m1<aTmr IJ;M, ocymecTBJrn:eMoro B cpe.n:e 

? .. Jtoshop c K03cpqmuneHTaMH Kaqecrna Q E {8,9,10,11,12} (.n:mr MeHhIIHIX 3HalJeHHH Q 
:=:::.:::;:e)KHOCTh Bocrrpmrrmr MmKeT. He co6mo.n:aThC5I). Bo-BTOpMx, rrocKOJihKY .n:o HaCT05IIIJ,ero 

:7;.:eHTa HHr;ue B OTKphITOM rreqanr He fa.ma rrp1rne.n:eHa Hll)KH5!5I rpaHHII,a lJHCJia, KaKHM-JIH60 

: ":' :;::a3oM xapaKTep.1Byromero 3¢¢eKTHBHOCTh .n:eKo.n:11poBarrna: CA, ,IJ;JJJI KOTopoM: anropHTM enie 
-:-Iilio Ha3hIBaTh ycTOHlJHBhIM K orrepaII,HM C)KaTH5I (qame BCero TaKa5I OI{eHKa HOCHT He 

-: - .-:nqecTBeHHhili, a Ka11ecTBeHnr.1H: xapaKTep ), ycrroBHMC5I ClJHTaTh CA ycToliqHBbIM K C)Kanno, 

- :::.::H o6'heM npaBHJihHO BOCCTaHOBJICHHOH HH¢opMal(HH (OITH) noc.:re aTaKH C)KaTJieM Ha cc c 

;;_. ::: {8,9,10,11,12}, BhI'IHC.'I5ICMhIH B COOTBeTCTBHH c ¢opMy.:ro:H 

OIIH = Ko!lut/ecmeo 6um ceKpemHozo coo6UfeHU5l, eoccma11oe!leHHbZX eep1-10 · l OO%, 
06Ufee KO!lUt/ecmrw 6um e ceKpemumvt coo6uwuuu 

: ':a.m:eTC5I He MeH:&IIIe 75% .n:m:r HaHMCHhmero 3Ha'Iemrn: Q = 8 (rnKoe 3HaqeHne ;u1rn: OITM y)Ke 

-~~C:'.\IaTpHBaJIOCh B neqaTH B BH,IJ;e rroporosoro )J,JI5I orreHKH 3¢¢eKTHBHOCTH ,ZJ,CKO.D,HpOBaHH.SI 

~ . ..\ [7]). OTIH 5IBJI5IeTcH 'IHCJieHHOH oueHKOM ycTOH'IHBaCTH CA. 
B [8] Ha OCHOBe Teop1rn B03MyIIJ;eHHH 6bIJI pa3pa60TaH HOBbIM o6mnH: ITO)J,XO,II; K ananmy 

- - :::TOSIHIUI li TCXHOJlonrn. <j:>yHKI.\HOHHpoBamrn 11mpop1rnuHOHHbIX CllCTCM (OTIAHC), 
~-=~nrnu1rn KOTOporo B o6rraCTh CTeraHorpa¢1rn JJ;aJia B03MO)KHOCTb ¢opMaJihHO paccMaTpHBaTb 

--- c·uecc CTI, a raroKe mo6yro arnKy Ha CC mm OC, KaK coBoKyrrHocTr. so3Mymemri1: 

.:"c:rrymi:pHhIX 1.J:HCeJI (CHII) H CHHry:rnpHhlX BeKTOpOB (CHB) CITCUHaJihHOro BH):{a 

:rneTCTByromeli MaTpHUhI (MaTpHu) KOHTeil:nepa, He3aBHCliMO OT paccMaTpHBaeMOH o6nacTli 

:::a1a, KOHKpeTHKH anropHTMa norpyJKeHH5I HJIH rrpe,D;npmUITOM araKH [4]. 
aeJlblO HaCTO.lUUeH pa60ThI .SIBJI5ICTC5I pa3pa6oTKa rryTeM ,IJ;8.JihHei1:rneli a.uanTaUHH OIIAMC 

:::6~1aCTb CTerarrnrpa¢HH rrpHHUHITHaJihHO HOBOro IlO,IJ;XO,ZJ,a K perneHllIO rrpo6rreMhl 

:. ~-:::i:;:eqemrn: MaKCMMaJihHO B03M0'1<HOH ycTofiqnBOCTH CA K aTaKe c:;i<aTHCM rrptt era 
. - ::amnr. Propa6aTbIBaeMI>IH rro.n:xo.u II03BOJIHT rroJiy'IHTh iJocmamOt/Hbze yc!loeuR TaKoro 

.. ~ ~IietieHH5I . 

.Qmr ,ZJ,OCTII)KCHmI IIOCT8JICHHOH UCJIH ueo6xo,ZJ,HMO pemHTh cne.n:yromue 3aiJa1tu: 
1 . IJOCKOJibKY pe3yJIJJTaT Cfl cpopMaJihHO rrpe.D,CTaBliM B BH)J,e COBOKYITHOCTH 

B03Mymentti1: CHq H CHB coorneTcrnyromeiI OC MaTPHIJ;hI (MaTpnu), ueo6xo.n,nMo 
Bhl)J,eJIHTh H3 3THX orrpe,n:emIIOill,IIX rrapaMC'fPOB HaMMeHee lIYBCTBHTeJihHbie K 
orrepaIJ;HII C)Kanrn. )J;mr 3Toro 

2. Heo6XO,llHMO IIOJIY'UITb ¢opMaJibHOe rrpe)J,CTaBJICHHC rrpou;ecca C)I(aTH5I B BH)J,e 

COBOKymIOCTH onpe,D;eJieHHbIX B03MynJ,eHHM CHlI (CHB) . 

3. Ha ocnoBe pernenHli 3a;uaq 1 rr 2 B Kaqecrne arrpo6aum1 rrpe,ZJ,JiaraeMoro rro;uxo.n:a 

pa3pa6oTaTh KOHKpeTHI>IH CA, ycTOM'llliBhIH K arnKe cJKaTHeM. 
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4. Ilp0Becn1 BbIGl:ICJmTeJibHhIR 3KCIIepHMeHT' BblITOJIHHTb cpaBHeHHe acpcpeKTHBHOCTeH 

.ueKo,n:HpoBamrn: pa3pa6ornHHOro CA H HMCIOIHHXC.H CA, ycTofiqHBbIX K C)Kanno. 

2. «DopMaJILHOe npe,i],CTaBJICHHe npon:ecca cmanrn B BHJJ:C COBOKYTIHOCTH B03MYIUCIHIH 

CH.HryJJHpm.1x CilCKTpOB MaTpHU 

06rn;a.H cxeMa C)Kanrn: (c ITOTep.HMH) ,n:Jrn IJ,H, KaK npamrno, COCTOHT H3 rpex OCHOBHhIX 

maroB: oTo6pa)KeHHe B <iacTOTH)'IO o6JiaCTb rroc11e npe.uBapwreJihHOro CTaH,n:aprHoro pa3fo!.eHH.sI 

MaTpIUI:bI H3o6paJKeHIUI Ha 8 x 8 -6JIOKH, KBaHTOBanne IIOJiyqeHHhIX l:JaCTOTHbIX 

1w3cpii_JH11,HeHTon, 3HrponHHHOe Ko,n:up0Bam1e. BoccTaHOBJiemm BKJilO'!aeT B ce6H maru, 

o6paTIIhie K rrepe~mcJieHHbIM BhJUie, B o6paTHOM rrop.sr,n:Ke (9]. no TaKoli cxeMe pa6oTaeT omrn 

H3 CaMbIX pacrrpocTpaHeHHhIX Ha cero.n:mrIIIHMM ,n:eHb CTa:H,n,apTOB C)I<anUI - JPEG. Ilocrre,n,HHH 

mar BOCCTaHOBJieHmI 11.M nocne C)KaTmr B03Bparn;aeT ero H3 qacTOTHOH B rrpocTpaHCTBeHH)'IO 

o6rracTb. IlpH 3TOM K03cpqrn:11,HeHTbl norryqaeMOH MaTpHI.1,bI 6y.n:yr HMCTh Bern;ecTBeHHbie 

3Ha11emur, KOTOpbie MoryT BbIXO)JJITh 3a rpaHHI.1,hI MHO)KCCTBa [0,255}. Pe3yJihTaT 

BOCCTaHOBJieHH.H Ha 3TOH CTa}J;I1H Ha30BCM <iaCTH'lHbIM (qB). 0KOHLJ:aTeJibHOe, If:m: IIOJIHOe, 

BOCCTaHOBJICHife (ITB) n;H 6y)J.eT rrorryqeHO nocrre OKpyrnemrn 3Ha:qemi:ii HpKOCTif ,n:o 11,eJihIX If 

BBe.nemrn llX B rpaHIUJ:bI 0 .. .255. 
llpo11,ecc KBaHTOBaHH51 rrpHBOLI:HT K o6HyJieHHIO K03<PqrnrurnHTOB, OTBetiaIOII.J,HX, KaK 

rrpaBHrro, BhJCOKllM qacToTaJvt crrrmrna, 3a CtieT qero H npmi:cxo,n:HT C)Kanre. Ho rrpn Ll.OCTaTotIHo 

60JibIIIOM Ko3<!Jqnni:neHTe C)KaTirn B03MO)KHO o6HyJieHHe H cpe.n.He"iaCTOTHhIX K03cPcPHUlleHTOB, 

II03TOMY liCTIOJlb30BaHHe .ZJ;JI.H norpy)l(eHR51 ,IJ,H cpe,nHeH '-IaCTH '!aCTOTHOro crreKTpa, 0 qeM 

fOBOpHJIOCb BbIIIle, q)QpMnpyeT cc, KOTOpoe rrpRHI.l,HIIlia:JibHO MO)KeT BhI,l.l.ep)KMBaTb . JIIIIIIb 

HC3Ha1IHTeJibHOe C)KaTHe. 

IlycTh F - m x n -MaTpmi:a KOHTeH:Hepa. llm1 F cyrrxecrnyer HOpMaTibHOe cnHrymrprme 

pa3JIO)l(em1e [8]: F =UL.VT, r.ae U, V - oprnroHaJihHbie MaTpHI.1,hI pa3MCpHOCTH m x n · H 

n xn cooTBeTCTBeHHO, cTorr6qbI u1 , •• ., un Ma:rpHI.1,hI U, Ha3hmaeMbre JICBbIMH CHB, 

rreKCllKOrpaqmtieCKli IlOJIO)l(lITeJJbHbI [8] (CTOJI6UbI V1 , ... , v,, MaTpHD;bI v Ha3h1BaIOT npaBbIMH 

CHB; MarpH11,hi F ); 'L = diag(ap .. .,cr,,), a 1 2 ... 2 a,, 2 0- CHHry1rnpH1>1e qHcna (CHq); 

(a, ,,ui' vi) Ha3b1BaeTC.H CHHryrr.HpHOH TpOHKOH F. B [8] UOKa3aHO, ':ITO HeBLipO)l(,Il.e1rna.sr 

Marp.m:i:a HMeeT eJI:HHCTBeHHOe HOpMaIIbHOe Cirnryn.HpHOe pa3JIO)KCHife, CCJIH ee CHq IIOIIapHO 

pa3JIH1IHhI, KOTopoe MO)KeT rrpe,Il,CTaBJI.5IThC.H TaK)Ke B cpopMe BHCIJJHifX npOH3Be,n:eHHH: 
n 

V T F = L..Ja-kuk vk • MaTpn11,y 
k~I 

(1) 

Ha30BeM k-ii COCTaBJI.sIIOIUeli mo6pa)KeHH.5I F. 
B [10] B pe3ynoTaTe rrpe,n:cTaBHTeJII>Horo BhI':IRCJIHTerrI>Horo 3KcrrepnMeHTa 6omo 

ycTaHOBJieHo COOTBeTCTBHe Me)K)I:Y 3JieMeHT&\UI qacTOTHOro crreKrpa IJ,I1 If CHHrymipHbIMH 

11JOHKaMH ero Ma:rpHI.1,bI: k .,-bIC COCTaBJUIIOII.J,He (1) H306pa)KCHH51, OTBeqa!OII.J,He TpOHKaM c 

MaKCifMa:JihHhIMH CHlj., COOTBeTCTBYIOT, fJia:BHhIM o6pa30M, HlI3KO'laCTOTHhIM CQCTaBJI.HIOII.l,HM 

CHTHana;" k-hie COCTaBJI.lIIOII.l,lle JJ;H, OTBeqarorn;ne TpOM:KaM c MIIHHMaJihHhIMll ( cpe)J,HHMH ITO 

Berrwnme) CHq, HecyT B ce6e, B OCHOBHOM, BhICOKO'laCTOTHhie ( cpe,n;HeqacTOTHbre) 

cocTaBJrn:IDrn;ne. Tarwrr Bhrno.n: MmKeT 6hITh norryqen TaK»<e na ocHoBamrH c11e;n;)'IOIHHX 

paccy)l<li:emrit B cooTBeTCTBHll c [IO] 3Hepnrn E(F) 11,IIcppoBoro c11:rHana, rrpe.n:crnBrrenneM 

KOToporo ~BJrn:eTcH MaTpHila F , MO)l(eT 6bITh onpe.n:errena rro cpopMy11e: 
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m~n~ m n 

E(F) = o} + ... + O"n
2 = I;I:P(u,v) = LLJ:} 

u=O v=O 

::-.:e P(u, v), u = O,m -1, v = O,n-1, - 3Hepren1qecKHH crreKTP CHrnana c r-.rnTpHu:eH: F [9], a .fi/ 
-:c.-:e:--.reHThI F. 3Hepnrn CHfHaJJa c MaTpIUJ,eH sk 

31 
.:eHCTBHTeJihHO,ITOCKOJihKY 

Umk Vlk Umk V2k • • • Umk Vnk 

-:-o B cooTBeTCTBHH c (2), y<IHThIBM opToroHaJJhHOCTh MaTPHU: U, V, rrorryqaeM 

2 ( 2 ( 2 2 ) 2 ( 2 2 )) 2 ( 2 2 x 2 2 ) 2 
=erk U1k vlk+ ••. +vnk + ... +umk V1k+ .•. +vnk = O"k; ulk+ •.• +umk V1k+ ... +vnk =O"k. 

],fa COIIOCTaBrremrn: ¢opMyrr (2) H (3) c yqeTOM TOfO, qrn HaII60JlhIIIHe (HaHMeHhIIIHe) 

53a11emur P(u, v) 3ITeMeHTOB :mepreTH11ecKoro crreKTpa OTBe11aIOT HaHMeHhIIIHM (HaH6orrhIIIHM) 

33aqeHH.SIM u, v' BhITeKaeT YIIOM.SIHYTOe BhIIIIe COOTBeTCTBIIe. 

Pe3yn:&TaT C)J{anrn: B cooTBeTcTBHH c [9j - :no 06Hynem1e Ko3¢qrn:u:HeHTOB rrptt BbICOKHX 

. ~r B03MO:>KHO cpe,n:mrx) qacTOTHhIX COCTaBJI.SI!OlIJ,HX B 'IaCTOTHOH o6rraCTII IJ,11. IlpII 

i~CIIOJifi30BaHHH 0flAJ1C CX<:aTRe qJOpMaJI1HO rrpe,n:CTaBHMO B BH,n:e B03MylIJ,eHH.SI CHHryrr.SipHhIX 

::-poeK, rrraBHhIM pe3yrrI>TaTOM KOTOporo, c yqeTOM COOTBeTCTBH.SI Me:>K,n:y 3JieMeHTaMH 

~~aCTOTHoro crreKTpa UJ1 II crrnrymrpHhIMH Tpo:HKaMH ero MaTpHU:bI, .SIBJI.SieTc.sr o6HyrreHH.SI 

::-raHMeHhIIIHM (H B03MO:>KHO cpe,n:HHM) no Berrn11rrHe CHlJ, 'ITO rrpHBe,n:eT K yn,aneHHIO H3 F k-x 
~JCTaBJl.SIIOro;Hx (1), r,n:e k IIMeeT 3Ha11emrn paBHbie HJIH 6rrH3KHe K n (BIIJIOTb .lJ.O cpaBHHMhIX c 

o;/2 ). 3TO rro.n.rnep)K,L\aeTC.SI pe3yJihTaTaMII BhI11HCJIHTeJihHOfO 3KCIIeprrMeHTa [11]: ecrrrr .LJ:JI.SI 

8 x 8-6JIOKOB IJ.H, norryqeHHhlX rrocrre CTaH,napTHOfO pa36HeHH.SI MaTpHI.l,hl [9], xpaH.SIIIJ,eroc.SI B 

'iJopMaTe 6e3 rroTepi:,, JIHIIlb OKono 3% o61IJ,ero 11ncrra 6rroKOB IIMeIDT HyrreBhie CHlJ, TO rrocrre 

KBaHTOBaHH.SI II LIB HyrreBbie CHLI rrpHcyTcrnyIDT rrpaKTH11ecKII B Ka:>KL(OM 6rroKe. 

::famoCTpa:u:rrei1 cKa3aHHOMY MO)KeT cny:>KHTh 6rroK KOHKpeTHOro TIF-1.(H, CHHryrr.srpHhIH crreKTP 

:~ornporo rrepBoHaqaJn,Ho HMeeT srr,n:: 950.92, 164.12, 61.74, 17.10, 7.13, 4.10, 1.58, 0.70 . 

Tiocrre KBaHTOBaHH.SI Ko3cp¢HU:HeHTOB .[(KIT B rrpou:ecce c:>KaTH.SI II lJB CHlJ cooTBeTCTBeHHO 

~aBHhI: 950.68, 175.75, 53.64, 12.94, 0.71, 0.00, 0.00, 0.00. 

BerrHLJ:Irna K03cpqmu:rreHTa KBa:HTOBaHH.SI (K03cpcpHIJ,HeHT C)KaTH.SI) 0Tpa3HTC.SI Ha 

:-:onH11ecTBe HyrreBhIX CHlJ B 6rroKax: qeM 6orri:,IIIe Ko3¢qrnu:1reHThI KBaHTOBaHH.sr, TeM 6orrJ.IIIe 

Sy,neT HyrreH: B cnHryJI.SipHhIX crreKTpax. 

TaKIIM o6pa30M, He3aBHCIIMO OT Toro, KaKou KOltKpenmo aJZ2opumM ucnoJtb3yemC5l OJtJl 
::>JCamuJl c nomep5lMU L(H, pe3yrrbTaT :noro rrpou:ecca B coorneTCTBIIH c OTIAHC eceziJa Mo:>KeT 

5oITh npeL(CTaBJleH B BH,n:e COBOKYITHOCTH B03MylIJ,eHHH COCTaBJI5fIOIIJ,HX CHHryrr.srpHOfO crreKTpa, 
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ofoI3aTeJibHOH xapaKTepHOH qepTOM KOTOpoli ~IBIDieTC,H o6Hynemre Ha:HMCHblliHX (BIIJIOTb ,n;o 

cpe,ZJ,HHX) ITO 3Haqemno CH'll coorneTCTByromnx MaTpHI(, qTo ,ZJ,aeT pernem1e 3a,IJ.aLJ:II 2. KaK 

HnnrocTpnpyeT ITpirne,neHHhIM BbIIIIe rrpHMep, Han6onbIIJee CHLI rrpaKTIP-IecKH He B03MYTHJIOCb 

B npouecce C)KaTH51. 3To He c.rryqaliHo. C1rnrymrpHMe TpoliKH, orneqa10mH:e MaKCHMaJibHbIM 

CHl!, cooTBeTCTBYIOT, nmBHbIM o6pa3oM, HH3KoqacTOTHbIM cocTaBmIIOII(MM cHrnana, a 3uaqHT 

5IBJI51IOTC51 HaHMCHee qyBCTBHTCJlbHbIMH K C)l(aTfHO, "ITO np.ffHUMTJliaJibHO pemaeT 3a,Zl,aqy 1. 

3. CTeraHorpa<fmqecKHH aJffOpllTM OTHOCHTCJILHOH 3aMeHLJ CHHI'YJI.HpHhIX 'lHCCJI 

JI106oe CTI B coorneTCTBHH c OHAHC orrpe.nemreTC5I coBoKynnocTbIO B03My1n;eHIIH CH'll 

(CHB) MaTpHI{bl KOHTCHHepa .F (HJIH KaKHX-TO ee HO,Zl,MaTpnu). yqlITbIBM, 'ITO 

paccMaTpHBaeMM B pa6oTe 3a,ZJ,aqa CB5f3ana c rrpouecco:M C)KaTH5f, ocymecTBnemre KOToporo 

rrpe;:i,rroJiaraeT npe,n:Bap1ITeJibHOe pa36IIeHIIe MaTpHI(hI IJJ1 Ha 8 x 8-6noKu, pe3ynLTaT CTI 

<J;iopMaJIH3yeM B BII,n:e COBOKYITHOCTeiI CHLI (CHB) Bcex 6noKOB [4]. )])rn nocTmKemr.H IleJrn 

pa6oTnr Heo6xoxv1Mo BbI,11.eJrnTh H3 CHLI ( CHB) 8 x 8 -6noKoB TaKHe, B03Myme1nrn KoTopL1x B 

XO,LJ:e Cn o6ecITeqaT neqyBCTBHTeJihHOCTh IIOJiyqae.Moro B pe3yJinTaTe CC K B03MYUlaIOUlCMY 

B03,i:i:eilcTBHIO - C)KaTmo. B cooTBeTCTBHH c ITonyqenHbil\f BL1rne pemeHHeM 3a,n;aqII 1 oqeBH)J,Ho, 

'ITO norpy)Kenue ).J;H ua.uo ITpOH3BO,JJ,HTh TaK, 'IT06LI pe3yJILTaTOM CTI 6w10 B03My1.a;eHIIe 

HaH60JibiillIX ITO 3Hat.ICH.HIO cHq, 0,JJ,HaKO, II3MeHemre BeJrnqHHbI MaKCll.MaJihHOro CHLI B 

6noKaX Bcero Ha 5%-8%, B03MY1lleHne KOToporo B XOJ.1,C CJJ O':IeBH)J,HO JIBJUI€TCJI I-HII16ojree 

:>l(e.rrae~!bIM, KaK IIOKa3hIBaeT Bbl"'-IllCJIHTeJibHblll 3KcrrepnMeHT, npHBO,n:IIT K 110.HBJiemno JfBHhIX 

apTe4_)aKTOB Ha H306pa)Kemm, T.e. HapymaeT O.ZXHO H3 HaII6onee Ba)J{HbIX Tpe6oBaHMH K JII060MY 

CA - Tpe6oBamre o6ecneqenHH anropHTMOM na,n:e)KHOCTH BOCITpH5ITH5I cpopMHpyeMoro HM CC 

(4]. TaKOH )KC IIOp5I,n:OK OTHOCIITeJibHOro H3MeHCHH5I BTOporo ITO Bem-rq1rne CHq He npMBO,Zl,IIT K 

B03HHKHOBemuo BH,n:IIM.bIX apTe<];iaKTOB. TnnuqHbIH npHMep ITpIIBe.ueH Ha pnc. l. 
TaKHM o6pa3oM, HMeeT MecTo crre,n:y10mee yTsep)K,n:emi:e, 5IBJI5IIOII1,eec51 )J.OCTaToT.IHhIM 

ycnoBIICM o6ecrreqemur MaKCIIMaJihHO B03:MO)I<HOH ycTOHLIMBOCTH CA K C)KaTHIO. 

YmBep;ncoenue 1. ).J;Jrn o6ecITeCJ:eHH5f rrpHHIJ,HITIIaJihHo MaKCHMaJibHO B03MO)KHOH 

ycTOH1IHBOCTH CA K c:>I<aTIIIO c o,i:i:HospeMeHHblM o6ecITet.feHHeM 6orrhllloli sepo5ITHOCTH 

Ha)J,C)KHOCTH Bocnp1rnnrn cpopMIIpyeMoro CC oocmamotJHO ITpOII3B0.1JJITh rrorpy)Keirne ).J;H 

TaKHM o6pa3oM, qT06bl cpopManhHhIM pe3yJJhTaTOM CTI 6w10 B03MymeHIIe srnporo (H 

B03MO)KH0 1'pCTberO) ITO 3HaqeHHIO CHq B CHHryJrnpHbIX CITeKTpaX 8 X 8 -6JIOKOB MaTpIII.{bI 

KOHTeHHepa. EcJIH )KC Cn tj:lopMaJihHO Bblpa3HTC& B B03MYII~emrn cpe,D,HIIX II HaHMeH.b!IlHX ITO 

3HaqeHHIO CHq, To (npII 6onhmoH: sepo&THOCTII o6ecrreqeHH5I Ha,n:e)KHOCTli BOCITpII&TH.H CC) 

ycTOH'IHBOCTh TaKoro CA K cJKaTHIO MOJKeT 61>1Th o6ecneqena TOJibKO ,n:Jrn cJKaTHJI c Mfu1hIMII 

K034JqmD;IICHTaMII ( HCKJIIO"la5I Q = 8 ) . 

Ha ocHoBe nony'IeHHLIX 3airn10qeHHH, B Ka11ecTBe rrpHMepa CA, rrocTpoeHHoro B 

COOTBeTCTBHII c YTBCp)K,Zl,CHHeM 1, MO)KCT B.blCTYIIaTb crre,n;y.EOII(HH. 
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~-: :, lXJBO-TEXHfil H11J'.f JfCYPT-lA.ll(<C}/ LfACHHtf 3AXJIC7 JJ-ic!>OP!v!ALifl»1'·/i! /. 2012 

=in c: .1. Pe3yJibTaT B03MYI.ll,emur Cl-JlI 6n oKOB MaTpHUbl UI1 : a- 11cXO,l.lI-1oe UI1; 6 - no '3 MyL1J,e1-11uo 

' 0:.tBepruyro MaKCHMaJibHoe CHl-l 6norrn; B - B03Myu1ei-nuo no,I(Bepn1yTo BTopoe n o BejJWII-rn e 

CHl-l 6n orrn 

O u-1orn11JLC uw?.u npo z1ecuz CTI : 

lllaz 1. MaTp11uy F L~I1-KOHTe1iHepa pa3MepaM!1 n x m p a36HTb crnnJJapTHbIM 

~ , 8 s 6 f , (ii) . 1 I /1 l . 1 [ m] OOj)a3oM 1-rn x - JIOKH . ' .. , 1 = .... , - , ; = , ... . - . 
I/ . L 8 j . • 8 

un . [-n l . [mlj lllaz 2 (nozpyJKeuue /JJJ). ,U.rur KaJK,Iloro 6n o1<a Fi.! , 1=1,. .. 
1

8 J .J == 1, ... , 8 : 

2.1. r!oCTpOHTb c ttHry1rnpHoe 

'\" (ff ) -- 1 · ( \ . '-- ,; -ctag a 1, a 2, 0'.1,.· ·• a 8;, 

pa3JJ O)!<eH He F u1) = U un 2: .( ;1 l (v u n )r 
I/ l / If If 

2.2 . rl ycTb b - O'Iep e,TJ,Boti nor py>KaeMbJH 6rn ccKpeTHoro coo6u\eH!15!. OueirnTb pa3HOCTb 

(J' :! - 0-3 . B cTpaHBaI-lHlO b = 0 COOTBeTCTByeT () 2 - () 3 ;::: 50 (npH HCBbmom 1e111111 TI OJJaraeM 

1-lOBOe B0 3MYU\eHJ-IOe 31-Ia'Ie m1e BTOpOro 110 Ben11qm1e CHq C5 2 = C5 3 + 50 ), b = 1 

COOTBCTCTByeT C5 2 - C5 3 :; l 0 (npH HeBbinOJIHCHI-!H nonaracM C5 2 = C5 } + 10 ). 

2.3. riocTpottTb oqepe,l.lHOti: 6JJOK CC c MaTp1:1ue.H F 

OCllO(Jll bte Uta?U np o11ecca ae1woupOBQ/IUfl )J}f: 
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ll/az J.,:MaTpnu.y f C~p~.~epaM,g JJ&3RHJ'b CTaH,l.I,apnIDLl\1 06pa10M Ha 8x 8-

6rroKH F ij(B),t;i= i, ... ,[;]l.,;1~;.i~,ff. . . .. 
lliaz 2 (oexooupoaanue J{H). ,ZX1rn KIDK,l.I,oro 6110Ka F /

8
l, i = 1, ... ,[~J j = l, .. .,[; J: 

2.1. I1oCTpOHTh CHHrymipHOC F (B) _ TT (B)-:;;:. (B) (-v (B) \T 
!I -u I} £.Jy I) J, r.ue 

- (B) . - - -
l:if = dzag(a1,a2,a3, .. .,as); 

2.2. 011,eHHTb proHOCTh a 2 - a 3 : ecmI a 2 - (}'3 > 30 ' TO H3BJieKaeMbIH 6HT )J.M b 0' 
nuaqe b = 1. 

4. PeJy.11:.TaTLI BhI'1HC.11HTeJI1:.H1:.1x 31'CnepHMeHTOB 

)J,JuI arrpo6aunn HOBoro CA, Ha3Bairnoro m12opumlvWM omHocume!lbl-tOU 3a;;ue1-tbz 

CU1l2YllflpflblX IJUCeII (A3CHq) B cpe.n.e Matlab 6bIJI rrpoBeJJ,eH BbJqHCJIHTCJihHhIM 3KCnepHMCHT, B 

KOTOpOM B Kaqecrne oc yqacTBOBaJ10 6orree 300 IJ.M B cpopMaTaX Tif H Jpeg (Jpeg-OC 61,mn: 

rronyqeHbl rryTeM nepecoxpaHemrn Tif-UH B Photoshop c pa3HhIMH K03cj.li}m.un:eHTaMH KaqecTBa 

Q). Hoene BCTpaHBamrn ceKpeTHOH n:mpopMa.u1rn CC coxpmrnrrHch B cj.lopMilTe Jpeg c rrorep.HMH 

B Photoshop c K03qupm:i;r:reHTaMH Kaqecrna Q = 8,9,1O,l1,12. Pe3yJihTaThI ,n:eKO,ll,HpOBaHH.H )J,H 

rrpHBC,ll,CHhI B rn6Jrnu.e 1. 
TaKHM o6prooM, pmpa6oTaHHhIH Ha ocuoBe OITAHC HOBhIH A3CHq 5IBJI.si:erc.si: 

ycToliqHBhIM K aTaKe C)l(aTHCM rrpH coxpaHeHHH Ha,ll,e)l(HOCTH BOCIIpmrnrn fIOJiyt:IaCMOro cc. 
,ZXJUI OTHOCHTCJihHOH OIJ,emrn 3(pcj.leKTHBHOCTH ero pa6oTbI 6bIJIO rrpoBe,ll,eHO cpaBHCHH.H pa60ThI 

A3CHq c OJJ.HHM H3 Han6orree umpoKo pacrrpocrpaueHHhIX CA, KOTOphie cqlfTaIOTC5I 

yCTOHt:IllBbIMH K aTaKe C)KaTHCM - MCTO.[(OM Kaxo H )Kao (MIOK), HJIH MCTO,ll,OM OTHOCHTeJihHOH 

3a\1CHhl BCJIHt:IllH K03$<PHI(HCHTOB ,ll,UCKpeTHOro KOCHIIYCHOrO npeo6pmoBaHH.H (,ZXKTI) [5]. 
MIOK rrpoH3BO.[(HT BHe.upeHHe B K03cj.l$HUHeHThI ,ZXKTI cpe,n:Heli qacrn qacrorHoro crreKTpa 

8 x 8 -6JIOKOB rryreM nx B3aHMHoro H3MCHemrn. Ko1$$HUHCHThI .[(Kil, BhI6paHHI>Ie ,ll,Jrn 

BHC,ll.pCHH.H )J,H, 3a,ll,aIOTC.H CBOHMH Koop,rr1rnaTaMH B 8 x 8-MacCirne - (i1 'jl \ (i2, j 2) 

(peKOMCH)J.yCMbie B [5] ,ri:JUI BHe.n.peHH.H )J,H Ko::><P<Puu.HeHThI (5,4) H ( 4,5)). BhrcmcJIHTeJihHhIH 

3KcrrepHMeHT, B KoTopoM yqacTBOBaJIO 6onee 200 U.H B $opMaTe TIF, rrpoBO)l.HJIC.H B cpe.n.e 

Matlab. rrocJie err IIOJIYt:ICHHOC cc coxpaH.HJIOCb B Photoshop c Q = 8,9,10,11,12' Pe3yJihTaTbI 

3KCIIepHMCHTa rrpe)J.CTaBJICHhl B Ta6n.2. 

CpaBHHBHeHHe pe3yrrhTaToB, rrpHBe)J.eHHhIX B Ta6JI.1,2, roBopnT B noJih3Y rrpaKTHt:IecKoro 

no,ll,TBep)K,LlCHH.H Bhl,ll,BHH)'TOro pattee TeopeTHt:IecKoro Te3Hca o TOM, 'ITO cym.ecrnyromrre CA, 

ocyrn;eCTBJI.HIOIIl;HC Crr B qacTOTHOH 06JiaCTH KOHTCHHepa B K03$$HIJ;I1eHThI CpC,ll,HCR "!aCTll 

qacTOTHOro CIICKTpa, OKa'.3hIBaIOTC){ HCCOCTO.HTCJihHhIMH IIpH cpaBHHTCJihHO MaJIOM Q ( Q = 8 ), 
rJJ,e 3HaruneJihHO Ha,ri:e)KHee BhirJUI,ll,HT A3CHq (npH 3TOM JJ.mr Q = 9,10,11,12 OHH B o6onx 

anropHTMax cpaBHHMhI MC)KAY co6oil). 3aMeTHM, "ITO OTHOCHTCJlbHa~r 3fu\1eHa Ko3cpcp1nJ,HCHTOB 

(2,3), (3,2), KOTOpbIC .HBJUIIOTCH HH3KO"!aCTOTHhIMH, He MO)l(CT paccMaTpHBaTbC.H B Kaqecrne 

BapnaHTa MIOK, T.K. rrpMBO)J.HT K HapyrneHHIO HaJJ.C)KHOCTH BocnpH.HTHH CC. 
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Ta6muJ,a 1 
Pe3yJihTaThI ;:xeKO,l.UipOBaHIUI ceKpeTHOH rrmpopMaIJ,Fnr B anropHTMe OTHOCHTeJibHOH 3aMeHOI 

cimryIDipHnIX 'IHCesr 

OHH (%) 

Q 

8 
9 ,5894 88,4076 
10 94,1694 1.2_4,0241 
11 97,2369 97,0568 
12 98,1358 98,3027 

ilporurn.rrH3HpyeM pe3yJibTaTLI rrpomBe,I{eHHOro MIO:K, c ToqK:rr 3pemrn: nx 
npe,I\CTaBJiemrn: B BH,I{e COBOKYTIHOCTH B03MYII~CHHH CHq 6JIOKOB Ma'IpHIJ,bI KOHTeli1repa H 

.:ooTBeTCTBII5I 11x yTBep)K,I{eHI:no 1. B rn6rr.3 J.:c:rn: ap11Mepa rrp1rne,.ueHbI THrr11qrr&1e pe3y;T&TffThI 

.J .. l>I O,I{HOro H Toro :tKe 6rroKa TecnrpyeMOfO IJ)/I. pe3yJihTaThI IIOJIHOCTblO COOTBCTCTBy10T 

~TBep)KJJ,CHHIO L TaK MIOK, Mcrronr:,3yrorn:rrn JJ.JUI CIT Ko3cpcjnuJ,HeHTbI ,I.J,KII c HH.n;eKcaMH (4,5) 
H (5,4) He MOr 0Ka3aTbC51: ycTOH'!MBhIM K CJKanuo, qrn H 6&rno rronyqeHO paHee rrpH 

recnipOBaHHH ero paoOTbl (rn6rr.2), T.K. TaKOC CIT npaKTIIqecKH He B03MYTIUIO HaI-IOOJihIIIHC 

CHq, B coorneTcTBHH c pe3ynnrnTaMI1 Ta6n.3 II yrnepJK.n:eHrreM 1, ycToI:fqnBhThI K cJKaTrno 

.JOJIJKeH OKa3aTbCH MK)!{, HCITOJih3YIOIUIIH K03¢qrn:IJ,HeHThI ,I.J,Kil c HH.UeKcaMn (2,3) II (3,2), qrn 

:::romrncTbIO orneqaeT pe3yJihTarnM ero pa6oThI na npaKTHKe (rn6rr.2). 

Tafonma 2 
Pe3yJibTaThI )J.CKO.I\HpoBaHH51: ceKpeTHOH l:IHtj)opMaUHH B MeTo.ue Kaxo H )Kao 

,t:: 
H :t--~ :t-1 rA 

'-"'..., - ·-- -------
(ipJ1), (t2,Ji) Q Ha,It;C}[(HOCTH 

Bocrrpmrnrn: CC 
8 I 54.6339 + 
9 91.7782 + 

(5,4), (4,5) 10 99.1146 + 

I 11 99.9362 + 
I 

12 99.9947 + 
8 71.3798 + 
9 94.9230 . + - -· 

(3,4), (4,3) 10 99.0976 ·. + 
11 99.9126 + 

12 99.9782 + 
8 ! 98.0660 r~-
9 99.7319 I 

(2,3), (3,2) 10 99.8848 -
11 99.9132 -
12 99.9392 -
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Ta6mn:i;a3 

B03Mymemrn: CHq IJ.I1, xpaHHMOro B cpopMaTe TIF, rrpH en MCT0.1l0M Kaxo.H )Kao 

(CC rrocne CIT coxpamieTC5I 6e3 rroTepb) 

(ipji),I XapaKTep 
(i, j ) BOCCTaHOBrremui: 0THOCHTeJihHble rrorpemHOCTH 

··' 
2 

L(I1 npH o6paTHOM . a
1

, a
2 

, ••. , a
8 

(%) 
CH.q B rrop5l,iJJ<e, orneqruomeM 

,D,KII 
(5,4), 
(4,5) ITB 0.0000 0.0362 3.3645 97.7085 0.0402 258.8111 
(3,4), 
(4,3) 

1-JB 0.0000 0.3338 14.9730 0.5167 17.2428 3.2857 125.4383 62.1174 
i--~~~~·~~~--t~~-

ITB 0.0000 0.4575 14.7477 0.4936 11.3472 1 1 148.5082 62.6708 

I 
(2,3), 
(3,2) 

1IB 0.0013 11.4289 3.2428 1.3678 8.1935 12.7950 0.2274 24.0782 
ITB 0.0013 11.4957 2.8944 1.5089 2.2150 13.7399 7.9410 25.0259 

S. 3aKJ1roqem1e 
B pa6oTe rrpeJJ;JIO)I<CH HOBDIH II0.1lX0.1l K rrpo6rreMe o6ecneqemrn CA ycToFiqHBOCTH K arnKe 

C}KanrnM npH ero pa3pa60TKe, ocHoBaHHbIM Ha OIIAHC, rro3BOJIHBmHiI IIOJIY'Uffh )J,OcTaTO'!HOe 
ycnoBHe 06ecrreqe1rn.H npMHUHITHmihHO MaKCHMaJihHO B03MO)KHoii ycToii~HnocTH CA K c:timnno 
c O)J,HOBpeMeHHbIM o6ecneqemieM 6oJJ.blllOH sep05lTHOCTH Ha)J;C)l(HOCTH BOCIIprHITIUI 

¢opM11pyeMoro CC, qTo HHKor,n:a ne ;wnasrocb paHee. ITepcneKTHBHOCTh H o6ocHoBaHHOCTh 

rrpe,iJ)IOJI<CHHOfO ITO)J,XO)J,a IIO,IJ,TBCp)K,IJ;aeTCH pe3yJihTaTaM.H TCCTHpOBaHH.SI pa3pa6oTaHHOfO Ha 

ero ocHoBe HOBoro cTeraHorpa¢i:rqecKoro anropHTMa A3CH1I. 
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Ha4u01w,~. yuue. o6opotlbl Y1<paimb1 

IIHBAPHAHThI rPYilll OT06PAJKEHllH CJIYqAfiHhIX CHTHA.;10B 
(COOEII(EHHH) B IlPHJIOJKEHJ.IH K CTATJ.ICTlflJECKOMY 

AHAJ1H3Y KPHilTOA.1lrOPMTMOB 

?'13pa6oTKa ~'JI06oro KpIUITOariropHTMa npe,n;ycMaTpirnaeT ou;eHKY ero CTOHKOCTH K 

pa3IIOo6p83HhI\1 nonJ>ITKaM KpnnTOfil!aJIH3a. Kax H3BeCTHO, µ;ru1eKo He Bee 

: :: - .:.~::,3aei\II:Je KpiuITorpaqurqecKHe cpe,JJ,CTBa o6ecneqirnaIOT o6eruaHHhIH ypoBeHh 3aIUHThI 

. ·-:::-::-::-0rpacp11qecKHe cpe,JJ,CTBa 3aIUHTbI HmpopMa1vu1 xapaKTepI13YIOTC5I TeM, 'ITO ,JJ,IDI HHX 

npoCThIX H OL(H03Haqm,rx TCCTOB, II03BOJ15IlOllJJIX y6e)J;:I1ThC5l B na,n;e:>KHOll 

~~HcpopMaUHM. 3a,z:i;aim oupe,n:ene1rn5I 3cpqJeKTHBHOCTH KptmTorpacpnqecKnx cpe,n:crn H 

: ::: 3alIIHThI 3a11acTyro 6oJree Tpy,n;oeMKM, qeM nx pIDpa6oTKa. AHarIR3 pa3pa6ornHHoro 

==: -=ropHTh!a }JBJI5ICTCH HOBOH, rrpmK,n;e BCero HayqHoH, a He IlH:>KCHCpHOH 3a,n;aqeif. 

Q::iyH)J,a:vreHTaJihHoe ;.:i:onyruemrn KpHITTOfil!aiTrr3a, c¢opMym1poBaHHoe A. KepKrocpcpoM 

----~ A.) [2], COCTOHT B TOM, 'ITO ceKpCTHOCTb coo6memnI ITOJIHOCThIO 3aBHCIIT OT 

- · .. e. Beeb KpHrrToariropnTM, KpoMe 3HaqeHH.H K.moqa, H3BecTeH rrponrnHHKy. EcnH 

- ... - - ~~'.C{eCKH BbHIBJI.HCMhIC 3aKOHOMepHOCTll KaKHM-m160 o6pa30M rrpO.HBJI5IlOTC5I B 

. : : 3iiHHOM TCKCTe, y KpHilTOaHaJUITHKOB Il05IBJI5ICTC5I B03MO)KH0CTh orrpeµ;eJIHTb KJIIoq 

-~== = a:IropHTMa ( ero COCTaB~15IIOllJJ·Ie) m160 )KC cy3HTb MHQ)KCCTBO Bep05ITHhIX Kmoqeil . 

.. . ::':030HOM BBC,JJ,CHO IIOHHTHC H)lC:'.'JihHOro IIIH<}?pa [3], T.e., TaKOro, KOTOphlll IlOJIHOCTb10 

:C::2:ieT B KpMIITorpaM.Me Bee CTaTHCTIF:ICCKIIC 3aKOHOMepHOCTll OTKpbITOI'O TeKCTa. 

M~TO,ll; pa3JIOCTIIOro am!l1M3a, OITHCaHHbIH B pa6ornx [4], [5] cotrcrner B cc6c 
ll,Il,CH o6meli JIHHCMHOH CTpy1nyphI c rrpHMeuenneM Bepo5ITHOCTHO-CTaTHCTHqecKHX 

HCCJie,JJ,OBamrn. 0,JJ,HaKO pa3HOCTHbIH aIIarill3 OCHOBaH Ha llCilOJ1h30Bamm 

-3;;:p05ITHOCTH B pacnpeµ;eneHHll 3HaqemrH: pa3HOCTll ,UByx KpliHITorpaMM, rrorryt.JeHHhIX 

. ::. -; :::: OTKpblThIX TCKCTOB, MMCIOIUHX HCKOTOpyIO qrnKCHpOBaHHYIO p83HOCTh, H ec;rn BCe 

. :::..:.:o:::o:e 3naqe1uu1 pa3HocTeii ,n:Byx KpnnTorpaMM 6yµyT no.HBJUITbCR c 6mnKHMH (B n,n;eane 

_;::23H1L\m) BepOiITHOCUIMll, TO MCTO,Il, pa3HOCTHOro aHarIH3a He CMO)f(eT pa6oTaTh 

- _ ::::I-;'..SRO. 

f::o.::ro6no pa3HOCTHOMY aHaJIIBy, JIHHeMHhIH KpHIITOaHarIH3 [6] 5IBIDICTC5I 

.~ c.:.::c:::_::: 33.HHhIM MeTO,Il,OM, coqeTaIOIUHM B ce6e IlOHCK mrneHHhIX CTaTIICTHqeCKllX filI3.110rOB 

KpHI1TOariropHTMOB, CTaTHCT!It:[CCKHH aHarill3 HMCIOIUHXC.H OTKphITbIX H 

~.::.:::~::SIX TeKCTOB, HCITOJib3YIOIUHH TaK)l(C MCTO):(bl corrracoBaHH5I ll nepe6opa. 3TOT MCTOJI: 

-~- ;;:- CiaUICTHqecKMe JillHCHHbIC COOTHOlllCHH5I MC)K,ZJ;y OT,IJ;eJihHbIMH KOOp,IlJIHaTa:rvm 

Y::KpbITOro TCKCTa, COOTBeTCTB)'IDruero IIImppTCKCTa H KJIIOqa H llCIIOJih3YCT 3TH 

:J:JI5I orrpe,n:eJieHH5I CTaTIICT1PICCKHMH MeTO,l.l;aMH OT,JJ,CJThHbIX KOOp,n;1rnaT 

:::: : _ BeKrnpa. Ha cero,LJ,HHIIIHHli ,n:eHJ> MeTO,JJ, mmeliHoro KpHnToarrarm3a no3Bomrn 

CllJibHhie pe3yJihTaThI no paCKpbITHIO p.H;.:i:a HTepal(HOHHhIX CHCTeM 

=mppoBamrn:. 
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