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IIHBAPHAHThI rPYilll OT06PAJKEHllH CJIYqAfiHhIX CHTHA.;10B 
(COOEII(EHHH) B IlPHJIOJKEHJ.IH K CTATJ.ICTlflJECKOMY 

AHAJ1H3Y KPHilTOA.1lrOPMTMOB 

?'13pa6oTKa ~'JI06oro KpIUITOariropHTMa npe,n;ycMaTpirnaeT ou;eHKY ero CTOHKOCTH K 

pa3IIOo6p83HhI\1 nonJ>ITKaM KpnnTOfil!aJIH3a. Kax H3BeCTHO, µ;ru1eKo He Bee 

: :: - .:.~::,3aei\II:Je KpiuITorpaqurqecKHe cpe,JJ,CTBa o6ecneqirnaIOT o6eruaHHhIH ypoBeHh 3aIUHThI 

. ·-:::-::-::-0rpacp11qecKHe cpe,JJ,CTBa 3aIUHTbI HmpopMa1vu1 xapaKTepI13YIOTC5I TeM, 'ITO ,JJ,IDI HHX 

npoCThIX H OL(H03Haqm,rx TCCTOB, II03BOJ15IlOllJJIX y6e)J;:I1ThC5l B na,n;e:>KHOll 

~~HcpopMaUHM. 3a,z:i;aim oupe,n:ene1rn5I 3cpqJeKTHBHOCTH KptmTorpacpnqecKnx cpe,n:crn H 

: ::: 3alIIHThI 3a11acTyro 6oJree Tpy,n;oeMKM, qeM nx pIDpa6oTKa. AHarIR3 pa3pa6ornHHoro 

==: -=ropHTh!a }JBJI5ICTCH HOBOH, rrpmK,n;e BCero HayqHoH, a He IlH:>KCHCpHOH 3a,n;aqeif. 

Q::iyH)J,a:vreHTaJihHoe ;.:i:onyruemrn KpHITTOfil!aiTrr3a, c¢opMym1poBaHHoe A. KepKrocpcpoM 

----~ A.) [2], COCTOHT B TOM, 'ITO ceKpCTHOCTb coo6memnI ITOJIHOCThIO 3aBHCIIT OT 

- · .. e. Beeb KpHrrToariropnTM, KpoMe 3HaqeHH.H K.moqa, H3BecTeH rrponrnHHKy. EcnH 

- ... - - ~~'.C{eCKH BbHIBJI.HCMhIC 3aKOHOMepHOCTll KaKHM-m160 o6pa30M rrpO.HBJI5IlOTC5I B 

. : : 3iiHHOM TCKCTe, y KpHilTOaHaJUITHKOB Il05IBJI5ICTC5I B03MO)KH0CTh orrpeµ;eJIHTb KJIIoq 

-~== = a:IropHTMa ( ero COCTaB~15IIOllJJ·Ie) m160 )KC cy3HTb MHQ)KCCTBO Bep05ITHhIX Kmoqeil . 

.. . ::':030HOM BBC,JJ,CHO IIOHHTHC H)lC:'.'JihHOro IIIH<}?pa [3], T.e., TaKOro, KOTOphlll IlOJIHOCTb10 

:C::2:ieT B KpMIITorpaM.Me Bee CTaTHCTIF:ICCKIIC 3aKOHOMepHOCTll OTKpbITOI'O TeKCTa. 

M~TO,ll; pa3JIOCTIIOro am!l1M3a, OITHCaHHbIH B pa6ornx [4], [5] cotrcrner B cc6c 
ll,Il,CH o6meli JIHHCMHOH CTpy1nyphI c rrpHMeuenneM Bepo5ITHOCTHO-CTaTHCTHqecKHX 

HCCJie,JJ,OBamrn. 0,JJ,HaKO pa3HOCTHbIH aIIarill3 OCHOBaH Ha llCilOJ1h30Bamm 

-3;;:p05ITHOCTH B pacnpeµ;eneHHll 3HaqemrH: pa3HOCTll ,UByx KpliHITorpaMM, rrorryt.JeHHhIX 

. ::. -; :::: OTKpblThIX TCKCTOB, MMCIOIUHX HCKOTOpyIO qrnKCHpOBaHHYIO p83HOCTh, H ec;rn BCe 

. :::..:.:o:::o:e 3naqe1uu1 pa3HocTeii ,n:Byx KpnnTorpaMM 6yµyT no.HBJUITbCR c 6mnKHMH (B n,n;eane 

_;::23H1L\m) BepOiITHOCUIMll, TO MCTO,Il, pa3HOCTHOro aHarIH3a He CMO)f(eT pa6oTaTh 

- _ ::::I-;'..SRO. 

f::o.::ro6no pa3HOCTHOMY aHaJIIBy, JIHHeMHhIH KpHIITOaHarIH3 [6] 5IBIDICTC5I 

.~ c.:.::c:::_::: 33.HHhIM MeTO,Il,OM, coqeTaIOIUHM B ce6e IlOHCK mrneHHhIX CTaTIICTHqeCKllX filI3.110rOB 

KpHI1TOariropHTMOB, CTaTHCT!It:[CCKHH aHarill3 HMCIOIUHXC.H OTKphITbIX H 

~.::.:::~::SIX TeKCTOB, HCITOJib3YIOIUHH TaK)l(C MCTO):(bl corrracoBaHH5I ll nepe6opa. 3TOT MCTOJI: 

-~- ;;:- CiaUICTHqecKMe JillHCHHbIC COOTHOlllCHH5I MC)K,ZJ;y OT,IJ;eJihHbIMH KOOp,IlJIHaTa:rvm 

Y::KpbITOro TCKCTa, COOTBeTCTB)'IDruero IIImppTCKCTa H KJIIOqa H llCIIOJih3YCT 3TH 

:J:JI5I orrpe,n:eJieHH5I CTaTIICT1PICCKHMH MeTO,l.l;aMH OT,JJ,CJThHbIX KOOp,n;1rnaT 

:::: : _ BeKrnpa. Ha cero,LJ,HHIIIHHli ,n:eHJ> MeTO,JJ, mmeliHoro KpHnToarrarm3a no3Bomrn 

CllJibHhie pe3yJihTaThI no paCKpbITHIO p.H;.:i:a HTepal(HOHHhIX CHCTeM 

=mppoBamrn:. 
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HA YKOB,0-TEXHIYHHH JKYP HAH «CYYACHHH 3AXHCT IH<J>OP MAi"(Ib> }lg 1, .2012 

0,n:HUM .. H3 IIOKa3aTerreH: Ha,z:i:eJKHOCTH KpHnToanropHTMa }IBJI.HeTc.H rreoTiiH'IIIMOCTb 

pacupe,UeneHHH KpHnTorpaMMhI OT paBHOMepHoro. B pa6oTe [7] c noMOlUbIO cTaTHCTHqecKoro 

TCCTa [8], npe,[(Ha3Haqenoro .n:mr npoBepKH fHilOTe3bl 0 TOM, qTo ::meMeHTbI BhI60pKH ll3 

HeKoToporo ancjlaBHTa HMeIOT paBHOMepnoe pacnpe.n:erremre, npoBe,n:erro Hccrre,n:oBaHHe p.sr,n:a 

6noqHhIX mncppoB, yqacTBOBaBIUHX B KOHKypce Ha cTan.n:apTH3all,mo KpmITorpaqmqecKHX 

np0Tor<o110B AES (Advanced Encryption Standard), opraHmoBammro HarmoHaJihHbL\I 

IIHCTHTYTOM crnrr,n:apToB H TexHorrorHii ClllA [9]. 0,n:HaKo ):(aHHbIR MeTOP, Tpe6yeT 

cpaBHHTeJI.&Ho 6onhIIIoro ofrE:.eMa cTaTHCTHqecKHX ,I.l,aHHhIX. KpoMe Toro, paBHOMepHOCTb 

pacnpep,enenmr Hccne,n:yeMoli Bb16opKH He 03Haqacr BhIITOJIHemrn ycnomrn cTaTHCTnqecKOH 

He3aBHCHMOCTJI MeJK,n:y 3JieMeI!TaMH Kpmnorpru\1MbI H OTKpbITOfO coo6meHH.H, BbIIIOJIHCHH5I 

KOTOporo rpe6yeT TeopeMa 6 [3]. 
L(eIIhIO CTaTbH HBJIHeTC.H rrorryqemrn mrnapHaHTOB rpyrm B3aHMHOO,UH03HaqHbJX 

OTo6paJKeHIIH HenpepbIBHhIX H J(HCKpeTHhIX cnyqaiiHI>IX CHrHaJIOB ( coo6m:emdi), II03BOJI.HI01UHX 

ocymecTBJI.HTb CTaTHCTHqecKHH aHarm3 KpHTITOanropHTMOB Ha rrpe,rrMeT BbifIOJIHeHH.H 

Tpe6oBaHIIH TeopeMbI 6 [3]. 
B pa6oTaX [ 10, 11] fo,um BBC):(CHbI nomrnrn HOpMHpOBaHHOH cPYHKIJ,HH 

CTaTHCTH~IeCKOH B3allMOCB.H3H (H<PCB) H B3afiMHOH H©CB, KOTOpbie xapaKTep:myIOT Mepy 

CTa'THCTffqeCKOH B3aHMOCB5I3H MC)l<)J,y ,.U:Byrvrn MfHOBCHHhIMH 3HaqemrnMH ( OTcqeTaNIH) 

cnyqaliHbIX CIIrHaJIOB B pa3IIH'IHble, B o6meM cnyqae, MOMCHTbI BpeMeHH. 3Ta Mepa OCHOBaHa 

Ha MeTpHqec1rnx cooTHome1nrnx Me)f{)Iy OTCY:eTaMH c;ryqa:Hm.rx cnrHaJIOB n orrpe,u:emreTcJI 

MeTpmmH: MeJKµ:y COBMCCTHOM H npOH3Be,.u:emieM O.Il,HOMepHbIX ITJIOTHOCTeR pacnpeneJieHH51 

Bepo5ITHOCTeii OTcqeTOB. I1ocrrenHee o6CT05ITCJlbCTBO MHOrn;a MOJKeT 3aTpy.Ll,H.HTb rronyqeHHe 

Toqn1rx 3HaqeHHiI H<PCB H B3aHMHOH H<DCB oTcqeTOB. Me>K,LIY TeM, n;ocrnToqHo qacTO B 

3a,[(aqax CTaTHCTHqecKoro aHaJIII3a rpe6yerc.sr 3HaTh crerreHh CTaTHCTHlJeCKOH B3aIIMOCB.H3H 

MeJK,n:y rrapott MrHOBCHHE.IX 3HaqeHHH ( OTcqeTOB) .llByx pa3HbIX CJiyqaMHbIX CHrHaJIOB B ,[(Ba 

pa3JillqHbIX MOMCHTa BpeMeHH. ,Il,n.sr HaXO)K)J,emrn TaKOll xapaKTepHCTlIKH napbI OTCLieTOB n;Byx 

cnyqaMHhIX CHfHaIIOB 6y.n:yT none3HbI coo6pa)KCHH.H, 1I3JIO)l(eHHbie HH)l<e. 

Bc.HKYIO rrapy CJIYLJallHbIX CIIrHaJIOB ;(t) 'ri(t) MOJKHO paccMaTpMBaTb KaK qaCTH'llHO 

yrrop.sr,n:oqeHHOe MHOJKCCTBO r, B KOTOpOM B KaJKAbie ,U:Ba MOMeHTa BpeMeHH fj, fk ET MeiKp,y 

,n:By:\>rn MrHOBeHHhIMH 3HaqeHH.HMH (OTCLieTaMH) ;j =;(tj), Ilk =ri(tk) CUrHaJIOB ;(t) '11(t) Er 
onpe.n:eneHo OTHome1rne rrop.srn;Ka ; j s:rik (unn ;j ~ 1lk ). Torn;a qacruqHo ynopJI,noqerrHoe 

MHOJKeCTBO r .HBJI.HeTC5I perneTKOH C onepaIJ,H5IMH BepXHell H HH)l(HeH rpaHeH COOTBeTCTBCHHO'. 

~jv'llk =supL{~j•llk}, ~j/\'llk =infd~j•llk} H ecnH ~isrik, ro Sj/\llk H ~jvrik=Tlk 
[12]: 

j: {sj /\Ilk = ~i; 
'-::>t.:<;11t<=> 

~j v 'Ilk = 11k· . 

I1rnK, nycTb Sj, 11k - MrHoBeHHhre 3Haqe1rna: (oTcqeThI) Sj ~(tj), llk 11(tk) 

crryqaifHhIX CHTHaJIOB S(f), 'll(f) Er C COBMecTHhIMH tPYHKJJ;HCH pacnpe.IJ,erremrn Bepo.HTHOCTeH 

(©PB) Fc,ri(x,y), nnoruocTbIO pacrrpe,n:e.rrentt.sr BepoJITHOCTeli (ITPB) Pc,ri(x,y) H c 

CIIMMeTpHLIHbIMH o,n:noMepHbIMH I1PB Pc, (x), Pri (y) BH.IJ,a: Pc, (x)= Pc, (-x); p 11 (y)= Pri (-y). 

Tor,rra BC5!KOH nape c11yqaiIHbIX CIIrHaJIOB s(t) 'll(t) MO)l(HO IlOCTaBHTI> B 

cooTBeTCTBMe cne.uy10n~yro HOpMHpOBa1my10 Mepy MCJKAY oTcqeTaMH Sj, 11k. 
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~ =: de.1emie 1. HopMnpoBaHHOH Mepoii CTarn:cTnqecKOH B3a:HMOCB5I3H (HMCB) Me)K.IJ:Y napoH: 

- -:-::: =3 ~J, 'Ilk cnyqaliHbIX cnrmu10B l;(t), ri(t) EI' 6y.D:eM Ha3hIBaT.b Bem1q1rny µ(l;J, '11k), 

µ(l;J,11k)=3-4P[l;Jv11k ;-:::Q], (1) 

'lk ;-::: O] - BepoHTHOCT.b Toro, 'ITO cnyqaiIHaH BerrnqnHa SJ v 11k, paBHaJI BepxHeii 

--= :.. . .:=::: =:c'-IeToB SJ, 'Ilk, rrpHHHMaeT 3Haqemrn 6orrhIIIe HJIH paBHhie Hymo. 

~t(l;J, llk) =3-4[1-F~11 (0,0)]. (2) 

..::: : :-:~JaTeJihCTBO. B coorneTCTBHH c cpopMyrroli [13;(3.2.85)] crryqaliHaJI BerrHqnHa SJ v 11k 

:,:~paKTeplI3yeTCJI <l>PB F~vri (z), paBHo:H: F~vri (z) = F~11 (z, z). I1o3TOMY BepoJITHOCTh 

P[l;j V11k ;-:::Q] paBtta: P[l;j VYJk ~0]=1-F~v11 (0)=1-F~11 (0,0). 0 

--:-- •. pe'trn 2. HMCB µ(l;J, 11k) MOEeT 6hIT.b orrpe.D;erreHa qepe3 BepoHTHOCT.b P[l;j /\'Ilk s; O]: 

µ(l;j,11k)=3-4P[l;1 ATJt s;Q]=3-4[1-F~ri(O,O)], 

-= :- P: ~ _ /\ 11k s; O] - BepoHTHOCT.b Toro, 'ITO crryqaiIHaH Bemrqntta I; J /\ 11k , paBHaJI ttmirneli 

-= :.:-::.~: oTcl.feToB SJ, 'Ilk rrpnHnMaeT 3HaqeHH5I MeH.bIIIe nrrn paBH.bie ttymo. 

::_;~1e,1hcrno. B coorneTCTBHH c cpopMyrroli [13;(3.2.82)] crryqaliHaH Berrnqntta SJ/\ 'Ilk 

:.::.::-:::epmyeTcH <DPB F~/\ 11 (z), paBHoli: F~/\ 11 (z)=F~(z)+F11 (z)-F~11 (z,z), r.D;e F~(u),F11 (v) 
- . .::::=::=:-repHnie <!>PB oTcqeTOB SJ, Ylk coorneTcrneHHO. I1o3TOMY BepoJITHOCTh P[l;j /\ 11k s; O] 

--=--Co: porn 3. ~JI5I rrapnl OTcqeTOB ~j (Ilk CJiy'laHHblX CIJTHaJIOB ~(t) 'ri(t), KOTOpbie a,ZJ)J;IITHBHO 

:: : :. =,'.,),JeHCTBYIOT Me)K.IJ:Y co6oll: B qacTnqHO yrrop5I,ll;OqeHHOM MHO)Kecrne r: Xi= Sj +'Ilk 

: =;(tJ)+ri(tk)), ti,tj,tkET, HMCB µ(l;J,11k), µ(l;J,Xi), µ(1lk•Xi) coorneTcrnyrorn:nx 

= :._: OTCl.feTOB I; J , Ylk ; I; J , Xi ; '11k , Xi 5IBJI5IIOTC5I HHBapnattrnMH rpyrrrrhI H HeqeTHhIX 

: : = ;a&ettnll: {ha}, ha EH, a EA cJ1yqaHHhIX cnrnarroB: 

ha : i;(t) ~ i;'(t), T](t) ~ ri'(t), h~ 1 
: l;'(f) ~ l;(t), T] 1(t) ~ 11(f); (3) 

µ(l;J,'1lk)=µ(l;j,11k); (4a) 

µ(l;j, Xi)= µ(I;), xD; (46) 

µ(Yjk,Xi)=µ(11k,X;), (4B) 

-u) =-ha (u); l;j, Ylk - OTcqenr crryqall:HbIX CllrHaJIOB l;'(t) '11'(t)' KOTOpbie a.IJ:.L(HTHBHO 

c --- c: =-::,-:~-:::3)10T Me)K.IJ:Y C060ll: B qacnJ:qHO yrrop5I,ll;OqeHHOM MHO)KeCTBe r': xj=i;j +TJk 

= _: ~. -,-11'(td ); Xl - OTcqeT, paBI-IhIH CYMMe OTcqeTOB ~J, Ylk ClII'HaJIOB l;'(f), 11'(f). 

::..: ::.-:::::.-::;-:-::BO. Tipn B3aHMHOO)l;H03HaqHoM orn6pa)KeIIHlI ha (3) BbIIIOJIH5IeTC5I CBOHCTBO 

__ -::~::'::_:.::~CCIII mrcptj_JepeHU,HaJia Bepo5ITHOCTH, crre)l;CTBHeM KOTOporo 5IBJI5IeTC5I TO)l<.IJ;eCTBO 
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HAYKOBO-/fEXHF-JHHif )[{YPHAJI«CYl/ACHHH3AXHCT IH<!JGPMAI_(Ii>>N!l, 2012 

Me)l(,n;y COBMeCTHbIMll <l>PB F~T\(x,y), F~·ri«x',y') nap OTC'IeTOB Sj,1lk; sj,11~ 

COOTBeTCTBeHHO: 

Fs'ri' (x', y')=F~ri (x,y). (5) 

B csoIO o<Iepe,n;E, cosMecTHEre <!>PB F~x (x, w), Frix (y, w) nap oTc<IeTOB Sj, Xi; 'Ilk, X; 

onpe,n;emnoTC.5! <Iepe3 <!>PB F~ri (x,y) crre,n;yIOIIJJIM o6pa3oM: 

F~x (x, w) =Fsri (x, w - x); 

Frix (y, w) =F~ri (y, w - y). 

(6a) 

(66) 

CosepllleHHO aHarrorrrqHO, COBMeCTHbie <DPB F~'x' (x', w')' Fri'x' (y', w') nap OTcqeTOB s) 'x~; 
11~, x~ onpe,n;emnoTC5I <Iepe3 <!>PB F~·ri«x',y') crre,D;yIOll(llM o6pa30M: 

F~'x' (x', w') = F~'ri' (x', w' - x'); (6s) 

Fri'x,(y', w') = F~·ri,(y', w' - y'). (6r) 

M_3 COBMeCTHoro BblIIOJIHeHll5I COOTHOIIIeHllll (6B), (6a), (5) ll (6r), (66), (5) crre,n;yIOT TO)K,n;ecrna: 

F~·x«x', w') = Fsx (x, w); (7a) 

Fii'x,(y',w')=Frix(y,w). (76) 

Tiprr B3aHMHOO,ll;H03HaIIHOM HerreTHOM OTo6pmI<emm ha (3) HYJIE 0 qacTI:PIHO ynopx,n;oqeHHOfO 

MHO)l(eCTBa r OTo6pa)KaeTC5I B HYJIE 0' qacniqHo ynopx,n;oqeHHOro MHO}!(eCTBa r' TaKHM 

o6pa3oM, qrn oHrr TO)l(,n;ecTBeHHEI: h: 0-> O', 0 = O', no3TOMy TO)l(,n;ecrna (5), (7a), (76) 

BbIIIOJIWIIOTC5l B TOqKax (x',y')=(x,y)=(O,O), (x',w')=(x,w)=(O,O), (y',w')=(y,w)=(O,O). 
TI03TOMy, c yqeTOM paseHCTBa (2), ll3 COOTHOIIIeHllll (5), (7a), (76) crre,n;yIOT TO)l(,D;ecrna (4a), 

(46), (4s) COOTBeTCTBeHHO. 0 

TeopeMa 4. )J,rrx rayccOBCKllX crryqall:HbIX ClffHaJIOB s(t) '11(t) c K03cpqrnu:neHTOM KOppemnurn 

Psri Me)l(,Il;y oTcqernMrr Sj, 'Ilk, rrx HMCB µ(sj• 'Ilk) panHa: 

µ(Sj•1lk)=
2 

arcsinfpsril· (8) 
7t 

,l(oKa3aTeJIECTBO. Hall:,n;eM BI>Ipa)l(eHne ,Il;JI5[ COBMeCTHOH cDPB Fs1/x,y) CllrHaJIOB s(t), 11(t) B 

ToqKe x = 0, y = 0' KOTOpoe B COOTBeTCTBIIll c cpopMyrroll: (12) npllJIO)l(eHirn II pa60TbI [14] 

onpe,n;em1eTC5l qepe3 ,n;Boll:Holl: llHTerparr K 00 (a) : 

_(~1-p~T\J 
Fsri(0,0)-l n K 00 (a), 

r,n;e a= n-arccos(psri), K 00 (a)=a/(2sina) (cM. ¢opMyrry(l4)rnM)l(e), sina::::: ~1-p~ri. 
Tor,n;a, nocne BEIIIOJIHemrn Heo6xo,n;rrMEIX npeo6pa30BaHrrll:, rronyqrrM pe3yrrhTrrpyrorn;ee 

Bbipa)l(eHrre ,n;rr5l Fsri (0,0): 

Fsri(0,0)=(1+ ~ arcsin[Pt,ri]}4. 

Ilo,n;crnBrrB nocrre,n;Hee Bbipa)KeHrre B ¢opMyrry (2), rronyqIIM Tpe6yeMoe TO)l(,n;ecrno (8). D 
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I--fAYKOBO-TEXHllfHHH JKYPHAJI «C:/lfACHJflf 3AXJ1CT IH<l>OPlvfAr(ll» Ml. 2012 

T tOpeMa 5. )J,Jrn napbl OTcqeTOB SJ' 11k rayccoBCKHX c1yLJ:aHHhIX CiffH<LTIOB s(t), 11(t)' KOTOpbre 

:'..:=..JHTHBHO B3aHMO.[(eHCTBYIOT B qacTnqHO yrropuoqeHHOM MHQ)KeCTBe r: Xi=sJ+flk 

·.::ti)= s(tJ) + ri(tk) ), t;. tJ, tk ET, crrpaBe,lJ)IHBO oe.uyIOrn;ee COOTHOIIIeHHe Me)K)];y HMCB 

-· ~ 1, X;), µ( llk• X;), µ( s J, 'lk) coorneTcrnyrorn;nx nap HX OTcqeTOB s J , X;; Ylk , Xi; s J, 11k : 

µ(~J· Xi)+ µ(11k, X; )- µ(~J• 'lk) = 1. (9) 

.:JKa3aTeJibCTBO. I1ycn, q 2 = 011 ID~ - COOTHOilleHHe )];IICnepcHH o~' 011' a P~ri -

::J3cptjJII:u;HeHT Koppemr:u:m1 Me)KLt;y oTcqernMH SJ, Yik rayccoBCKHX cHrHaJIOB S,(t), ri(t). Tor)];a 

::.:>3cptjJn:u:neHThI Koppemi::u:nli P~x, Prix nap oTcqeTOB s1 , X; n 11k, Xi cooTBeTCTBeHHO paBHhI: 

.::~1. =(1+p~,8)/~1+2Psriq+q2, 
2 "x =(q+Psri)/~1+2Psriq+q 2 

· 

J:ur rayccoBCKHX cnyqaliHhIX cHrnaJIOB HMCB onpe;:i,emreTC51 cooTHOIIIem-reM (8). I1o3TOMY 

3:SIIIOJIH51eTC51 TO:>KLt;eCTBO: 

µ(sJ.x;)+µ(11k.x;)-µ(sJ.11k)= 

= 
2 

arcsin[psx J + 
2 arcsin[p11J-~arcsin[ps11 ]. (10) 

n n n 
3oCIIOJih30BaBllIHCb COOTHOIIIeHirnMH [1 S;(I.3.5)], HeCJIO)KHO nonyqrrTh 3Haqem-re CYMMbI 

:::epBbIX Lt;Byx cnaraeMhIX B npaBOH qaCTH paBeHCTBa (10): 

3-arcsin[Psxl+ 
2 

arcsin[p 11x]= 
2 

(n - arcsin[c])= 
2 

(n - arcsin[~1- p~11 ]), 
n n n n 

:-.:e C=Psx~1 -P~x +Pm.~1 -P~x · 
I10Lt;CTamrn nonyqeHHOe 3HaLJ:em-re cyMMbI apKCHHYCOB B npaByIO "'!aCTb paBeHCTBa (10), 
3hFIHcllileM 3Haqemie cyMMLI HMCB nap OTC"'IeToB SJ, Xi; 'Ilk, Xi~ SJ, 'Ilk: 

µ(~j' XJ) + µ(T/k, X; )- µ(~;.Tlk) =~(n - arcsin[ ~1- p~11 ])-
2 

arcsin[ps11 ]=1. o 
n n 

TaKHM o6pa30M, TeopeMa 5 ycrnnaBJJHBaeT HHBaprraHTHoe cooTHOIIIeHrre Lt;JIH HMCB 
\,9) nap oTC"'IeTOB SJ, Xi; 'Ilk, X;; ~J, llk a,lJ:,I.(HTHBHO B3aHMO,lJ,errcrnymrn;rrx rayccoBcKrrx 

c,1yqafiHhIX CllTHaJIOB s(t), ri(t), nprrqeM Lt;aHHOe TO~eCTBO He 3aBHCHT OT llX 3HepreTH"9:eCKHX 

:ooTHonrenrrli, HecMOTP.H Ha To, ':ITO HMCB µ(~1 .x;), µ(rik,Xi) 51BIDIIOTC51 tjJyHK:U:H51MH OT 

l::OOTHOUieHH51 Lt;Hcrrepcrr:H: Os, Dll OTCqeTOB ~J 'llk rayccoBCKHX CHrHaJIOB s(t), ri(t). 

Pe3yJinTaT (9) TeopeMbI 5 MO:>KHO o6o6rn;rrTh Ha aLt;Lt;HTHBHO B3aHMOLt;eitcTByIOrn;He 

OTcqeTbl CHI'HaJIOB s(t), 'll(f) C ,lJ,OCTaTO"'IHO IIpOH3BOJibHbIMll Bep05ITHOCTHO-CTaTHCTHqecKHMH 

CBOHCTBaMH, pa:moo6prorre IWTOpbIX orpaHrrqeHO MOIIJ;HOCTbIO rpynIIbl OT06pmKeHHH 

H = {hcJ, a EA, nprrqeM Ka:>K)l;oe orn6pa)Kenrre ha 06na,I.1,aeT CBOHcTBaMH oT06pa:>KeHH51 (3). 

Tpe6yeMoe o6o6rn;eHHe o6ecrreqHBaeT cneLt;yIOrn;a51 TeopeMa. 

TeopeMa 6. )J,mr napbI OTC"'IeTOB ~J ,'Ilk CJiy"'IaHHhIX CHrHaJIOB s'(f), 11'(t), KOTOpbie a,IUJ,HTHBHO 

B3aHMOLt;ettcTBYIOT B qacTHqHo ynop51Lt;0"9:eHHOM MHQ)KecTBe r': xi=sj +11k' t;, tJ, tk ET' 

cnpaBeLt;mrno cne,n:yrorn:ee cooTHoIIIeHrre Me:>KLt;y HMCB µ(sj,xi), µ('llk·X;), µ(s).11k) 

COOTBeTCTBYIOIIJ;HX nap HX OTcqeTOB ~J, Xf; 'lk , Xl; ~J, 'Ilk : 
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(11). 

)J,OKa3aTeJibCTBO. B3aliMHOO/l;I-I03HaqHhIM OT06pa)l{eHlieM ha (3), ha EH rpyrrrrM JI MO)l{eT 6I:.ITh 

ocym:ecrnneHo oT06pa)l{emre ynop>I.u:oi:i:emroro MHO)l{eCTBa rayccoBKHX cnyt.JaliHbIX cnrmu:ros r 
B MHO)l{eCTBO, B o6m:cM CJiyqae, HerayCCOBCKHX CJI)rtiaHHhIX CHrmUIOB r '. IlpH ::HOM, B 

COOTBeTCTBHH c TeopeMOH 3, crrpaBe,L(JIHBbl TO)l{l(eCTBa (4a), (46), (4B), ycrnHaBmrnarom1:re 

HHBapnaHTHOCTh HMCB yKa:mHHbIX rrap OTci:i:eTOB, TaKHM 06pa10M, m TO)l{.l(CCTBa (29) cne.n;yeT 

crrpaBe.n;rrnBocTb TO)l{,n;ecTBa (11 ). D 
)],JUI qaCTHqHo yrrOp5I,L(Ot.J:eHHOro MHO)l{eCTBa r CO CBOHCTBal'vHI pCIIICTKM, B KOTOpOM 

OTCt.J:eThl Sj,r]k CHrHaJIOB /;(t),11(t) B3aHMO,L(eHCTBYIOT MC)K,L(y co6oli: Xi=~jV1lk 

( x(tJ = s(tj) v ri(tk) ), Xi =sj !\ Ylk (x(t;) = s(tj) !\ ri(tk) ), t;. tj, tk ET B BH):(e 6ImapHbIX 

orrepa11J1ll peIIIeTKH v ,A , IIOH5lTHC HOpMHpOBaHHOll MepbI CTaTHCTuqecKOH B3al:IMOCB5l3l:I 

MC)l{,L(y OTCt.J:eTaMH Sj '1lk cnyqaiiHLIX CMrHaJIOB s(t) 'ri(t) er Hy)l{.n;aeTC.H B ymqaeHHIL 

Onpe)J,e.11e1me 2. HopMHpoBaHHOH Mepoil crnnicTnqecKoii B3aMMOCB5I3H (HMCB) MC)[(,L(y 

napaMH OTcqeTOB Sj 'X;; l:I l;j 'Xi cnyqaliHbIX CHrHaJIOB s(t) 'x(t)' x(t) Er B -c:i:aCTHqHo 

ynopH,UOqeHHOM MHO)l{CCTBe f' CO CBOHCTBaMH perueTKH 6y,[(eM IH13hIBaTh BCJIIP'IllHbI µ(~}'Xi), 

µ(s1, X;) paBHI>Ie coorneTcrneHtto: 

µ(s1,X;)=3 4P[s1AX;~O]; 

µ(sj, x; > 3 -4P[sj v x:i ~ oJ, 

(12a) 

(126) 

r,ue P[sj !\Xi ~OJ' P[sj v Xi ~OJ Bep05ITIIOCTH Toro, 'ITO CJTyt.IaHHbie BCJIH"IHHbl 

, Xi IC, 1 , Xi npHHHMaIOT s j !\Xi Is j v Xi, paBHbie HH)l{Heli/BepxHeli rpami nap OTC"ICTOB 

3}Iaqenmr MeHbIIIe/6oJ1hille llJ1ll paBHbIC Hymo COOTBeTCTBCHHO. 

Tc:mpe:'.\'Ia 7. ,[(JI5I napb1 oTct.J:eToB ;;1, 11k cnyqarrHhIX cnrna.'IOB E;(t), 11(t), KoTophre 

B3allMOl(eHCTBYJ-OT B qaCTH"IHO yrrop51.l(OqeHHOM MHO)l{eCTBe r CO CBOHCTBMiH peIIICTKH: 

xi=s1v11k (x(ti) t;(t1)vri(tk)), xi=s1AYJk (x(t;)=s(t1)AYJ{tk)), t,,tj,tk eT, 

crrpaBel(JUIBhI cnen;y10m:He coonrnrnemrn Me)[():(y HMCB µ(~j• X;), µ(llk• Xi); µ(E;j, X;), 

µ(11k, X;) cooTBeTcTByrom:ux rrap HX OTcLJ:eTOB 'f;i, Xi; 1lk, Xi H 'f;i, X;; ilk, Xi: 

{
µ(sj,x1) 1; (l3a) 
µ(1lk• X;) 1; 

{ 
µ(E;j, ~i) = 1; 

µ(11k• X;) = 1. 
(136) 

,[(oKa3aTeJihCTBO. B cooTBeTCTBHH c aKcI:IoMoiI non10menm1 peIIIeTKH cnpaBel(JIHBhI TO)l{,n:ecTBa: 

E;1AX1 SjA(s1v111) Sj; (14a) 

11k AX; =11k A(Sj VYJk)=rik; (146) 

(14B) 

11k VX; =l'Jk v(sj /\11k) 11k. (14r) 

IlOl(CTaBJI5l5I pe3yJlhTaTbI (14a,6), (14B,r) B <j:iopMyJihI (12a), (126) COOTBeTCTBCHHO, c y 1IeTOM 

Cl:IMMCTpHqHOCTH Ol(HOMepHbIX IlPB p~(x), pl](y) OTC'-IeTOB ' 'Ilk, Bepo51.THOCTH B (12a), 

(126) 6y.n:yT onpel(e.IDITbCH Ol(HOMepHhIMH c:DPB F~ (x), (y) npM X = y = 0: 
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f P[~j "Xi ~0]= (0)=1/2; 

LP[11k /\Xi ~ O] = F11 (0)=1/2; 

{ P[~j vX,i zO]= (0)=1/2; 

P[11k v Xi 2 O] = F11(0)=1/ 2. 

(15a) 

(156) 

CTo;::i,cTaBJurn: pe3yrrLTaTbI (15a), (156) B ¢opM)'JibI (12a), (126) coorneTCTBeHHO, 

.. -:::-..::.:::.'. :oA(.n:ecTBa (Ba), (136). D 
T aKHM 06pa10M, TeopeMa 7 onpe,D;eIDieT HHBap1rnHTHLie cooTHOIIIeHHH .n:rr.a: HMCB 

oTcLJ:ernn ~j, Xi; ilk, Xi I:I ~J, Xi; 11k, Xi crryLiaMHI:.IX CHTHaJIOB ~(t), ri(t) ~ Kornphle 

=~hCTByIOT B qacn:1.qao yrrop.SI,Ii,OLJ:eHHOM MHmKeCTBe r co CBOHCTBaMl:l. pemeTKtt: 

Cx(U=~(t;)v11(tk)), x;=~;/\'lk (x(t;} l;(t;)ArJ(tk)), t;,tj,tk ET, rrpHLICM 

TOJKX(CCTBa He 3aBHCHT OT BepoHTHOCTHbIX pacrrpe.n;eneHHH B3'1HMOl(CIIcTBYIDll.l;fiX 

___ -::.::..._:B II ux 3HeprenrqecKHX COOTHOIIlCHIIit 

= :::::::. 1. TeopeMbI 3,5,6.7 ycrnHaBmrnaIDT HHBapHaHTbI rpyrrn OT06pIDKeHHH C;1y'IaHHblX 

- ~-c-..:..-::::::a., OCHOBaHHbIX na BepmrrHOCTHbIX xapaKTCpHCTHKax pe3yJ1hTaTOB B3aHMO,JJ;elicTBH5I 

~ rraphI MIBOBCHHhIX 3Hai:reHHH ( OTCLieTOB) ClffHaJIOB B 1'.!aCTHl{HQ yrropHII:O"-ICHHOM 

.. -::.~-:IeHH.bie HHBapI-IaHTHhie COOTHOIIlCHHSI Me/Kn;y 3JICMeHTaMM CllTHaJIOB B p5In;e crryi:raeB 

. ·-: - :ymccTBCHHO yrrpoCTHTb CTafllCTHl{eCKHH aHaJili3 HCCJIC)l.YCMbIX CJiy<IaHHbIX CHI'HaJJOB, Ii, 

co.::..~ TEOCTH, pa:~pa6aTI>IBaCMbIX KpHCTTOaJiropIITMOB, nyTeM onpe)J,eJiemrn CTeneHli 

: ~ ::.--.::.::irqecKoil 3aBHCHMOCTM Me/K,n;y 3JIC~leHTaMH KplnITorpat\1M H COOTBCTCTBYIOill,HX 

-c1:si:x coo6m;emrH: (TeKcToB). 

?3.i::C:\10TpCHHbIC 11.HBapnmJTHbie COOTHOillCHHH MoryT ycrreurno npmv1CH5IT.bC5I ,ll;.:I5! 

- ~ 0 --.::21wrec1<0ro aHaJili3a KaK )J,HCKpeTHblX, TaK H HenpephIBHbIX cny1rnHHbIX CHniaTIOB. 
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EopoiJa A,B, 
I'YHKT 

IlPHHil,HilLI IlOCTPOEUIDI IlOTOlJHhIX IIIH<I>PCHCTEM 
H IIO,IJ;XO)J,hl K OUEHKE HX CTOHKOCTII 

COBpeMeHHaJI m11ippcucTeMa (J(anee - lllC) rrpen:crnBJI.HeT co6oH: 3rrerCTpOHHoe 
ycTpolicTBo, KOTOpoe ocyrn,ecTBJ15leT mmppoBamie (pacrnmppoBamre) umpopMaIJ;HH H peaJIH3YCT 
KpHIITOHpOTOKOJI corrracoBaHH5l KJIIO'leH KplUITorpaqmqecKHX arrropHTMOB npHeMHOH H 
nepe,n:aIOmeli cTopOHbl. )J,;rn: o6ecneqemur J(OcTaToqHoH: rn6KOCTH B rrrrane B03MO>KHOCTH 

li3MeHemrn: KpHIITOrpacj>H'lCCKHX rrapaMCTpOB, npH TCXHf[qeCKOH pearrH3aI:(IUi rrrn:<PpcHCTCM 

nmpOKO lICIIOJib3YCTC5I KOMfornan:mr soft- M hardware TeXHOJIOfRH, rrpeJ(yCMaTplrnaIOill,aJI 
BbHIOJIHCHHe tTaCTH KplUITOrpacj>H'lCCKOro arrropHTMa arrrrapaTHbIM crroco6oM, a 1IaCTb 
nporpaMMHblMH cpeJJ.CTBaMH. 06biqHo annapaTHbIM cnoco6oM peaJUI3YCTCR OCHOBa 
KpmrrorpacpnqecKoro arrropHTMa, TO eCTb Ta qacTb, KOTOpaJI nenocpeJJ.CTBCI!HO rrpOH3BOJ(HT 
muippoaam1e H pacurn:ippoBamrn JJ.aHHbIX, a rrpeJJ.BapRTeJihnoe npeo6pa3onmrne KmoqeBoi1 

1rn<PopMau;m:1 rrpH cpopMHpoBamrn pa604e20 KlllO'ia Kpmnoai1rop.HTMa rrepe,n: naqaJIOM 

rrrn:cppoBaHH5I (pacmH<PpoBaHmI) BblIIOJIH5ICTC7I rrporpa:MMHO. 

3rreMCHTaMu pa6o'ie20 KlllO'ia 7IBmnoTC5I nepeMeHHbre napaMeTpbI KpHIITOrpacpnqecKoro 

a,1ropHTMa, KOTOpbIC 3aBMC5IT OT KlllO'ie60U ycmaHOBKU IIIH<!>pCHCTCMbI. HMH Moryr 6bITb 
nepeMeHHbIC KOMMyTaTOpbI H IIO.ll,CTaHOBKR, ,l{BOHqHbIC <PYHKIJ;IUf, Ta6JIHIJ;hl 3aMCHhI, uaqa,1bHhIC 

3aIIOJIHCHH7I perHCTpOB renepaTOpa ra\1Mhl H T.LJ:. IloJ( KJllO'ieBOU ycmaN06KOU o6biqffO 

IIOHHMaeTCR COBOKYIIIIOCTb ceK.pemH020 'KJllO'ia II pa306020 KlllO'ia nm<PpoBaHH5l (rrocJIC)J.HHH 
nepe.ll,aCTC5l B OTKphITOM BH.ll,e ). 

llincppcHcTeMa 5IBJI7ICTC5I nomO'iNOU, ecmi: OHa TIOCJIC,llOBaTCJibHO rrpeo6pa3yeT CHMBOJibI 

OTKpbITOro TCKCTa B CIIMBOJihI nmcppTeKCTa c IIOMOmhIO mmppa 3aMeHbl, KOTOpbIH 3aBilCHT OT 

KJIIOqa HOT mryTpennero COCT05IHII7I mH<PpcucTeMhI (HoMepa TaKTa mrrippoBamrn). IIpH pa6oTe 

IlOTO'IHOH umcj>pCHCTCMhI J(Jrn Ka)KJ(OfO IIIH<}JpyeMoro 3HaKa neo6XO,llHMO yKa3aTb 
COOTBeTCTByrom:Hll: eMy umcpp 3aMCHhI. 1103TOMY B KOHCTPYKl(HH IIOTOLJ:HbIX mHcppcHcTeM 
06bI'IHO BhlJJ:CJI5IIOT ,[(Ba OCHOBHbIX y3,1a. ITepBbIH II3 HHX. ocymeCTBJrneT BbI6op mi:nppyIOmero 
npeo6pa30Bamrn, a BTOpOH BhIIIOJIH7ICT co6CTBCHHO mmpp0Bam1e O'Iepe,Z.1,HOro 3HaKa OTKphITOro 
TCKCTa. ITepBhlll y3err Bbipa6aThIBaeT IIOCJICJ(OBaTeJibHOCTh HOMepoB mmppyrourn:x 

npeo6pa3oBaHHH, TO ecTh yrrpaBmreT rrop5IJ(KOM npoueJ(yphl mmppoBamrn. Bhlpa6aThrnaeMy10 

HM ynpaBJIJIIDmYID IIOCJICJ(OBaTeJibHOCTh, npeJ(CTaBmIIOmYID co6o:H HOMepa HCIIOJih3yeMbIX 

npeo6pa3oBamiii, o6httmo Ha3bIBaIOT ynpaellJl.lOUfeii WMMoii mm 2aMMmi UlurjJpoeauuJl. (run 

keys), a CaM 3TOT y3eJI 2eHepamopoM 2a.r14Mbl (Run Key Generator). BrnpoH y3en, B 
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