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CORPORATE NETWORKS PROTECTION AGAINST ATTACKS USING 
CONTENT-ANALYSIS OF GLOBAL INFORMATION SPACE 

Urgency of the research. Further improvement of the security corporate networks in the conditions of massive influence 
of computer attacks requires an increase in the probability of detection of new computer attacks and a decrease in the recog-
nition time for the signs of known attacks. 

Target setting. Analysis of the texts of the global information space reduces the time of detection of possible threats. 
Actual scientific researches and issues analysis. Recent publications about systems of defense from attacks and use of 

text analysis in detecting threats were considered. 
Uninvestigated parts of general matters defining. It is necessary to improve the methods of working out the data sets of 

the body of network packets, content of Internet pages, information of mass media and social networks, which in turn raises 
the problem of semantic and syntactic processing of natural language texts. 

The research objective. The aim of the paper is organization collective protection of corporate networks via the intro-
duction of threat monitoring systems, active intelligence activities in the global information space in order to search collect 

and analyze data about attacks, abnormal behavior, and content of Internet resources. 
The statement of basic materials. The requirements of security systems to reduce the time of a threat detection lead to 

the need for active intelligence assessment aimed at continuous monitoring of the surrounding cyberspace that consists of a 
variety of individual users and organizations’ computer networks. The purpose of such monitoring is to determine the cha-
racteristics, interests, features of the security policy of a particular corporate network in the global information space. In this 
context, particular importance attaches to the analysis of text information from both fully and partially open digital sources. 
A rational solution to this task is the establishment of threat monitoring centers aimed at the organization of collective pro-
tection for corporate networks related to them. 

Conclusions. The proposed method of protection allows both to detect cyber threats in the global information space and 
to customize their own corporate network security systems in accordance with their characteristic threat vectors. 

Keywords: systems of defense from attacks; corporate network; intelligence assessment; text representation models; 
collective protection. 
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Introduction. In the modern world, problems related to the use and spread of malicious 
software, information attacks and other types of cyber threats, which have received the gene-
ral name “cybercrime” are becoming more and more relevant. 

During its development, the information technology sector has accumulated various types of 
cybercrime, which causes a great damage to both companies and individuals. According to the 
ISTR report [1] provided by Symantec (one of the leading developers of information security 
software), the past 2017 was too active for the attackers and was marked by significant incidents 
in Europe, the United States and the Middle East. The harm that it caused significantly exceeded 
the figures for 2012, when the total loss inflicted by IT offenders amounted to $ 388 billion. 

It is clear that IT specialists were first to realize that there were some problems with the 
fight against cybercrime. According to the survey, most incidents in the field of information 
security lead to a loss of payment data (13 %), intellectual property (13 %), customer bases 
(12 %) and staff information (12 %) [2]. Of course, the problem of improving the methods for 
analyzing network security and preventing violations in order to fight cybercrime remains re-
levant. Thus, in today's society, cybersecurity issues have become the defining task of protect-
ing the global information space. 

Analysis of recent studies and publications. Traditional approaches to detecting malware 
are either limited to the use of signatures – byte sequences that identify malicious software, or 
heuristic algorithms, but these methods are not capable of detecting new attacks in real time [3]. 

These days, content analysis of text information is used to prevent threats, along with the 
analysis of the network traffic characteristics, the behavior of corporate networks and their 
security policy. Existing systems of text analysis and modeling include different kinds of 
search engines and information-analytical systems. They are capable of solving such tasks as 
classification of documents by its subject matter, author identification, detection of plagia-
rism, modeling representations of the knowledge about the subject area and the content of 
text, classification and filtering of documents by specified queries, and much more [4; 5; 6]. 

 Литвинов В. В., Стоянов М., Скітер І. С., Трунова О. В., Гребенник А. Г., 2018 
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Highlighting the previously unsolved parts of the problem. Enhancement in the effec-
tiveness of security systems and reduced time of threats detection requires a further develop-
ment in the methods of processing the data arrays of the network packets’ body, content of 
Internet pages and information from mass media and social networks, which raises the prob-
lem of semantic and syntactic processing of text, written in natural language. 

The purpose of this paper. Applying a wider range of information for assessment of 
cyber threat’s level of danger and creation of collective protection for corporate networks 
through introduction of threat monitoring systems and active intelligence assessment in the 
global information space of the Internet. 

Main text. 
1. Global level of corporate networks security. 
The IT community has a considerable amount of experience in solving the tasks of providing 

information security (cybersecurity) for computer systems. A number of freely distributed and 
commercial systems of defense from attacks (SDA) was developed and became widely accepted 
in the field of corporate computer networks building [7–11]. 

Typical components of SDAs are (Fig. 1): 
- a control module designed to configure the system as a whole and issue control com-

mands to its components; 
- a sensor block for collecting the output data of network packages, settings, system 

states, events, messages in system logs, etc.; 
- a subsystem of analysis, which identifies the facts of computer attacks and/or abnormal 

behavior in the information and telecommunication system of the corporate network; 
- a storage, which holds the primary information from sensors and signatures, and tem-

plates of attacks that are generated by the subsystem of analysis; 
- a response module, which is responsible for visualizing the results of the analysis, the 

generation of warnings, and, in the case of resistance, for the execution of the instructions for 
selected security methods. 
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Fig. 1. General architecture of SDA 
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It is known, that there are two types of basic requirements for SDA: 
1. Requirements for detecting non-standard behavior of the computer network and at-

tacks, with aim of minimization of errors of the first and second kind (signaling of non-
standard behavior or attack, when it is absent, detection missing of attack or unusual behavior 
of the network when it takes place); 

2. Requirements for detecting attacks in real time. 
Earlier, the main efforts of developers were pointed to create effective detection algorithms, 

satisfying to the first type of requirements. These detection algorithms have used different 
mathematical basis: statistical methods, methods of automata theory, methods of interacting se-
quential processes calculus, methods of mathematical logics, neural networks, fuzzy logics, and 
other formalisms.  

Some detection algorithms, in particular algorithms on basis of neural networks have cyber-
space-adaptive properties. However, the rapid dynamics of the environment change (the variety of 
network structures, the variety of types of attacks, etc.) often reduced efforts of designers to zero. 

As a rule, the main “bottleneck” of all previous approaches is the violation of time limits 
adopted for real-time systems. In the case of neural nets detection process adaptation is done by 
procedure of neural network learning. But it is very time consuming procedure. So, enforcement 
of adaptive capabilities of detection algorithms leads to slowing of overall detection process. 

The way to avoid this dead end situation is following: 
- for SDA of corporative information system to use a broader set of analyzed information 

about environment,that permits to predict behavior of IT system and it’s environment; 
- to do risk analysis and estimate current or predictable level of danger for corporate nets 

from known attackers; 
- to have time and possibility for corporate system SDA be ready to reflect the most 

probable attacks. 
The first two paragraphs from the above (list), subordinated to the field of intelligence or 

counterintelligence activity. 
According to [12; 13], in the modern world the term political, economic, scientific-

technical intelligence means active action, which are aimed at collecting, storage and pro-
cessing of valuable information, that is closed to outsiders.  

A similar definition can be given for counterintelligence activities. Concerning protection 
corporate computer network from unauthorized access to information, model of attack on 
computer network always contains step of intelligence activity, as well as protecting the com-
puter network includes counterintelligence activities. 

Consider possible approaches to the implementation of the above opportunities. 
If the attacker has such information about atacker as: his address and qualification, his 

preferences regarding the use of certain types of harmful actions, the degree of activity, often 
gives the opportunity to build both passive and active protection. If the management of pas-
sive protection is comes down only to varying their own vulnerabilities, then in contrast to the 
latter, active protection allows you to carry out counterattacks to the source of the invasion. 

In modern SDA, there are three levels of protection from attacks, having access to the 
processed information: 

1. Network layer; 
2. Layer of operating system; 
3. Application layer (Fig. 2). 
Application layer – is responsible for interacting with the end user, layer of OS – is re-

sponsible for maintenance of application software and DBMS, network layer – is responsible 
for the interaction of units of the information and telecommunication system. Each level has 
its own vulnerabilities. 
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Fig. 2. Levels of protection of computer networks by traditional SDA 

At the network layer, the bottleneck is the used sharing protocols between the corporate 
network and outside environment, which tend to be oriented on the package delivery of the 
information. The packages have a fixed structure. TSP and IP packages can be an illustration 
of such structures (Fig. 3). 

 
Fig. 3. Structure of TCP and IP headers 

The analysis of the structure of circulating packages in the corporate network is the essence of 
the analysis at the network layer of protection in SDA. As a rule, the package flags, the port ad-
dresses for network nodes, the time intervals between specific events and so on are analyzed here. 

The package contains the information about the sender, which is often represented as a 
DNS-address. This information is definitely of a great value as it can clearly point at the 
source of the attack. However, the truth of address information about the source of the attack 
is often questionable, since it can be easily corrected by the sender of the package. For some 
protocols, such as mail, the address of the attacker may also be obviously stated. However, as 
in the previous case, the address of the sender can easily be changed. 

As a result, there is a need to allocate one more level of realization of the protective methods – 
the level of the global network. 

At this level the information, which is contained in the text documents on web-sites, glo-
bal network portals, social networks or other legitimate objects of the information space can 
be analyzed and both the sources of attacks and their information characteristics can be indi-
rectly identified.  

The concept of a text document here is multivalued: it is text information from websites 
and portals, and emails, and program codes that are entered into the computing environment 
of the victim's computer. In any case, this level is characterized by, on the one hand, methods 
used in intelligence activities, including business or competitive intelligence [12], and, on the 
other hand, methods of text processing [14]. 
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In the latter case, studies in this area have significant scientific results and a stated number 
of tasks of text processing. These include:  

- the task of determining the topic of texts in information-analytical and information retrieval 
systems. The essence of the task is the automatic classification of texts by thematic categories; 

- the task of analyzing patents in information systems; 
- the task of finding out the author of the text. This is the task of determining the author-

ship of an unknown text by selecting features of the author's style and comparing of these fea-
tures with the peculiarities of other documents which authorship is known; 

- the task of detecting plagiarism and incorrect borrowing in order to protect copyright. 
Its solution is to compare the proposed text with the texts of already known authors in order to 
determine the degree of coincidence; 

- the task of automatic annotation and abstracting. It is a brief characteristic of the docu-
ment, that shows the main content and is an important component of automatic text pro-
cessing systems. Most existing annotation systems are based on detection of words and vo-
cabulary units, calculation of their weights in the sentence and determining of sentences with 
the largest total weight. Compiling the abstract is based on these sentences. 

In the IT area, tasks of text analysis acquire specific sense. In particular, some of the most 
popular are: 

- the task of analyzing Internet texts and identifying users characteristics; 
- Text Mining, including tasks of information impact on the emotional state of social 

media users; 
- the task of analyzing source program code texts, etc. 
IT professionals very often have problems with viruses and other malware. Actual threats 

include spreading spam, phishing, network attacks on enterprise infrastructure, including tar-
get and DDoS attacks, where use potentially dangerous software vulnerabilities. 

These and other similar examples show a close relationship between cybersecurity sys-
tems and word processing systems: when detecting spam, data loss, detecting and tracking 
potentially dangerous messages, etc. 

As it is pointed out in [14], the main source of the text data in the IT industry are posts of 
users in social networks, blogs, forums, etc. 

Processing of the flows of text messages has different purposes: 
- tracking of undesirable, potentially harmful messages, identifying the people behind them; 
- determination of the emotional dimensions (tone) of the text messages is used during the 

advertisement campaigns, including the times when it is used during the creation of the con-
textual advertising; 

- configuring of the information search systems interfaces for each specific user. 
The relevant task is the authorship identification of small texts, which appears a way more 

frequent than the task of the authorship identification of the significant size texts [14]. It is mainly 
due to the widespread of the instant messenger programs for message exchange over the Internet, 
increasing the role of email during the business communication process, vast popularity of the 
Internet forums and blogs. Users have an opportunity to send messages without completing 
the registration forms and without inputting any kind of information about themselves; in this 
case, the registration is more a formality and the address of the sender can be changed easily. 

The tasks of the creator identification of the software, including the identification of the 
malware creator are closely knitted with the tasks of the information security. 

This field of the research is actively evolving lately. From one side, it is connected with intel-
lectual property protection, from another, it is connected with the necessity of cyber threats preven-
tion, which arises because of the malware usage. In the latter case, it is hard to overestimate the 
possible damage, which can be caused to control systems by the key infrastructure, including to the 
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military targets. Because there are new kinds of malware being created all over the globe, there is a 
necessity of the identification of the malicious code creators and bringing them to justice. 

As it was mentioned before, we can get the benefit from the methods and approaches used 
by competitive intelligence for securing the computer networks, as well as its automatization 
approaches [12; 15], such as: 

1. Objectives classification (like questions, topics, avenues for enquiry). 
2. Groups of search bots (in the Ukrainian segment of the Internet using the Ukrainian 

language, in the international web using the main European languages). 
3. Programs for automatic information ranking by classifiers. 
4. Employees and units classifiers. 
5. Programs for automatic information distribution by consumers. 
6. Interactive reference books on information-based topics, collected at the present time. 
These tools, as well as the presence in the arsenal of cyber security software for word pro-

cessing tasks, combined with powerful tools for searching information on the Internet, allow 
the automated support of a number of competitive intelligence scenarios for the purpose of 
protecting computer networks. 

For example, on fig. 4 presents one of the possible scenarios for determining the address 
of the attacker on the corporate computer network and possible automated support for it. 
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Fig. 4. Implementation of active intelligence on global level  

of network with using text processing tools 
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2. The formal models of texts representation. 
The basis of all above-mentioned tasks of text processing is the formal models of text rep-

resentation. 
Let us consider that a text is a sequence of characters of an alphabet А, its structure is set by 

a formal grammar G, which defines its syntactic construction. Furthermore, words and its forms 
such as objects, subjects, verb constructions, simple sentences, complex sentences, etc. are high-
lighted. All the sequences of characters, which are described by grammar, form language. Even 
grammar involvement for text description gives an opportunity to carry out its characterization, 
since entry of every next element depends on the previous elements. Statistical dependency be-
tween elements of the text can be described with a help of informational portrait of the text, 
which is made on the basis of mutual information between elements of the texts. On that is 
pointed out in the works of А. Kolmogorov [16] and R. Piotrovsky [17], where the definition of 
amount of information in one last object relatively to another is being introduced. 

The statistical models of the text. 
Talking about the models of the texts that were founded on using statistical and informa-

tional approach, the view of С. Shannon about the source of information [18] can be used. If 
we consider the text as a sequence of symbols or other elements, so their occurrence is not 
random. Any meaningful words or phrases, which form text completely, have statistical struc-
ture. In the tasks of analyzing the text its must be accounted. 

This approach, which is relied on the views of С. Shannon and fundamental concepts of in-
formation theory, was developed in the works of А. Kolmogorov [16] in the probabilistic plan. 

It can be used if consider the text as holistic complex system. Any text has a certain meaning 
that is invariant to the methods of texts presentation. As a complex system text has a semiotic (full 
of linguistic) nature of informational relations between its subsystems [14]. 

Let	@� , A = 1, �– is elements of the text, � – is a number of different meanings that ele-
ment @� can obtain. Then: 2 	@�" – is a probability of occurrence of element @� in the text, 2�	@�, @�� – is a probability of occurrence of a pair of elements @� and	@�. For well-known 
texts B�, B*, … , BD the authors E�, E*, … , E� find the value of the selected parameter: the num-
ber of inputs of the selected elements in different ways and in their combination then calculate 
the probability of their appearance in the text, which can be written in the matrix of the proba-
bilities of the collisions of the pair of elements: 

FGH = I2 	@�, @�"	 … 2 	@�, @J"	… … …2 	@J, @�"	 … 2 	@J, @J"	K , 3 = 1,L. 

Then, for each pair of elements, a quantitative measure of mutual information between 
them can be brought into conformity, the results of this are presented in the form of the matrix MNGH (information portrait of the text B�) of the mutual information between the elements,  

MNGH = IO�� … O�J… … …OJ� … OJJ
K , 3 = 1,L++++++. 

where O�� = N�@�, @�� denotes mutual information between the elements @� and @�, which is 
calculated by the formula: 

N�@�, @�� = �PQ* ��	RS,RT�� 	RS"��RT� , A, U = 1, �+++++. 

Informational portraits can be constructed for each text B� on a plurality of different text 
elements for each level of the structural-hierarchical model of the text. 
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In the work [4] the notion of informational portrait is defined as a set of words and phrases 
selected automatically, which are important for the chosen sample within a framework of 
general array of documents. 

Informational portrait in this case is based on the identification of the relationship of terms 
and calculation of the weight coefficients of these terms. 

There are two algorithms evaluating the relationship between concepts [14]:  
1) the algorithm of joint occurrence, which is based on the calculation of the common oc-

currence of concepts in the same documents (I type);  
2) the context proximity algorithm, which is based on the calculation of the correlations of the 

sets of keywords included in the documents in which the concepts where mentioned (II type). 
Different methods of cluster and factor analysis can be used to regularize the concepts and 

identify their relationships. As a result of their functioning, the relationship tables will take 
the form of block-diagonal matrices. Thus, the informational portrait of a text can be regarded 
as its formalized model. 

Markov models of texts. 
A text is not a random sequence of independent usage of its elements. There are syntactic, 

semantic, and other dependencies between the elements of the coherent text. An extension of 
the approach in which symbols are used independently of each other (a probabilistic model of 
the text) is the Markov model of the generation of text elements [5]. The probability of ap-
pearance of an arbitrary element in a text presented in the form of the Markov`s chain de-
pends on the previous element. 

Consider some arbitrary text B as a system. Its elementary units (letters, letter combina-
tions, words):	V�, (A = 1,… , �). WX  denotes a state of the system at time Y. The simplest Mar-
kov`s chain is determined by the set of transition probabilities:  Z[WX = V�\ = Z[WX = V�)WX$� = V�$�\. 

With the complication of this model, the probability of occurrence of this element is con-
sidered to be dependent on the group of previous elements. Assume that the appearance of 
some element V� depends on 3 previous elements, then: Z[WX = V�\ = Z[WX = V�)WX$� = V�$�, … , WX$� = V�$�\. 

A similar model allows a more complete characterization of the structure of the text. 
Relational Model of Text. 

Much of the text processing literature a formalized model of text was seen as 〈], ^〉 pair, 
where ] – set of essence that establish a construction of the text, ^ – finitary relations which 
are usually verb form in the text. Based on the model ontologies are built [19] which comprise 
the description of subject areas. The latter sometimes given as a way of presenting knowledge 
that enshrined in the text. 

In the IT sector practice of using relational model of text is quite extensive: from designing 
applications to the use of information search mechanisms. 

Logical and linguistic model of text. 
The logic-linguistic model of the text is widely used in a mathematical linguistics [6, 20]. 

It allows to present arbitrary sentences as the conjunction of atomic predicates, each of which 
describes the indivisible content of the sentence: �_ = ⋀ ⋀ ��_  ℎ"b∈def�∈gf ,    (1) 

��_  ℎ" = ⋀ ⋀ ��_  @, Q, ℎ"h∈ief R,b"R∈jef b" ,   (2) 

��_  @, Q, ℎ" = ⋀ ⋀ ��_  @, Q, k, Y, ℎ"X∈lef R,h,m,b"m∈nef R,h,b" ,   (3) 

��_  @, Q, k, Y, ℎ" = ⋀ ⋀ ��_  @, Q, k, Y, o, p, ℎ"q∈ref R,h,m,X,s,b"s∈tef R,h,m,X,b" ,  (4) 
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where W – sentence of natural language; 2 – relation that connects actors, objects and subjects of relations in the sentence that 
connects actors, objects and items of relations in the sentence W, 2 ∈ Z_ – set of relations in-
cluded in the sentence W; ℎ – characteristic of the 2-th sentence W relation, ℎ ∈ u�_ – the set of characteristics of 
the 2-th relation in sentence W; ��_  ℎ" – predicate that describes 2-th relation to the characteristic ℎ and connects actors, 
objects and items of relation 2 in sentence W;  @ – sentence subject W, @ ∈ v�_ ℎ" – set of entities associated with the objects of sen-
tence	W by 2-th relation that has a characteristic ℎ; Q – characterization of the subject @ of the sentence W, Q ∈ w�_ @, ℎ" – set of characteris-
tics of the subject @ ∈ v�_ ℎ"; ��_  @, Q, ℎ" – predicate that describes the p-th relation with the characteristic ℎ between 
the subject @ ∈ v�_ ℎ" with the characteristic Q ∈ w�_ @, ℎ", the objects and items of the p-th 
relation in sentence S; k – sentence object W, k ∈ x�_ @, Q, ℎ" – set of entities associated with the objects of 
sentence	W by 2-th relation that has a characteristic ℎ; Y – characteristic of the object k of the sentence W, Y ∈ y�_ @, Q, k, ℎ" – set of characte-
ristics of the object k ∈ x�_ @, Q, ℎ"; ��_  @, Q, k, Y, ℎ" – predicate that describes the p-th relation with the characteristic ℎ be-
tween the subject @ ∈ v�_ ℎ" with the characteristic Q ∈ w�_ @, ℎ", the objects k ∈ x�_ @, Q, ℎ" 
with the characteristic Y ∈ y�_ @, Q, k, ℎ" and objects of the p-th relation in sentence S; o – subject of the p-th relation of the sentence W, o ∈ z�_ @, Q, k, Y, ℎ" is the set of objects of 
the p-th relation, which has the characteristic h, between the subject @ ∈ v�_ ℎ" with the charac-
teristic Q ∈ w�_ @, ℎ" and the object	k ∈ x�_ @, Q, ℎ" with the characteristic Y ∈ y�_ @, Q, k, ℎ"; p – characteristic of the subject of the p-th sentence relation W, p ∈ ^�_ @, Q, k, Y, o, ℎ" – 
set of characteristics of an object o ∈ z�_ @, Q, k, Y, ℎ"; ��_  @, Q, k, Y, o, p, ℎ" – simple, atomic predicate that describe a sentence part that has a 
finished content and describes in the sentence S the p-th relation with the h-th characteristic 
between the subject @ ∈ v�_ ℎ" with the characteristic ∈ w�_ @, ℎ" and the object k ∈x�_ @, Q, ℎ" with the characteristic Y ∈ y�_ @, Q, k, ℎ", whose subject o ∈ z�_ @, Q, k, Y, ℎ"has 
the characteristic p ∈ ^�_ @, Q, k, Y, o, ℎ". 

The logic-linguistic model �_ of sentence S is represented by the set of formulas (1-4) pre-
sented above and is formally described by the sequence of the eight conjunctions included in 
these formulas. The transition from the general formula �_ to the predicate ��_  @, Q, k, Y, o, p, ℎ" is a decomposition of the problem of the formal description of the arbi-
trary sentence of the natural language and reflects a systematic approach to its solution. 
Therefore, the complex expression �_ is true if and only if all elementary predicates of the 
type ��_  @, Q, k, Y, o, p, ℎ" are included. 

Multidimensional text model. 
Every text object can be set with a set of some values. Sign selection depends on the processed 

texts, aims and tasks of the data analysis and other factors. The character of the signs also can be 
different, qualitative and quantitative, binary (dichotomous), ordinal, etc. However, in any case 
their complex can be treated as appropriate -dimensional space of signs, and given objects as points 
of this space. In some tasks, including text information analysis tasks, data is often presented by not 
the separate signs values, but with probability values of some variable ρ	 @�, @�	", which characteri-
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zes objects pairwise mutual accordance@� і @�. Depending on the aims of tasks the degree of simi-
larity or difference is examined, in last case such description denotes distance between objects. 
Anyway when solving data analysis problems geometrical closeness of two or more points in this -
dimensional space means the closeness of corresponding objects, i.e. their homogeneity. The sepa-
rate classes (clusters) of objects will be represented by coherent areas in this space. 

As an example, it is possible to point the next possible signs of every level. 
For the level of letters as signs can come forward: frequencies of separate letters appearance, 

frequencies of separate syllables and signs appearance, frequencies of n-gram subsequences of 
characters from text appearance. For the level of words: frequencies of appearance of separate 
words, word-parts, bases of words or a few words. 

For the level of sentences: frequencies of appearance of sentences with the fixed amount 
of words, with a certain grammatical construction, using special turns, etc. 

In the semantic representation of the text, the value of different attributes as well can be defined 
at all levels of the semantic hierarchy. Then a collection of documents can be presented in the form 

of a matrix “Object- sign”	{B = [@��\, in which lines correspond to texts (A = 1,L), columns - to 

signs (U = 1, w), and matrix elements – to the value of sign for each text. . Matrix “Term- docu-
ment” is formalized by an expression, which is a separate case of transposed matrix “Object- sign”. 

To reduce the dimension of the matrix “Text-sign” and detection the most informative fea-
tures can be used singular decomposition of the matrix (SVD – singular value decomposi-
tion). An arbitrary matrix can be represented as: M = |}~G, 
where	| і ~G – are orthogonal matrices, 

 } – diagonal matrix, in addition, its elements are sorted in descending order. Elements 
of the matrix } – are singular numbers. 

Columns and rows of matrices | і	~G, which correspond to a small singular numbers, 
make the smallest contribution to the final text, so their exclusion will allow to reduce the di-
mension of the matrix M without significant losses for further calculations [21]. Large singu-
lar numbers are main information characteristics, others contain random noise. 

When using methods as analysis of main components, factor and discriminatory analysis 
and others in classical multidimensional data analysis, the “Object-sign” matrix is converted 
into covariance (correlation) matrix. In this case, the covariance matrix is a square matrix of 
the “sign-sign” type and it characterizes the degree of proximity (similarity) of signs. Howe-
ver, in practice, to describe text objects is often used representation form of an objects prox-
imity matrix (matrix of “object-object” type). 

The correlation matrix "object-object" defines the degree of similarity of the objects, and 
its elements are determined by the formula: 

p�� = ∑ �RST$R�� ��RHT$RH++++��T��
�∑ �RST$R�� �� ∑ �RHT$RH++++���T���T��

, 

where @̅ = �
� ∑ @�����  – the average value. 

Formulas are used to calculate the coefficients of the rank correlation when not quantita-
tive values of signs are considered. At the same time, using the developed methods of data 
multidimensional analysis, it is necessary to take into account the features of the text as a real 
object and it is essential to consider the process of text structures formation, when compiling 
models and presenting texts in the form of a multidimensional object. 
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3. Evaluation of cyberspace from the perspective of threats to corporate computer 
networks. 

Sure, active intelligence of cyberspace in the interests of cyber security of corporate com-
puter networks needs to calculate some threat indicators. For corporate computer networks 
these indicators can be considered as a vector of threats from different attacks: ^ �" = 〈p� �", p* �",… , p� �"〉, 
where	p� �" = Z� �" ∗ �� - risk of i-type attack during t-time,  Z� �" – corporate network’s probability of being attacked by i-type attack during t-time, �� – cost of lost cause of i-type attacks. 

Calculations of risks from various attacks require the identification of sources of attacks 
on indirect grounds, determining their inclinations to attacks or undesirable influences of one 
kind or another, determining the characteristics of attack activity, calculating predictive activi-
ty indicators based on time series analysis, and the like. 

The ordering of the elements of this vector in descending risk values is reduced to the 
construction of the vector	^	∗ �", the first elements of which indicate the attacks, which 
should strengthen the protection of the computer network.  

This protection becomes possible or by configuring the corporate network SDA to prepare 
the activation of attack detection algorithms in accordance with the vector	^	∗ �", or by elimi-
nating the vulnerabilities that use this type of attack. Given the temporary limitations of the 
attack detection process, such actions should be performed based on predictions of the activity 
of potential attack sources, the detection of which is the task of the global network security 
level of the corporate network. 

4. Collective protection of corporate networks against computer attacks. 
As can be seen from the previous arguments, the task of text processing and the task of as-

sessing cyber threats indicators for corporate networks, inherent to the global network level, 
are complex resource-intensive tasks.  

Given the temporary requirements for the SDA, it can be assumed that including them in 
the latter will entail a slowdown in the performance of basic functions and an unjustified in-
crease in resource consumption. At the same time, in our opinion, assigning functions of the 
globally-lingual level of protection of the corporate network to the functions of a separate 
computer complex that manages this level of protection of several corporate networks and de-
termines the threat indicators for each of them is a promising solution. We may call this com-
plex as System Monitoring Unit (SMU). 

In addition to the parallelism in performing certain functions of SMU and SDA, this solu-
tion allows for the collective protection of subordinate corporate computer networks against 
computer attacks. The essence of this protection is to conduct self-diagnostics of corporate 
computer networks with the help of SDA, exchange of information about attacks and non-
standard behavior with partners, about interference in work. Here you can solve the problem 
of determining the speed of the spread of external interventions, the coordination of the pa-
rameters of the SDA, including the coordination of efforts to analyze unknown invasions.  

The structure of SMU complex is shown in Fig. 5.  
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Fig. 5. Architecture of SMU 

In our opinion, the rational use of the proposed complex is to support the activities of the 
regional cybersecurity center, which is designed not only to perform the functions of opera-
tive protection of wards of corporate networks, but also to support their audit. 

Conclusions and suggestions. Further improvement of the security and stability in functioning 
of the information and telecommunication systems of corporate networks in the conditions of mas-
sive influence of computer attacks requires an increase in the probability of detection of new com-
puter attacks and a decrease in the recognition time for the signs of known attacks. 

To solve this problem, it is not enough to use only traditional methods that utilize identifi-
cation characteristics of network traffic and information about the work of corporate networks 
and security devices. The processing of data sets of the body of network packages, content of 
Internet pages, information from mass media and social networks is very valuable in this area. 

Processing, careful analysis and synthesis of information collected from Internet resources 
is made using content and/or rapid analysis methods, bibliometric and/or cluster analysis, as 
well as expert and/or situational methods.  

However, a tight time limit for the search, collection, extraction and processing of infor-
mation circulating in the global information space of the Internet, its accumulation, classifica-
tion by certain attributes, further analysis, synthesis, compilation and making it accessible to 
the concerned users, as well as transformation into synthesized conclusions and recommenda-
tions necessitates some arrangements. First, the automation of all measures in the complex of 
risks monitoring system associated with these processes. Second, the configuration of SDAs 
subordinate to the SMUs of corporate networks according to their risk vectors. 

The development of a corporate networks protection model with a collective SMU defense 
module, methods for detecting and identifying computer attacks with help of content analysis of 
the global information space and the architecture of SDA, related to it, will provide a basis for 
the synthesis of a reliable and high-performance adaptive cyber threats detection systems and 
will shorten the detection time of the computer attacks of the new generation. 
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ЗАХИСТ КОРПОРАТИВНИХ МЕРЕЖ ВІД АТАК  
З ВИКОРИСТАННЯМ КОНТЕНТ-АНАЛІЗУ ГЛОБАЛЬНОГО 

ІНФОРМАЦІЙНОГО ПРОСТОРУ 
Актуальність теми дослідження. Подальше вдосконалення захищеності корпоративних мереж в умовах ма-

сованого впливу комп’ютерних атак вимагає підвищення ймовірності виявлення нових комп'ютерних атак і зни-
женням часу розпізнавання ознак відомих атак. 

Постановка проблеми. Аналіз текстів глобального інформаційного простору дозволяє скоротити час виявлен-
ня можливих загроз. 

Аналіз останніх досліджень і публікацій. Були розглянуті останні публікації щодо систем захисту від атак 
та використання аналізу текстів у разі виявлення загроз. 

Виділення недосліджених частин загальної проблеми. Вдосконалення методів опрацювання масивів даних ті-
ла мережевих пакетів, вмісту інтернет-сторінок, інформації СМІ та соціальних мереж, що у свою чергу порушує 
проблему семантико-синтаксичної обробки текстів природної мови. 

Постановка завдання. Організація колективного захисту корпоративних мереж шляхом впровадження сис-
тем моніторингу загроз, активної розвідувальної діяльності в глобальному інформаційному просторі з метою по-
шуку, збору та аналізу даних про атаки, аномальну поведінку, вміщуваний контент ресурсів мережі Інтернет . 

Виклад основного матеріалу. Вимоги систем захисту щодо скорочення часу виявлення загроз призводять до необ-
хідності ведення активної розвідувальної діяльності, спрямованої на проведення постійного моніторингу оточуючого 

кіберпростору, що складається з множини комп’ютерних мереж окремих користувачів та організацій. Метою такого 
моніторингу є визначення характеристик, інтересів, особливостей політики безпеки конкретної корпоративної мережі в 
глобальному інформаційному просторі. Особливе значення при цьому набуває аналіз текстової інформації з відкритих та 
умовно-відкритих електронних джерел. Раціональним вирішенням такого завдання є формування центрів моніторингу 
загроз, спрямованих на організацію колективного захисту підлеглих корпоративних мереж. 

Висновки відповідно до статті. Запропонований метод захисту дозволяє як виявляти кіберзагрози в глобаль-
ному інформаційному просторі, так і налаштовувати власні системи захисту корпоративних мереж згідно з їх 
характеристичними векторами загроз. 

Ключові слова: системи захисту від атак; корпоративна мережа; розвідувальна діяльність; моделі представ-
лення текстів; колективний захист. 
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ЗАЩИТА КОРПОРАТИВНЫХ СЕТЕЙ ОТ АТАК  
С ИСПОЛЬЗОВАНИЕМ КОНТЕНТ-АНАЛИЗА ГЛОБАЛЬНОГО 

ИНФОРМАЦИОННОГО ПРОСТРАНСТВА 
Актуальность темы исследования. Дальнейшее усовершенствование защищенности корпоративных сетей в 

условиях массированного влияния компьютерных атак требует роста вероятности выявления новых компьютер-

ных атак и уменьшения времени распознавания признаков известных атак. 
Постановка проблемы. Анализ текстов глобального информационного пространства позволяет сократить 

время обнаружения возможных угроз. 
Анализ последних исследований и публикаций. Были рассмотрены последние публикации по системам защи-

ты от атак и использованию анализа текстов для обнаружения угроз. 
Выделение неисследованных частей общей проблемы. Совершенствование методов обработки массивов 

данных тела сетевых пакетов, содержания интернет-страниц, информации СМИ и социальных сетей, что в свою 
очередь поднимает проблему семантико-синтаксической обработки текстов естественного языка. 

Постановка задачи. Организация коллективной защиты корпоративных сетей путем внедрения систем монито-
ринга угроз, активной разведывательной деятельности в глобальном информационном пространстве с целью поиска, 
сбора и анализа данных об атаках, аномальном поведении, размещаемом контенте ресурсов сети Интернет. 

Изложение основного материала. Требования систем защиты относительно минимизации времени выявления 
угроз приводят к необходимости ведения активной разведывательной деятельности, направленной на ведение по-
стоянного мониторинга окружающего киберпространства, состоящего из множества компьютерных сетей от-
дельных пользователей и организаций. Цель такого мониторинга - определение характеристик, интересов, особен-
ностей политики безопасности конкретной корпоративной сети в глобальном информационном пространстве. 

Особое значение при этом приобретает анализ текстовой информации из открытых и условно-открытых элек-
тронных источников. Рациональным решением такой задачи является формирование центров мониторинга угроз, 
направленных на организацию коллективной защиты подчиненных корпоративных сетей. 
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Выводы в соответствии со статьей. Предложенный метод защиты позволяет как выявлять киберугрозы в 
глобальном информационном пространстве, так и настраивать собственные системы защиты корпоративных 
сетей в соответствии с их характеристическими векторами угроз. 

Ключевые слова: системы защиты от атак; корпоративная сеть; разведывательная деятельность; модели 
представления текстов; коллективная защита. 
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