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The article deals with researching the negative effect of the speech influence phenomenon
realized within the pathogenic texts distributed in the network of the information wars in the
Ukrainian information space, within the context of Ukraine’s state information policy. The research
is carried out within the paradigm of such modern complex sciences as Neuro-Linguistic
Programming and Suggestive Linguistics, and is a step-by-step algorithm of the pathogenic texts’
negative effect neutralization based on isolating the suggestive techniques’ markers having been
described in NLP’s Meta-model, P. Ekman’s Lies Theory, and the author’s information wars
classification, as well as the Linguistic Suggestivity NAP-structure, in order to improve and
optimize the country’s state information policy.
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KoBanescbka Anacracis

0oyeHm Kagpeopu npoexmHo20 MeHeOHCMeHNY,
npogionull gaxiseyv 8i00LNy KOMYHIKayYill

OPIIIY HAIY npu Ilpe3uoenmosi Ykpainu, k.¢hinon.u.

TH®OPMAIIIMHI BIMHU:
AJTOPUTM HEUTPAJIBALII HETATUBHOI'O EDEKTY

CraTTiO MPHUCBSYEHO BUBUYEHHIO HETAaTUBHOTO e€(eKTy (€HOMEHY MOBIIEHHEBOTO BIUIMBY,
KU peaizyeTbCsi y MAaTOTeHHUX TEKCTax, MOIIMPIOBAaHMX B paMKax iH(OpMalliifHUX BO€H B
YKpaiHChbKOMY 1H(OpMaIiifHOMY MPOCTOPi K CKJIAJHUKY KOHTEKCTY Jep:kKaBHOI iH(popMaliifHoi
NOJIITUKU YKpaiHu. JochmipkeHHS BUKOHAHO B MapaJurMi TaKMX KOMILJIEKCHUX HOBITHIX HayK K
HEHPOITIHTBICTUYHE IPOrpaMyBaHHs 1 CyreCTHUBHA JIIHTBICTHKA 1 CTAHOBUTH COOOI0 MOKPOKOBUIT
QITOPUTM HEWTpaizalii IIKIJIMBOro e(eKTy MaTOreHHUX TEKCTiB, 0a30BaHUIl Ha BHOKPEMJICHHI
MapKepiB CYIreCTUBHHX TeXHiK, onucaHux B meramopen moBu HIJIII, teopii Opexui I1. Exmana,
aBTOPCHKIM  kiacudikamii iHPopMmamiiHUX BOeH, a Takok aBTopchkii  NAP-ctpykTypi
JHTBICTUYHOI CyrecTUBHOCTI. OCHOBHOIO K METOI 3a3HAYEHOro alrOpUTMY € ONTHUMI3aLlis
Jep>kaBHOT 1H(POPMAIIHOT TOTITUKH YKpaiHu.

Knwuoei cnosa: indopmaniiina BiifHa, BIJIMB, MOBJICHHEBUH BIUJIMB, CYrecTis, Jep)KaBHa
iH(popMalliiHa TOJITHKA, HEeHpoiHrBicTHUHE mnporpamyBanHs, HJIII, cyrecTuBHa miHTBICTHKA,
Teopiss OpexHi, MeTaMOe/Ib MOBH, MAaTOreHHI TeKCTH, anropuT™M, NAP-cTpyKTypa JiHTBICTUYHOT
CyTreCTUBHOCTI.
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As of now, the state information policy has become one of the most crucial aspects of the
state’s general policy, considering that, unlike the territorial borders, there are no clear borders in
the world information space, and any information might circulate freely all around the world, if
managed correctly, thus making the information wars (IWs) one of most wide-spread information
technology, since it possesses the attribute of totality most of the other warfare types lack.
Originally, the IW concept has been enshrined in the US Defense Ministry’s Directive DOD S
3600.1 of December 21, 1992, where it has been viewed as a radio-electronic fight type.
Subsequently, a “strategic information war (informational confrontation)” term appeared for the
first time in the American “Rand” Corporation’s MR-661-0SD «Strategic Information Warfare. A
New Face of War» (1996) report [10]. It was defined as a war with the use of the state global
informational space and infrastructure aimed at holding strategic military operations, and
strengthening the influence on one’s own informational resource. As of now, the Ukrainian
researchers N. Prisyazhnyuk and Y. Zharkov define the IW as “a complex of interrelated and goals-,
location- and time-agreed activities, oriented on reaching an informational dominance” [ibid]. The
IW is aimed at weakening the opponent’s or competitor’s moral and material resources while
strengthening one’s own. It provides for the propaganda affecting the individual’s conscience
within the ideological and emotional spheres, aimed at manipulating the masses. Usually, such a
manipulation is directed at: introducing the hostile, harmful ideas and views to the social and
individual conscience; masses’ disorientation and disinformation; weakening particular beliefs and
foundations; intimidating one’s own people with the image of the enemy; intimidating the enemy
with one’s might; providing the market for one’s economy (but in this case, the IW is a part of a
competition).

As a rule, the scientists distinguish the following types of IW: psychological war; cyber war;
network war; ideological diversion; radio-electronic fight (which can manifest itself in the
following ways: TV and radio broadcasting might be suppressed; TV and radio broadcasting
resources might be captured / conquered in order to hold a disinformation campaign;
communication networks might be blocked or unavailable; stock market operations might be
sabotaged via an electronic interference in order to provide a sensitive information leak, or
spreading disinformation) [ibid].

Usually, local or formally technical dominant being the basic criteria of such classifications,
leaving the linguistic component as the informational destruction dominant, and its suggestive
specificity out of the researchers’ attention range, even though it would have given an opportunity
to precisely identify the pathogenic elements of such information, and, thus, reduce its
consequences. In this aspect, the approach we offer would also stipulate for a substantial widening
of the existing IW’s classification, since we consider their deep, natural components (untruthful,
destructive information usage, and a mandatory suggestive effect being the crucial ones), which
could only be identified with the synthesis of the brand new research methods and methodologies,
including NLP, Suggestive Linguistics and Lies Theory, because these sciences study the
suggestive, scilicet the influential side of any information, where speech could be considered as a
totally suggestive phenomenon with potentially suggestive components, and the language’s
embodiment form — as a text in broad sense (verbal and non-verbal). Besides, the IW’s main goal,
which is to support or change the addressee’s preferences, implies the objective reality’s
interpretation’s non-identity and distortion, as its fundamental attribute. Suchwise, these science’s
essential provisions would allow to identify the basic segments of the IW as the modern
communicative space’s immanent component, what defines the relevance of this work, aimed at
constructing the information wars paradigm’s pathogenic texts’ negative effect neutralization
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algorithm. The pathogenic texts distributed in the network of the information wars are the object of
the work, while these texts’ suggestive mechanisms are the subject. The texts distributed in the
Ukrainian information space in the network of the information wars (over 100 news texts units
having been collected in 2014 — 2018) became the factual base of the research. The basic
research methods having been utilized in the work are represented by the general analysis and
synthesis methods, descriptive method and quantitative analysis, as well as a row of special
methods, i.e. the linguistic modelling method, component analysis elements, Metamodel
identification methods, as well as the Object-Oriented, and Structured Programming, and General
Logics ones (proof and refutation).

In the previous works, we offered a brand new complex approach to classifying the IWs,
which is based on the fact that the text semantics of any IW correlates with the particular elements
of the Metamodel of Language (MML) introduced by R. Bandler and J. Grinder in the network of
NLP, and the types of lies according to P. Ekman’s Theory of Lies [see 15, 17, 18]. Having
compared the R. Bandler and J. Grinder’s MML elements, and P. Ekman’s lies types, with the
elements present in the IW discourses having been analyzed, we suggested identifying the following
IWs types:

1. “Swan Lake”. This IW type is comparable to deletion MML process and
concealment lies type, when the important parts of information are neglected, scilicet overlooked,
and only the incomplete, partial data concerning the particular informational occasion (event) is
presented (that is, only a part of the event which is important for the mass media’s informational
policy, without all the details is highlighted in the mass media). l.e., the Soviet Militia Day has
always been festively celebrated in the USSR on November 10, with the Soviet pop stars’ concert
aired on the TV in the evening. However, in 1982, the concert was cancelled, and “The Swan Lake”
ballet was aired instead of it, making the ordinary citizens assume that something went wrong in the
country. It turned out that Leonid Bryezhnyev died, and since then, the music from “The Swan
Lake” became a peculiar “phonogram” not only for his funeral, but also for those of his successors
Yuri Andropov and Konstantin Chernyenko, and has always been used to conceal some information
and prevent the ordinary citizens’ access to it.

2. «Mountains out of Molehills». This IW type is comparable to generalization MML
process and exaggeration lies type, when the original data is formidably exaggerated / diminished in
order to create a particular informational effect (i.e., a noticeable exaggeration or lessening of the
number of the people present at a particular demonstration). l.e., during the demonstrations on
Kyiv’s Maydan, the Ukrainian mass media reported that over 100 000 people have been present
there, and some of their Russian colleagues (“NTV”, “1* Channel”, “Life News” etc.) conveyed
that there have only been 2 000 — 3 000 participants, what has surely well been caused by the need
to artificially lessen the number of the demonstrators, and, subsequently, the significance of the
event.

3. “Fake Attack”. This IW type is comparable to the distortion MML process, and
falsification lies type, when the knowingly false information about a particular informational
occasion is delivered (i.e., “invented” news, created for an artificial pressure escalation in the state’s
informational space, and destabilizing the situation). As an example, we can cite the “famous” fake
news by the Russian mass media (July 12, 2016) about a boy having been allegedly crucified in
Slavyansk city, told by an alleged witness of this event. The information hasn’t been backed up by
any facts, but aroused great indignation in Russia. Only in December, the “1% Channel” TV
presenter announced that the journalists didn’t and don’t have any proofs for this story.
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Ergo, having outlined the basic information wars types, we consider it necessary to suggest
the according information wars paradigm pathogenic texts’ negative effect neutralization algorithm.
This three-stage algorithm is based on the postulates of NLP, Suggestive Linguistics, and Lies
Theory, as well as on the general provisions of Logics and Object-Oriented and Structured
Programming, and thus, could be represented as an according flowchart illustrating a solution
model to a given problem. It has to be noted that involving the provisions of Object-Oriented
Programming, which is «a programming methodology based on presenting a program as a set of
objects, each of which is an instance of a particular class, while the classes form an inheritance
hierarchy» [see 2], would make it possible to create a formalized and maximally precise
identification of the pathogenic texts, as well as to attribute them to the according information war
type. In addition, the provisions of Structured Programming — «a software development
methodology based on the program representation as a hierarchical blocks structure» [see 6] would
allow to formulate the flowcharts structure to visualize the suggested algorithm.

So, the aforementioned algorithm (hereinafter — ICN-algorithm) consists of three control
structures — successive blocks:

1. Identify — the block of identifying the pathogenic texts’ construct markers, which is
executed with the help of involving the NLP Metamodel analysis method;

2. Classify — the block of classifying the abovementioned construct markers and
attributing them to the according information war type;

3. Neutralize — the block of choosing the reaction activity to be carried out in order to
neutralize of maximally lessen the according pathogenic text’s negative effect.

Executing the 1* block actions stipulates for a pathogenic text analysis in the network of the
Metamodel of Language having been developed in NLP and Suggestive Linguistics paradigm, P.
Ekman’s Theory of Lies, as well as the suggestive texts’ lexical-semantical NAP-structure, which
determines the need of a brief description of these concepts.

According to R. Bandler and J. Grinder, the Metamodel of Language is “an explicit
representation or description of our unconscious behavior, subordinate to the rules” [3, p. 50], and
describes “the transmutation of the human’s experience’s deep structure into a verbalized surface
structure” [11, p. 152], and is realized in three processes, universal behavior laws: deletion,
generalization and distortion [see 3]:

1. Deletion process, which expresses the message’s important parts’ reduction,
linguistically represented by such markers as:
° comparative-superlative construction with the omitted comparison object, which

reduce the general logic of the statement, and transpose it into the non-dominant interpretation
plane;

° judgements (referential indexes) — words which are used while omitting “the
nominal arguments, procedural words or verbs in the in-depth structure” [3, p. 100], so that the
statement starts to possess a subjective modality, its argumentative evidence all but wiped out;

° nominalizations — cases when “a verb which originally described a lengthy process
is turned into a noun” [9, p. 125], thus changing the local dynamics of the sentence into a static
informational content;

° unspecified vocabulary (unspecified verbs represented by passivized forms and non-
absolute verbs models, and nouns represented in two forms: ones without a reference index, and
ones with specific semantic filling), which, with its inner potential, doesn’t open the semantic
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positions required for a full understanding of the lexeme, or causes a maximally subjective
interpretation on the lexeme’s sense dominants.

2. Generalization process, when “all the elements of the model that belongs to a
particular individual get torn away from the initial experience, that has created these models, and
start representing a total category, with this experience being a singular case” [1, p. 30],
linguistically represented by:

° universal quantifiers — “pronoun nominae with unspecified personal characteristics”
[8, p. 165] and “adverb indexes which cause a local-temporal conceptualized generalization ” [ibid];

° modal operators of possibility / necessity, which “set the limits outlined by
unspoken rules” [9, p. 127], and are realized via almost every modality-marked part of speech.

3. Distortion process, which means “ verbalization of the hypothetically modeled
environment with the components not having been identified in the previous experience > [8, p.
168], linguistically represented by:

° complex equivalence — which is “connected with the surface structures that are
equivalent to each other within the patient’s model” [3, p. 129], and is usually represented by
complex sentences (or their elliptical models) with the subordinate clauses of condition and reason;

° presuppositions, which are “a deep assumption which is necessary for the
representation to be reasonable” [ibid, p. 277 — 278], and most often act as the externalized
nomenae, even though such textual presuppositions could also possess a hidden, latent purport,
creating an in-depth subtextual sense base;

° cause and effect attributions (cause effect) — semantical wrongnesses connected
with the “speaker’s belief that a certain person (or a complex of conditions) could perform a certain
action, which, in a certain necessary way, would make the other person feel a certain feeling or
inner condition” [3, p. 139], which are usually realized in detailed syntactic structures with the
cause-result semantics;

° “mind reading” — a class of semantically incorrect surface structures connected,
firstly, “with the speaker’s belief that he knows what the other person thinks or feels, without any
direct messages about this from the aforementioned person” [ibid, p. 151]; and secondly, with the
speaker’s being sure that the other person knows what the speaker thinks or feels.

The second science we utilize in order to develop the IWs classification is P. Ekman’s
Theory of Lies (Psychology of Lies), with the according types of lies. Such a parallel could be
drawn considering the main aim of the IW, which is to maintain or totally change the recipient’s
beliefs and opinions, since the very news blocks represent a certain concentrated charming.

P. Ekman defined lies as “an occurrence of one person misleading the other one, and doing
that intentionally, without a prior notice about one’s goals, and without the victim’s clear request
not to disclose the truth” [13, p. 21] and identifies its two main forms: concealment, when the liar
conceals the true information, but doesn’t provide the untruthful one, and falsification, when the liar
not only conceals the true information, but also provides the untruthful one, trying to make it look
like truth [ibid].

On top of that, P. Ekman identifies five more types of lies: imitating the emotions the liar
doesn’t really feel, false explanation of the particular emotional state’s reasons; half-truth
(communicative reduction, misunderstandings); a confusing trick (P. Ekman defines it as “dodge”);
presenting the truth so that it’s impossible to believe it (truth exaggeration) [ibid, p. 21 — 31]. We
consider the latter lies type, as well as the two basic forms, to be relevant for our research, since
they could be vividly illustrated within the network of the Metamodel qualification.
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The third component utilized in this block is the Linguistic Suggestivity NAP-structure,
which has been introduced in our previous scientific researches [see 7, 17]. Being the influential
reconstruction psycho-mental and linguistic-structure substrate, it illustrates the suggestant’s certain
consciousness states, and one’s external actions in order to save or change these states. The NAP-
structure consists of the following elements:

° N-element (“N” for “negative”) — which verbalizes the suggestant’s certain
“negatively connotated” state, which needs to be changed. It means that the suggestant, consciously
or subconsciously, feels a certain discomfort and a need for certain changes, but very often, both the
discomfort and the wish for changes are artificially created and inspired by the suggestor;

° A-element (“A” for “action”) — which verbalizes a certain action the suggestant has
to carry out in order to conquer the negatively connotated state. Surely, sometimes, the suggestant
oneself might want to execute this action, but usually, the wish to carry it out is inspired by the
suggestor;

° P-element (“P” for “positive”) — which verbalizes the suggestant’s certain “positively
connotated” state one is supposed to be in after having executed the action mentioned in the
previous element of the structure. In most cases, the very idea that this state would necessarily
manifest itself when the action is executed is artificially inspired by the suggestor, and isn’t the
product of suggestant’s consciousness, which gives reasons to believe that this element is a result of
a changed state of consciousness having been implemented.

Erst, this structure manifests itself on the lexical-semantic level, via the certain morphologic
units’ semantic variation, so that its each element could be expressed both explicitly or implicitly.

Therefore, after having identified the according linguistic construct markers in the network
of the first block of the algorithm, it is necessary to move on towards the second block, which is
aimed at classifying these elements and relating them to the according information wars types, and
could be visualized with a following table.

Information «Swan Lake» «Mountains out of «Fake Attack»
war type Molehillsy»

I-block markers

MLM process Deletion represented Generalization Distortion
and most frequent | by: represented by: represented by:
markers - unspecified

vocabulary (mostly); | - universal quantifiers | - «mind reading»
- judgements  (in (mostly); (mostly);
order to maximally | - modal operators | - presuppositions;
de-objectificate  the (more rarely). - complex
data provided); equivalence  (more
- comparative- rarely).
superlative

constructions;
- nominalizations
(very rarely).
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Lies type concealment exaggeration falsification
NAP-structure Explicated P-element | Explicated A-element | Explicated N-element
element (used to state the

generalized action);

N- and P-elements
complex, but without
an emphasis on their
markers’  according
negative or positive
connotation

Bucnosku. Having classified the construct markers, and attributed them to the according
IW type in the network of the second block of the algorithm, it is necessary to, in the network of the
third, final block, choose the according reaction action, which would allow to neutralize of
maximally lessen the negative effect of the according pathogenic text. We suggest three basic
strategies, which could be identified as the levels of neutralizing such harmful influence, depending
on the effect that has to be reached in the network of neutralization.

1. Logical Refutation Strategy (LRS) is a logical operation of establishing the falsity of
undergroundedness of the previously mentioned thesis, which is aimed at ruining the accomplished
proof, and, depending on the goal of the animadversion, could be either the thesis critique, or
arguments critique, or demonstration critique [see 4, 5, 12, 14]. It has to be noted that LRS should
be used in order to logically, objectively, factually prove the wrongness of the data provided in the
pathogenic text, so it would be maximally effective if used to neutralize the negative effect of
“Mountains out of Molehills” IW type (i.e., if a certain event was participated by 10 000 persons,
and in the network of a pathogenic text, it is stated that the number of the participants reached only
up to 1 000 persons, then its wrongness might be proved via providing the objective data, such as
information by the power structures having registered the participants, or panoramic photos). It
should be mentioned that LRS can’t be used, for example, to neutralize the “Fake Attack” IW type,
considering its thorough falseness.

2. In the network of the Filling the Gaps Strategy (FGS), either the information
opposite to the one provided in the network of the pathogenic text is presented, so that the decision
of which text is true is left up to the recipient (the target audience); or the information demanded by
the recipients and absent in the other sources in the network of “Swan Lake” IW type is provided
(i.e., in case of the data about a certain high-ranking official’s whereabouts being concealed, aside
from the statement of one’s being on vacation, information about one’s schedule and precise
location might be published).

3. Trolling Strategy (TS) could be described as “raising the degree” of the pathogenic
texts” fakeness, resulting in a so-called comic and satiric effect, which lowers both the social
tension level, and the level of trust in the information provided in the pathogenic text (relatable to
the NLP’s pattern disruption technique). For example, the pathogenic texts stating that the
Ukrainian eat bullfinches, since these birds look like the Russian flag, were reacted to with memes
depicting “canned bullfinch”, which maximally demonstrated the level of the initial news’
insolvency.
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Thus, it is safe to state that, since the suggested information wars’ pathogenic texts’ harmful
effect neutralization algorithm combines a comprehensive scientific approach integrating the
achievements of such modern sciences as Neuro-Linguistic Programming, Suggestive Linguistics
and Lies Theory, utilizing it would allow not only to identify the dominant in-depth construction
strategies of the IWs’ pathogenic texts, but also to formulate the countermeasures strategies and
tactics for each IW type. This, in its turn, will provide substantial assistance in forming the
according program decisions in the sphere of Ukraine’s state informational policy and safety in the
state of the hybrid wars, thus maximally emphasizing the development prospects of this scientific
direction within the general Public Management and Administering paradigm.
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