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Oaexcanap CemeHIOK,

KaHIuIaT IOPUINYHUX HAYK,
3aCTYMHUK HAaYAJIbHUKA

VYupasainaa Cuay:xkOu Oesnexku YKpainu

YAK 342:95 (477)

NOPAAOK BIAHECEHHS IHOOPMALLI
00 AEP)KABHOI TAEMHULLI:
MOPIBHSANTbHUI AHANI3 BITYN3HAHOIO
TA 3APYBDKHOIO 3AKOHOJJABCTBA,
LLUNAXW YAOCKOHANEHHS LIIET NPOLEQYPU

Y emammi npogederno ananis 6imuu3HaHol ma 3apyobinHol npaKmuKku 8i0HeceHHs iHpopmayil
0o Oepircasnoi maemHuyi, 0ocnidreno nepesazu i HeQoNiKU nepesiKo80i ma nepcoripiko8anol
cucmem 3aceKpeyy8ants iHoOpMayil, BUSHAUEHO WAAXU 800CKOHALCHHA Uiel npoyedypu.

Knwowuosi cnosa: depicasna maemHuys, 0epicasHuil ekcnepm 3 NUMAHb MAEMHUYD, 3ACEKpe-

uyeanus ingopmayii, 36i0 eidomocmeil, u,0 cMaHo8UMb 0ePHCABHY MAEMHUYIO.

Ha pgamwit vac OGigbimicTs gep:kaB y
cBiTi, B ToMy umcii YKpaiHa, IPUAIIAIOTH
3HAUYHY yBary BIOCKOHAJIEHHIO MeXaHi3MiB
3axmucTy iH(opmarnii, HecaHKIlIioOHOBaHe
POBTOJIOIIIEHHA SAKOI MOKe B3aBJaTH CyT-
TEBOI IMIKOAMW KUTTEBO BAXKJIUBUM chepam
Jlep)KaBU, IPUBBECTU IO BeJMKUX (hiHamco-
BO-€KOHOMIYHUX BUTPAT, HEraTUBHO BILJIU-
HYTH Ha iCHYIOUi KOHCTUTYI[iiHO-IPaBOBi
igctTurytu. OCHOBHe 3aBIAHHSA 3aKOHOIAB-
A y BUPIIIeHHi HAaHOTO MUTAHHSI — CTBO-
PEeHHs ONTUMAaJbHOTO IIiAX0AY, AKUH 3a0e3-
meunTh OajlaHC iHTepeciB rpomMaasHUHA B
peasisarii mpaBa Ha iHmdgopmarlliro Ta obme-
JKEeHHS JOCTYHIY OO0 IEepyKaBHOI Ta€EMHUII B
iHTepecax 3axXWCTy HaIliOHaAJbHOI Oe3meKu
Yipainu.

ITuramua BsacekpeuyBaHHA iH(popMAaIii
Oyau mpeameTroM gocjaimkenb O. Apxwumo-
Ba, FO. IIpeiica, I. Kacuepcbroro, O. Kop-
yeHKO Ta iH. [IpoTe BimcyTHicTh OmHO3HAU-
HOTO PO3YMiHHA IIificTaB IJA BigHEeCEeHHA
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BijoMocTe#r OO0 mep:KaBHOI TaeMHHIII Ta
€IVUHUX KPUTEPiiB AJA BUSHAUEHHS CTYIIe-
HS IX CEKPeTHOCTi OO0yMOBJIIOE aKTyasb-
HiCTBH ITOZAJIBIIOI PO3POOKU maHoi mpobJie-
MaTHUKH.

Metoro 1miei craTTi € mpoBemeHHA aHa-
Jigy BiTUM3HAHOI Ta 3apyOisKHOI IPAKTUKU
BimHeceHHa iH(opmanii mo mepsKaBHOI Ta-
€MHUIIi, DOCJiMKeHHs IepeBar i HeJoJiKiB
mepesikoBOi Ta IepcoHi(iKoBaHOI cmcTem
3aceKkpeuyyBaHHA iH(Qopmalii, BU3HAUEHHA
IIJIAXiB yIOCKOHAJNIEHHSA I[iel Ipomeaypu.

3MmicT Oyab-AKOTro BUAY Ta€MHOI iH(opMa-
1[il PO3KPUBAETHCA UYEPe3 XapPaKTEPUCTUKY
BimoMocTeit, 0 SKUX OOMEKYETBhCA MOCTYII
CTOPOHHIX 0ci0, III0 [O3BOJSAE Y KOMKHOMY
KOHKPETHOMY BUNAAKY izeHTudikyBaTu il
mpeaMeT Ta BU3HAUNTU o0cAT imdopmairii,
1110 IIPUXOBYETHCA. SAiNCHIOETHCS 1€ Y II03U-
TUBHUII a00 HeraTUBHUI CII0CiO.

ITosuTuBHUIT cnoci6 mossArae y BimgHe-
CeHHi BimomocTell OO0 TAEMHUIIL IILJIIAXOM
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BU3HAUEHHA Y HOPMATHUBHO-IIPABOBOMY aK-
Ti ix 3micTy a6o KkpuTepiiB. HeraTuBauit —
Yy HOPMATHUBHOMY B3aKpillJIeHHI mepesiky
BimomocTeilt, aKi He MOXKYTb CKJaJaTH Ta-
emuuiio. Icuye i smimmammit (KOMILIEKC-
HUI) c1ocib, KoJIu OAaeThbCs IMO3UTHBHE BU-
3HaUeHHA 00CATy BimoMmocTeii, AKi cTaHOB-
JATh Oep:KaBHY TAEMHUIIO, i OJHOYACHO
ImaeThcsa IEpPesiK BimomocTeil, AKi He Mo-
JKYTBH CKJIANATH TAKy TA€MHUIIO.

Crarrss 8 3axoumy Ykpainu «IIpo mep-
JKaBHY TA€EMHUIII0» BU3HAYAE IIPEIMET Jep-
JKaBHOI TAEMHMUIII ¥ 3MIIIaHU# CIIOCIO ILIsA-
XOM OIHOYACHOTO BaKpPIiNJIeHHA NIepeIiky
indopmarii, axka mMoke OyTH BigHeceHa 10
IepskaBHOI TaeMHHI, y cdepi obopoHwH,
eKOHOMiKM, HAyKM i TeXHiKH, 30BHIITHiX
BiZHOCHH, Iep:KaBHOI 0e3IMeKH Ta OXOPOHU
OPaBOIIOPAAKY Ta Mepeiky BimomocTei,
AKi 3a00pPOHEHO BiZHOCUTH OO Jep;KaBHOIL
TAEMHUIL, AKIIO OYAYTb 3BYIKYBaTUCA
3MicT i 006CAT KOHCTUTYI[IMHUX IIPaB Ta CBO-
0on JIOAMHU 1 TpoMaasHNHA, 3aBIaBaTH-
MeThCs IIKOJa 370pOB’I0 Ta Gesmerli Hace-
nenHs [1].

Bigmosigzo mo cr. 10 miroro 3akouy Bif-
HeceHHdA iH(popmarlili A0 mep:KaBHOI TaeM-
HUIi 3IiMCHIOETHCA IIJISIXOM OIyOJIiKyBaH-
HS MOTHUBOBAHHUX pillleHb ep:KaBHUX
eKCIepTiB 3 IHUTaHb TAEMHUIL y S3BOZL
BijoMoOCTe#, II[0 CTAHOBJIATH JAEePIKaBHY Ta-
emuauIio (gaxi — 3BIT) [1]. Kpim 1uworo,
srigmo 3i cr. 12 3akouy, Ha mizcrasi Ta B
mesxkax 3BIIT 3 MeTor KOHKpeTmsallii Ta
cucrteMaTmsallii JaHuWxX IIPO CEKPeTHY iH-
dopmalliro mep:KaBHI OpraHu CTBOPIOIOTH
ranyseBi abo Bimomui po3ropHyTi mepesniku
BijomMocCTe, 1[0 CTAaHOBJATH AEePKaBHY Ta-
€MHUII0, a TaKOYX MOJKYTh CTBOPIOBATU
MisKragyseBi abo MikBimomui posropuyTi
mepesiku BimtoMocTel, 110 CTAHOBJIATH Aep-
JKaBHY TaeMHuIo. Iligzmpuemcrsa, ycTaHo-
BU Ta opranHisaiii HesajgexXHO Bix ¢opm
BJIACHOCTi, IO TPOBajgATH AiAJbHICTh, IIO-
B’sizaHy i3 JepKaBHOIO TAEMHUIEIO, 3a
imimiaTuBOIO Ta MOTOMKEHHSAM i3 3aMOBHIU-
KOM pOOiT, IIOB’I3aHMUX 3 JEePsKAaBHOIO TAEM-
HUIEI0, MOYKYTHb CTBOPIOBATW BJACHI PO3-
TOPHYTIi Iepesliku BimomocTeli, IITO0 CTAHOB-
JATH nepkaBHY TaeMHUIpo (cr. 12) [1].

Takum uymHOM, 3aKoH VYKpainm «IIpo
Iep:KaBHY TAEMHUIIO» B3aKpilJIoe YOTH-
PUPiBHEBY NePEJiKOBY CHCTEMY BimHeceH-
HA BiomMocTel m0 Aep:KaBHOI Ta€MHUIII.

Taxk, mo mepImoro piBHA BiZHOCUTHCA iH-

dopmailiisa, 3akpinigeHa y ct. 8 mporo 3ako-
"y. Ileii mepenik He Mae iMmepaTMBHOTO
XapaKTepy Ta He € BUYEPIHUM, OCKiJIbKU B
HBOMY BUBHAUEHO TiJbKM Ti Kareropii in-
dopmariii, B AKUX MOKYTb YTBOPIOBATHCH
BiloMOCTi, IIT0 CTAHOBJIATH JeP:KaBHY TAEM-
Humo. I[Ipu mpomy, SK 3as3HauUeHO y Iiit
cTaTTi, KOHKPETHI BiJOMOCTi MOMKYTH OyTH
BimHeceHiI MO mep:;KaBHOI TaEMHUIIL 3a CTY-
MEeHSIMU CEKPETHOCTI «0COBJIMBOI BAMKJINBO-
CTi», «I[IJIKOM TA€EMHO» Ta «TAEMHO» JIUIIIE
3a YMOBHU, III0 BOHU HaJIE)KaTh JO BU3HAaUe-
HEUX 3aKOHOM KaTeropii, i ix posroJioiieH-

HA 3aBIaBaTUMe  IIKOAU iHTEepecam
HaIlioHAJbHOI 0e3nexu YKpainu.
Hpyruii piBerb — 11 iH(pOpMaIida,

BKJouena go 3BT sa pimennamu ngep-
JKaBHUX €KCIIEPTiB 3 NUTAHb TAEMHUIIb.

Tperiti piBeEb — rajsys3eBi, Bimomui,
MiKramysesi, MiKBimomMui posropuyTi Ie-
penikm BimomocTeii, IO CTAHOBJIATH Jep-
JKaBHY TAEMHUITIO.

YerBepTuii piBeHb — BJIACHI PO3TOPHYTI
mepesliky miATPUEMCTB, YCTaHOB, OpTraHisa-
i,

Jlorika moOymoBM IUX IEpPeiKiB moJisd-
Tae y ToMy, III0 KOKHUI HACTYIIHUU PiBEeHbBb
HOBMHEH MicTuTu OijbIlI KOHKDPETH30BaHi
(posropuyTi) BimomocTi cTocoBHO iH(MOpPMA-
1ii, AKXy 3aceKpeueHo, i He CyIepeuuTH IIo-
nepesabomMy. OQHAK Ha MPAKTHUIN IIi TPUH-
munu rpy6o MOPYIIYIOTHCA, IO BUKJIIOUAE
MOMKJIMBICTH  OJHO3HAYHOTO PO3YMiHHA
3MicTy KaTeropiit cekperHoi indopmarrii Ta
HepiAKo mMPU3BOAUTH M0 iX 3BYKEHOTO abo
POBIINPEHOTO TIYMAadYeHHS.

Y ArKocTi mpuKJIamy po3rJaSHEMO HOPMY,
3akpimieny y m. 4 4. 1 ct. 8 3aKoHy, 3riHO
3 AKOIO [0 AepKaBHOI TAEMHUIIL BiJTHOCUTh-
ca imdopmarliig mpo 3acobu, 3MmicT, ILJIaHH,
oprasizairito, (piHamCcyBaHHS Ta MaTepiaJb-
HO-TexXHiuHe 3abe3meueHHs, opMu, MeToau
i pesyJbTaTH OEPATUBHO-PO3IITYKOBOI, PO3-
BimyBasbHOI i KOHTPPO3BiAyBaIbHOI AiAJb-
gocti [1]. ¥V 3BT na mopMa BUKJaZeHA Y
crartax 4.4.1 ta 4.4.3, ane y Jelo TpaHc-
dopmoBaHOMY BUTIAAI. 30KpeMa, BiAIOBif-
HO JI0 cT. 4.4.1 nep:KaBHY TAEMHUILIO CTAHO-
BJIATH BiJOMOCTI 3a OKpEeMUMM TOKAa3HU-
KaMu IIpo 3MicT, (hopMu, METOAU, OPraHisa-
IifiHI TOJOKEHHSA, OIEePaTHUBHY TAKTUKY
gniticnenna [IIC, posBigyBasbHUM oOpra-
oM Anmimicrpanii AIIC, IPC, T'VP, YO,
C3P; opranamu CB, BHYTpiIlIHIX cIIpaB; op-
raHOM, YCTAHOBOIO BUKOHAHHS NOKAapaHb,
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caiguum isonsTopom J[JKBC omepaTus-
HO-PO3IITYKOBOiI, KOHTPPO3BiAyBaJbHOI UM
PO3BigyBaIbHOI AisIIBLHOCTI, PO3TOJIOIIIEHHST
AKUX CTBOPIOE 3arpo3y HaIliOHAJbHUM iHTe-
pecam i Gesmeri. 3riguo 3i cr. 4.4.3 3BT
IepsKaBHY TAaE€MHHUII0 CTAHOBJATH BiZOMO-
CTi IIpo opraHizallito, 3aBJaHHS, pPe3yJbTa-
TH OIIePaTHUBHO-PO3IIYKOBOI, KOHTPPO3BiAY-
BaJIbHOI [OisJIBHOCTi, PO3TOJIOIIEHHS SAKUX
CTBOPIOE 3arpo3y HaIlliOHAJbHUM iHTepecam
i Oesmemi [2]. fAx Gaummo, 3akpimyieHi y
3BT HOopMU He TiJTBKY He PO3IIUPIOIOTH Ta
IeTaisyoTh 3MicT 3aKOHY, a HaBIAKU 3BY-
JKYIOTh Hioro fito, ockinbku y 3BT sHuka-
I0Th Taki Buau iHdopmarii, AK BimomocTi
npo dQiHaHCYBaHHA Ta MaTepiaJbHO-TeX-
HiuHe 3a0e3leueHHsA ONePaTUBHO-PO3IITYKO-
BOi, PpOBBiAyBaJbHOI Ta KOHTPPO3BiAY-
BaJIbHOI JiAJBLHOCTI.

IIpukiaagoM pOBIIMPEHOTO TJAYMAadeHHS
3aKpimyieHoro B 3aKoHi mepesiky iHdopma-
mii, mo mMoske OyTU BigHeceHa OO JAep:KaB-
HOi TaemHwuiii, € crarri 4.12.4 ta 4.12.5
3BT, BigmoBigHO MO0 AKUX OO0 AepP:KaBHOIL
TAEMHUILI BiTHOCATHCA BimoMOCTi ITpo (paKT
abo MeTonu IIPOBeJeHHsA HerJacHoi ciimuoi
(posmrykoBoi) mii Ta BimomocTi, IO AAIOTh
3Mory imeHtudixkyBaTu ocoly, Mmiciie abo
piy, 11010 AKOI MPOBOAUTHCS UM IJIAHYETH-
csA TIPOBeJeHHA HerJlacHOI ciiguoi (posiry-
KOBOIi) mii, pPO3TOJIOIIeHHS SAKWX CTBOPIOE
3arposy HalliOHAJIbHUM iHTepecaM i Oesmerri
[2].

Ciaix sasmaumTy, mo B 3aKOHI BaaraJi
HeMae JKOJHOT'0 HATAKY Ha TaKy KaTeropiio
indopmarrii, axa maBajsa 6 migcTaBu OJid 3a-
ceKpeuyBaHHA iH(popmalii mpo HerJsacHi
caigui (posmrykoBi) aii, a oTike, 3aceKpeuy-
BaHHA IIUX BiJOMOCTEH HNPAMO CYIIE€PEeUUTh
3aKpimyieHOMy B 3aKOHi mepeJsiiky KaTero-
pi#t indopmarii, 1o mMoske OyTH BimHeceHa
IO mepsKaBHOI TAEMHMUII.

Hasegewni nmpukJiagu cBiguaTs Ipo HemoC-
KOHAJIICTh ePEJIIKOBOTO METOLY 3aCeKpeuy-
BaHHA iHdopmarii, axuii He ybesmeuye Bif
BUHECEeHHs 0e3IlificTaBHUX PillleHb IPO Bif-
HECEeHHA MO0 AepKaBHOI TAEMHUII MEeBHUX
KaTreropiti imdopmarii, 00 MTOACHIOETHCA
BIICYTHICTIO €AWHOTO IIiAXOAY OO OIliHIO-
BaHHA MOXKJINBOI IITKOAM HAI[IOHAJBHiN 0e3-
melli BHACTIJOK PO3TOJIOIIEeHHSA TaKUX Bigo-
MOCTel Ta TIOPOJsKYye abCOJIIOTHO BHU-
IpaBAaHy KPUTUKY IIPABO3AXUCHUKIB IIO0
0e3miZcTaBHOCTI 3aceKpeuyBaHHs 3HAUHOI'O

60

MacHuBY JAepP:KaBHUX iHGOPMAI[IHHUX pecyp-
ciB.

Amnaniz 3akoHomaBcTBa y cepi mepikas-
HOI Ta€EMHUIII ITOKa3ye, 110, KPiM Iepesiko-
BOT'O METOZY 3aceKpeuyBaHHS iH(opmMmallii, B
IeAKVX KpaiHaX 3aCTOCOBYETHCA TAKOMK IIEP-
coHi(pikoBaHa cucremMa BimHeceHHA iH(OP-
marii mo mep:xaBHOI TaeMHUIN. S0KpeMma,
nepconidikoBana cucrema icaye B CIIIA Ta
pani immwux Kpain — uwienax HATO. Cyrts
miei cucteMu moJiATaE B TOMY, IO PiIlleHHSA
PO 3aCeKPeUuyBaHHS, BCTAHOBJIEHHSA KOH-
KPEeTHOro rpudy CeKpPeTHOCTi, 10ro 3HUIKEH-
HA i po3CceKpeueHHs IPUIIMae KOHKPETHU
YIIOBHOBaKEHMH IIOCAZIOBEIID.

SxkHalimoBHIiIIIE 110 MOMEJb OIINCYE M-
pexrusa Ilpesugenra CIITA Bix 08.03.1972
Ne 11652, BigmoBiguo m0 cT. 2 AKOI MpaBoM
epBUHHOTO HamaHHA imdopmarlii abo ma-
Tepiasam rpuda «IIiJIKOM TAEMHO» MOXKYTb
KOPUCTYBATHUCA TiJIBKU IIOCALOBII, YIOBHO-
BasKeHi y mucbMoBiit dopmi IIpesmmenTom
CIITA, a Tako)X KepiBHHKM BuKOHaBYOro
yupasiinHga npesunenta, LIPY, Ilep:xaBHo-
ro memaprameHTy, MinicTepcTBa 060poHH,
MinicrepcrBa ¢dinancis, HACA i pany in-
mux (enepansbHux opra"iB. Oxpim Ke-
PiBHUKIB lep)KaBHUX YCTAaHOB Ta BiZOMCTB,
IpaBOM 3aceKpeuyBaHHsS iH(popmarii Ha-
IijeHi 1X 3aCTyNHUKU, TOMIYHUKU, KEpiB-
HUKU IPOBIJHUX HifPO3AiJiB, AKUM KepiB-
HUK HaJae TaKe IIPaBO Y IHUChMOBiit popmi.

JupekTnBa TaKOXX BCTAHOBJIOE, IO
OyIb-IKe BimomMcTBO, He 3a3HaueHe B IIii
IUPEKTUBi, a TaKOXK OyIb-sKe HOBE CTBODE-
He BimomcTBO abo migposaiys He MaloOTh i He
MaTUMyTh IIOBHOBa’KeHb IIEPBUHHOIO Ha-
nanHa ivdopwmarii i marepiamam rpuda
CeKPeTHOCTi JOTH, MOKU He OTPUMAIOTh Ta-
KOTo TIIpaBa, OMOPMJIEHOTO CIeIiaJbHOI0
nupekTuBoio npesugenta CIITA [4].

3 KOHTEKCTy HaBeJeHUX IIOJIO}KEHb BU-
IJIWBAaE, IO mepcoHiikoBaHa cucTeMa Bif-
HeceHHA iH(poOpMAIlii 70 Tep:KaBHOI TAEMHU-
i mepenbavae neeryBaHHA IIUX ITOBHOBA-
JKeHb BUKJIUYHO II0 aJAMiHicTpaTuBHIil
Beprukayi Big IIpesugenra CIIIA mo Kepis-
HUKiB BiJOMCTB, a BiJj HUX — JI0 3aCTYIIHU-
KiB i KepiBHHUKiIB migposxinis. Beranosien-
HA Tpu@iB CEKPETHOCTI € BUHIATKOBOIO
IIPEPOraTUBOI0 BUKOHABYOL BJIAU.

Skmio mopiBHIOBATHM MiXK c000I0 Tepe-
JiKOBY Ta TepcoHi()ikoBaHy cucTemMu
BimHeceHHs iH(opmarii mo mep:KaBHOI Ta-
€MHHUIII, TO MOYKHa KOHCTaTyBaTu, IO IIe-
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peBaru opxHiei cucTeMu 3BOPOTHO TPOIIOP-
mitiHi HemoJikaMu iHIIION.

VY mepconidikoBaHol cucTeMu € AEKijab-
Ka IlepeBar, roJiIOBHa 3 AKUX — HaABHICTH
KOHKPETHOTo cy0’€KTa, KU IMpUiMae Ta-
Ke pillleHHd i Hece 3a HbOT'O IIOBHY IOPUINY-
HY BigmosimanpaicTh. Kpim 1mboro, Gesme-
PEYHOIO IIepeBarold € OIepaTUBHICTH B
yXBaJIeHHi pillleHb, OCKiJIbKY YIIOBHOBaKe-
Ha ocoba, BUXOJAYMN 3 BJIACHOTO PO3YMiHHSA
HeoOximHOCTI 3aceKkpeuyBaHHsA iHpopMaIrii,
nmpuiiMae BifTIOBifHe pillleHHS caMOCTiiiHO
i B Takuii :Ke cmoci® BusdHauae TepMiH 30e-
peKeHHs BimomocTeln y Taemuwuili. BogwHo-
yac el cy6’eKTUBiIdM Mae I HeraTUBHUN
0ixk — BimmeceHi mo mep:xaBHOI TaeMHMIL
BiToOMOCTi He IPOXOJATH MONEePeaHBOI OIiH-
KHU, BificyTHsa Oyab-AKa cUCTeMa iX aHaJi3y,
110 He BUKJIIOYAE MOYKJIUBOCTI HPUHHATTA
pillleHHs BUKJIOYHO Ha MifcTaBi cy0’ek-
TUBHOI OIiHKM 3HAYYIIOCTI Takoi iHm(opma-
mii guis Oe3meKku Aep:KaBU, KA 3aJIEKUTh
BiZ oco0imBoCTeil XapakTepy KOHKPETHOI
JaoauHU, il eMoIiiiHOTO cTaHy, IIpodecio-
HaJIi3My TOIIIO.

IlepesnikoBuit MeTox B3aceKpeuyBaHHA
nepenbavae GopMaJbHUI MOiAXig OO BU-
pillleHHA IIHOTO HMUTAHHA. [Ipu MBOMY 3a-
KpimyieHHsa mepesiky iHdopmalii y pisHux
chepax HaIlioHaJBHOI 0e3IeKu y HalbiabI
ys3araJbHeHOMY BUTJIAL IPU3BOAUTH 10 He-
MOOMMHOKUX BUIIAAKIB 3aceKpeuyBaHHA iH-
dopmarii, BUTIK AKOI He 3aBIACTb INKOIU
HalioHaJbHiN Gesmeri Ykpainu, Ta duciie-
HUX TOMMUJIOK IIPW BUB3HAUEHHIi Ii cTymeHsa
CEeKPETHOCTI.

TakoX CyTTEBUM HENOJIKOM II€pesiKo-
BOI CHCTEeMU € BiJICyTHiCTh OIIEPaTUBHOCTI B
yXBaJIeHHi pillleHb NPO BimHeceHHA Tiel um
immroi Kareropii imdopmariii o mep:xaBHOL
TaeMHUIII. SIK HACJiZOK, Ile YHEeMOKJIUB-
JII0€ MiATPUMAaHHS IIHOTO IEPEJIiKYy B aKTy-
aJIbLHOMY IJIS HAIliOHAJNbHOI Oes3lleKM CTaHi
Ha 3aKOHOJAaBUYOMY pPiBHi, OCKiJIBbKU KOJO
BimoMocTel, AKi MamTh 3aceKpeuyBaTUCA
Jlep:KaBoio, JTOCUTH NUHaAMiyHe Ta Oesmoce-
PEeIHLO  3aJIeKUTh Biy B0BHINIHBOIIO-
JiTuyHOI ¥ eKoHOMIUHOI cuTyarii B KpaiHi.
Bognouac BsaBuacHa HopMaTHMBHA BH3HA-
YeHiCTh KaTeropiii indopmarii, BimjHeceHUX
IO Iep:KaBHOI TaEMHWUILL, MTO3BOJISAE B3Iili-
CHIOBATM aHaJi3 KOHKpPeTHOl imdopmarii
BJKe Ha eTalli BUTOTOBJIEHHSA HOBOTO iHMOP-
MaIlifHOTO HOPOAYKTY Ta HOTr0o MTOKYMEH-
TaJbHOT'O 3aKPilJIEHHS, a OTKe, 3amobirtTu

BUTOKY BaKJIMBOI IJia Oe3leKu [Aep:KaBu
CEeKPEeTHUX BiloMocTeil.

IIpaBoBuil iHCTUTYT IEpPIKaBHOI TaEMHMU-
1[i TOBUHEH BUXOIUTHU 3 TOTO, IO JIUIIIE 00-
Me)KeHui o0car sakpuroi iHdopwmallii ze
MiJIArae PO3TOJIOIIEHHIO i JIUIle B MeKaxX
TepMiHy #ii rpuda cekpeTHOCTi, TOAi AK
MEeHIII CeKpeTHa iH(opMaIllisa IoBUHHA MaTU
MEHIITYy Mipy ceKpeTHocTi abo B3araJi OyTu
IOCTYIHOIO INMUPOKiii TrpoMaacbkocTi. Ha
mauuii yac MeToauuHi peKomeHmarlii mep-
JKaBHUM €eKCIIepTaM 3 IIUTaHb TaeMHUIb
MO0 BU3HAUEHHSA MiJcTaB IJIs BiJHECEHHS
BijoMocCTel 10 nep:KaBHOI TAEMHUIIL Ta CTY-
meHd X CeKPEeTHOCTi, AKi 3aTBEPAKEHO Ha-
kKasom [lep:xkaBHOTO KoMiTeTy VYKpainu 3
MUTaHb AePKaBHUX CEKPEeTiB Ta TeXHiUHO-
ro 3saxwucty iH(popwmalii Bim 9 mroToro
1998 p. Ne 23 (MeToguuni pekomeHpaaIii),
€ €IWHUM HOPMATHUBHUM aKTOM, SAKUHN
BCTAHOBJIIOE TOPANOK OIiHIOBaHHA iHQODP-
MaIii Ha mpeaMeT HasgBHOCTI B HUX BiZOMO-
cTell, IO CTAHOBJIATH AEPXKABHY TAE€MHU-
mio. Ilpore, AK cBiguUuUTHL IPaKTHKa Ta
HayKOBi JOCJiKEeHHA 3 I[bOTO IUTaHHA [5,
c. 93; 6; 7], ui pekomeHmaIii He 3HAXOJATH
CBOT'O 3aCTOCYBAHHS BHACJIMOK HEIOCKOHA-
JIOCTi Ta CKJIAJHOCTI Yy KOPUCTYBaHHI.

3BT dopmye Cay:xba Gesmeku YKpai-
HU Ha IiJCTaBi pillleHb Aep:KaBHUX eKCIep-
TiB 3 IHUTaHb TaeMHUIL. 3rizHo 3 Ilepe-
JIKOM IIOCaZoBUX O0Ci0, Ha AKMHX IOKJa-
IaeThCAd BUKOHAHHS (DYHKIIIN Dep:KaBHOTO
eKcIlepTa 3 MUTAaHb TAEMHUIb, 3aTBEePIKe-
HuUX ¥YkKazom Ilpesumenra VYKpaiHu Bif
01.12.2009 p. Ne 987/2009, Taki dyuKIii
mokJageHo Ha 152 mocamosi ocobu [8].

Bigmosiguo mo m. 120 Ilopsaky opra-
Hizamii Ta 3a0e3meueHHA PEKUMY CEKpPerT-
HOCTi B JIep:KaBHUX OpraHax, opraHax Mic-
IIeBOTO CaMOBPSAAYBaHHS, Ha MiAIPHUEM-
CTBaX, B yCTAHOBAX i oprauisamniax, 3aTsep-
mxenoro mocranopoo KabGinery MinmicTpis
Vikpainm Big 18.12.2013 p. Ne 939, nep-
JKaBHUII eKcmepT B3 NHUTAaHb TaeMHHUIb
3MilicHIOe BimHeceHHA iH(opmarnil y cdepi
000pPOHU, EKOHOMiKM, HAyKHU i TexHiKH,
30BHIIIIHIX BiJHOCWH, [OepPyKaBHOI 0e3IeKu
Ta OXOPOHUW NPABOMOPAAKY [0 IepyKaBHOI
TAa€EMHUIL, 3MiHUM CTYIeHs CeKPEeTHOCTI 1miel
irdopmarii Ta ii poscekpeuyBaHHA 3 IIU-
TaHb, NPUUHATTS DPillleHb 3 AKUX HaJe-
JKUTH OO HOT0 KOMIeTeHI[il 3TrigHo 3 moca-
moo [9]. Buxomaum 3 IbOr0 IOJIOKEHHS,
yci BHCOKOMOCAIOBIli, fAKi o0ifimaioTh I1i
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VKpaimal

mocaau, a priori BBaKamOThCA HOCiIMU Ha-
YKOBHUX, TeXHIiuHHX a00 iHIIHX cIeriaab-
HUX 3HaHb y c(hepi OXOpoHU Jeps;KaBHOI Ta-
emuui. IIpore, sk sacBigumia mpakTUKa,
BU3HAYAJBHIM KpPUTEPieM IIpu IIpu3Ha-
yeHHI oci6 Ha Taki mocagu, € HasBHICTH Yy
HUX He CTiIbKU (PaxXOBUX, CKiJIBKU yIIpaB-
JiHCBLKUX 34i0HOCTEN Ta HAaBUUYOK, aKTUBHA
rpomMajicbKa IO3ullis abo mapTiiiHa mpuHa-
aexxuicTs. OKpemi mocagu, Ha SKi IMOKJIa-
neHo (GpyHKIII mep)KaBHUX eKCHepTiB 3 Iu-
TaHb TAEMHUIb, € HMOJITUYHUMU 34 CBOEIO
cyTHicTIO. ¥ OiJbIIOCTI Oep:KaBHUX EKC-
mepTiB 3 IUTaHb TAEMHUIIb BiICYTHI HeOO-
xXigHi cmemianbHi 3HAHHA y cdepi 0XOpoHHU
Jlep’KaBHOI TAEMHMUIII Ta JOCBix (HaBUYKH),
HeoOXimui mada OPUAHATTA BUBAMKEHUX
pimmeHsb 11040 BimHeceHHsA iH(popwmarlii mo
IepsKaBHOI TaEMHMUIII.

Ha mamre mepekoHaHHs, 3 METOIO YHE-
MOJKJIMBJIEHHS IPUAHATTA OJHOOCIOHUX Ta
HeOOI'DYHTOBAHUX PillleHb IIOJ0 BigHECEH-
HJ MEeBHUX KaTeropiyn indopmarii mo mgep-
JKaBHOI TaeMHUIl, Mae OyTU 3MiHEHO IIPO-
meAypy NIPUHHATTS pillleHb, Ha IIigcTaBi
axux ¢opmyerbeca 3BIT. 3oxpema, ngep-
JKaBHiI eKCIIepTH 3 IHUTAHb TAEMHUIbL Ma-
I0Th OyTHU mo30aBJieHi MpaBa BUHECEHHS Ta-
KUX DpilmeHs Ta YHIOBHOBAXKEHi JuIe Ha
mozavyy OO0 KOJIeTiaJIbHOTO OpPraHy MOTHBO-
BaHUX TPOIO3UIil IMOAO BimHeceHHA Tiel
uu immoi kareropii ingopmarii o mep:xas-
HOi TaemHHUIi. TakuM KoJseriaJbHUM opra-
HOM, Ha HAIy AYMKY, MoxKe Oytm Pagma
HaIlioHaJBHOI 6e3meKku i obopouu YKpainu,
OCKiJIbKU caMe Ha Hel MOKJaJeHO PYHKITiT
3a0e3meuyeHHa HalliloHAJbHOI Oe3meKu. 3a
TaKUX YMOB HaMOiiabin e(eKTHBHOIO (op-
MOIO KOHTPOJIIO 3a [IOI[iJIbHICTIO Ta 3aKOH-
HiCTIO IPUUHATTS IIUM OepP:KaBHUM opra-
HOM DpiIlleHHsA MIOAO0 BimHeceHHA iH(popMa-
mii 1o mepsKaBHOI TAEMHUIII € ITapiaMeHT-
CBKHUI KOHTPOJIb.

Bpaxosywuu eurxaiadene, Mu MOHeMO
3pobumu HacmynHi 6UCHOEKU.

3axon Yipainu «IIpo OepicasHy maemHu-
ym» Mmae micmumu He nepenix kKamezopiil
ingopmayii, 8i0HeceHoi 00 OeprcasHOl Maem-
Huui (uuepnhuil nepesix Axoi a priori cgop-
MY8amu HeMOHNCAUBO ), & Kpumepil i0HeceH-
Hs iHQopmayii 0o OepicasrHoi maemMHUUi,
npoyedypy npuilnamms 8i0nosi0HUX piuleHb
wo0do sidHecenHs iHpopmayii 00 OeprcasHOL
maemHuui, Koo oci6 (opzanie), ynosHosa-
HCeHUX HA NPUUHAMMA MAKUX piuleHb, Gop-
MU KOHMPOAI 3a 6e3nidcmasHuM 3aceKpe-
YYBAHHAM IHPOPMAUIL.

Ilepenix cexkpemmuoi ingopmauyii mae 0y-
mu eusedeHull 3a pamKu 3aKOHY 6 OKpe-
MU HOPMAMUBHUIL AKM, POLb AK020 MONHCE
suxonysamu 3BJIT. I]eii nepenix mae 0y-
mu eduHum y Oepiasi HOpMamueHum 00-
KYMEHmMoMm, AKUll 6u3HA1YAMUMEe Kame2opil
ingopmayii, i0neceni 0o deprcasHol maem-
HUUi, Y 36’ A3KY 3 YUuM 6Ci iHUWLi po32opHYmMi
zany3sesi, gidomui, mixnceanysesi, minceioom-
4i abo 82ACHI pO320pHYMIi nepeaiku i0omo-
cmeil, W0 CMAHOBAAMb 0epiHa6HY MaAeMHU-
yr, marms 6ymu cKaco8aHi.

s 6usnavenna cmynens ceKkpemHuocmi
iH@opmauyii ma epugie cekpemuocmi ii ma-
mepiaabHux Hociie Heo0xi0HO po3pobumu
ma 3aKoH00as4o 3axkpinumu €OUuHYy memo-
UKy 6U3HAYEeHHA NOMEHUillHOL WKo0u 0
0XOPOHIOBAHUX 0epHasow CYCNILbHUX iH-
mepecié 6 iHQopmayiilHill cgepi, u,o mooxnce
Hacmamu 6HACNAI00K PO0320JI0ULeHHs 8i00-
mocmeil, AKi CMAHOBAAMb 0epHasHy ma-
eMHUY10, abo empamu ii mamepiaibHUX HO-
ciis.

ITpoyedypa gopmysarnns 3BT mae 6y-
mu 3MiHeHa WaAAXOM nepedayi yux no6Ho-
saxcenv Padi nHauyionaavHol 6e3nexu it 060-
poru Vkpainu Ha nidcmasi KoaezialbHO020
posensdy momueosarHux nodanv Oepicas-
HUX eKcnepmie 3 numaHnb maemHuyb.
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Semenyuk Oleksandr. The order for reference of information to state secret: comparative
analysis of native and foreign legislation, ways for improvement of this procedure.

The article analyzes native and foreign practice of reference of information to state secret,
researches advantages and defects of listing and personified classification systems, defines
the ways for improvement of this procedure.

The content of any type of secret information reveals through the description of information
the unauthorized persons have limited access to, that allows in each case to identify its object
and determine the amount of information that is protected. The Law of Ukraine «On State
Secrets» defines the subject of state secret in different ways by simultaneously fixing the list
of information that can be classified as a state secret in defense, economy, science and
technology, foreign relations, national security and law enforcement, and the list of
information that is prohibited to qualify as state secret.

The Law of Ukraine «On State Secrets» establishes a four-level enumerative system of
classification of information as a state secret.

The first level concerns information that is enshrined in Art. 8 of this law. This list is not
mandatory and is not exhaustive because it defines only those categories of information
which can form information constituting a state secret.

The second level is the information included in the Code of information constituting state
secret (hereinafter — CISS) by the decisions of state experts on secrets.

The third level is industrial, departmental, cross-sectoral, interdepartmental extended lists of
information constituting a state secret.

The fourth level — own extended lists of enterprises, institutions and organizations.

The logic of constructing these lists is that each subsequent level should contain more specific
(detailed) information regarding the secret information, and not contradict the previous one.
However, in practice, these principles are grossly violated, render impossible unambiguous
understanding of the content of categories of classified information and often leads to
narrowed or extended interpretation.

Analysis of the legislation on state secrets shows that in addition to enumerative method of
information classification in some countries the personalized system of classification of
information as state secrets is used. Specifically, personalized system exists in the United
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States and other countries — members of NATO. The essence of this system is that the
decision on classifying, establishing of specific secrecy, its decline and declassification takes
specific authorized public person.

If you compare the enumerative and personalized system of classification of information as
state secrets, we can conclude that the benefits of one system are inversely proportional to
defects of another one.

A personalized system has several advantages, the main among them is the presence of a
specific subject that takes the decision and is legally accountable. In addition, the
indisputable advantage is the efficiency in decision-making as person entitled, based on his
own understanding of the necessity of classifying information, takes appropriate decisions on
his own and in the same manner, determines the period of custody of secret information.
However, this subjectivity has also a negative side — classified as state secret information
does not conduct a preliminary assessment, there is no system of analysis that does not
preclude taking decision solely on the subjective evaluation of the importance of such
information for national security, which depends on specific features of the nature of man,
his emotional state, professionalism and so on.

Enumerative classification method provides a formal approach to this issue. The
consolidation of the list of information in various fields of national security in the most
general form leads to numerous cases of classifying information the leak which will not harm
the national security of Ukraine and numerous errors in determining the degree of secrecy.
Also significant defect of the enumerative system is the lack of efficiency in taking decisions
on the attribution of a category of information as state secret. As a result, it makes it
impossible to support this list in important for the national security state at the legislative
level, since the range of information that has to be classified by state is quite dynamic and
depends directly on the foreign policy and economic situation in the country. At the same
time, anticipatory regulatory certainty of information categories classified as state secrets
allows to make analysis of specific information on the stage of production of new information
products and piece justificative and therefore to prevent the leakage of important for state
security secret information.

The author makes the following conclusions.

The Law of Ukraine «On State Secrets» should contain a list of categories of information
classified as state secret (a comprehensive list of which a priori cannot be formed) and
criteria for classification of information as state secrets, decision-making procedures to
classify information as state secrets, the scope of persons (bodies) authorized to make such
decisions, forms of control on false classification of information.

The list of secret information has to be removed beyond the law in a separate regulation,
which can represent CISS. This list must be the only regulatory document in the country that
will determine the categories of information classified as state secrets, and therefore, all
other expanded industrial, departmental, cross-sectoral, inter-agency or own extended lists of
information constituting state secrets should be repealed.

To determine the degree of secrecy of information and secrecy of its material media we need
to develop and legislate exclusive methodology for determining the potential harm to the
public interests protected by the state in the information sector, which may occur as a result
of disclosure of information constituting a state secret or loss of its material media.

CISS formation procedure should be changed by transferring these powers from state experts
on secrets to the National Security and Defense Council of Ukraine, which will be authorized
to take appropriate decisions on the basis of collegial review of motivated submissions of state
experts on secrets.

Key words: state secret, state expert on secret matters, information classification, List of
data constituting state secret.
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