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JOCJIIOKEHHS BA3 BPA3H£/IBOCTEFI JIJISA TAPAMETPU3ALIT
MAPKOBCBKHUX MOJEJIEN OINIHIOBAHHSA JOCTYITHOCTI
BEB-PECYPCIB

Hocniooceno akmyanbHe NUmanHs OYiHIOBAHHA NAPAMEMPIE 8pa3Iusocmen
8eO-pecypcié 0l BUKOPUCMAHHSA K BXIOHUX OAHUX V MAPKOBCLKUX MOOESAX 00C-
mynnocmi. Hageoeno po3paxynku iHmeHCcU8HOCMI nposasy epasiueocmeti 0ocmy-
nHocmi 8eb-cepeepie cimeticmea Apache na ocnosi subipox 3a 2015 ma 2016 pp. V
cmammi po3eNAHymo 368 A3KU Midc 6azamu 8paziueocmelti, 30Kpema mixc 6a3oro
CVE ma inwumu siokpumumu ma niamuumu penosumapiamu. OcHoHa ysaza
NPUOLILEMbCL NUMAHHAM aKMyanizayii HaseoeHoi y giokpumux 6aszax ingopma-
yii, ymounenno uacy ikcayii epaziueocmi 6 6a3zi ma Qopmysannio UbOIPoK Ha
OCHOBI MHOJICUHU Kpumepiig 8i060py.

KirouoBi cioBa: epaznueocmi ee6-pecypcis;, oyiHIOBAHHA Napamempis, iH-
MEHCUBHICb NPOABY, KPUMUYHICMb 8PA3IUGOCHII.
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Paccmompenvl akmyanvuvie 6onpocol oyeHku napamemposg ysa3eumocmell
8eb-pecypcos O/ UCNONL30BAHUA 68 KAYecmee 8XOOHbIX OAHHbIX 68 MAPKOBCKUX
mooensax docmynnocmu. Ilpugeedenvl pacuemovl UHMEHCUBHOCMU NPOSGIEHUS VA3
gumocmeli 00OCmynHocmu 6eb-cepeepos cemeticmea Apache na ocnoge 6b160pok
3a 2015 u 2016 2e. B cmamve paccmampugaromest Ces3u mexncoy oazamu ysa3eu-
Mmocmetl, 8 yacmuocmu, mexcoy oazou CVE u opyeumu omxpuimulmu U niamHbsi-
mu penosumapuamu. OcHogHoe BHUMAHUE YOeNsemcs 0NPOCam aKmyanu3ayuu
npuUeOdenHHoU 6 OMKPLIMbIX 6a3ax uHopmMayul, YMouHeHUulo 6pemeru Qurcayuu
yazeumocmu 8 b6aze u GopmupoeaHuro blOOPOK HA OCHOBE MHOMCECMBA Kpume-
pues ombopa.

KiroueBsie cnoBa: yszeumocmu 6ed-pecypcos; oyenusanue napamempos; UH-
MEHCUBHOCTIb NPOSGNEHUSL; KPUMUYHOCb VA36UMOCTIU.

In this paper we consider issues of obtaining information from open
databases of vulnerabilities and the creation of excerpt according to several
criteria. The relevance of the topic is due to the need to ensure the
parameterization of samples. Simulation helps increase the likelihood of detecting
a vulnerability before it is used by attackers. The issues of assessing the
parameters of vulnerabilities of web resources are considered. These parameters
are used as input in Markov availability models. Availability is included in the set
components of information security (confidentiality, integrity, availability).

The article discusses the relationship between databases of vulnerabilities.
The relationships between the CVE database and other open and paid
repositories are analyzed. Analyzed the current state of relations (uplink or
downlink). The focus is on issues of updating the information given in open
databases. The activity of the database, their openness, paid access or the
possibility of trial / limited use are determined.

For processing, information from the NVD vulnerability database in the
form of archived XML files was obtained and refined. The following parameters
were used as input parameters for Markov models: the intensity of the
manifestation of vulnerabilities and the criticality of the attack. The calculations
of the intensity of the availability of vulnerabilities of Apache family of web
servers based on samples for 2015 and 2016 are given. Attention is paid to the
specification of the time of fixation of vulnerabilities in the database and the
formation of samples based on a set of selection criteria from the open bases of
vulnerabilities of NVD and CVE.

The results of the study showed that in 2016, new vulnerabilities from the
sample were recorded 3.23 times faster, but at the same time, their criticality
decreased by 3% on average. The tendency of gradual growth of interest to
network software products, in particular Apache web servers, is confirmed.
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To speed up and more convenient excerpt creation, it is advisable to deve-
lop software that automatically creates the necessary excerpte after selecting the
formation criteria. Also, to improve the results of the study, it is necessary to
refine the vulnerability information in several open bases.

Key words: vulnerability of web resources; parameter estimation; intensity
of manifestation, critical score.

IMocTanoBKa mpo6JeMH. 3a OCTaHHI JNECATUIITTA 3aJEKHICTh Cy4acCHOTO
CYCIIUJIBCTBA BiJI KOMIT'IOTEPHUX CHUCTEM ICTOTHO 3pocia. baHKiBChKi omepaiiii,
YIpaBIiHHS TOPTiBJICI0 PUHKIB, aBTOMAaTU30BaH1 BIfiCbKOBI i Jep)kaBHI CUCTEMHU
BCe OLTIbIIE 3aJIe’KaTh BiJl KOMIT FOTEPHUX CHCTEM. Y PE3yJIbTaTi pU3UK peastizarii
pI3HUX KJaciB arak, siKi 0a3ylOThCs Ha €KCIUTyaTalii HasBHUX BPa3IUBOCTEH y
MpOrpaMHO-aapaTHOMy 3a0€3TEUeHH], U1 KPUTUYHO BaKIUBUX 00’ €KTIB IyXKe
Benukwii [1].

Ak Hacmigok, B HANI JIHI MPOBOAATHCS BEIMKOMACIITAOHI TOCIHIIKEHHS
npobnem Oe3meku Ta KidepOe3nmeKku, BUKIMKAHUX YPa3JIUBOCTSIMH MPOrPaMHO-
amapatHoro 3abOesreueHHs [2]. He3Baxaroun Ha HasBHI 3arpo3H, CYCHIJIbCTBO
BXKE HIKOJIM HE BIIMOBHUTHLCS BiJ] BUKOPHUCTAHHS Mepexi [HTepHeT i KoM 1oTep-
HUX MEpEeX B IIJIOMY, aJUKE BOHHU JalOTh BEJIWYE3HI MOXKIMBOCTI Y (piHAHCOBIH,
MOJIITUYHIH, BIHCHKOBIH Ta iHIINX Tanmy3saX. [locTiiiHe BIOCKOHAIEHHS TEXHOJIOT1i
Oesrieku B 1H(MOpMAIIHHOMY CBITI HE MOXXE TapaHTyBaTH aOCOIIOTHY 3aXHIIE-
HICTh KOMII ' IOTEPHHUX CHUCTEM.

BpaznmuBocTi BUABIISIIMCH Y BCIX OCHOBHHUX OTIEPALIMHUX CHCTEMaXx 1 JI0aT-
kax. Tak sK TOCTIHHO 3HaXOJATh HOBI BPA3IUBOCTI, €AWHHUMA IIISX 3MEHIIUTH
WMOBIPHICTh 1X BUKOPHUCTAHHS 3JIOBMHUCHUKAMHU TIOJISITA€ Y BUKOHAHHI Oe3repepB-
HOTO MOHITOPHHTY 3aXHIIEHOCTI, 0 mepeadadyae MmocTiiHe BiJICTEKEHHS TOSBU
Bpa3IMBOCTEH, OMEpaTHBHE BCTAHOBICHHS OHOBJICHb T4 BHUKOPUCTAHHS 1HCTPY-
MEHTIB MPOTHU/IiT MOXKJIUBHM aTaKaM.

Hanpuknan, Bpa3iauBiCTh onepaniiHoi CUCTEMU MOXKE HMPU3BECTH JI0 BUTO-
Ky KoMepIiitHoi iHdopmartii, mo CopuIruHUTh 3HauHI ()iIHAHCOB1 BTpaTH. Y TaKHX
yMOBaxX KOpUCHO Oyno 0 MaTu 3MOTY OI[iHIOBaTH, HPOTHO3YBaTH O€3MeKy
KOMIT FOTEPHOI CHUCTEMH, 1i KOMIIOHEHTIB, JIOKaJbHUX 1 BeO-pecypciB. OgHuM 3i
Croco0iB IPOTHO3YBaHHS OE3MEKH € MOJICIIOBAHHS MPOIECIB BUSBICHHS U YCY-
HEHHsI Bpa3JIMBOCTEH HA OCHOBI CTaTUCTUYHUX JaHUX, 310paHUX 3a MEBHUH mepi-
oJ1 )kuTTeBOTO UKy (nani — XKI[) mporpamuux 3aco0is.

AHaJi3 ocTaHHIX H0ciaKeHb i myOJikanii. [3 KO)KHUM poKOM criocTepi-
raeTbCs MIiJBUIICHHS 3al[iKaBICHOCTI HAYKOBIIB 1 HE3aJIEKHUX TOCIITHUKIB-
€HTY31aCTiB SIK 0 MUTAHHS BUSIBJICHHS Ta 3aHECEHHS HOBUX BPa3IMBOCTEH 10 Bi-
nomux BJI, Tak i 10 Bukopucranus nocrynnoi B b1 inpopmarii 1 oriHroBaHHS
3aXUIIEHOCTI iHQOPMAIIHHUX CUCTEM 1 BEO-pecypciB.
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Humni icuye minuit pspg ingopmariiiaux pecypciB [HTepHeT, sSKi HaAarOTh 1H-
dbopmariito Ipo Bpa3IMBOCTI HA CTOPIHKAX CBOiX caiTiB. OgHA 3 HAWBIAOMIIINX
6a3 BpaznuBocTel — “3aranbHi BpaziauBocTi Ta pusuku” (Common Vulnerabilities
and Exposures — CVE) kommanii MITRE [3]. basy CVE 06ibIicTh JOCTiTHUKIB
BB@)XA€ €IMHUM 1 IEPBUHHUM IMOCTAYIBHUKOM iIeHTH(]IKATOPIB BPa3IUBOCTEH.
L1i imenTH(diIKATOPH BUKOPUCTOBYIOTHCS ISl OAHO3HAYHOTO MO3HAYCHHS OJHIET i
Ti€l K ypa3nMBOCTI iHImMMH Bimomumu Oazamu naHux (Secunia [4], Security
Focus [4] Ta i1.), 6a3amu excruioitiB (Exploit Database [6] Tomno) 1 6roneTeHs Mu
oesnexku (Microsoft Security Bulletin [7], US-CERT [8], Android Security
Bulletin [9] Tomo). Henonik B/ CVE — 11e BicyTHICTh B OMUCI BPa3IUBOCTEH
cnernuikarii mporpamMHo-anapaTHoro 3ade3nedeHHs. [ BU3HAUEHHS IIiET cIie-
nudikaii moTpiOHO BUKOPUCTOBYBATH MEPIIOHKEpPENa, K1 Haaamu iHGOpMAIIilo.
Hanpuknan, 6a3a gannx BpaznuBocteid NVD [10] mo3Bosisie TouHO imeHTH]IKY-
BaTH BPa3JIMBUI MPOrpaMHUI MPOAYKT Ta MOTO BEpCilo, OTpUMATH iH(POpMAIio
PO CIOCIO aTaky, 3a sIKO1 TaHa BPa3JIMBICTh BUSBISE ceOe, pi3HOBU/L 3aTPO3H Ta
1HIIIY KOpHUCHY iH(OpMAILilo.

VY mparix HayKOBILIB JOCTIIKYBaIUCh MUTaHHS (POpPMYyBaHHS aJbTepHATHB-
Hux (Oimem 3pyunux) b/l [11], Bukopuctanus indopmarii 3 B/l BpaznuBocreit
st ToOynoBH Moaenei 3axuieHocti [2; 12; 13]. Ha ocobnuBy yBary 3aciiyro-
BYIOTh JOCTIP)KEHHSI PU3HKIB, TIOB’ SI3aHUX 13 BITHAXO/KEHHSM Ta €KCILTyaTaIli€lo
Bpa3MBOCTEH BeO-pecypciB. Taki MOCHIKEHHS MOXKHAa YMOBHO TIOJUJTUTH Ha
aHaII3 pU3UKIB HA OCHOBI CTaTUYHUX IMOBIpHICHUX Mojenel [14] ta mocmimkeH-
Hsl 3MIHH y Yaci MOKa3HUKIB 3aXHILIEHOCTI CUCTEM, 30KpeMa JTIOCTYITHOCTI, Ha OC-
HOBI TWHAMIYHUX MapKOBChKUX Mojenei [13; 15]. [luranus mapamerpusarii qu-
HaMIYHUX MOJIeIel YacTKOBO Oymnu po3risHyTi B [16; 17].

Meta cTaTTi — mapamerpusailisi Bpa3MBOCTEl Ha OCHOBI BHOIPOK 13 Bij-
KpuTux 0a3 nanux. s po3B’s3aHHS 3a/1a4l HEOOX1JHO TOCTIIOBHO MOOYAyBaTH
BHOIpKY 3 0a3¥, yTOUHUTH OTPUMaH1 JaHi Ta OTPUMATH KUTBKICHI OITIHKH.

Buxiaan ocHoBHOro marepiaiy. Ctan nHociipkeHb y MUTaHHSIX 1HGOpMa-
1iiHOI Ta KibepOe3neku MoTpedye aaeKBaTHOTO YSBICHHS CUTYAIlil CbOTOJCHHS.
I3 yacom BUABJISIOTHCS HOB1 BPA3JIMBOCTI y PO3pOOJIEHOMY MPOTPaMHOMY 3a0e3-
MeYeHH1, BUXOAATh HOBI Bepcii mporpam, po3poOJIIOTh K €KCIUIOWTH (CKPUIITH
Ta MPOrpaMu ISl BUKOPUCTAHHS BPa3IUBOCTEH), TaK 1 MaT4i, 0 yCYBAIOTh BHSIB-
JeHi Bpa3nuBOCTi. Uepe3 MeBHI NPUUMHH (JOCUTHh 4acTo uepe3 (piHaHCYBaHH:)
MPUTIUHAIOTH (PYHKITIOHYBaHHS BEIMKI W MaJli TIPOEKTH, IO PO3POOJISIIOTH 1 Cy-
MPOBOKYIOTh 0a3u BpaznuBocTe. HuHi mono ¢iHaHCyBaHHS, HAOBHEHHS Ta
CYIpPOBOJY, a TaKOXX HMIATPUMKHU B3a€MO3B’s13KiB omopHoio b/l BpasnuBocreil €
6a3a CVE. 111 6a3a miaTpuMy€e B3a€MO3B’SI3KH 3 IHIIUMH PEMO3UTAPIsIMH, 110 Bi-
noOpaxeHo Ha BIAMOBIIHIN cTOpiHIN pecypcy [18]. Ha MoMeHT HanmucaHHs cTaTTi
HapaxoBYeThCsl 83 MOCHIIAHHS Ha IHII Perno3uTapii, ajie, U0 BaXKIMBO, JESKi 3
HUX YK€ IPUTTUHUIIN TMIATPUMKY ITPOCKTIB.
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[Tix gac mociimkeHHs MKepen B3aemo3B’s13kiB 0azu CVE Oymno po3risHyTo
0a3u 1aHuX 13 PI3HUMHU MOJEIIMHU focTymy (puc. 1). OCHOBHUMHU BHJIAMH JIOCTY-
My € BIIKpHUTHH 1 3akpuTHil. Binkpura bJl 3a6e3nedye qoctym 10 AaHUX TIPO Bpa-
3IUBOCTI Ul KOpHCTyBauiB 0e3 Oynb-skux oOMexeHb. JlocTynm 10 JaHuX y 3a-
KpUTiK 0a3i HEMOXXJIMBUI 0€3 BUKOHAHHS TIEBHUX YMOB, 3a/IaHUX BJIAaCHUKOM B/
(sIK IpaBUJIO, MIJIATHUN JOCTYII).

Takox icHyroTh 3akpuTi BJl, mo garoTh KopucTyBaueBi 0OMEXeHUH, abo
HaBiTh MOBHUI 10CTyN Ha poOHuit nepion. HaBmaku, aesxi Biakputi b/l yactko-
BO OOMEXYIOTh 1H(pOpPMAIIIIO TIPO Bpa3IuBIiCTh. Taki crocodou moctymy a0 b/l e
MOJKHa 3apaxoOBYBaTH /10 OCHOBHHX Yepe3 THUMYACOBICTH/OOMEKEHICTh TaKOTO
noctymny (Ha puc. 1 mo3naueno b/l i3 mpoOHUM miepiogoM/oOMexeHUM (YHKITIO-
HaJIOM).

_

Bbas3u gaHux

MpoGHuin
nepion/
obmexeHnn
dyHKUiOHan

Bigkpwri

Puc. 1. Knacudixkarist Bpaznusocteii b/ 3a cmocobom noctymy

Penosurapii, Biamiueni y b/l CVE, Takox MOXXHa PO3AUIUTH Ha TpyNu
(puc. 2) 3a XxapakTepoM KOHTEHTY Ta WOT0 BITHOIICHHSM JI0 TIEBHOTO 00’ €JIHY-
BaJIbHOTO (hakTopa (HaiyacTime TakuM (GaKTOpOM € KOMITaHiI—pO3POOHHUK TPO-
rpamMHOro 3abe3mnedeHHs). YHiBepcanbHi b/l He MalOTh OCHOBHOT'O KPHUTEPIIO
JUIsl BITOOpY Bpa3IMBOCTEH y CBO1 0asm; crernianizoBani bJ] maioTh equny temy,
o 06’ eqHye iHQOpMaIlilo MPO BPAa3IUBOCTI. 31 CBOTO OOKY crelianizoBaHi Mo-
ninsroTbest Ha BJI, B sikux 310paHi Bpa3aMBOCTI MPOIYKTIB SKOIOCh OJHOTO BH-
poOHuKa (3aranpHi 3a BUpoOHUKOM) Ta B/I, siki HaKOMMUyIOTh 1HGOPMALIIIO PO
BPa3JIMBOCTI OJHOTO THUIY MPOAYKTIB Pi3HUX BUPOOHMKIB (cremianizoBaHi 3a

MPOAYKTOM).
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Ba3n gaHux

+—1 \—+

YHiBepcanbHi B[] CneuianisoBaHi b/}

+—1 \—+

B[, 3aranbHi 3a
BUPOOHNKOM

B/l, cneuianizoBaHi
3a NpoayKToOM

Puc. 2. Tunizanis Bpaznusoctei B/]

ITpoext CVE pozpoduna i mintpumye kommnanis MITRE 3 1999 p. Ha ciuens
2019 p. B/] napaxoye 143 934 3anucu (111 623, 3a ganumu BeO-caiity). B Tadm. 1
BimiOpani BJI, mo Oynu mpencTaBieHl y CIUCKY MEPEXpPEeCHUX TMOCHIIaHb 0a3u
CVE, Ta akTuBHI cTanoM Ha KiHelb 2018 p. ['010BHUME IpUYMHAMEU NIPUITUHEH-
HS POOOTH PEIITH PEMO3UTapiiB CTad OAHKPYTCTBO Ta PECTPYKTYPHU3AIisl KOM-
naHii, mo crBopuau 1i bJI.

Ta0muns 1
B/l nepexpecanx nocunans 6a3u CVE
(akTHUBHI cTaHOM Ha KiHenb 2018 p.)
Hazga URL ajnpeca Tun
1 2 3
3aKpHUTa
http://www-01.ibm.com/support/search.wss?rs= (be3kormToBHA
AIXAPAR O0&apar=only 30-nenHa
Bepcis)
APPLE http://lists.apple.com/archives/security-announce BiJIKpHTa
CERT http://www.cert.org/advisories BiJIKpHTa
CERT-VN http://www.kb.cert.org/vuls BiJIKpHTa
http://www.checkpoint.com/defense/advisories/public/ .
CHECKPOINT summary.html BiJIKpUTa
http://www.cisco.com/en/US/products/products_securi .
CISCO ty advisories_listing.html BlikpuTa
CONECTIVA | http://lwn.net/Alerts/Conectiva/ BiKpHTa
DEBIAN http://www.debian.org/security/ BiKpHTa
EXPLOIT-DB| http://www.exploit-db.com BiKpHTa
https://lists.fedoraproject.org/archives/list/announce @I .
FEDORA ists.fedoraproject.org/ BlikpuTa
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3akinyeHHs Taoi. 1

1 2 3
FREEBSD http://www.freebsd.org/security/ BiJIKpHTA
GENTOO http://www.gentoo.org/security/en/glsa/ BiJIKpHTA
JVN http://jvn.jp/en/report/index.html BiJIKpHTa
JVNDB http://jvndb.jvn.jp/ BiJIKpHTa
MANDRAKE | http://lwn.net/Alerts/Mandrake/ BiJIKpHTA
MS http://Amww.microsoft.com/technet/security/current.aspx BiJIKpHTA
NETBSD http://www.nethsd.org/Security/advisory.html BiJIKpHTa
OPENBSD | http://www.openbsd.org/security.html BiJIKpHTA
REDHAT http://www.redhat.com/support/errata/index.html BiJIKpHTA

3aKpUTa
SECTRACK | http://www.securitytracker.com (qa(;gg S?HOI
HE 3a3HaYCHMI)
SECUNIA http://secunia.com/advisories/ BiJIKpHTA
SLACKWARE| http://www.slackware.com/security/ BiJIKpHTA
SREASON | http://securityreason.com/security alert BiJIKpHTa
SUSE https://www.suse.com/support/update/ BiJIKpHTA
TURBO http://www.turbolinux.com/security/ BiJIKpHTA
UBUNTU http://www.ubuntu.com/usn/ BiJIKpHTa
VIM http://www.attrition.org/pipermail/vim/ BiJIKpHTA
3aKpuTa
XF https://exchange.xforce.ibmcloud.com/ (beswonrrossa
30-nenna
BepCis)

Dopmyeanus eudipku 05l OYIHIOBAHHS EXIOHUX NAPAMEMPI8 MAPKOBCLKUX
Mmooenetl 00CmynHoCmi

Sk BXigHI mMapaMeTpu MapKOBCBKHUX MOJIENEH OI[IHIOBAHHS JTOCTYITHOCTI
MOXe OyTH BHKOPHUCTAHO 1HTEHCHBHICTh BUSIBY BPa3JIMBOCTEH Ta KPUTHUYHICTH
ataku [17]. JIns owiHIOBaHHS CEpeIHHOTO 3HAYCHHSI IHTCHCUBHOCTI BUSBY Bpa3-
JIMBOCTEMN MpHU MOMYHIEHHSX, 3a3Ha4eHUX y [16], MOKIMBO BUKOPUCTAHHS Yaco-
BUX MITOK — 4acy ¢ikcarii BpazauBocTi B b/l (sik1o Bpa3iauBicTh 3adikcoBaHO B
PI3HUX PEMO3UTapisiX, HEOOXIJHO BU3HAUYUTH HAHUpPAHHIIIMK Yac BHECEHHS Bpas-
nuBocTi B BJT).

JocmimxkeHHs aat, mo Mictateesa B ¢aitnax ¢dopmarie CVE, CVRF 1 NVD,
MOKa3yloTh, 10 MyOuikamis ogHiel i Tiel x BpasnuBocTi B NVD BinOyBaeThCs
3HAYHO Ti3HINIE (SK MpaBUJIO, Yepe3 KiJbKa THIKHIB, a 1HOMI M MICSAIIB), HIK y
CVE a6o CVRF. [lanuii hakt Moke CBIIUUTHU MPO Te, MO (PaxiBLsM, SKi CYIpo-
BO/UKYIOTE 0a3y NVD, motpiOHo Oinbiie yacy mepena myoOsmikamiero iHbopmarii

74 ISSN 2521-6643 Cucremu Ta texnoJorii, Ne 1 (57), 2019



PO BPa3NMBICTh, 1100 310patu Oinbine iHGOopMarlii mpo Hel (MEeTPUKH KPUTHIHO-
CTi Bpa3JIMBOCTI, CIIMCOK BPa3JIMBUX MPOAYKTIB, THII 3arpo3H, 110 MOJAETHCS Bpa-
3JIUBICTIO, Ta 1HINY KOpUCHY iH(opmarito). [lopiBHsHHSA mat myOmikarii iHbOp-
Marlii nmpo Bpa3nusicTh y 6a3i ganux NVD 3 indopmariiinumu GroieTeHsIMH po3-
POOHHKIB Bpa3IMBHX MPOTPAMHHX IMPOIYKTIB, Y SKHX aHOHCYETHCS BHITYCK BH-
NpaBJIeHb JUIsl YCYHEHHs Bpa3jMBOCTEH, MOKa3ye, IO 1i JaTH MEepeBa)kHO 30ira-
10ThCs. OTKe, OyJI0 BUCYHYTO MPHUNYIIEHHS MPO Te, 10 JaTy myOsikaii iHbop-
Marlii npo Bpa3nuBicTh y 6a3i NVD MoxkHa BBa)KaTH AAaTOI0 BUIYCKY OHOBJICHHS,
10 yCyBa€ Bpa3inuBicTh. BomHowac naty myOsikarii iHGpopMaliii mpo Bpa3iuBICTh
y 6a3i nanux CVE (y ¢opmari CVRF) moxHa BBaXkaTH 1aTOI0 O(DIliHOTO BUSB-
JieHHs (PO3KPUTTS) BPa3IUBOCTI.

3a ocHOBY MiJ 4yac 00’ €qHaHHA iH(OpMAIlil PO BPA3IUBICTD 13 PI3HUX JIKE-
pen (CVE, CVRF 1 NVD), 6ynu npuitasati Taki gomymieHss [12]: 1) maTtoro po3k-
PUTTS BPa3JIUBOCTI BBAKATH MIHIMAIBHY 3 JaT Y PO3TISHYTHX JDKEpEIax JaHHX;
2) [aTor YCYHEHHsI BPa3JIMBOCTI BBaKATH MaKCUMAIbHY 3 JaT y PO3TIISTHYTHX
mkepenax ganux. [Ipu 1boMy Citijl 3a3Ha4YMTH, MO AaTH MoAUDiKaIlii 3amucy mpo
Bpa3JIUBICTh HEe OEpyTh ydacTi B MOIIYKY JAaT PO3KPUTTS W YCYHEHHS, OCKUIBKH
BOHM HE BiI0Opa)kaloTh CTaJlil0 BPA3IMBOCTI, a JHIIe TOH (akT, 1m0 Lei 3amuc
OyJ10 3MIHEHO.

OTpumaHHA JaT BUSBJICHHS 1 YCYHEHHS BPA3JIMBOCTEH Jla€ 3MOTY 3aCTOCY-
BaTH amapaT MapKOBCHKOTO MOJICITIOBAHHS Ta CUCTEM MAaCcOBOTO OOCITyrOBYBaHHSI
ISl OLIIHIOBaHHS PiBHS BPA3JIMBOCTI yCi€l KOMI ' IOTEPHOI CUCTEMHU. Y LIIOMY aj-
TOPUTM OTPUMAHHS ITUX MapaMEeTPiB HAa OCHOBI CTATHCTHYHOIO aHAJI3y y3aralb-
HEHOi 0a3M JaHUX MPO BPA3JIMBOCTI CKIAJAETHCS 3 TAKUX CTaIlIB:

1) dimpTpaliis Bpa3aMBOCTEH i3 JOCTIIKYBAaHOTO MPOrPAMHOTO MPOIYKTY i
JUTSE HEOOX1HOTO IHTEpBAIy Yacy;

2) rpyIyBaHHS Bpa3JIMBOCTEH 3a OJHIEIO 3 JIaT, 3aJIe)KHO BiJ TUIY, BiJ Ia-
pameTpa, SIKUi MOTPiIOHO OTPUMATH B PE3yJIbTaTI;

3) mepepaxyHOK aOCOJIFOTHOI JJaTH BHUSBJICHHS BPa3JIMBOCTI B 1HTEPBaJIb-
HY, BITHOCHO MOYaTKYy OCI1)KYBAaHOTO 1IHTEPBay, B TOJIUHAX;

4) nociiKeHHS 3aKOHY PO3IOALTY 3 OLIHIOBAaHHSIM 3HA4YE€Hb WOTO mapa-
METPiB.

st popMyBaHHS MiAMHOKUH-BHOIPOK Bpa3IUBOCTEH (Ha MPUKIIAAL CiMei-
cTBa BeO-cepBepiB Apache) Oyio 3acTocoBaHO Taki KpuTepii BinOopy:

— arpulyT “cvss:access-vector” — 3snaueHHst MmepeskHe, (Network, N);

— arpuOyT “cvss:availability-impact” — 3nadenns gactkose, (Partial, P) ta
noBHe, (Complete, C);

— atpubyT “vuln:product” — 3HaueHns “* Apache*”;

— arpuOyt “vuln:published-datetime” — 3Ha4yeHHS, IO MIiCTHTH JOCIHIIKY-
BaHHI YaCOBUN MPOMIKOK (KOHKPETHUH PIK).
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JIist aHAMI3y HEBEITMKOI KIJTBKOCTI BPa3IMBOCTEH MOYKHA CKOPHCTATHCS CTO-
piHKOIO po3imupeHoro nomyky B 6a3zi NVD [19]. ¥V posmmpenomy nouryky B 6asi
JaH1 BUJIa4yi PO3AUICHb Ha CTOPiHKHU 110 20 3amuciB Ha KOxkHiH (puc. 3).

¢ C 8 [ @& manistgoy

—

Search Vulnerability Database

SearchType: Basic @ Advanced Published Date Range

RouBTYE  § (Nendew © Sahsnics Scarch Start Dt [
End Date: v v
WEVWOI] SEaICh: - -
Exact Match Last Modified Date Range
TVF identtfler: e i5)
Categury (CHE: I+ e = 12
Contalns Hyperiinks:
[PEName enioes eyword 1o find the CPE [EStecatet
\endor:
Product:
CVS5 Metrics i
Search

Puc. 3. Be6-iaTepdeiic posmmpenoro nomryky NVD
1u1s1 GOpMYBaHHSI TTAMHOKHWH BPa3JIMBOCTEH TOCTYITHOCTI

Ile cyTT€BO YCKIIQJHIOE OTPUMaHHS i 0OpOOKY BHOIPKM BEIMKOTrO 00CATY
Ta pOOUTH HEJOLIBHUM PY4YHY OOpOOKY JJaHMX JUIi BUKOHAHHS MOCTABJICHHUX 3a-
BlaHb. ToMy 00paHO OB MPUWHATHUI BapiaHT 0OpOOKH 0a3u Bpa3IMBOCTEH Y
Burisiii XML-nokymenTiB. [[isi mboro HEOOXiqHO 3aBaHTAXUTH 3 caiity NVD
apxiBHHI (aiin 3a BiANMOBiHUI pik. B oTpuMaHux y pe3ynpTarti QinbTparii MHO-
KMHaX BPa3IUBOCTEH HeoOXigHO 3adikcyBatu mapamerpu “published” Ta
“base_score”.

Byno posrnsiHyTo 1Bi BHOipKu 3 B/l 11 BpaznuBOCTEH TOCTYMHOCTI CiMei-
cTBa BeO-cepBepiB Apache y 2015, 2016 pp. Pe3ynbpTaT omiHIOBaHHS TapaMeTpiB
€KCIIOHCHINIAJIBHOTO PO3MOJUTY OTPUMAaHO 3a JIOMOMOTOI IHCTPYMEHTapiro
“Distribution fitting tool” makera Matlab.
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Puc. 4. Pe3ynbratu O1liHIOBaHHSI TApaMeTPiB BUSBY BPa3IUBOCTEH JOCTYITHOCTI
cepBepiB Apachey 2015, 2016 pp.

Ockibky 1H(OpMALLis PO BPa3IMBOCTI MOXKE HAIWTH B 0asy sIK Bij Crieriaic-
TiB 3 O€3MeKu, Tak 1 MCsl iX eKCIuTyartallii 3JIOBMUCHHKAaMH, TO Yac peecTpartii
BPA3JIMBOCTI BifloOpa)ka€ CTYMIHb 3aIliKaBICHOCTI JOCHiAHUKAMU KOHKPETHUM
eleMeHTOM BeO-cepBepa. OUueBUIHA TEHICHIIIS TOCTYIIOBOTO 3pOCTaHHS 3alliKaB-
JIEHOCT1 10 MEPEKEHUX MPOrpaMHUX MPOAYKTIB, 30Kkpema BeO-cepBepiB Apache
[15]. Tak, cepeaniii yac peectpaiii HOBUX BpPa3IMBOCTEH JOCTYITHOCTI CEpBEPiB
Apachey 2016 p. ckopotuBcs y 3,23 pasza mopiBHsHO 3 2015 p. Takox cruin 3a-
3HAYMTH, IO CEPEAHS KPUTHUHICTH Bpa3nuBocter y 2015 p. (6,96) Oyna Ginbioro
3a e ke mokasHuk 2016 p. (6,78).

BucHOBKH 3 1aHOT0 JOCTiIKeHHS i MePCNeKTUBH NMOAAJbIINX PO3BIIOK
y AaHOMY Hanpsimi. Po3ristHyTo muTaHHs apaMeTpu3aliii Bpa3InBOCTEH Ha OC-
HOBI BUOIPOK 13 BIAKPUTUX 0a3 JUIsi BAKOPUCTAHHS Y SKOCT1 BX1IHUX JaHUX Map-
KOBCBKHX MOJIETICH OI[IHIOBAHHS JJOCTYITHOCTI B€O-PECYPCIB.

[TpoananizoBaHO aKTyaJIbHHUIA CTaH 3B’sI3KiB BIAKpUTOI 0a3u BpasmBocteit CVE
3 iHIMME 0a3aMu BpazuBocTel. BuzHaueHo akTuBHICTD B/l X BIAKPHUTICTD, TUIATHUIA
JOCTYI YA MOYJIMBICTh TIPOOHOTr0/00MEKEHOTO0 BHUKOPHCTaHHA. PO3rsiHyTO OTpH-
MaHH{ Ta yTOYHeHHs iHpopmaltii 3 6a3u qanux Bpasmusocteit NVD.

Bukonano napamerpusaiiito Bpa3nuBocTeil Be0-cepBepiB cimeiicTBa Apache
Ha piuHux iHTepBasiax 2015, 2016 pp. Ha 0CHOBI BUOIPOK 13 BIZKpUTUX 0a3 Bpas-
nuBoOCTeH. Pe3ynbraTu gocmimpkenHs nmokasand, mo y 2016 p. HOBi Bpa3nuBoOCTi 3
BHOIpkH ¢ikcyBanucs y 3,23 pa3a mBHUIIIE, ajie TIPU IbOMY B CEPEIHBOMY TXHS
KPUTUYHICTh 3MEHIIMIach Ha 3 %.

JIy1st MPUCKOPEHHSI M 3pYYHIIIO CTBOPEHHS BUOIPOK MOIIILHO PO3pOOHUTH
nporpamMHe 3a0e3neueHHs], IKe aBTOMAaTHYHO CTBOPIOBATHMME HEOOXiTHY BHOIpKY
nicig BuOopy kputepiiB popmyBanHs. Takox A MOKpaIIaHHS Pe3yIbTaTiB J0C-
JJOKEHHST CITiJ] YTOYHIOBATH 1H(GOPMAIIIIO PO BPA3IHUBICTh Y ACKIIBKOX BiJIKPH-
THX 0azax.
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