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[Ao6arbHi BUKAHMKY H 3arpo3H HalioHaAbHIH Ge3newi
B iH(ropMaLinHIA cepi

VY crarTi po3nISTHYTO OCHOBHI T€ONONITHYHI 3MiHM B iH(OpMaLiliHii cdepi, TeHaeHuii po3-
BUTKY iH(QOpPMAIIIfHOTO IPOCTOPY HA TIOOATHHOMY, PETiOHATFHOMY 1 HAIllOHAIEHOMY PiBHSX,
KITIOYOBI IpoOIeMH Ta CydacHI BUKIIMKH 1 3arpo3W HalioOHANBHINA Oe3meni B iHpopMamiiHii

cepi.

Knwouosi cnosa: nauionansHa 6esnexa, iHhpopmariiiina cepa, iHpopmariiina Oe3neka, Bu-

KJIMKH 1 3arpo3w, iHdopmariiiine npoTnbopcTBo.

ImobGanmsHMI po3BUTOK iH(DOPMAITIFTHO-
KOMYHIKaIlifHAX TEXHOJIOT1H TOPOIUB HOBI
iH(opmMawiiiHi BIAHOCHHY Ta OpraHi3auiiiHi
(hopMu B eKOHOMIIIi i BUPOOHHMIITBI, CTaB
HOBHM JDKEPEJIOM MTPOIYKTUBHOCTI Tparii
1 aKTHUBI3yBaB IPOIeCH (OPMYBaHHS TJIO-

6anpHOi ekoHOMikH. CTae Bce OB Ove-
BUJIHUM, 1110 iHQopMarlist Ta iHdopmamiiHi
peCypCH € HaBa KJIMBILIMMH YHHHUKAMU
PO3BHTKY, CTPaTEri4HIM PECYPCOM, JIE Tiep-
BUHHOIO € HE BAPTICTh Mpalli Ta TPHPOJHUX
pecypciB, a BApTICTh 3HAHb.

© TMunarrayx B., Jsvo6ans O., 2014 Bicuuk Hanionansnoi akanemii npasosux Hayk Ykpainu Ne 3 (78) 2014 43



3ATAABHI TUTAHHA [MPABOBOI HAYKH

Iadopmarrist crana mpogyKTUBHOO CH-
JIOFO 1 TOBAPOM, SIKHI TIPOAETHCS 1 KyITy-
€TBHCS1, OTHOYACHO Oy/Iy4uH 3aC000M 3axHc-
Ty 1 Hanaxy y BiJICTOIOBaHHI JepKaBHHUX,
KOPIIOPAaTHBHUX 1 OCOOUCTUX IHTEPECIB
Cy0’€eKTiB BIagHUX BimHOCHH. HopmaibHa
KUTTEAIATBHICTh TIOANHH, CYCITIIBCTBA
1 IepKaBH cTaja IiJIKOM BU3HAYATHCS PiB-
HEM PO3BHUTKY, AKICTIO ()YHKI1OHYBaHHS
i 6e3nekoto iHopmauiitHoi chepu, ae BU-
PIlIAJILHIMH € SIKICTB 1 INBUJIKICTH 00p0O0-
KM iHpOpMaIrii.

Crix 3ayBakuTH, 10 PO3BUTOK 1H(OP-
MariiiiHoi cepu He BU3HAE HAI[IOHATILHO-
JepKaBHUX MEX 1 Bele 0 YTBOPECHHS
rmobanbHuX iHQOpMaLiiHUX pecypciB,
KOHTPOJILOBAaHUX MIXKIEPKaBHUMH Opra-
Hi3allisIMH 1 KOpIoparisiMi, 1o HaB’ f-
3YIOTh CBOI CTaHIApPTH MOBENIHKH 1 MHC-
neHHs. ToMy BHCTIB «XTo Bonoie iH(Op-
MAIli€0 — TOH BOJIOJIE CBITOMY» — CIIOBHA
MiATBEPAXKYETHCS MOTMITHYHOIO ¥ €KOHO-
MIYHOIO MTPAKTHUKOIO.

Bapro Takox 3BepHYTH yBary Ha Te,
10 B Cy4YacHiil reomoNiTHYHINA CUTyaii
3MiHIOEThCS TIOJITHKA MPAKTHYHO BCiX €B-
poIeicbKHUX KpaiH, a TAKOXK POJIb 1 Miciie
BiliChKOBO-TIOJIITHYHUX MEXaHi3MiB 3a0e3-
neyeHHs1 Oe3neku i oboponu. Ha mepmii
IJIaH BUCYBAETRLCS MTpodiieMa OyIiBHUIITBA
HOBOI CHCTEMH €BPOTICHCHKO] 1 HAIlIOHAITh-
HO1 Oe3neKu, sSKka Mae BKIFOYaTH BCi Ha-
SBHI 1HCTUTYTH Oe31eKu Ta 00OpOoHH 3a
YITKOTO MOITY 1X (DYHKIIIH.

3 reonoNMiTHYHOI TOYKH 30py HOBA 1H-
(dhopmariiftHa epa 3MiHIOE TPATUTIIHHI YsIB-
JIEHHSI TIPO CUMBOJIM MOTYTHOCTI 1 CITOCO-
Ou JOCATHEHHS CBITOBOT'O MaHyBaHHS.
CrnokoHBIiKy WIIIOCS PO HA3€MHUI IPO-
CTip, OTIM — IPO MOBITPSHUH 1 MOPCHKHH,
a HUHI MOBa iJie PO aKkTyasi3aiii poi
iHpOpMaITIHHOTO TTPOCTOPY Ta PO HOBE

TT0JI€ TEOITOJIITHIHOTO IMTPOTHOOPCTBA — 1H-
dbopmarniiiny cdepy. Ak cupaBenauBo
ctBepmxkye J. JlyooB, «mosiBa HOBOI iH-
(dhopmarriiiHoi peanbHOCTI (MacmITaOHOL
iH(pOopMaTu3alii, 301IbIIECHHS 3aJIe)KHOCTI
BOEHHOTO CEKTOPY BiJ CydacHUX iHGOP-
MaIliifHIX TEXHOJIOTiH{, CITPOIIEHHS KOMY-
HiKalliil Ta IPUIIBUALICHHAS PyXy iHOp-
MAIlIifHUX MTOTOKIB) CYTTEBO TpaHCHOpMY€E
00abHY PeasibHICTh, a 3apa3oM i Te, SIK
caMe BUKOPUCTOBYIOTHCS KIIFOYOBI ITPO-
CTOpH B iHTEpecax T'eOMOJITHIHUX TPaB-
uiB» [1, c. 106]. Tomy mpobirema cygacHHX
BUKJIVKIB 1 3arpo3 iHdopmariiiHii oe3meri
VYKkpainu € BKpail akTyajbHOIO.

HuHi me Touarbecs cymepedku mpo
enuHy riobanbHy iHpopMaliiiny iHppa-
CTPYKTYpY, TIPO yHIBEpCaIbHI crIocoOH
JIOCTaBKH iH(oOpMAIIii, ajie TTO3HAYFIIACS
IIJTKOM TIeBHA TEHCHIIiS: MaHiBHOI poui
HaOyBae [HTepHeT, He3anepeYHUM JIije-
poM ocBoeHHS sAxoro € CIIIA. OnHak yxe
ChOTOJIHI ICHYE JIyMKa PO HEOOXIAHICTh
ONTUMI3allii MUIAXiB TI00aTbHUX 1HPOP-
MariiHuX moToKiB. ToOTO BXXe MOXKHA
TOBOPHUTH TIPO T€, IO CBIT CTOITh HA IO-
PO31 HOBOI CYyTHUYKH 32 KOHTPOJIb HAJ iH-
(opMaLiiftHUM MPOCTOPOM 1 «TPaHCIOP-
TYBaHHSM iH(pOpMAIIii».

be3yMOBHO, B cydacHUX IeOIoiTHY-
HUX yMOBax 3pocTae 3HaueHHs iHpopMma-
idHOTO hakTopy. YiTKO MPOCTEKYETHCT
TEeHJICHIiS MMABUIEHHS poi iHpopma-
ifHOTO pecypcy AepXkaB y 3arajibHiil
cucTeMi 000poHHOTO MoTeHIiany. Jlo
HaWBaXXIIMBIIIMX HOTO €IEMEHTIB HaJje-
Kath iH(GOpMaIiiHI cucTeMH 1 3aco0u
CTPATErivyHOrO MOTEePEHKECHHS, YIPaBIiH-
Hs Bilicbkamu 1 30poe€lo, HaBirauii, po3-
BIJIKH, paioeIEKTPOHHOI OOPOTHOH.

Jocsraenns iHGopMaliitHOT epeBaru
(mominyBaHHS) 3a0e31e9y€e MOXKIUBICTD
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BUIIEPE/KATH CYNIEpHUKA Y MPUHHATTI
BiICBKOBO-TIONIITHYHUX PIllIEeHb 1 € OCHO-
BOIO I 6arato B 4OMy 3alOpyKOI0 YCHiXy
y BOEHHHX JisiX. SIK 3a3Ha4ar0Th Cy4yacHi
BITYM3HSHI AOCIITHUKH, HAYKOBO-TCXHIY-
Ha PEBOJIIONISI CTBOPIIIA TII00ATBHUHN 1H-
(hopmartiitauii IpoCTip, y SKOMY BOJIOJiH-
Hs iH(OpMAIITHIMH pecypcaMu CTa€ ro-
JO0BHUM (AaKTOPOM TE€OMONITHYHOT
KOHKYypeHIii, ToMy iH(dopMaliiiHa raiay3b
HaJIe)KHUTh JI0 CTpPATEriyHUX 1HTEpeciB
OyIb-AKO1 KpaiHu i moTpedye 0coOIMBOL
yBaru [2—4].

Texuonoriunnii Bigpus CIIA, Smno-
Hii Ta HU3KU €BPONEHCHKUX KpaiH, po3-
rOpTaHHs HUMHU pOOIT 31 CTBOPEHHA Ha
0a3i cyyacHux iH(GOpPMAIiHHUX TEXHO-
JoTiH iHdopMamitHoi 30poi Ta BIHCHKO-
BOi TEXHIKM HOBOTO MOKOJIHHS BEOYTh
JI0 SIKICHO HOBOTO €TaIiry TOHKH 030po-
€Hb. [IpiopuTeTHHIl PO3BUTOK CHCTEM
i 3ac00iB MOMEPEIKEHHSI PO PAKETHO-
sspepuuid Hamaz, 11110 1 [TPO, 36poi Ha
HOBHX (i3WYHHX MPUHIHUIAX YV CYKYTI-
HOCTIi MPU3BOJUTH A0 KPUTUYHOTO 3HU-
JKEHHS PO SIZIEPHOTO CTPUMYBAHHS.

PesynbraT gociiiKeHb AEIKHX BUe-
HUX CBIIYaTh, 1[0 BIUIMB Ha BIHCHLKOBO-
iH(pOpMaLlIHHUI pecypc MOXe CTaTh Ofi-
HUM 13 JpKepeI HeOe3MeKH IS HaIllOHATTh-
HUX iHTepeciB. OCTaHHIMH pOKaMH
HaOiabImI CKIagHOI (POPMOIO BILUTHUBY
BBa)KA€ThCA peieKCHBHE KEPYBaHHS MIPO-
LIECOM MPUHHSTTS BIiICHKOBO-TIOJIITHYHUX
PIIIEHB 3a JOMOMOTOIO IIILOBOTO (hOpMY-
BaHHS iHpopMaItii gu ae3indopmairii, o
CTIOHYKa€ 3aiiicHoBaTH OaxkaHi aii. Ha-
MIPHUKIIA]], IbOMY TUTAHHIO TPULISIETHCS
BENMKa yBara B pamkax npuitnsaroi y CHIA
cTpaTeriyHoi KOHIEMNUii CymepHHUITBA.
[Iupoke BIpoBa)KEHHsI aBTOMAaTH30Ba-
HHUX 1HGOPMAIIHHUX CHCTEM BIIKPUBAE

HOBI MOXXJIMBOCTI 7151 HECAHKLIIOHOBAHOTO
NPOHUKHEHHS 710 3aKpuTOoi iH(popmMamii
1 HaBITH i1 IIJILOBOI 3MIHH, K 3a3Ha4yac
L. JIazapes [5].

TakuM YWHOM, TEOIONITHYHI TPaHC-
¢dopmariii 3yMOBIIOIOTh XapakTep BilHO-
CHH CHIBPOOITHUIITBA 1 TPOTUOOPCTBA
y XXI ct. ['0110BHA chepa mpoTrOOpPCTBA —
iHpopmaniiHui mpocTip mobdanbHOrO,
PErioHaNbHOTO 1 HAaIIOHALHOTO PiBHIB.
['eomomiTHyHI YMOBU BH3HAYAIOTh Biii-
CBKOBO-1H(OpMAIiifHY MOJITHKY JepKaBU
B HaWOIIBIT BAXKJIIMBUX cepax Teoroi-
TUYHOTO CYIIEPHULTBA 1 IPOTHOOPCTBA.

Mema 1iei cTaTTi — BHOKPEMUTH
OCHOBHI MIO0aNbHI BUKIUKHU ¥ 3arpo3u
iHpopMmaniitHii 6e3meni Ykpainu B iHpoOp-
Marliitsiit chepi.

PesynbraT IpoBeIeHUX JOCHTIIKEHb
HaJar0Th 3MOTY BHOKPEMHTH TaKi OCHOBHI
reONOJIiTHYHI 3MiHU B iH(OpMaLiiiHin
chepi:

1) indopmaniiinuil mpocTip 3aXiTHUX
JiepKaB CTPIMKO TIEPETBOPIOETHCS B €]TU-
HUH I00aTBHIH iHGOPMAITIHIIH TPOCTIp,
Jie IOMIHYIOUYy POJIb Y KOHTPOJII HaJ iH-
dbopManiiHUMHU MMOTOKAMH BiJirparoTh
CILIA i kpainu €C;

2) dpopmyeThes TiIo0anbHA iHPOPMA-
1ifiHa iHQpacTpyKTypa Ha OCHOBI Mepexi
[HTEpHeT, 10 MOXKe PO3IISAATHCS SIK 0-
CHJICHHS IPOCTOPOBO] B3a€EMO3aJICKHOCTI
JiepKaB;

3) iCTOTHO PO3IMIMPHUBCS BilICHKOBO-1H-
(hopmariitHui MPOCTip, KOHTPOIbOBAHHIA
kpainamu HATO;

4) y cygacHOMY iH(OpMaIlifHOMY IIpO-
CTOPI MiACHITIOIOTHCS IPOLIECH, TTOB’ A3aH1
3 PO3BUTKOM BIJIHOCHH IapTHEPCTBA Ta
m100aIpHOTO iH(pOPMaLiHHOTO TPOTUCTO-
SIHHSI, pO3TOpHyTOro P®;
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5) omHi€IO 3 OCHOBHHX cep Teomodi-
THYIHOTO IMPOTHOOPCTBA CTa€ iHpOpMaITiii-
HUH TIPOCTIp TII00ATEHOTO, PETiI0HATEHOTO
1 HallioHaIBHOTO piBHIB. [Ipy boMy ioro
MPIOPUTET Ha BKa3aHUX PIBHAX 3aJICKHUTh
BiJl KOHKPETHHX IIiJICH JepKaBH i MOXKe
MOCTIMHO 3MIHIOBATUCS.

3a JOBrOCTPOKOBUMH IPOTHO3aMHU,
MEPCHEKTUBU CBITOBOTO PO3BUTKY BU3HA-
yaTuMe TII00aNbHE MeperpyIryBaHHs CHJI
y pe3yabrari iHpopMmaIitHoro mporpecy
B CIIA, €C, fmnonii, Kurai, Inaii Ta Pocii.
[lepenbagaeTscst pO3BUTOK TPHOX MOTYK-
HHX TEOCTPATETIYHUX Ta iHPOPMAITiHHIX
CIEHTPIB CBITY»: AMepUKAHCbLKO2O
(CIIIA), esponeticbkozo (€BpOTIEHCHKAN
Coto3) 1 aziticokozo (Kurai, Innis, Smo-
Hist). [logiOHMM 1IeHTpOoM iHpOpMaILiiiHO-
TO BIUTMBY B Cy4aCHUX YMOBAaX HAMaracTh-
cs crati i Pociliceka ®enepauis. Ykpaina
B TaKiil Mi>KHApOAHII KOHCTPYKIII mocigae
0COOJIMBE MiCIIE 3aB/ISKH T€ONOTI THYHOMY
pO3TalllyBaHHIO.

3a nuX yMOB y pi3HHX KpaiHax CBiTY,
30kpeMa B Pocii, akTHBHO pO3pOOIISIOTHCS
1 3aCTOCOBYIOTHCS Ha MIPAKTHIN iH(DOpMa-
LIHHO-TICHXOJIOT149HI 3aC00M BEACHHS IJI0-
6anpHOTO 1H(POPMAIIHHOTO TPOTHOOPCTRA.
Hacamniepen BoHU CTOCYIOTBCS CepH BU-
KOpUCTaHHA iH(pOpMallii IPOTH JIFOICEKOTO
IHTEIIEKTY.

3riiHO 3 aMEepPHUKAHCHKOIO TEPMiHOJIO-
Ti€10 BUIUISIOTH YOTUPH OCHOBHI KaTeropii
TaKuX 3aco0iB:

— oreparii MPOTH BOJI HAIIil;

— ormeparlii IpoTH KOMaHIyBaHHS Cy-
MIPOTHUBHUKA;

— omeparlii MPOTH BOPOKHUX BIMCHK;

— omeparrii Ha piBHI HaIiOHAJIBHUX
KYJBTYD.

HesBakaroun Ha Te, 1110 32C00H BILIHBY
(mesindopmaltis, 4yTKH, Iponaraxa, ari-
Tallis, Mi(H TOIIO0) 3aTUIINITHCS KOTHIII-

HIMHU, IPUHIIUIIOBO HOBUM €JIEMEHTOM
CTaJM 3acCO0M OJIep>KaHHS i JOCTaBKH iH-
thopwmariii. Lle, 30kpema, cucremu riro0atb-
HOT'O Ta MI>KPErioHaJILHOTO TeJIepaioMOB-
JICHHS, 3a JIOTTIOMOTOIO SIKUX PeaibHI MOil
3 BIATIOBITHUMHU KOMEHTApsSMHU Ta CIICIli-
aJbHO MmiAiOpaHi GpakTH i apryMeHTH cTa-
I0Th JIOCTYITHUMH ayJUTOpii B Oararbox
KpaiHax CBITY.

VYkpaii BaXKJIUBOIO B KOHTEKCTI iHOP-
MaIliiiHoi O€3MeKH JIIOIUHY, CYCIIILCTBA
1 TepkaBH € ipobIemMa poTH il iHpopma-
MifHOMY HaCWJILCTBY, iH(MOpMaIiiHIM
orepariisM Ta modarsHOMY iH(pOpMAaITii-
HOMY HpOTHOOPCTBY (BiliHam) [6].

J11151 KOMITIIEKCHOTO PO3IISITY LIUX MIPO-
onem y 2011-2014 pp. HamionansHum
IHCTUTYTOM CTpaTEeTivHUX JOCIIKEHB Ta
HayxoBo-gocnigaum iHCTUTYTOM 1H(DOP-
maruku 1 npaBa HAIIpH Ykpainu ciiineHO
3 IHIIMMU BITYM3HIHUMH T4 1IHO3EMHUMU
napTHepaMu NPOBEJCHO HU3KY BiIOBiA-
HUX MIKHApOJHUX, 3arajbHONEPKaBHUX
1 MDKBIJOMYHX HayKOBHX 3axXOfiB. 3a iX
pe3yabpTaTaMu CIiJ 3BEPHYTH yBary Ha
JIesIKi KITFOUOB1 TTpoOiemu iHhopMariifHo1
Oe3meku:

— B iHpopMmaniiiHii cdepi oncTea Bia-
OyBalOThCS PEBOJIIOIINHI 3MIHU 1 TpaHC-
(dhopmMartii, siki aKTHBI3yIOTh HOBI TII00AITb-
Hi BUKJIMKH 1 3aTpO3H;

— OLBIIICT KpaiH CBITY BXKe 3IIITOB-
XHyJacs 3 npobiemMaMu KibepTepopu3my,
KiOEep3JI0YMHHOCTI Ta iHIUME TIpodIiemMa-
MU iH(pOopMaIliitHOT Oe3MeKH;

— IIPOTSITOM OCTaHHIX ACCATHIIITH CITO-
CTepiraeThCsl TEHIACHINISA IO MOITUPEHHS
iH(opMarliitHoi arpecii i HacuIs;

— HaOyBarOTh MOUIMPEHHS CIIPOOH Ma-
HIMyJIAIIT CBiIOMICTIO JIFOIMHU, arpeCUBHA
pekiama, MepioIuuyHO MPOBOJAATHCS 1H-
(hopMaIifHO-TICUXOJIOTIYHI OTIepaItii;

46 Bichuk HanionanbHoi akajiemii npaBoBux Hayk Ykpainu Ne 3 (78) 2014



TMUAHUITYYK B., I3bOBAHD O. Ino6arbni BukANKH §i 3arpo3u HalioHaAbHiN Ge3nemni. ..

—Maibke y 120 kpaiHax cBiTy (3a OIiH-
KaMH aMEPUKAHCHKHUX €KCTIEPTiB) BTy Th-
cs1 po3poOku iHpopMalliiHoi 30poi abo ii
€JIEMEHTIB (7151 TOPIBHIHHS — PO3POOKH
30pOi MaCOBOTO 3HUIIICHHS 3IIICHIOIOTHCS
maibke y 20 kpainax);

— HACJIiJIKM BUKOPUCTaHHS Cy4acHOi
iH(popMamiitHoi 30poi (3riiHO 3 BUCHOB-
KaMH BUCHHX Ta €KCIIEPTiB €BPOIMEHCHKUX
KpaiH, Ykpainu, P® i CILIA) moxyTb Oyt
3iCTaBHUMH 13 3aCTOCYBaHHSM 30poi Ma-
COBOTO YPayKeHHS;

— HOBITHI BUKJIMKH 1 3arpo3u B iH(DOP-
MaIiiHii cepi CTAaHOBIATH peaslbHY 3a-
rpo3y Oe3Melli JIFOACTBA Ta MiXKHAPOTHOMY
MIPaBOTIOPSIKY.

3a HAIIUMHM OLIIHKAMHU, AKI 3HANIIIN
MiATPUMKY B XOJIi BKa3aHUX MIKHAPOIHUX
3ax0[iB, )KOJJHA JIep’KaBa CBITy B yMOBax
iHdopmManiitHoi robamnizanii He 31aTHA
CaMOCTIiHO 3a0e3MeuYnTH BIAcCHY iH(Op-
MaliiiHy Oe3IeKy.

VY3aranpHIOIOYM XapaKTep 30BHILIHIX
3arpo3 iHdopmariiiHii Oe3meni Ykpainu,
710 IX OCHOBHHUX JDKEPEN BapTO BiAHECTH:

1) AiSTBHICT IHO3EMHMX TIOTITHYHHX,
€KOHOMIYHUX, BIICHKOBHX, PO3BiTyBaIb-
HUX Ta THPOPMAIIHHUX CTPYKTYp, CIIps-
MOBaHy NPOTH iHTepeciB YKpaiHu B iH-
dopmariiiniii coepi;

2) IparHeHHs HU3KU KpaiH JI0 JIOMiHY-
BaHHsI Ta OOMEXCHHs iHTepeciB YkpaiHu
y CBiTOBOMY iH(popManifHOMy MpOCTOPi,
BUTICHEHHIO 11 13 30BHIIIHBOTO 1 BHYTpill-
HBOTO iH(OpMAIliITHIX PUHKIB,

3) 3arocTpeHHsI M>KHAPOTHOI KOHKY-
pEHIlil 32 BOJOMIHHSA iHGOpPMAIi HHUME
TEXHOJIOTISIMHA # pecypcamu;

4) 301IBIICHHS TEXHOJIOTIYHOTO Bifl-
PUBY TIPOBIAHHX JIepKaB CBITY 1 HAPOLTY-
BaHHS 1XHIX MOXIJIHMBOCTEH 3 MPOTHIIT
CTBOPECHHIO KOHKYPEHTO3AaTHUX BITUM3-
HSHUX 1H(QOpMaliiHIX TEXHOJOTH;

5) miSTBHICTH KOCMIYHUX, TTOBITPSI-
HUX, MOPCHKUX, HA36MHUX TEXHIYHUX Ta
1HIIKX 3ac00iB (BUAIB) PO3BIIKH iHO3EM-
HUX JIepXKaB;

6) po3po0OKa HU3KOIO JACPIKAB KOHIICII-
1K iHpOpMAITIITHIX BO€EH, IO TIepeadada-
IOTh CTBOPCHHS 3ac00iB HeOe3meTHOTo
BILTMBY Ha iHQOpMaIliifHI cepu iHIINX
KpaiH, HOpYyLIEHHS HOPMaJIBbHOTO (DYHKIII0-
HyBaHHS iH)OpPMaLifHUX 1 TeITEeKOMYHiKa-
[IMHUX crcTeM, iHGOopMaLiHHUX pecypciB,
OfIepKaHHS HECAHKIIOHOBAHOTO JIOCTYITY
IO HUX.

KpiMm 115010, y KOHTEKCTI TaHOTO [10-
CITIPKEHHS BapTO 3BEPHYTH yBary Ha OCHOB-
Hi BUIM 3arpo3 iHdopmaniiHiil 6esmneri:

— BHUTICHEHHS BITYM3HSHUX iHPOpMa-
MIHHAX areHTCTB, 3acC00iB MacoBoi iHpOp-
Marlii i3 BHYTPIIIHBOTO 1HPOPMAIIITHOTO
PUHKY Ta MOCHJICHHS 3aJIEKHOCTI JTyXOB-
HOI, EKOHOMIYHOI 1 ToiTHYHOT cep rpo-
MaJICBKOTO KUTTS YKpaiHU Bijl 3aKOPIOH-
HUX 1HQOPMALIHUX CTPYKTYD;

— MaHimymoBaHHA iH(opMartieo (e-
3iH(OpMAITis, IPUXOBYBaHHS UM ITEPEKPY-
YyBaHHS iH(popMarrii).

I3 yncna 30BHIMHIX 3arpo3 iHpopMa-
uiitHii 6e3neni Ykpainu y cdepi 30BHIMI-
HBOT MOJIITUKY HAWOIbIITY HeOe3IeKy cTa-
HOBIIATE!

— iHpOpMAaIlifHUN BIUIMB 1HO3EMHUX
MOJIITHYHHUX, EKOHOMIYHHUX, BINCHKOBUX
Ta iHpOopMaLiHHUX CTPYKTYpP Ha po3po0-
Ky 1 peamizaiito 30BHIITHBOT NOJITHKH
JIepKABH;

— IO PEHHS 32 KOPIOHOM Jie3iHpOop-
MaIlii mpo 30BHIMNTHIO MOJITUKY YKpaiHU;

— TOPYIICHHSI TIpaB TPOMAJISH 1 FOpH-
auuHuX oci® B iH(popmaniiiHiii cdepi
B YKpaiHi i 32 KOpAOHOM;

— CTIpoOW HECAHKITIOHOBAHOTO JIOCTYITY
1o iHdopmariii i BIUTHBY Ha iHOOpMaITiitHi
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pecypcu, iHpopManiiHy iHPpPacTPyKTypy
OpTaHiB Jep>KaBHOI BITAJIH, 0 PEai3yOTh
JICP>KaBHY 30BHIIIHIO TOJIITUKY, YKpaiH-
ChKHUX IMPEJCTABHUIITB 1 OpraHizalliii 3a
KOP/IOHOM, TIPEICTAaBHUIITB YKpaiHU MpH
MDKHApPOIHUX OpraHi3amisax.

TaxuM YUHOM, OCTaHHIM JECATUIITTIM
MTO3HAYMIIMCS OCHOBHI MTOTEHITIHHI 3arpo3u
iHpopMmaniiHii Oe3neni Ykpainu. Y cBiTi
BiZOyJIMCS TIEBHI MO3UTHBHI 3MiHH, IO
CHPHUATIUBO MO3HAYMIIUCS Ha TCOTIOITHY-
HOMY CTaHOBHIIII IOCTPAASHCHKUX KpaiH,
MPOTE Cy4YacHUH CBIT yce-TaKh He CTaB
OuThII cTaOLTHHEM 1 Oe3rreunuM. Ha 3miny
KOJIUIITHBOMY 1JICOJIOTIYHOMY MPOTHOOP-
CTBY NMPHUUIIIO TEOMONIITHYHE CyNEePHH-
LITBO HOBHUX IICHTPIB cuin. [Hhopmaritine
MIPOTHUCTOSTHHS €THOCIB, PETiTii 1 UBiIi-
3arliii cTanso BUXOAUTH Ha TIEPEIHIH TIaH
y CHCTEMI MIXKJIEpKaBHUX BiJHOCHH.

Cneundika nepiony, 10 HUHI TEPEKH-
Bae YKpaiHa, XapaKTepU3y€eThCs MOITYKOM
BEKTOpPa MOJTITUYHOT OPIEHTAIT B MIXKIEp-
YKaBHOMY # TeomomiTHIHOMY TIpocTopi. 1o-
3as1K, TCIIs 3100y TTS HE3AISKHOCTI SIKICHO
noripurrcs il eKOHOMi4Hi, BiCBKOBI
MOKIIMBOCTI, BUHMKJIA O€3J114 IMOB’I3aHUX
13 arpeCUBHICTIO YAHHHKIB, SKi 3arpOXKy-
F0Th HAI[IOHAILHUM IHTEpecaM a0o 3aTHUX
TIPY TIOAANTBIIIOMY HECTIPHSITIIMBOMY PO3BH-
TKYy TOJifi TpaHC(OpPMYBaTHCS B pealbHi
3arpo3su ix oesmeri [7].

3arpo3u Takoro THUIY € MOCTIHHUMH
i MpUTaMaHHUMH SIK CTaOiIBHHUM, TaK
1 TPAaH3UTHBHHUM COI[iaIbHUM CHCTEMaM.
OpnHak B yMOBaxX YKpaiHCHKOTO COITIOKYITb-
TypPHOTO TPAaH3UTY 3’ SIBISETHCS BEIHKA
KiTBKICTh HOBUX 3arpo3, sKi pyHHYIOTh
OCHOBH iH(hopMaIliiiHOT O€31eKH JIFOINHHY,
CYCHIJIBCTBA 1 IEPKaBH.

3aranom, TpaaUIiHHUNA TAXIA 10 BU-
3HAYEHHS 3arpo3 iHhopMaIliiHii Oe3merri

JTa€ 3MOTy BUOKPEMUTH TaKi OCHOBHI Tpy-
M 3arpo3.

Ilepuwia epyna o’ s13aHa 3 OypXITUBAM
PO3BHUTKOM HOBOTO Kjiacy 30poi — iH¢op-
MaI[iifHO1, sfiKa 3/1aTHa e(DEeKTUBHO BILIMBA-
TH 1 Ha TICHUXIKY, CBIIOMICTb JIFO/IeH, 1 Ha
iHpOpMaLifHO-TEXHIUHY iHPPACTPYKTYpY
CYCIIUIbCTBA U apMii.

lpyea epyna — indopMaIitHo-TeXHIuH1
3arpo3u JJIs JIIOAMHHY, CYCIIIBCTBA 1 JIep-
JKaBU — 16 HOBUH KIIac COIiaJbHUX 3JI0-
YHHIB, 110 IPYHTYETHCSI HA BUKOPUCTAaHHI
Cy4acHoi iH(popManiiHoi TexHoorii (Ma-
xiHanii 3 eNeKTPOHHUMHU TPOUINMA,
KOMIT FOTepPHE XYJIITaHCTBO TOIIIO).

Tpems epyna — enNeKTPOHHUNA KOHTPOJIb
3a XKHUTTSIM, HACTPOSIMH, IJIAHAMH TpoMa-
JISTH, TIONIITHYHUX OpraHi3aIiiil.

Yemeepma epyna — BUKOPUCTAHHS HO-
BHUX iH(OpPMAIIHHUX TEXHOJOTIN 3 TOJi-
TUYHOIO METOIO.

3anmponoHOBaHUHN MIAX1T 10 aHAI3Y
cuctemu iH(hopMaIliitHoro 3abe3neueHHs
Ta iHpopMaliitHOT Oe3MeKn Jae 3MOTy BU-
OKPEMHUTH TaKi TOJIOBHI TPYTIH 3arpo3:

1) 3arpo3u, OB’ s13aHi 3 pyHHYBaHHAM
abo nerpanariero 6a3ucHOI iH(pOpMAITiii-
HOT ITiICHCTEMU CyCHIBCTBA, IO 3a0e3-
neuye 30epeKeHHS 1 PO3BUTOK HOTO iH-
(dhopManiifHO-KyIIbTYpHOTO snpa. Peannb-
HHUM HOCI€M i 30epirayeM I[bOTO sjapa
€ CUCTEMa OCBITH 1 BUXOBAaHHS HOBHX II0-
KOJiHb CyCITiIbCTBA. PeanbHor0 3arpo3010
JUIsl Hel €, 3 OTHOTO OOKY, HEJIOCTATHS yBa-
ra camoro CyCIiIbCTBa JI0 3aXUCTY 1 PO3-
BUTKY CBOTO iHOPMAIIiHO-KYIETYPHOTO
0a3ucy, a 3 Ipyroro — 3aiBUH 1 HE 3aBXKIU
MO3WTUBHUN iHQOpPMAaLifHUI BIIIUB Ha
ITI0 CHCTEeMY 3 OOKy 1HIIMX AeprKaB, 3alli-
KaBJIEHUX Y ii Tpanchopmanii y mpuiHsT-
HOMY JIJISl HUX HarpsiMmi;
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2) 3arpo3u, TOB’A3aHi 3 pyHHYBaHHIM
a0bo Jerpaaani€ero JMHaMI9HOT POy KTHB-
Hoi iH(opMaLiHOT MiACUCTEMH CYCIiJIb-
cTBa. PeanbHMMU BUPOOHUKAMU y Wil
cepi € BCi HAYKOBI, TEXHIYHI, aHAJIITHYHI,
17ICOJIOTIYHI IEHTPH, [0 CTBOPIOIOTH 400
IMITOPTYIOTH BIAMOBiAHY iH(OpMaIiiHy
MIPOAYKILit0 Ta iHPOPMAIIiliHI TEXHOJIOT1I.

B ymoBax auHamidHOTO (hOpMYBaHHS
1 pO3BUTKY iH(OPMALIITHOTO CYCHiILCTBA
Ta NI00anbHOro iH(GOpMaiiHOrO MpPo-
CTOPY NPaKTUYHO HEMOKJINBO BU3HAYNTH
BHUKJTIOUHHHN TIEPEITiK 3arpo3 iHopmarriii-
Hill Oe3renti. BogHodac anami3z cy4acHUX
TeHJCHLIH PO3BUTKY iHPoOpMauiiHoi ce-
PH Ha [100aJbHOMY, PErioHaTBFHOMY 1 Ha-
IOHAJTLHOMY PiBHSIX, HAYKOBHX 3100y TKiB
Ta HOPMATHUBHO-TIPABOBUX aKTiB 3 Ii€i
MPOOJIEMaTHKH, Y TOMY YHCIHI MOJIOKEHB
HoxTtpunu iHdopmaniitnoi 6e3nexun Ykpa-
Hu [8], nae 3MOry BUAIIMTH KIIIOYOBI pe-
aJbHI Ta MOTCHIIIMHI BUKJIMKH 1 3arpo3u
iHpopMaliiHii Oe3neni Ykpainu:

— HasgBHICTH mpoOeM GOopMyBaHHS
1 peaizarii mep>xaBHOi iHGOpMaIiHOT
TIOJTITHKH, aJICKBaTHOT BUKJIMKAM 1 3arpo-
3am iH(opMaIliiiHii Oe3mnerni Ykpainu;

— BiICYTHICTb e()eKTHBHOTO iH(pOpMa-
IHHO-aHAJITHYHOrO 3a0e31eueHHs Ji-
SUTBHOCTI KEPIBHUIITBA JCP)KaBH Ta Opra-
HiB JIep>KaBHOI BIIAIIH;

— crpoOu BTpY4YaHHS y BHYTPINIHI
cnpaBu Ykpainu 3 OOKy 1HO3EMHHX Jiep-
JKaB, OpraHizailiii, rpym Ta ocio, 3aisTHHs
3ac00iB MacoBoi iH(popMaIii iHO3eMHHIX
JepKaB Ta TII00aTpHUX 1H(OPMAIIHHIX
Mepex JUIs MiPUBY Jep>KaBHOTO CyBepe-
HITETY, KOHCTUTYLIHHOTO JIaJTy, TEPUTOPI-
aIbHOI IIJTIICHOCTI,;

— BUKOpHCTaHHS iH(opMaLiiftHoro npo-
CTOpY 1HO3EMHUMHU JIepKaBaMH 3 METOIO
iH(opMaIiiftHOT Y1 BOEHHOI arpecii; Mox-

TMUBICTh BTATYBaHHS YKpaiHu y 30poifHi
KOH(JIIKTH 3 IHIIMMH AeprKaBaMU depe3
BUKOPHCTaHHSI HalllOHAJIbHOI'O CEIMEHTY
Kkibeprpocropy;

— MOUIMPEHHS HEeraTUBHUX iH(opMa-
MiHHUX Ta IHPOPMALIHHO-TEXHOJIOTIYHUX
BIUIMBIB Ha CBIAOMICTH JIOAUHHU, 30aTHUX
3MIHIOBATH 11 IICUXIYHI CTaHH, IICUXOJIO-
riydi Ta (i3ioNoriudi XapakTepUCTUKH,
3IiICHIOBAaTH KEPOBAHMH BIUIMB Ha CBOOO-
1y BubOpY:;

— CTBOpPEHHS 1HO3EMHUMH JIepyKaBaMH
KiOepBilChK, Kibepmiapo3aiiB y Tpaau-
LIMHUX pofax BiMCHK, pO3pOOIEHHsI HOBUX
BHIIB iHpOpMaIIiitHOI 30poi Ta 30poi Ki-
OEpHETUYHOTO XapaKkTepy;

— KpUTHYHA 3aJISKHICTh HAIlIOHATBHOT
iHopMariitHoi iHQpacTPyKTypH BiJl iHO-
36MHHUX BUPOOHUKIB BHCOKOTEXHOJIOT1Y-
HOI TIPOAYKITii; HEeHAJIC)KHUN PiBeHB 1H-
dbopmaruzanii JisIIBHOCTI AEPKABHUX
OprasiB, OpraHiB MiCLIEBOTO CaMOBPSIIY-
BaHHA Ta IHIINX HAMPsAMIB iHPOpMAIlii-
HOI JIsUIBHOCTI;

— BIACYTHICTB €(peKTUBHOI Jep>KaBHOT
cTparerii Ta CUCTeMHU MPOTHJIT 30BHIII-
Hi#l iHpopMaIliiiHii ekcmaHcil y HaIlio-
HaJdbHUHN iHpopMauiitHuil mpocTip; 00-
MeKEHHsI CBOOO/IU CIIOBA Ta MOIIUPEHHS
B 3aco0ax macoBoi iHpopmartii KyneTy
HACHJIbCTBA, )KOPCTOKOCTI, 3HEBAKIUBOTO
CTaBJICHHS 10 JIIOJICHKOI 1 HalllOHAJIbHOT
TiAHOCTi, IPOBOKYBAaHHS IIPOTUCTOSHHS
B CYCITUIBCTBI;

— peamnizauisi IporpaMHO-MaTeMaTHy-
HUX 3aC00iB, 10 MOPYUIYIOTH QyHKIIOHY-
BaHHS iHGOpMAIlIHHUX CHCTEM, pasio-
eJIEKTPOHHE OJIOKYBaHHS 3aC00iB 3B’ SA3KY
Ta yNpPaBJIiHHS, BKJIIOYEHHS Y IPOTrPaMHO-
TEXHIYHI 3aCO0M MPUXOBAHMX IIKiJTUBUX

GYHKIIIH;
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— BHUKOPUCTAHHS HEJINEH30BAHOTO
1 HecepTH(IKOBaHOTO ITPOTPaMHOTO 3a0e3-
MIEYCHHs, 3aCO0IB 1 KOMILJIEKCIB 00pOOKH
iH(popMalii, BiACYyTHICTh MPIOPUTETHOTO
PO3BUTKY HAaIliOHAIHHOTO TPOTPAMHOTO
3a0€e3I1eYCHHS;

— HEIOCTATHIH piBEHb PO3BUTKY HAIliO-
HaBHOI iHpOpMAIiitHOT iHDPACTPYKTYpH,
HU3bKa KOHKYPEHTO3HaTHICTh BITUMU3HSI-
HUX BUCOKOTEXHOJIOTTYHUX BUPOOHHIITB
iHQOpMaIiiTHUX TeXHOOT1H, iH(popMaITii-
HOT IPOAYKIIii Ta ITOCHYT;

— HEeJOCTaTHS HAJIHHICTD iHpOopMaITii-
HO-TEJIEKOMYHIKaI[ifHIX CUCTeM 30UpaH-
Hs, 00poOku Ta mepenavi iHpopmamii
B YMOBax HaJ3BUYaWHUX CUTYaIliid, BiJl-
CYTHICTh €(DEKTHBHUX 3arajbHONIEPIKAB-
HUX Ta MICLEBHX CUCTEM CIIOBIIIECHHS,
3aBYaCHOTO MPOTHO3YBAHHS 1 pearyBaHHs
Ha HaJ3BUYalHI CUTYaIIii,

— MPOSIBU HEMPaBOMIPHOTO JOCTYIY
JI0 TIEPCOHAIBHUX JTaHUX Ta iHPOopMaIiii-
HUX peCypciB OpraHiB JepKaBHOI BIaJIH
1 MICITEBOTO CaMOBPSAYBaHHS; IOPYIIICH-
HS BCTAHOBIIGHOTO TOPSNKY 30UpaHHs,
00poOkwm, 30epiranHs i mepenavi JaHUX,
a TaKOX PO3roJiolieHHs iHdopMallii 3 00-
MEKEeHUM;

— He3aKOHHE TePEeXOIUIeHHs iHpopMa-
Iii B TEIIEKOMYHIKAIITHIX Mepekax, Imo-
NIMPEHHS MPABOMOPYIICHb, TEPOPUCTHY-
HUX, CEMApaTUCTChKUX Ta IHIIAX 370YHH-
HUX NpOsBiB B iHQopMauiliHiil cdepi;
HEBIJIMOBITHICTh FOPHUIMYHOI BiJIIIOBI1aTb-
HOCTI Cy9aCHHM BHKIIUKaM 1 3arpo3am iH-
dhopmariifaii Oe3meri;

— BIJICYTHICTh €()EKTHBHOTO IEMOKpa-
TUYHOTO KOHTPOJIO 32 IisINbHICTIO
cy0’ekTiB 3a0e3neueHHs iHpopMaiifHo1
0e3IeKH, 3aXHUIEHOCT] HA[lOHAJIBHOI 1H-
¢dopmariitnoi iHppacTpykTypH Ta iHOp-
MaIlifHOTO TIPOCTOPY YKpaiHM.

3a3BHuaii, nepeBakHa OiTBIIICTH yKa-
3aHUX 3arpo3 MpUTaMaHHa K ycTaJe-
HUM, TaK i TPAH3UTHUBHUM KpaiHaM, OJI-
HaK MiIKPECINMO, 0 B YMOBaX COII0-
KYJIBTYPHOTO Ta EKOHOMIYHOTO TPAH3HUTY,
SIKUM TepekuBae YKpaiHChKa JiepxaBa
1 CYCHIIBCTBO, I1i 3aTPO3HU aKTyaJi3yIOTh-
Cs U 3aroCTPIOIOTHCS Yepe3 HEMOXKIIHU-
BiCTb €()EKTUBHO NMPOTUCTOATH IM Ha-
ABHOI cucTeMH 3a0e3IMeueHHs Halio-
HaJIbHOI 0e3MmeKH.

3aramoM MOXKHA 3pOOUTH BUCHOBOK,
I10 BHACITIIOK TII00aTi3artii, i3 po3BUTKOM
ro0anbHOTO 1H(QOPMAIIHHOTO TTPOCTOPY
iHpopMaliiiHe MPoTUOOPCTBO Bee Olibliie
YTBEPIKYETHCS SIK OCHOBHU BHI 0OPOTH-
6u 3a cdepu BIUTHBY, peCypCH, By Ta
i iHTEepecu. Ll 6opoTerba Mae cBO€IO
TOJIOBHOIO METOIO JOCSATHEHHS iH(popMa-
LiiHOT epeBary AJst KOHTPOIIO 1 KepyBaH-
HSl CBIZOMICTIO HacelleHHs KpaiH, mepe-
Ba)KHO 4epe3 3aco0u MacoBoi iHpopmarii
Ta modankHi iHGOopMaIliiHI Mepexi.

Cy4JacHi BUKITUKH iHGOpMaITiiiHii 6e3-
neni YKpaiHu, SK CIpaBeiIvBO 3a3Hava-
1oTh B. Konax ta O. JlazopeHko, 3yMoBIie-
Hi SIK BHYTpPIiIIHIMH, TaK i 30BHILIHIMU
YHHHUKaMU. BHYTpimHI — HalibinbI010
MIpPOIO OB’ sI3aHi 3 BijicTanicTio iHpopma-
IIHHUX TEXHOJIOTIH B YKpaiHi BiJ MPOBiA-
HUX KpaiH CBiTy, HEJOCTATHHOIO JI€BICTIO
OpraHiB Jep>KaBHOI BIaJW Ta 3aKOHOIAB-
cTBa B iHpopMauiiiHiii chepi, a Takoxk
0alay:KiCTIO, HU3bKUM PiBHEM PO3YMIHHS
Ta npodeciiiHOT BIANOBIAIBHOCTI AK
OKpEMHX T'PYII, TaK i TPOMaJIsH, 1110 HUHI
MPOBAIATH CBOIO MisUTHHICTH B iH(pOpMa-
niiHOMY mpocTopi YKpaiHu. 30BHIIIHI —
3 HaMara"HHsSMH 1HO3EMHHUX Cy0’ €KTiB
BILUIMBATH HA CBITOBUU Ta BITYM3HSIHUI
iHpOpMaliitHUH TPOCTIp 3 MeTOr 3a0e3-
TIEYCHHSI BIIACHUX iHTepeciB» [9, ¢. 77].
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V miit curyamnii Ha IepImUi IaH BU-
CYBArOThCs MpoOIIeMu iHPopMariiiHoi Oe3-
NeKu, HacamIiepe ii iHpopManiitHo-1cu-
XOJIOT1YHOI cKJ1anoBoi. HuHI oueBUIHUM
nocrae i Toi (akt, Mo YUM OUTBIIUMHU
iH(bOpMAIIITHIMI MOYKITHBOCTSIMH BOJIOZIE
JeprkaBa, THM IMOBIpHIiIIIe (3a iHIHX PiB-
HHUX YMOB), III0 BOHA JJOCSTHE CTpaTeriy-
HUX TepeBar B iH(popMaliiHOMy pOCTOPi.
Lle € 0coOMMBO aKTyabHUM JIJIS1 BU3HA-
YeHHs polii ¥ micus YKpaiHu B Cy4acHUX
yMoBax iH(opMaiiHoi robaizaii.

[TomupeHHs ¥ BUKOPUCTAaHHS 1H(OP-
MaIlifHIX TEXHOIIOTiH, pecypciB, MPOAYK-

ii 1 MOCIYT TOPKA€EThCA IHTEpECiB yciel
MDXKXHApPOTHOI CHINIEHOTH 1 JIVIIE MUPOKE
MiXKHAPOJIHE CITIBPOOITHUIITBO Ta MiXKHa-
POJHO-TIPAaBOBE PETYJIOBAHHS 3/1aTHE 3a-
Oe3meunTy IXHE Oe3MeUHe 3aCTOCYyBaHHS
B IHTEepecax KOKHOI JAeprkaBu. MibKHApOITHE
CHiBpOOITHAIITBO YKpaiHU B raiy3i iHdop-
MariiiHoi Oe3rneku Mae OyayBaTHCS Ha
OCHOBI TO€IHAHHSI HAIlIOHAJIBHUX 1HTEpe-
ciB B iHpoOpMaliiiHii cdepi, HITKUX ysB-
JICHb TIPO PEajIbHi Ta MOTCHINIHHI BUKITUKH
13arpo3u, METOTH ¥ 3ac00H iX 3armo0iraHHs,
BUSIBJICHHSI 1 IPHUITHHEHHS, & TAKOXK HAJIEXK-
HOTO TIPaBOBOTO 3a0e3MCUCHHS.
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Inaumayk B., /[3e6anp A. Ino6aabHbIe BBI30BBI H YIPO3bl HAIIMOHAJLHOIN Oe3omac-

HOCTH B MH(pOpMannoHHOIi cdepe

B crarbe paccMOTpeHBI OCHOBHBIE TEONOJIMTHIECKNE U3MEHEHNS B HH(OPMaMOHHOH cde-
pe, TEHACHIINN Pa3BUTHSA MH(POPMAIIMOHHOTO MPOCTPAHCTBA HA II00ATbHOM, PETHOHAILHOM
1 HAIIMOHAHOM YPOBHSIX, KIIFOYEBbIE TPOOJIEMBI M COBPEMEHHBIE BBI30BbI M YTPO3bI HAI[OHAIb-

HO¥ 0€30MaCHOCTH B HH(POPMAITHOHHOH cdepe.

Knrouesnle cnoga: HaumoHansHas 6e30macHOCTh, HH(MOpMaInoHHas chepa, nHopmary-
OHHasi 6€30MaCHOCTb, BHI30BBI U YTPO3bI, HHPOPMAIHOHHOE MPOTHBOOOPCTBO.
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Pilipchuk V., Dzeban O. The Global Calls and Threats of National Safety in an
Informative Sphere

The article reviews the main geopolitical changes in the information sector, development
trends information space at global, regional and national levels, key issues and emerging chal-
lenges and threats to national security in the information sector.

The research is based on the complex application of research philosophy, general and applied
levels of interconnection and complementarity.

Pointed out in major geopolitical changes in the information sector, including the rapid
transformation of the information space western states into a single global information space
with a dominant role in the control of information streams of United States and the EU; enhance
spatial interdependence of states due to the global information infrastructure based on the In-
ternet; significant expansion of military information space; reinforcement processes associated
with the development of partnerships and global information counter, expanded the Russian
Federation; converting the information space of global, regional and national levels on one of
the main areas of geopolitical confrontation.

Substantiated the importance of information security in the context of human society and
the state information counter problems of violence, information operations and global informa-
tion confrontation (war).

The main sources of external information security threats Ukraine, including the activities
of foreign political, economic, military, intelligence and information structures; desire of some
countries to limit domination and interests of Ukraine in the global information space; aggrava-
tion of international competition for the possession of information technology and resources;
increasing technological gap between the leading nations of the world and increase their ability
to counter create competitive domestic information technology; activity space, air, sea, land and
other technical means (types of) intelligence of foreign countries; development of a number of
states concepts of information warfare.

The grounded key actual and potential challenges and threats to information security of
Ukraine, including the existence of problems of formation and implementation of adequate
public information policy; lack of effective information-analytical support of the leadership
of the state and public authorities; attempts to interfere in the internal affairs of Ukraine
from foreign countries by means of media and communication; Use of the information space
by foreign States to information or military aggression; spread negative information and
information technology’s impact on the human mind; development of new types of foreign
powers information weapons and weapons of cyber character; dependence of critical na-
tional information infrastructure from foreign manufacturers of high-tech products; lack of
priority of the national software; low competitiveness of domestic high-tech industries of
information technology; manifestations of unauthorized access to personal data and infor-
mation resources of state and local governments; spread offenses, terrorist, separatist and
other criminal offenses in the area of information; discrepancy legal liability modern chal-
lenges and threats to information security; lack of effective democratic control over the
activities of information security, protection of the national information infrastructure and
information space Ukraine.

It is concluded that international cooperation Ukraine in the field of information security
should be based on a combination of national interests in the area of information, clear under-
standing of the real and potential threats and challenges, methods and means of prevention,
detection and suppression, as well as the proper legal support.

Keywords: national safety, informative sphere, informative safety, calls and threats, informa-
tive opposing.
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