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IDENTIFYING THREATS IN COMPUTER NETWORK BASED ON
MULTILAYER NEURAL NETWORK

Purpose. Currently, there appear more often the reports of penetration into computer networks and attacks on
the Web-server. Attacks are divided into the following categories: DoS, U2R, R2L, Probe. The purpose of the article
is to identify threats in a computer network based on network traffic parameters using neural network technology,
which will protect the server. Methodology. The detection of such threats as Back, Buffer overflow,
Quess_password, Ipsweep, Neptune in the computer network is implemented on the basis of analysis and processing
of data on the parameters of network connections that use the TCP/IP protocol stack using the 19-1-25-5 neural net-
work configuration in the Fann Explorer program. When simulating the operation of the neural network, a training
(430 examples), a testing (200 examples) and a control sample (25 examples) were used, based on an open
KDDCUP-99 database of 500000 connection records. Findings. The neural network created on the control sample
determined an error of 0.322. It is determined that the configuration network 19-1-25-5 copes well with such attacks
as Back, Buffer overflow and Ipsweep. To detect the attacks of Quess_password and Neptune, the task of 19 net-
work traffic parameters is not enough. Originality. We obtained dependencies of the neural network training time
(number of epochs) on the number of neurons in the hidden layer (from 10 to 55) and the number of hidden layers
(from 1 to 4). When the number of neurons in the hidden layer increases, the neural network by Batch algorithm is
trained almost three times faster than the neural network by Resilient algorithm. When the number of hidden layers
increases, the neural network by Resilient algorithm is trained almost twice as fast as that by Incremental algorithm.
Practical value. Based on the network traffic parameters, the use of 19-1-25-5 configuration neural network will
allow to detect in real time the computer network threats Back, Buffer overflow, Quess password, Ipsweep, Nep-
tune and to perform appropriate monitoring.

Keywords: network traffic; threat; neural network; sampling; hidden layer; hidden neurons; training algorithm;
number of epoch; error

equipment [2—3]. Existing approaches are charac-
terized by a number of features that hinder their
use: low speed of work; poor accuracy [1, 13, 15].
To eliminate these shortcomings, a neural network
technology is proposed [1-4, 6-12]: multilayer
perceptron; Kohonen network; neuronetty network
(hybrid system).

Attacks are divided into the following cate-

Introduction

There have recently been increasingly fre-
quent computer penetration reports and attacks on
Web-server. Very often, intruders bypass estab-
lished protective devices. Attacks are carried out in
a very short time and the variety of threats is con-
stantly increasing, which prevents from detecting

and preventing them with standard protective

gories [2, 14—15]: DoS (Back, Land, Neptune, Pod,
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Smurf, Teardrop), U2R (Buffer overflow, Load-
module, Perl, Rootkit), R2L (Ftp_write,
Quess_passwd, Imap, Multihop, Phf, Spy, Warez-
client, Warezmaster), Probe (Ipsweep, Hmap,
Portsweep, Satan). DoS attack is characterized by
the generation of a large amount of traffic, which
leads to overload and lockup of the server; U2R
attack (User to Root) involves receiving by a regis-
tered user of administrator’s privileges; R2L at-
tacks (Remote to Local) are characterized by ac-
cess of an unregistered user to a computer from
a remote machine; Probe attacks include scanning
of ports in order to obtain confidential information.

At the present stage, various solutions are of-
fered for the modernization of existing computer
networks, in particular, in the information and tele-
communication system of the Prydniprovska rail-
way [5, 16].

Purpose

To develop a method for detecting threats in
a computer network based on network traffic pa-
rameters using a multi-layer neural network in the
Fann Explorer program.

Methodology

To detect threats we used 19 network traffic pa-
rameters (x;) [14]: package type (TCP, UDP,

ICMP and others); service type (http, telnet,
ftp_data, eco i, private); flag; number of bytes
from source to recipient; number of bytes from
recipient to source; number of hot indicators; suc-
cessful entrance; number of compromised condi-
tions; number of connections to the host for 2 s;
number of connections to one service for 2 s; per-
centage of connections to the service for 2 s; per-
centage of connection to different hosts; number of
connections to the local host installed by the re-
mote side for 2 s; number of connections to the
local host installed by the remote side, uses 1 ser-
vice; percentage of connections to this service;
percentage of connections to other services; per-
centage of connections to the host with the port
number of the source; percentage of connections
with a rej-type error for the recipient host; percent-
age of connections with a rej-type error for the ser-
vice. On the basis of the values of the set of the

attack features, it is necessary to carry out the clas-
sification conclusion (y,,¥>,V3,V4,¥5) of the

following  threats: Back, Buffer overflow,
Quess_password, Ipsweep, Neptune. Detection of
threats in a computer network is based on the anal-
ysis and processing of data on the parameters of
network connections using the TCP/IP protocol
stack. As initial data we used KDDCUP-99 data-
base of 5,000,000 connection records (the se-
quence of TCP packets for the final period, the
start and end points of which are clearly defined,
during which the data is transmitted from the send-
er's I[P address to the recipient’s IP address using
the defined protocol). As a mathematical tool of
problem solution we took the neural network (NN)
of the configuration 19-1-25-5, where 19 is the
number of neurons in the input layer, 1 is the num-
ber of hidden layers, 25 is the number of neurons
in the hidden layer, and 5 is the number of neurons
in the resulting layer.

Findings

Purpose and features of the Fann Explorer
program. Fann Explorer is portable graphical
environment for developing, training and testing
neural networks that supports animation training,
creation, provides an easy to use browser-based
interface for fast artificial neural network (Fann
library). FannKernel provides a neural network
with the kernel, which is a multi-threaded kernel,
so several neural networks can be studied and
explored at the same time. This program has a
fairly wide-ranging functionality for training and
researching neural networks. The View menu
allows you to open three main windows: Controller
(main panel, which defines all the parameters for
teaching the neural network), Error plot
(dependence graph of the mean square error on the
number of passed training epochs), Weight Graph.
On the Topology tab, you can get acquainted with
the main characteristics of the topology (Fig. 1).

The Testing menu allows you to check how
well the neural network is being trained and the
ability to edit incoming data. The test results are
presented as a comparison graph of the mean
square error with the reference value shown in
Fig. 2.
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W Topology

Meural network type

Connection rate 1

Mumber of input neurons 2

output neurons 1

Total nuwmber of neurons and =
Total number of connections 13
Total number of layers 3
Mumber of neurons in each layer 231

Mumber of bias in each layer 11,0

Fig. 1. Description of network topology

@ Testing

Currently reported mean square error 0.00099596:5324

Edit test data Reset error Test data

Execute on test data and compars output Execute
Select output neuron for plat 1 |
| S

1 Actual output from
the selected neuron

Desired output from

the selected neuron
0.4845

-0.0309

Fig. 2. Testing menu

Preparation of samples (preparatory stage).
The following samples were prepared: training
(430 examples), test (200 examples), control (25
examples). Since NN does not accept textual in-
formation, samples need to be processed by mark-
ing the text parameters with numerical values. The
changes apply to the first three columns of the
sample and the attack tags, namely: package type
(tcp — 1; icmp — 2); type of service (http — 1; telnet
— 2; ftp_data — 3; ftp — 4; eco_i — 5; private — 6;
smtp-7; nhsp-8; http_443-9); flag (SF-1; RSTR-2;
RSTO-3; S0-4; S3-5); Attack tag (Back — 000 0
1; Buffer_overflow —00 0 1 0; Quess pwd—00 1
0 0; Ipsweep — 01 0 0 0; Neptune — 1 0 0 0 0).
Sampling is given in any text editor (all values are
separated by spaces); file has extension .train. A
fragment of the processed training sample is shown
in Fig. 3

<> NM_19_1 25 Stest x King tisin Bng test_mo

1 430 195 |

2 11106454 0083142111211 1110100

3 00001

A 11105454 008314 21 122106722100500
5 10000

11105454 008314 21 14410441002500
7 ovoo1

8 11105454 008214 2114410441002500
o 00001

10 11105454 008314211441055100200

Fig. 3. Fragment of the processed training sample

Creating neural network in Fann Explorer.
Fann Explorer (Fann Artificial Neural Networks)
from Macromedia Inc is a portable environment
for the development, training and testing of neural
networks; supports animation of the training
process; implements multilayer artificial neural
networks; has a multi-threaded kernel that provides
computing. The Neural Network was created with
the participation of the student Mamenko D. V.,
setting of NN architecture is shown in Fig. 4

Create New Newral Network [xl

Network ype OLajer Hicden layers

Neurons in 15t hicden layer

Coonecson rate m Newrons in 2nd hidden Layer
Newrons in 2rd hicden Layer

Newrons in 40 hiccen layec

JEHE

Fig. 4. Setting of NN architecture

Training of neural network. The purpose of
NN training is to match such values of its
parameters, in which the error of training is
minimal. In the Fann Explorer program, the
network training options are set using the Train tab
(Training algorithm).

Incremental algorithm is a standard reverse
error propagation algorithm where weighting
factors are updated after each training period. This
means that weights are updated many times during
one training.

Resilent algorithm is a batch training algorithm
that provides good results for many tasks, the
algorithm is adaptive and does not use Training
rate for training.

Quick algorithm wuses the Training rate
parameter and gives good results when solving
problems.

Batch method is a standard reverse propagation
algorithm where the weights are updated after cal-
culating the mean square error for the entire train-
ing sample. Since the average square of the error is
calculated more correctly than in the sequential
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algorithm, some tasks will achieve more effective
solutions with this algorithm.

Error Function: Linear is a linear error function
that calculates it as the difference between the ac-
tual result given by the neural network and the ex-
pected value that the operator has set; Tangential
(Tanh) is a function of error, which makes a large
deviation during training. The idea of the function
is that it is better if 10 neurons have an error of
10% at the output, than one of them will have an
error of 100%. This function is the default error,
but it can lead to poor training outcomes if you set
the Training rate too high.

The functions of Hidden layer activation and
Output layer activation are as follows: Symmetric,
Asymmetric-Linear, Sigmoid, Stepwize, Thresh-
old.

The Training menu manages the training pro-
cess of NN, sets the adaptation parameters of the
NN link weight factors such as: the number of
training periods, the value of the mean square er-
ror, the initial values of the NN link weight factors
using the Initialize button.

Testing of neural network. Figure 5 shows a
graph of NN testing of 19-1-25-5 configuration
after training and testing on the appropriate sam-
ples. The bright line on the graph shows the ex-
pected response, while the darker one is the actual
response. The test error is 0.05868; the lines almost
coincide, so NN is well suited to the task.

Execute on test dsta and compare oulput

Select output neuron for plot s
1 rﬁ @
0.5
0 ————— -
1 100 200

Fig. 5. NN testing schedule

Analysis of the results. The NN of 19-1-25-5
configuration was trained according to the standard
algorithm for error propagation and the training

speed of 0.699. Activation function is sigmoid
(symmetric); error function is tangential. NN
passed 6,000 training epochs. After training (430
examples) and testing (200 examples), NN deter-
mined the error of 0.1066, as shown in Fig. 6

Mean Square Error Plot @
1.2966 @
0.7016
0.1066 ——— B S

1 3000 6000

Fig. 6. Error after NN training

But when testing on a control sample, which
consisted of 25 examples for each of the five
threats, NM determined an error of 0.322. Thus,
the NN copes well with Back, Buffer overflow
and Ipsweep attacks, but it does not recognize the
Quess_password and Neptune attacks. From the
test schedule on the control sample, it can be seen
that the first neuron responsible for detecting the
Back attack detected four of the five threats (the
darker line is an expected solution, and the lighter
is the actual one), Fig. 7 (a).

Also, NN recognized all five threats of Buff-
er_overflow type, fig. 7 (b). The lines on the chart
are almost the same, but also one of the threats of
Back type is incorrectly assigned by NN to the
Buffer overflow class. The obtained results of the
experimental study are presented in Table 1.

Study of network training time versus the
number of hidden neurons. The study was car-
ried out on NN with different number of neurons in
a hidden layer: from 10 to 55. Experiments were
carried out on the following models: Model No. 1
(Initialize Resilent Sigmoid Stepwise Algorithm),
Model No. 2 (Randomize Batch Sigmoid Symmet-
ric Algorithm). The results of studies are presented
in Table 2.
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- Fig. 7. Graph of the resulting neuron of the network:

a — the first one; b — the second one

Table 1
Results of NN operation on a control sample
Attack Number of Number of detected attacks Number of recognition errors
attacks
Back 5 4 1
Buffer overflow 5 5 1
Quess_password 5 2 5
Ipsweep 5 4 1
Neptune 5 1 5
Table 2
Dependence of NN training time on the number of hidden neurons
Number of neurons in Model No. 1 Model No. 2
the hidden layer Error Number of training Error Number of training
epochs epochs
10 0.1982 20 039 0.1996 6387
15 0.1994 253 0.2021 2 000
25 0.197 214 0.1993 33
35 0.196 170 0.1977 22
45 0.1964 116 0.1960 18
55 0.199 249 0.193 35

When increasing the number of neurons in the
hidden layer, the NN is trained faster, but in some
cases, when the optimal amount starts to exceed (>
45), the training rate falls. In addition, model No. 2
is trained much faster than model No. 1. The con-

structed graphs of dependence of the number of
epochs on the number of neurons in the hidden
layer under different training algorithms are pre-
sented in Fig. 8.
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Fig. 8. Dependence of the number of epochs on the number of hidden neurons

Study of training time versus the number of
hidden layers. The study was carried out on NN
with a different number of hidden layers: from 1 to
4; 15 formal neurons in each. Experiments were
carried out on the following models: Model No. 3

(Incremental Training rate 0.4), Model No. 4 (Re-
silient Training rate 0.8). The initialization algo-
rithm was Randomize, activation function — sig-
moid (symmetric). The results of experimental
studies are listed in Table. 3.

Table 3

Dependence of NN training time on the number of hidden layers

Number of hidden Model No. 3 Model No. 4
layer Error Number of training Error Number of training
epochs epochs
1 0.1495 93 775 0.1694 164
2 0.1994 551 0.01394 178
3 0.1279 484 0.1413 224
4 0.1435 2272 0.1478 547

The graphs of the dependence of the number of
training epochs on the number of hidden layers
based on different training algorithms are plotted
and shown in Fig. 9.

From the figure it can be seen that when in-
creasing the number of hidden layers (> 3) in NN,
training accelerates only to a certain point, until the
layers become too many, then the network begins
to slow down. In addition, the model No. 4 is
trained almost twice as fast as the model No. 3, but
has a bigger error, which results from an increased
training rate.

Originality and practical value

The originality lies in the fact that there are
found dependencies of the training time (number
of epochs) of the multilayer neural network on the
number of hidden layers and hidden neurons ac-
cording to different training algorithms. The prac-
tical value is that the network traffic parameters,
using the 19-1-25-5 configuration neural network,
will allow in real-time to detect the threats of Back,
Buffer overflow, Quess password, Ipsweep, Nep-
tune on the computer network and carry out appro-
priate control.
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Conclusions

1. At the preparatory stage, based on the data
of the KDDCUP-99 database, the following sam-
ples were generated: training (430 examples), test
(200 examples), control (25 examples).

2. To determine the attacks (Back, Buff-
er_overflow, Quess password, Ipsweep, Neptune)
in the computer network, the Fann Explorer pro-
gram created NN of 19-1-25-5 configuration, with
19 network traffic parameters inputted; training,
testing (error 0.1) and evaluation of the received
results (error 0.3) on the corresponding samples
were conducted. In particular, the first neuron re-

sponsible for recognizing the Back attack detected
four of the five threats.

3. Experimental studies of the dependence of
the training time (number of epochs) on the num-
ber of hidden neurons (from 10 to 55) on NN were
conducted: Model No. 1 (Resilient algorithm),
Model No. 2 (Batch algorithm); the Batch algo-
rithm NM is trained three times faster than the NN
based on the Resilient algorithm. The experimental
studies of the dependence of the training time on
the number of hidden layers (from 1 to 4) on the
NN were conducted: Model No. 3 (Incremental
algorithm), Model No. 4 (Resilient algorithm); the
Resilient algorithm NM is trained almost twice as
fast as NN by the Incremental algorithm.
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BUSIBJIEHHS 3AT'PO3 Y KOMIT’IOTEPHIN MEPEKI HA OCHOBI
BATATOIIIAPOBOI HEMPOHHOI MEPEXI

Merta. OcTaHHIM YacoM Bce YacTille 3 sIBJISIOTHCS OBITOMIICHHS PO IPOHUKHEHHSI B KOMIT IOTEpHI Mepei Ta
aTaku Ha Web-cepBepu. Ataku HOAUAIOTE Ha HacTymHi kateropil: DoS, U2R, R2L, Probe. Meroto crarti € BUsB-
JICHHA 3arpo3 y KOMIT IOTEpHIH Mepexi Ha OCHOBI IMapaMeTpiB MepekHOro Tpadika 3 BHKOPHUCTAHHAM Helpomepe-
JKHOT TEXHOJOTIi, 110 JO3BOJIUTH 3aXUCTUTH cepBep. MeTroauka. BuspiieHHS B KOMIT'IOTEpHIN Mepexi Takux 3a-
rpo3, sk Back, Buffer overflow, Quess password, Ipsweep, Neptune 3aiiicHEHO Ha OCHOBi aHami3y Ta 00OpOOKH
JAHWUX TIPO apaMeTpH MEPEKHUX 3’ €THaHb, 10 BUKOPUCTOBYIOTH cTeK npoTtokonis TCP/IP, i3 3acTocyBaHHSIM Hel-
poHHOI Mepexi KoHpiryparii 19-1-25-5 y nmporpami Fann Explorer. I1ig yac moaemtoBanHs poboTH HeiipoHHOI Me-
pexi BukopucTaHi HaBdanbHa (430 npuxnanis), TectoBa (200 npukIaniB) Ta KOHTpOJIbHA (25 mpuKiIaniB) BUOIPKH,
o0 CcKIaJeHi Ha ocHOBi Bigkpuroi 0a3m manmmx KDDCUP-99 i3 5000000 3amuciB mpo 3’€QHaHHS.
PesyabraTn. CTBOpeHa HElpOHHa Mepeka Ha KOHTPOJIbHIN BuOipui BM3Ha4YMiIa noxuoOky B 0,322. BusHadeHo, mo
Mepexa KoHgirypamii 19-1-25-5 nobpe crpaBiserbest 3 TakuMu atakamu, sk Back, Buffer overflow Ta Ipsweep.
Hunst po3mizHanHA atak Quess password 1 Neptune HepocTaTHbO 3aBAaHHS 19 mapaMeTpiB MepekHOro Tpadiky.
HaykoBa HoBu3Ha. OTpuMaHi 3aJ€XHOCTI Yacy HaBYaHHS (KUTBKOCTI €110X) HEMPOHHOI MepeKi BiJ KiJIbKOCTI HEH-
poHiB y mpuxoBaHoMy mapi (Bix 10 mo 55) Ta ximpkocTi npuxoBaHuX mapiB (Bix 1 1o 4). 3a ymMoBHU 30idbpIIEHHS
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MOJEJIOBAHHA 3AJIAY TPAHCIIOPTY TA EKOHOMIKHA

KUTBKOCTI HEHpOHIB y NMPHXOBAHOMY IIapi HEMpPOHHA Mepeka 3a anropuTMoM Batch HaBuaeThcs mBuaIe Manxe
B TpH pa3y, HDK HEWpOHHa Mepeska 3a anmroputMoM Resilient. k1o 301IpMmATH KITBKICTh IPUXOBAHMX IAPiB, HEH-
pOHHa Mepeka 3a anropuTMoM Resilient HaBuaeThcst Maibke B IBa pa3u MIBHUIIIE, HIX 3a anropuTMoM Incremental.
IpakTuuna 3HavyumicTs. Ha ocHOBI mapamerpiB MepesKHOTo Tpadika BUKOPUCTaHHS HEHMPOHHOI Mepexi KoHQi-
rypauii 19-1-25-5 no3Bonmuth y peanbHOMy uaci BusiBUTH 3arpo3u Back, Buffer overflow, Quess password,
Ipsweep, Neptune Ha KOMIT'IOTEpHY MEpPEXyY Ta 3J1HCHUTH BiIIOBIIHIH KOHTPOIIb.

Kniouosi crosa: mepexunit Tpadik; 3arpo3a; HeHpoHHa Mepexa; BHOIpKa; MPUXOBaHHUH I1ap; TPUXOBaHI HEH-
POHH; aNTOPUTM HaBYAHHS; KiTbKICTh €MOX; MOXHUOKa
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BBISIBJIEHUE YI'PO3 B KOMIIBIOTEPHOU CETHU HA OCHOBE
MHOT'OCJOMHON HEMPOHHOM CETH

Heas. B mocnenHee BpeMs Bce dalle HOSABISIOTCA COOOIIEHUS O NMPOHHMKHOBEHHHM B KOMIIBIOTEPHBIE CETH
u ataku Ha Web-cepBepsl. ATaku mopa3aelsioT Ha cieayromue kateropuu: DoS, U2R, R2L, Probe. Ienbio cTathu
SIBJISIETCSI BBISIBIICHUE YTPO3 B KOMIIBIOTEPHOM CETH Ha OCHOBE NapaMeTpOB CETEBOTrO Tpaduka ¢ HCIOJIb30BaHHEM
HEWpOCEeTeBON TEXHOJIOTHH, YTO MO3BOJIUT 3alUTUTH cepBep. Meroanka. OOHapyKeHHE B KOMIIBIOTEPHOI ceTH
Takux yrpo3 kak Back, Buffer overflow, Quess password, Ipsweep, Neptune ocyiecTBiIcHO Ha OCHOBE aHaIM3a
1 00pabOTKN AaHHBIX O MapaMeTpax CETEeBBIX COCIMHEHMH, YTO MCHONB3YIOT cTek npoTokoioB TCP/IP, ¢ npumene-
HUEM HelpoHHOW cetn KoH(purypammu 19-1-25-5 B mporpamme Fann Explorer. IIpm MonmenupoBanmm paGOTHI
HEHpPOHHOW CeTH WCHOJIbh30BaHbI yueOHas (430 mpumepoB), TectoBas (200 mpuMepoB) U KOHTpONIbHAS (25 mpuMme-
POB) BBIOOPKH, COCTaBJICHHBIC HA OCHOBE OTKPHITOH 0a3bl maHHbex KDDCUP-99 ¢ 5 000 000 3ammceii o coemuae-
Hun. Pesynbrarel. Co3gaHHas HEWpOHHAst ceTh Ha KOHTPOJIBHOW BBIOOpPKE omperenia morpemHocts B 0,322.
Omnpeneneno, 4to cerh KoH(urypamuum 19-1-25-5 Xopomo cmpaBimseTcs ¢ TaKUMH aTakamu Kak Back,
Buffer overflow u Ipsweep. s pacrio3naBanust atak Quess password u Neptune HeOCTaTOYHO 3aaaHus 19 ma-
pameTpoB ceteBoro tTpaduka. Hayuynasi HoBusHa. [ToyueHbl 3aBUCMMOCTH BpEMEHHU 00yueHHs (KOJIMYECTBA JIOX)
HEHPOHHOU CETH OT KOJMYeCTBa HEMPOHOB B CKpbITOM cioe (0T 10 70 55) u xomuvecTBa CKPBITHIX clioeB (0T 1 10
4). Tlpu ycinoBuM yBeNUYEHHs KOJIMUECTBA HEHPOHOB B CKPBITOM CJIO€ HEWPOHHAs CeTh 10 anroputMmy Batch yuurcs
ObIcTpee MOYTH B TPH pasa, yeM HeHpOHHas ceTh 1o anropurmy Resilient. Eciu yBenn4uTh KOJMUECTBO CKPBITHIX
clI0eB, HEHPOHHAs ceTh Mo anroputMmy Resilient yunTcs modTy B 1Ba pa3sa OvIcTpee, ueM 1o anroputMy Incremental.
IIpakTHyeckas 3HaunMocThb. Ha ocHOBe mapameTpoB ceTeBoro Tpaduka HCIOJIb30BaHNE HEHPOHHOM ceTH KOH(pH-
rypanuu 19-1-25-5 o3BONHT B peasbHOM BpeMeHH 00HapyXuTh yrpossl Back, Buffer overflow, Quess password,
Ipsweep, Neptune Ha KOMIIBIOTEPHYIO CETh U OCYIIECTBUTH COOTBETCTBYIOIINI KOHTPOJIB.

Kniouesvie crosa: cereBoil Tpaduk; yrposa; HeHpoHHAs! CETh; BHIOOpPKA; CKPBITHIH CJOH; CKPBITHIC HEHPOHBI;
AJITOPUTM OOYUYCHHMS; KOJIMYECTBO 3M0X; HOTPELIHOCTh
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