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PaccMoTpeHbl npeumyliectBa M HeOoOCTaTKUM  MCMOMb30BaHWst OOMadHbIX TEXHOMOrMh B
koMnaHusx. [MpoaHannaMpoBaHbl MPOrpamMMHbIE MEXaHU3Mbl 3alMTbl AaHHbIX U PEecypcoB
nonb3oBaTenen OT HeCaHKUMOHWPOBAHHOIO AOCTyna, MpefoCcTaBnsieMble MOCTaBLUVKOM
obnavHbix ycnyr Amazon Web Services (AWS). lNMpoaHanna3npoBaHbl OCHOBHbIE YS3BUMOCTMY,
KOTOpble MOryT MpPWUCYTCTBOBaTb MNpM Hanmuumnm 3@EKTUBHBIX MNPOrPaMMHBIX CPEACTB
obecneyeHns ©Oe3onacHOCTM obOnayvHbIX pecypcoB. BbloeneHbl TakMe npobnembl, Kak
ycTapeBaHue KNnoYen AoCTyna, OTKPbITble MOpTbl M HEHACTPOEHHble MpaBuna Ges3onacHocTwy,
HanMumne Heucnosb3yemblx pecypcoB B obnake. [NpeanoxeHbl NOAXOAb! A NOBbILEHNUST YPOBHS
Ge3onacHoCcT 1 3awnTbl MHpopmaumm B obnake AWS. lMNMpeanoxeHa paspaboTka dperimBopka,
OCHOBHbIMW (PYHKUUSIMU KOTOPOro SIBMSILOTCS: CKAHUPOBaHME W yAarieHUe YCTapeBLUMX KIH4Yen,
OTKPbITbIX MOPTOB, HEWUCMOMb3YEMbLIX PECYPCOB M YSA3BUMbIX KOHAUrypaumin GesonacHoCTy
JaHHbIX B obnake. [Ons ypoGcTBa npuvMeHeHMst Takoro pperMBoOpKa npeanonaraeTcs
pa3paboTka CKpUMNTOB AN aBTOMaTU3aL MM NpoLuecca ero pa3sepTbiBaHUS.

Knrodeenbie crnoea: AWS, obGnayHble TEXHONMOMMU, MEXaHW3Mbl 3aLUMTbl OAHHbLIX, YSA3BMMOCTH,
hbpernMBOpK.

BBepeHue

TpeboBaHMsi COBPEMEHHOrO pblHKA MpMBOAAT Bce Oonblue KOMMaHunh K
HeobXoANMOCTN NCMONb30BaHUS pabounx CTaHumMn, XpaHunuw, dannos, 6a3 OaHHbIX,
CEPBEPOB UM XOCTUHIOB. WX npuMeHeHne SABNseTca OOCTAaTOMHO [JOPOroCTOSLLEN
cTaTber pacxogoB KOMMAHWW, TaK KaK BO3HMKaeT HeobXoAMMOCTb 3akynaTb,
KOH(pUrypmpoBaTb 1 CBA3bIBaTb MeXAy COOON OT HECKONbKUX OECATKOB OO HECKOSMbKMX
TbICAY BbIYUCINTESbHBLIX YCTPOMCTB, Ha KOTOPbIX AepXUTcs Ou3HeC KoMnaHuu, a B
Oyayliem — ewe n NOCTOAHHO OOHOBNATL M NOAAEPXMBATbL 3TN YCTPOMCTBA U KaHanbl
cBa3nM. B Takux ycnoBmaX MCNofb3oBaHWE BUPTyasibHbIX pecypcoB B obnake
CTaHOBUTCA  OOCTAaTOMHO  MNPUBMEKATENbHOM  anbTEPHATMBOW  MCMNOSIb30BAHWUIO
PM3MYECKMX BblUMCIIUTENBHBIX pecypcoB. OgHako Bonpoc obecneyvyeHust HagexXHOCTH
XpaHeHus n 6e3onacHoCTM gocTyna K MHdpopmaumm B obrnake npeacrtaBnser coboun
OAWH U3 rMaBHbIX acNeKTOB A4Sl KOMMNaHUM Npu NPUHATUKM pelieHns 06 ncnonb3oBaHMm
obnayHbIX pecypcoB, MO3TOMY WUCCMedoBaHWE MexaHM3MOB obecrneyeHusi 3agaHHOro
YPOBHs1 6€30NacHOCTU U MX yIyYLLEHUS SIBASIETCS akTyarbHbIM.

1 NMocTaHoBKa 3agayu

lMoHATMEe obnayvHbIX PecypcoB U KOHUENuUMa obnadHbiX BblYUCIIEHUW BrepBble
O6bin  ob6o3HadeHbl B 2006 rogy [1]. lNocTteneHHO KayecTBO NpeaocTaBsieMbIX
obnayHbIX yCnyr n pecypcoB ynyylunnocb W, Kak crneacteue, 3a nocrnegHue 3 — 5 net
MHOMO KOMMaHWM pasHbiX MacwTaboB W cdep [eATENbHOCTU nepewsno  Ha
ncnonb3oBaHMe BUPTYyanbHbIX 06MayvHbIX pecypcoB [2]. [MpuBnekaTenbHOCTb  UX
MCNONb30BaHMA OEPXKUTCH HA HECKONbKNX 6a3oBbIx NpuHumnax [3]:
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- pay-as-you-go — noTtpebuTenb nnatuT TOMbKO 3a Te pecypcbl, KOTOpble
peanbHO MCMNOMb3YKTCHA, T. €. He NnnaTUT 3a npocton Grarogaps MCNONb30BaAHWUIO
NOCEKYHAHOW 1 MOMUHYTHOW Tapudukaumm;

- HEeOrpaHM4YeHHOCTb PECYPCOB — BO3MOXHOCTb MNOTPebneHna obnayHbIxX
pecypcoB (OMCKOBOro NpoCTpaHCTBa, onepaTUBHOW NaMATU, NPOLECCOPHOIo BPEMEHU U
T.N.) B Nt06GON MOMEHT BPEMEHW 3aBUCUT TOSIBKO OT CMOCOBHOCTM KOMMNaHUKU NNaTUTb 3a
X ucnosnb3oBaHve 6e3 HeobXoAMMOCTM 3aTpaT BpeMeHU U (PUHAHCOB Ha MOKYMKY,
TPaHCNOPTUPOBKY, (hU3NYEeCKoe pasMeLLeHne;

- NepeHoc OTBETCTBEHHOCTU 3a COCTOsiHME (PU3MYECKMX pPecypcoB Ha
npoBangepa ob6nadHbiX PECYPCOB — CHWXAET ANA KOMMaHUW Takyko G0Mbluyto CTaTbio
3aTtpar, Kak nogaepxka n npodunaktmka guandeckux (on premise) BbIMUCIIUTENBHbIX
pecypcoB, a UMEHHO pacxoj Ha Joporve martepuanbl U KOMMNIIEKTYLWme, a Takke Ha
onnaTy TpyAda BbICOKOKBaNMMmLUMPOBaHHbIX CneLmManmcToB.

HecmoTpsa Ha Bce nepedvncrieHHble npevMmyLiecTBa, Ha CerogHsaWHUA OeHb B
Hallen CTpaHe 4YacTO MOXHO BCTPETUTBLCH C HEQOBEPYMBBIM OTHOLLEHWEM K 0BIayHbIM
pecypcam, MHOIMe KOMMaHUM COMHEBAOTCS, HYXXEH NN UM «nepees3a» C «kernesa» Ha
«obnako». OCHOBHbIMW NPUYMHAMK COMHEHUIN ABMSKOTCA cnegyoLwme:

- KaxyLlasics He3alwuLWweHHOCTb MHdopMaL MK, KoTopas XxpaHuTca B obnake: Bce
pecypcbl OOCTYNHbl 4epe3 WHTepHeT, cnefoBaTeNnibHO, €eCTb AOMNOMHUTENbHas
BO3MOXHOCTb A1 3MOYMbILUSIEHHUKA MOMNYyYnUTb HECAHKUWMOHMPOBAaHHbLIA [OCTYyN K
AaHHbIM;

- OCO3HaHue Toro (pakta, 4YTO MpU nepexoge Ha UCNonb3oBaHMe 0bnayHbIX
pecypcoB KOMMaHWUS Tak UNn nHade nepenaeT BCe CBOU AaHHble (KOHMAeHUManbHble,
nepcoHarnbHble) TpeTbeMy 1Ly, KOTOPbIM ABASeTCA npoBangep obrayHbIX pecypcos;

- cTpax neped TemM, 4YTO B KOHUEe Mecsua npuaeT OrpoOMHbIA cYyeT 3a
MCNonb3oBaHMe BUPTYyaribHbIX PECYpPCOB;

- KaXyLllasics HeyCTOMYMBOCTb MH(PPACTPYKTYpbl, MOCTPOEHHOM B obnake —
CMULLKOM MHOFO COCTaBMAOLLMX, KOTOpble SABNATCA BUPTYanbHbIMU, UKW, YTO eLle
Xyxe, abeMepHbIMU (TaKUMK, KOTOPbIE TEPSIOT BCE HAKOMSEHHbIE AaHHbIE N COCTOSHUS
nocne yganeHus)

MoxHO  3amMeTuUTb, 4YTO OOMbLIMHCTBO  MNEPEYUCTIEHHbIX  HEeOOoCTaTKOB
MCNoNb3oBaHMA 06MayHbiX pPecypcoB OCHOBLIBAETCA Ha MPOCTOM YerioBeYeCKOM
HeJOBepUU K NpoBanaepy.

Llenbto uccnenoBaHua B [OaHHOW cTaTbe SABMSETCA NpoBedeHWe aHanmsa
npUMeHsieMbIX NOAX0A0B Ans obecnevyeHnss 6e30MacHOCTU UCMONb30BaHUS 06IayHbIX
pecypcoB anga komnaHun. Ocoboe BHMMaHWE B UccnegoBaHun npeanaraetcsa yaenuTb
aHanuay v Bblbopy AOMNONHUTENBHbLIX MEXaHN3MOM 3aLMTbl OT YEeroBEeYECKNX OLLNMOOK B
npoLecce UCMorb30BaHWs 0b6navHbIX pecypcoB.

2 AHanus ya3BMMOCTEN U COBpPeMeHHbIX NoaxoaoB Ans obecnevyeHus
3alWmnTbl AaHHbIX B obnake

CerogHsi Ha pbIHKE KOHKYPUPYOT MHOXXECTBO MOCTaBLUMKOB 0OnavHbIX pecypcoB.
Ho Hanbonee nonynsipHbIMK 1M NOAXOOAWMMKN ANA 6ONblIMX KOMNAaHUIM sSBNsSeTca ABa
npeactasutens — Amazon Web Services (ganee AWS) u Microsoft Azure.

B kauectBe ob6bekta ans aHanu3a Obin BbibpaH AWS, Tak Kak B HEM
peanu3oBaHO Hambornbllee KONMYeCTBO MEeXaHM3MOB obecneyvyeHunsa 3almTbl U 3TU
MEXaHU3Mbl MOCTaBMAKTCA B BWAE OTAENbHbIX pPECypCcoB, a He ChnOLWHbIM
KOHrnoMepaToMm, YTo yrnpoLlaeT npouecc aHanmsa.
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B xome aHanm3a ObinnM paccMOTpEHbl KOMMAHMM WM OpraHu3aumu, KOTopble
MOMHOCTBID WM YaCTMYHO MEepeHecnn BCe CBOM  BblYMCAUTENbHbIE MOLLHOCTH,
dannoBble xpaHunuiia n gaxe 6asbl 4aHHbIX B OAHO U3 CaMbIX MOLLHBLIX U NOMYMSIPHbIX
006nakoB Ha CEroagHALWHUN OEHb:

- NASA — ucnonb3ytT cepBepbl B AWS gns obecneyeHus cTpumuHra meaua
AaHHbIX ¢ poboTta ATHLETE [4];

- Netflix — mupoBon nugep B ccepe mMeaua M TeneBUOEHUS C MOMOLLbIO
pecypcoB AWS aHanuanpyeT munnuapgbl coobweHunn cpeam 100 Thicay NpUNoXKeHUn

[5];

- Autodesk — komMnaHus ucnonb3yeT aBTOMaTMYeCcKoe MacluTabupoBaHue Ha
nnatgopme AWS Onsi BbIMNOSIHEHUS COTEH CUMYnNAUMA B Yac (paHee gnsi 9Toro
TpeboBanuck Yackl nnn gaxe gHu) [6];

- Hitachi — MynbTMHaUMOHaNbHLIN KOHIIOMEpPAaT, KOTOPbLIN MOMOraeT KpynHbIM
Koprnopauusam ynpasnaTb rubpuaHon obnavyHom nHgpactpyktypon n SaasS [7];

- McDonalds — nocrnie nepexoga B o6nako noBbICUNN 3PPEeKTUBHOCTb Ha 66% 1
cenyac UHgpacTpykTypa moxeTt obcnyxumeaTb 8600 TpaH3akum B cekyHay [8];

- NaBopaTopusa Kacnepckoro — KpynHenwasa B MMpe KoMnaHud, paboTatollasa B
chepe MHGopMaunoHHon 6e3onacHoCcTH, ucnonbayet cepsucbl AWS ans paspaboTku
N NOAOEPXKKN CBOUX NPOOYKTOB;

- Royal Opera House — sBnsieTca OgHMM M3 CaMblX MOCELLAEMbIX OMEPHbIX
TeaTpoB B Mupe, B MNPOWIOM MMeNn Oonbline WHMPPaCTPYKTypHble Mpobnemsi,
CBA3aHHble C HEeBO3MOXHOCTbIO MbKoro macwrabupoBaHua pecypcoB. [locne
nepexoaa B obnako Bce aT1 npobnembl yaanochb yCneLwHo pewmnTb [9];

- Coursera — obpasoBaTernibHOEe y4pexaeHue, KOTopoe COTpyaHMYaeT C nyywmnmmm
yHuBepcutetamn mupa. Beb-cant komnaHum pabotaetr Ha nnatcopme AWS, uyTOo
no3BonsieT exemecssyHo obpabaTbiBaTh 6onee 500 T6 Tpadwmka [10];

- Foursquare — ncnonbdyet AWS ana aHanusa MUnSIMOHOB MOJSIb30BaTESIbCKUX
METOK, YTO MOMOraeT KOMMAaHWW CHU3UTb pacxodbl Ha NUUEH3NUPOBaHME U
NCNonb30BaThb COTPYAHMKOB KOMMNaHUM AN peweHnst bonee BaxHbIx 3agad [11].

CnepyeT 3amMeTUTb, YTO aHanM3MpoBaNUCb fULb MPOrpaMMHbIE MEXaHU3Mbl
3aWwnTbl. Takme acnekTbl, kak 6e3onacHoOCTb PU3NYECKNX PecypcoB (Hanpumep, CeTb,
MEXNPOLLECCOPHOE B3auUMOAENCTBME B CBeTe MOoCnedHux HOBOCTeW O Spectre u
Meltdown), B pgaTa-ueHTpax AWS He paccmaTpuBanacb, Tak Kak 3TOM CTOPOHOM
3aHMMaeTCs NOSIHOCTBLI0 MOCTaBLUMK M NONb30OBaTeNb AaXe He 3aJyMblBaeTcs O TOM,
roe v Kak aTo Bce hn3nyecku peanmns3oBaHo.

B xope aHanusa Takke OGbinn pacCMOTPEHbl MeXaHWU3Mbl, KOTOpPble Ha AaHHbIN
MOMEHT pa3paboTaHbl B obfiakax U MOMOraroT MakcumanbHO 3PEEKTMBHO 3alumiaTh
AaHHbIE KNMEHTOB OT NOTEPU, HE3AaKOHHOMO MCMOMb30BaHNSA, YTEYKM U KOPNOpPaTUBHOIO
wnuoHaxa. K Hanbonee nonynsipHbIM MexaHn3mMaM MOXHO OTHECTU criegytoLume:

- ldentity and Access Management (IAM) — wmexaHu3m, obecneuyvBaroLLni
KOHTPOSIb M pasrpaHUYeHne ocTyna K pecypcam B obnake, OCHOBbLIBAETCS Ha TaKux
CYLLHOCTSIX, KaK rpynnbl nofnb3oBaTenen, ponu wu nonb3oBatenu. [pegocrtaBnsieT
AOCTyn 4Yepe3 napbl Knwyen m naponu, obecnedmBaeT QYHKUUIO MHOroakTopHOM
ayteHTudukauum [12];

- Key Management Service (KMS) — cepBuc ana paboTbl C Kr4Yamu
WndpPOBaHNA, KOTOpPble MPUMEHAOT AONS  KOoAUMPOBaHMS Bcern ©0e3  UCKYeHus
nHpopmauun, kotopasa xpaHutcs B obnake. lNMybnvyHble 4acTu KIYen XpaHsaTcs B
obnake, nNpMBaTHble — TOMbKO Yy KnneHTa. AT0 obecnevnBaeT HEBO3MOXHOCTb YTEHUSA
npoBangepoM AaHHbIX knueHTa [13];
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- Trusted Advisor — cepBuC, KOTOpPbIA NEPUOSNYECKM NN NOCTOSAHHO CKaHUpyeT
pecypcbl KNMeHTa Ha Hanuuve YA3BUMOCTEW, CaM He npeanpuHUMaeT HUKaKuX
AENCTBUA, TONbKO MOKasblBaeT KIMEHTY BO3MOXHble npobenbl B 6e3onacHoCTU U
cnocobbl nx 3akpbiTna [14];

- uHTerpaumsa c Active Directory cepBucom, koTopbi ByaeT ynpaBnaTb 4OCTYNOM
nonb3oBaTesien K TeM U UHbIM pecypcawm;

- Cognito — cepBuc ayTeHTUdMKaLMm Nonb3oBaTtenen B obnake [15].

HecMoTpa Ha TakoW LUMPOKUM CMEKTP MEeXaHW3MOB 3alUUTbl, HUKTO HEe MOXeT
3aWNTUTD KIMEHTa OT YyenoBeyecknx owmnbok. MNMoaTomy paspaboTka AONOMHUTENBHbLIX
CPEACTB 3alnTbl PECYPCOB OT YENoBeYEeCKNX OLLMOOK 1 NOCneayroLWmnx yTedek JaHHbIX
SABMNAETCH BaXHOM 3ajaden, ON19 pelleHna KOTOpoM B [JaHHOM UccrnesoBaHUu
npegnararTcsa cnegyowmne noaxoabl.

OcHoBHas npobnema 6e3onacHoCcTM B obnake — ycTapeBaHue Kn4ven gocTtyna.
lMpoBangepbl BCSAYECKM HacTamMBaloT Ha TOM, YTOObI MpoBOAUIACk NOCTOSIHHAsS poTaumsa
Kntoyen, Ho He dopcnpytoT aTo. O4YEBUOHO, HYXKEH UHCTPYMEHT ANsl NPUHYAUTENBHOWN
poTaumn. bornee TOro, WHCTPYMEHT [OOSMKEH  YOOBMAETBOPATb  MONUTUMKaAM
KOH(MAEHUMANBHOCTU U TEXHUYECKUM HOPMaM KOHKPETHOW OpraHu3aLmu.

BTopasa npobnema — He HacTpOeHHble MNpaBuna 6e30rnacHOCTU U Ype3MepHOo
OTKpbITblE MOPTbl B CETeBOW WHpacTpyktype. [lpoBangepbl 3Ty npobnemy
paspelaloT, TaKk Kak 3TO MOXeT OblTb O0O0YyCrOBMAEHO CheunduKon MNPUNOXeEHWUs,
KOTOpOEe pa3BepHYTO Ha AaHHbIX pecypcax.

TpeTba npobrnema — Hanuune OOMNbLUOrO KonM4ecTBa HeUcnosnb3yeMblx
pecypcoB. OTo YpeBaTo ABYMSA nNpobrnemamu:

- MNOBbILLEHME CTOMMOCTU, TaK KaK HY)XHO MnatuTb 3a pecypcbl, KOTOpble
npocTanBatoT;

- MpOosiBfieHNe YA3BUMOCTEW, MOCKOMbKY 3a4acTyld pecypcbl, KOTOpble He
KOHTPOSNMPYIOTCA W OCTaBfeHbl ©0e3 BHWMaHusA, MOryT OblTb HACTPOEHbl C
MUHUMarbHbIMM NpaBunamMmn 3aLnTbl.

Ona  aBTOMatM3auum  3aKpbITUS  3TUX  MNEPEYUCNEHHBIX  YSA3BUMOCTEN
npegnaraeTca MNpoekTupoBaHWe, paspaboTka koga M MCNONb30OBaHWE CrieaytoLmx
WHCTPYMEHTOB, KOTOpble OyayT obecneynBaTb 6Gonee BbICOKMA YPOBEHb 3alLUTbI
NHpopmMauun Npy NCNoNb30BaHNKN 0651aYHbIX PECYPCOB:

- MHCTPYMEHT Ofs CKaHWPOBaHUA WU yaaneHusa yCTapeBLUMX KM4ven AocTyna,
KOTOpbIN B KayecTBe napameTpa 6GyaeT npuHMMaTb MOPOroBoe 3HaveHue Bo3pacTa
KntoYa 1 yaanaTb BCe KIYuM cTaplle 3a4aHHOro KonnyecTsa BpEMEHM;

- MHCTPYMEHT AN CKaHUPOBAHUSA OTKPbITbIX MOPTOB M KOH(Urypaumm npasun
BGesonacHocTn, B pesynbTate 4ero 6OygeTr dopmumpoBaTb CAUCOK  MOPTOB,
peKOMeHAyeMbIX K 3aKpbITUIO UM OrpaHMYeHnto ocTyna ans 6onee y3koro guanasoHa
agpecoB, a Takke OygeT npedocTaBnsTb BO3MOXHOCTb Af1i  aBTOMAaTU4eCKOro
3aKpbITUSA NOPTOB U3 CrMcKa Nocre CKaHMpPOoBaHUS;

- UHCTPYMEHT, KOTOPbIN ByAeT BbINOSHATL TPU OCHOBHbIE PYHKLMU: CKAHMPOBATb
aKKayHTbl Ha Hanu4yMe CTapblX U HEUCnorb3yeMblX PecypcoB, yaanaTb 3TU pecypchbl,
reHepupoBaTb OT4eTbl C  NoApObGHbIMM  cBedeHus MM 06  OBHapyKEeHHbIX
Heucrnonb3yemMblX pecypcax, 4YTo, B CBOKW oOYepedb, OaCT BO3MOXHOCTb MOBbLICUTb
6e30MacHOCTb U CHU3UTb CTOMMOCTb PECYpPCOB.

[aHHble MHCTPYMEHTbI pa3pabaTbiBalOTCA Kak hperiMBOpK 1 6yayT BbIMNOMHATb
cBoM OYHKUMM BHYTpM camoro obnaka pgnsa obecneyeHust MakCUManbHOro
GbicTpogencTBma. B kayectBe peanmsaumm n 3anycka Kaxnoro u3 MHCTPYMEHTOB B
obnake BblbpaHbl Tak HasbiBaeMble Lambda-dyHKLMM, KOTOpblIE OTHOCATCSA K Knaccy
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Serverless applications, T.e. He TpeOylT OTAENbHLIX CEPBEPOB ANSA BbINONHEHUSA. B
KayecTBe s3blka pa3paboTkm npeanaraetcsa ncnonb3oBaTb A3blk Python. [ns yaoberea
NPUMEHEHNa Takoro dpenmMBopka npegnonaraeTca paspaboTka CKpUNTOB ANS
aBTOMaTM3aLmm rnpoLecca ero passepTbiBaHUS.

3aknroyeHue

MNepeyncneHHble WHCTPYMEHTbl npeanonaraetcs paspabaTbiBaTtb C  y4eTOM
ocobeHHocTel npumeHeHuss B obnake AWS, ogHako OyaeT yyTeHa BO3MOXHOCTb
NpUMEHeHns ux B ApyrMx obrakax ¢ HebonbwuvMW  [OMNOMHUTENbHLIMU
moavdukaunamu.  Mcnonb3oBaHne — NpensioXeHHbIX  UHCTPYMEHTOB  MO3BOJSIUT
MakcumansHO 6bICTPO MNpOCKaHMpoBaTb akkayHTbl B obnake, nokasatb HarnsgHbIv
oT4yeT 06 yA3BMMOCTAX U B NOMIyaBTOMATUYECKOM peXnme 3T YA3BMMOCTU 3aKPbITb.
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AHaJii3 MexaHi3MiB 3a0e3ne4eHHs Oe3nexu ingopmaiii B xmMapi
Amazon Web Services (AWS)

PosrnaHyto nepeBarn i HeOONIKA BUKOPUCTAHHA XMapHWUX TEXHOSOrn B
KomnaHigx. [lpoaHaniaoBaHO nporpamMHi MexaHiaMn 3axucTy [daHux i pecypcis
KOpPUCTYBaYiB Bi HeCaHKUIiOHOBAHOro [AOCTyny, WO HadakTbCA MNocTayarbHUKOM
xmapHux nocnyr Amazon Web Services (AWS). NpoaHarnizoBaHO OCHOBHi Bpa3nnBOCTiI,
AKi MOXYTb OyTWM NPUCYTHIMWU 3@ HaABHOCTI e(eKTMBHMX NporpaMHuMx 3acobis
3abe3neveHHsa 6Ge3nekn xmapHux pecypcis. BugineHo taki npobnemu, sk 3actapiBaHHSA
KNIoYiB OOCTYNy, BiOKPUTI NOPTU i HEHACTPOEHI npaBuna 6e3neku, HasiBHICTb Y XMmapi
pecypciB, SIKi He BUKOPUCTOBYHOTLCSA. 3anponoOHOBAHO MiAXoAW ANs MigBULLEHHS PiBHA
Gesnekn i 3axucty iHdopmauii B xmapi AWS. 3anponoHoBaHO po3pobneHHs
dperimMBOpKa, OCHOBHUMU (OYHKLISIMA SIKOTO €: CKaHyBaHHSA | BuAareHHsl 3actapinux
KNHoYiB, BIOKPUTUX NOPTIB, HEBUMKOPUCTOBYBAHUX PECYPCIB i BpasnueBMX KOHirypawin
Gesnekn pdaHmx y xmapi. Ona 3pyyHOCTi 3acToCyBaHHS Takoro dpenmBopka
nepenbavaeTbca  po3pobMeHHa CKpUNTIB  Ansi  aBToMatmsauii  npouecy 1oro
PO3MIiLLEHHS.

Knroyoei cnoea: AWS, XxXMapHi TexHOMOril, MexaHi3aMu 3axuUCTy [aHuX,
Bpas3nnBoCTi, PpenMBOpK.

Analysis of Information Security Mechanisms
iIn Amazon Web Services (AWS) cloud

Advantages and disadvantages of using cloud technologies in companies are
considered. The programmatic mechanisms for protecting data and users’ resources
from an unauthorized access that are given by an Amazon Web Services (AWS) cloud
service provider are analyzed. The basic vulnerabilities which can be present even
when effective programmatic methods for cloud resources safety exist are analyzed.
Such problems as obsolescence of the access keys, open ports and untuned safety
rules, presence of resources which are not in use in a cloud are highlighted. In the
article approaches for increasing data protection strength and information security in the
AWS cloud are proposed. Development of the framework is proposed, the main
functions of this framework is the following: scanning and removing outdated access
keys, open ports, resources which are not in use and vulnerable configurations of
protection mechanisms in a cloud. For ease of use of the framework, it is supposed to
develop scripts for automating the process of its deployment.

Keywords: AWS, cloud technologies, data security mechanisms, vulnerabilities,
framework.
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