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MNOBBIIIEHUE 3AIMINEHHOCTU CUCTEMBI CBSI3U
C TAfIMEPHI)IlY[H CUT'HAJIBHBIMH KOHCTPYKIUAMHA
N IICEBAOCHYYANUHOU IEPECTPOUKOU PABOYEHN YACTOTbI

B cmamve paccmompeHbl MemoObl nNOBbIWEHUS 3AUWUWEHHOCMU cucmem Cces3u ¢ NhceedocayvatiHoll
nepecmpotikoti pa6oueli yacmomyst (IIIIPY). B kauecmge ucxo0HO20 y3KONOJIOCHO20 UCMOYHUKA CUZHA/AA NpPed/1ONCeHO
UCno/308amb HENO3UYUOHHble maliMepHble cuzHabHble KoHcmpykyull (TCK). OnpedeseHbl 2paHuvHbie 3HA4eHUs
napamempos nocmpoenuss TCK 0aa cucmem cgsa3u ¢ IIIIPY ¢ yuemom mpe6ogaHuili OCHOBHbIX nokazamesael
nomexo3awuujéHHocmu; homexoycmotyugocmu u ckpbtmHocmu. Pekomendoeano npu ewi6ope cmpykmypui TCK
yUuumbl8ams napamempwl paculupeHusi Chekmpa y3Kono/10CHO20 cuzHa/1a memodom 6sicmpoli I1TT1PY.
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INCREASING THE PROTECTION OF THE COMMUNICATION SYSTEM WITH TIMER
SIGNAL STRUCTURES AND RANDOM ADJUSTMENT OF THE OPERATING FREQUENCY

Abstract. In the article the method of increasing the security of communication systems with random adjustment of the operating
frequency (RAOF) is considered. As an initial narrow-band signal source, it is proposed to use non-position timer signal structures (TSS). The
boundary values of the parameters of the construction of the TSS for the communication systems with the RAOF are determined taking into
account the requirements of the basic indicators of noise security: noise immunity and secrecy. The researches have shown that the use of
TSS in communication systems with RAOF is increased the structural concealment of signal structures, which is explained by the possibility of
forming various ensembles of signals, which differ in the structure and number of realizations. The change in time in the process of
transferring the ensemble of transmitted signals allows significantly increasing the complexity of recognizing the structure of signals by
unauthorized access to the enemy. It has been established that increasing in the structural concealment of TSS due to decreasing in the
energy distance between neighboring signal structures leads to decreasing in the noise immunity of the system. It is proposed to assess the
structural concealment of TSS with regard to the requirement for reliability of transmission. It is recommended when choosing the TSS
structure; taking into account the parameters of spreading the spectrum of the narrowband signal via RAOF.

Key words: secrecy, timed signal structures, random adjustment of the operating frequency.

1. Beenenue

B ycnoBusAx paauo3neKTpOHHOrO MPOTUBOJEHCTBHS aKTyaJIbHBIM SBJIETCS MOMCK METOAOB Iepenayd,
00ecCIIeunBAONINX TOBBIIICHNE 3aMIMIIEHHOCTH CYIIECTBYIOIINX CHCTEM CBSI3H OT CPEICTB PaAMOTEXHHUYECKOH
pa3sBeIKH M HECAHKIUOHUPOBAHHOIO JAOCTyma. M3BeCTHO, 4YTO METOABI CKpPBITOM IMepenadd OCHOBAaHBI Ha
pacIIMpeHNH CIIEKTpa HCXOAHOTO HH(OPMAIIOHHOTO Y3KOIOJIOCHOTO CHTHANa C ITOMOIIBIO ICEBAOCTyJalHON
nepecTpoiiku paboueit wactorel (IIIIPY) wmmm mnceBmocmydaHBIMH IOCHEAOBATEIbHOCTSIMUA [1], KOTOpBIE
pa3pabaThIBAINCh TOJIBKO ISl NO3MLMOHHBIX Ko#oB. Kak mpaBuio, 3 eKTHBHOCTh TaKUX CHUCTEM OLIEHMBAETCS
KOMIUIEKCHBIM ~ IIOKa3aTeleM  IMOMEXO3alMINEHHOCTH, OCHOBHBIMHM  IIOKa3aTeNIsIMH  KOTOPOTO  SBIISETCA
MIOMEXO0YCTOWYNBOCTh U CKPBITHOCTH (JHEPreTHUECKasl, CTPYKTypHast, HH(YOPMAI[MOHHAS U JIp).

Jnst noBeimenust 3amuménHocTH cucteM cBsizu ¢ [IITPY B pabGorax [2,3] Ha OCHOBE NpeIIOKEHHBIX
ANTOPUTMOB IIOKa3aHa BO3MOYKHOCTh DACHIMPEHHS CIIEKTpPa HEMO3MLIMOHHBIX CHUTHAJIOB, HPUMEPOM KOTOPBIX
ABJISIFOTCS TaliMepHble curHanbHble KoHCTpyKimu (TCK) [4]. B [3] mokasano, uro ucnonszoBanue TCK B xauecTBe
MEepeHoCYrKa HWHQOpPMalmuHd B Y3KOMOJIOCHBIX CHUCTEMax CBS3M 110 CPaBHEHUIO C pa3psaHO-I(POBBIM
rxoxuposanueM (PLIK) noBenmaer nHGOPMAIIMOHHYIO U CTPYKTYPHYIO CKPBITHOCTh CHTHAIBHBIX KOHCTPYKIHUH, YTO
00BSICHAETCS CIIOCOOHOCTHIO Koaupytomero ycrpoiictea TCK ¢opMmmupoBaTe B 3aBHCHMOCTH OT 3a/aBaeMBIX
MMapaMeTpoB MOCTPOEHHS PpA3IWYHBIE AHCAMOIM CHTHAJIOB, KOTOpPBIE OTIMYAIOTCS CTPYKTypOH M UYHCIOM
peanuzanuii komOuHanuil. K coxaneHuto, B 3TUX pabOTax HEAOCTATOYHO HCCIIEIOBAHbI BONPOCHI IO OLIEHKE
B3aMMHOTO BIMSHUS IIOKA3aTeNel IOMEXOYCTONYMBOCTH U CKPBITHOCTH B 3aBUCMMOCTH OT ITapaMETPOB MTOCTPOEHHS
TCK u BpeMEHHBIX XapaKTEpUCTUK PAaCIIMPEHUs! CHeKTpa curHaia. IloaToMy, 1enpio AaHHOH paboThl SIBISETCS
CHHTE3 CHTHaNbHBIX KoHcTpykumii Ha ocHoBe TCK wm IIITPY c yuerom TpeOoBaHMiI K IIOMEXOYCTOHYMBOCTUH U
CTPYKTYPHOM CKPBITHOCTH.

2 PacuuMpeHue crieKTpa TaiMepHbIX CUTHAJIbHBIX KOHCTPY KM

Pacmmmpenne cnekrpa meromom IITIPY ocHoBaHO Ha TOM, 4TO paboyas 4acTOTa CHUTHaja NP Ieperade
OWTOB IMO3UIIMOHHOT'O KOJA NEPECTPanBaAETCs B OOJIBIIOM JHarla30HE YacTOT IO 3aKOHY, KOTOPBIH M3BECTEH TOJIBKO
OTIIPABUTENIO M MOJIydaTeNlo, a, CIEAOBaTeIbHO, B Hauale ceaHca Iepenadyd HemocTyneH cpernctsam PTP
MIPOTHBHHUKA. B 3aBHCHMOCTH OT BpeMeHM Iepenadn MH(OPMALMH Ha OZHOW HECYIIEeH YacTOTe pa3iIndaioT
ObicTpyto u MemieHHyto IIITPY. Ilycth #, — AJMTENBHOCTh IEpEeAauyd OMHOTO HH(OPMALMOHHOIO 3IEMEHTA

pa3psaHO-TIIdpoBOTo Koaa, Toraa npu Obictpoit [TTTPY Bpems nepenadn Ha 0qHOM Hecymel yactote Af,

npy
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buep ST - 1
[pu meanennoii IIPY Ha oxHOMN Hecyuied yacToTe Af, . NepenaeTcst HECKOIbKO OHT, T.€.
Loep > 1o - 2)

PaccmorpuM Bo3moxHOCTh pacmupenus criekrpa TCK ¢ ucnons3oBanuem ObIcTpoit 1 memienHon [TTTPY.
Hus moctpoernst TCK ucmons3yercst 6a30BBI BpeMEHHOH 3JeMeHT A W mHTepBan 1.=nt), TIe N1 — KOJIAIECTBO

sneMeHToB f . B npenenax 7. cCUrHaNbHON KOHCTPYKLHMHU JUIMTENEHOCTD UMITYIbCOB T = fh + Ax[ (1€ 0,1, 2,3, ...
) u xpatHO A= ty/s (s € 2, 3, ... k). Takum 00pa3zoM, pacCTOsIHHE MEXIy 3HAYallMMH MOMEHTaMH MOIYJISIINN
(3MM) (1.2, ) MenbIe unTepBana Haiiksucra (1, =1/AF,) u kpatHo snemeHTy A. Takoe ycioBHE I0O3BOJISCT

yCTpaHUTh MekcUMBOIbHbIE HckaxeHust B TCK. Uucino s noka3siBaeT, HACKOJIBKO MEHBIIIE BPEMEHHON HHTEpBal A
no orHolmeHur K f) Umciao mepexomoB I B TCK MoxeT ObITh pasiMYHBIM U MEHSTHCS B Mpefeiax
i=12,..,n—-1. Ipumep ¢opmupoBanus peanusaumii TCK Ha nnTepBane BpemeHu 7, =4¢, npu 6a30BoM

aJIeMeHTe A ToKa3aH Ha puc. 1(a).
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Puc. 1. Paciuupenne cnexrpa TCK X, (Zc) ¢ nomomsio IICII u metoom onicTpoii IINTPY Ha unTepBase TC = 4t0

C y4eToM TOTro, YTO T, MOXKET OBITH OOJNBIIE f), MPUMEHHUTD ycioBue (1) mmm (2) mia pacimpeHus CreKTpa
TaiMEPHBIX CHUTHAJIOB ¢ mMoMoIbio MeToioB [ITTPY He mpencTaBiseTcss BO3MOXKHBIM H3-3a HEMO3UITMOHHOCTH 3MM

KOHCTpYKUMHK uHTepBanam Haiiksucta #. Ommako mpw ycnosuu £, <f, W [, =A BO3MOKHO peanu30BaTh

osicTpyro IITTPY, ucnons3ys uHTEpBad A Ans mepedadd ogHON Hecymied wactoTel. Ha puc. 1 mpuBeneH mpumep
peanm3aniy pacIIMpeHus] CHeKTpa Ha wuHTepBane 1, =4¢, c KoMmOMHammed aByx MeromoB. CHawama CIIEKTp

TaMepHON KOHCTPYKIMHU X, (tc) pacmmpseTcs ¢ momoIbio snementos 7 =A/j (rae j=1,2,3, ... — Konu4ecTBo
5eMeHTOB 7 Ha uHTepBane A) mceBnociydaiiHoii mocnenoBaTenbHOCTH c(TC) (puc. 1(0)) B OIMPOKOIIOIOCHBIH
CUTHAIl X, (TC ) =X, (tC )x c(TC) (puc. 1(B)), a 3aTeM ¢ nomoplo OpicTporo Merona IIITPY dopmupyercs: curnan
u'(t) = x, (t)UO cos(a)(g(t)t))(pnc. 1(r)), rme cos(aJ( g(t)t)) — Habop YACTOT, KOTOPBIH MPEICTaBIsACT COOOM

(YHKIIMIO OT KOJOBOTO CHTHanma g(f).
3 OueHka NOMeX0yCTOMYNBOCTH M MOTeHIUaAbHOMH ckpbiTHOCTH TCK
3nauenust A, S, n U I, KOTOPBIE UCTIONB3YIOTCs st moctpoerus: TCK, BIUAIOT Ha OMEX0YCTONYUBOCTE
W CKPBITHOCTH CHTHAJBHBIX KOHCTpYKuui. [loTeHIMansHas CTpyKTYpHasi CKPBITHOCTD ONPEAEIIeTCS KOIMIECTBOM
JBOMYHBIX W3MEpPEHHH (I.13), KOTOpOE€ HEOOXOAWMO BBINONHHUTH IJISI PACKPBITHS CTPYKTYpHI IEPEXBAUCHHOTO
curHaia 6e3 yuéra anroputMoB ero oopadotku Ha ctannuu HCJI [4]:

S =log, 4, 3)
rne A — MHOXECTBO peayM3aluii, ONpeesieMblii KOJIMYECTBOM BCEX BO3MOXHBIX 3HAYEHHH KaKHUX-IHOO
rapamMeTpoB CHrHana. TakuMH IapaMeTpaMd MOTyT OBITh HECyIIas 4acToTa, CTPyKTypa Koja, BpeMs IpHXona
curHaia u 1p. B o01mmem ciryyae CKpBITHOCTD 3aBHCUT OT CIIOC00a IMMOCTPOESHUsI KOHKPETHOT'O BH/ja CHTHAJIA.
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Uucno peammzanmii TCK nst pukCHpOBaHHOTO YKca | TPH Pa3INYHbIX 3HAYCHHUSIX S U 1 [4]
. [(n~s)—[(s—1)-i]]!
A=N = = , 4
R (o ) “
rne i — gynciao WHGOPMAIMOHHBIX 3HAYamUX MOMEHTOB Moayisanuu (3MM) B curHane. Eciau ucmons3yroTes
TCK c pazubim yucinom 3MM, torna
[(n-s)—[(s—l)-i]]! (5)

A= Nyl =va)= 2o S T

i=1

V3menenue ancam6nsa peanmmsammii TCK N, B 3aBUCHMOCTH OT TIapaMeTpoB /1, S M [ TIOKa3aHO Ha

puc. 2.
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Puc. 2. Ko €CTBO peajiu3a TCK B 3aBUCHMOCTH 0 Puc. 3. 3aBUCHMOCTH CTPYK oii CK octu TCK o
S mnpu 3HavyeHusix 7 =8, 10, 12 napaMeTpoB 7, S H I

W3 pucynka BumHO, 9TO KodmdecTBo peann3anuii TCK cylmecTBeHHO YBEINIUBACTCS C POCTOM /2 U S TIPH
i=1...n mo cpaBHenuro ¢ PILIK. Ha puc. 3 npeacraBneHbl 3aBHCUMOCTH CTpyKTypHOH ckpbiTHocTu TCK ot

W3MEHEHHs apaMeTpoB 7, § W . BugHo, uto ctpykTypHas ckpbiTHOCTh TCK yBenmMumBaeTcs ¢ pocToM n U S
npu i =1...n . VI3 3THX 3aBUCHMOCTEH ClleyeT, YTO YeM OoJblle § U 7 TeM Oouiblie OyJeT 3HaueHHe CTPYKTYPHOH
CKPBITHOCTH S 1y - OHAKO yBEIMUYEHUE § HPUBOIUT K MIOMEXOYCTOMYMBOCTU M CHUKCHHUIO CKOPOCTH Iepesayu,

MO3TOMY TpeOyeTcsl ONpeNeNuTh TPaHuYHbIe 3HAYEHUs 3TOro IHokasarens. IIpu paboTe mo kaHaimam C rayCCoBBIM
IIyMOM HETOYHOCTh OIMMOOYHOTO Tprema komoBoil kKoHcTpykiun TCK P, ompenensercs BeIMYUHON 30HBI A,
CpeIHEeKBaApaTHYHBIM OTKIOHEHHEM 3MB, 4T0 B CBOIO OYepenb 3aBHCUT OT COOTHOIICHHS CUTHAJ/TIOMEXa, a TaKKe
YHCIIOM NIEPEXOJO0B B CIOBE i

q
P =1-[F(8/20)], (©6)
. 2
e — cpenree ynciao 3MM B komoBoM cioBe; F (x)zl/ 27 J e?dt — wmnrerpan BepositHocTell. CpenHee
0
YHCIIO NEPEXOJIOB i B CUTHAJIBHOW KOHCTPYKIIMM MOXKHO TIPEICTABUTH KaK
2
- mn nC* (
T ms—n(s-1)
n=1 ms—n (sfl )
IToTepu B kaHase 3a CUET HEOINPEAEIEHHOCTH B IPUEME KOJI0BOM CUTHAJIbHON KOHCTPYKIIUH:
H = p,1 (1= p, )log:=P= || 8
n__ps ngs+ _pB OgN b ()
pE-1
rue Py = [2F (a/ 20')]’ — BeposATHOCTH npasuibHoro npuema TCK. C
yBennuenueM s pacrer N1 Py, , T03TOMY JUlsl KQKIOTO KaHaia culamen
e 3
MOXHO ONPEAEINTh CBOE 3HaYeHHWE A, NMPH KOTOPOM OOecrednBaeTcs 21 NN
- -
MaKCHMaJlbHasl TPOITyCKHasi crocoOHOCTh cucteMsl C,,. Bripaxkenue s 20 2 A ]
C,, ompenernsercss YHCIOM peanu3aliiii CUTHAIOB C YYETOM IOTEPh H 1.9 13 ~N
3aIUChIBAaETCA AT KOJIMUecTBa HHGOPMAIUY Ha IEPEIaHHbIN OTUH ONT: 18 P4
— TV L
C, =1/mllog, N, — H, |, Gure. O A
Ha puc. 4 npuBesneHbl 3aBUCHMOCTH TNPOITYCKHOM CIIOCOOHOCTH 1647
KAQHAJIOB C PA3IMYHBIM yPOBHEM (IIyKTYalMOHHBIX WIYMOB h=u,/u, 15
(kpuBble 1-3 mis A=7,5 um = 8§, 6, 5 COOTBETCTBEHHO), U3 KOTOPHIX ol L L L L | -
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CIIE/lyeT, YTO VISl KaKAOro 3HAYEHUs /I MMeeTCs 3HAYeHHEe 30HbI, PH Puc. 4. 3aBHCHMOCTH NPOIYCKHO

kotopom C,, OydyT MaKCUMalbHbIMH. TakuM 00pa3oM, 3HaueHHe CNMOCOGHOCTH KAHANIOB ¢ PA3IMYHBIM YPOBHEM
o JIYKTYAIIHOHHBIX IIYMOB

ONITHMAJIBHON BEJIMUMHBI 30HBI A  oOmperensercss ypoBHEM TIIOMEX B baykryan Y

kanane /. CHmkeHue BeposTHOCTH mpaswibHoro npuema TCK p,
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OMHApHOM KaHaje OrPaHUYMBAET HCIIOJIb30BAaHHE OONBIIMX 3HAYEHUH S, MOITOMY IPHU pacdeTe MOTEHIHAIbHOMN
CTPYKTYPHOH CKPBITHOCTH HEOOXOMMO YUUTHIBATH TPEOOBAHHUE 110 00ECIIEUSHUH [TOMEX0YCTOHYHBOCTH.
4 BriBOa
HUcnons3oanne TCK coBmectHO ¢ MeTomoMm [IITPY moBelmaeT CTpyKTypHYIO CKPBITHOCTh CHTHAJIBHBIX
KoHCTpyKumi. [loBemmerne cTpykTypHO# ckpeiTHOCTH TCK 3a cueT yBenudeHuss S CHIKAET MOMEX0YCTOMIMBOCTh
CHCTEMBI, 4TO HEOOXOIMMO YUUTHIBATH IIPH BHIOOPE MTapaMETPOB CUTHATIBHOW KOHCTPYKIIUH.
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