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In this paper it is proposed the mathematical optimization model of mobile radio system subject to prediction
enemy activity. Optimization conducts via connectivity figure which reflects signal quality between mobile radio
terminal-retransmitters.
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Statement of the problem

For the purpose of achieving information superiority leading countries continue to create and develop
communication systems that combine dispersed government, troops (forces), intelligence by means of data
on military conditions between different subscribers in-time, near real. The value of communication in the
conduct of modern combat is very high, because of their proper and fast functioning depending on the
success of military operations and transactions. In this case, the radio remains one of the main sorts of
communication during the organization of command and control at the tactical level. It is fast setting,
flexible and practically indispensable in difficult maneuvering conditions of warfare.

Due to the fact that military developed countries have in service modern tools and systems for signal
monitoring radio intelligence [1-7], which are able to quickly expose radio systems that are deployed in the
interests of tactical management of the Armed Forces of Ukraine, so the extremely important problem is a
reducing the effectiveness of enemy radio intelligence.

To protect the radio for the entire depth of defense against electronic radio intelligence and Electronic
Warfare (EW) of rival the most effective is radio stations for small facilities. The most promising for this
method of communication is mobile radio communication system (RCS), in which stations have the same
status and interact with each other in the area of line-of-sight or via relaying messages through other radio
stations. In this case, the spatial scope of RCS is limited only by the number of relay stations and the limiting
distance of propagation of radio signals.

However, under the action of electronic radio intelligence and electronic warfare of enemy and
dynamics of changing in tactical management level of the Armed Forces of Ukraine during the operation of
RCS is necessary regarding the prediction of possible variants of its structure.

Therefore, the problem of optimization the structure of the RCS in terms of connectivity is of
considerable practical interest and is an urgent problem for the branch of military control and
communications.

Analysis of recent achievements and publications

Analysis of researches of this problem suggests that the solution to the problem of optimization the RCS
structure is paid enough attention. The vast majority of authors on the subject of quality indicators to RCS,
which are used for optimization of RCS include cost, reliability and average time delay between relay
stations. Thus, the problem of optimization the RCS structure are related to problems of multicommodity
streams [8].

36ipHux nayxosux npaye Ne 2(2) 2014
43



BiiickkoBa akanemis (M. Oneca)

As a classical problem of multicommodity streams the structure of RCS assumed given and, for
example, the best routes of information transfer for each pair of relay stations are found. However, this
optimization is achieved through the solution of combinatorial problems as a result of which labour-intensity
increases significantly depending on the number of radio-transmitters in the RCS.

The most common RCS optimization is in terms of throughput capacity. For the first time this problem
was considered by Kleinrock L. [10], where the methods of solution for some classes of functions were
proposed. Also were developed many heuristic methods, replacing of branches, removal of branches, busy
chopping. But the proposed methods are in a narrow range of parameters (cost and throughput capacity) and
do not always give accurate results of optimization [9].

Domestic authors consider optimization of RCS’s structure by addressing the problem of Steiner for the
appropriate number of nodes of the graph. The solution to this problem is putting into network the additional
node that provides the best connection with the closest nodes. In addition, for solving the problem of Steiner
are used the approximate algorithms by Zlotow A.V.- Khachaturov V.R. [12], heuristic algorithms by
Lotaryov D.T. [13] and asymptotically optimal algorithm by Yerzin Al [14].

Thus, there are many models and optimization algorithms of RCS at present. But their purely technical
direction does not consider the possibility of enemy action on RCS.

Statement of the problem and its solution

To take into consideration proposed shortcomings the purpose of the article is to create a mathematical
model of optimization of the mobile radio system structure in terms of connectivity.

Emphasizing of unsolved aspects of the problem, what the article are about

To date, the optimization problem of RCS is quite far from complete solution. A prospecting direction is
a conflict of discrete optimization set of RCS/electronic radio intelligence, electronic warfare [15]. It allows
increasing or preserving the effectiveness of the disputed parts in terms of deliberate counter by rational
choice of their actions.

For optimization of the RCS is proposed to create a game-theoretic model using connectivity index.
Connectivity is the connection between any radio terminal-retransmitters of RCS in a given period of time.
This figure is an integrated measure of timeliness, accuracy, secrecy of connection and its quality.

The main material research and complete explanation of scientific results

The feature of the solution of optimization problem of RCS in terms of electronic intelligence and

electronic warfare is that the connectivity of individual areas of communication K, and RCS in general

K., will depends on decisions (strategies), what are accepted by both warring parties. That is the

optimization criteria should be presented in the form of functional K, (S;, R;) and K,.(S;, R;) defined on

the set S x R where S = {Sl. }— is the set of solutions (strategies) for creating RCS, R = iRl} - is the set of

strategies for creating electronic warfare. Obviously, the purpose of optimization of RCS is to maximize the

connectivity of the system K, = m§1xl(38 (S,,R;), and the purpose of the opposing party (electronic
intelligence and electronic warfare) is a minimizing of connectivity of RCS K, =min K, (S;,R,) .
R

In conditions of the conflicting interests the legitimate is an attempt of each part to get any guaranteed
results. In this case it is advisable to use the minimax approach to problem solving of optimization by

criterion g = max min K,(S,, R)
N R X

To solve the optimization problem by this criterion it is appropriate to use the methods of game theory
as a conflict of interest (RCS / electronic intelligence and electronic warfare) is to enhance or preserve the
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efficiency in terms of deliberate counteraction of parties by rational choice of their action.

Due to a number of sets of strategies S and R, their finite, limited resources allocated for the
organization of communication, electronic intelligence and electronic warfare, the index of effectiveness of
RCS can be expressed by ultimate connectivity matrix {K“} , and the game itself is classified as antagonistic

size of matrix games S x R which decisions are to find the saddle point:

msaxngnl{m(Si,Rj):n;mmsaxl{m(Si,Rj) M
The greatest difficulties in the optimization of RCS by the criterion (1) is due to the so-called "curse of
dimensionality", i.e. avalanche-like increase of matrix dimension K (S;,R;) by increasing the number of

admissible strategies §; and R;. This makes the optimization problem difficult to solve RCS with

increasing number of areas due to two-digit number.

The solution of this situation can be found if consider the final number of options electronic intelligence
and electronic warfare and related schemes of communication (Table. 1).

Let some final number of options system electronic intelligence and electronic warfare R - and options

for communication S . Then, for each pair of options S, € S and R; € R can be calculated connectivity of the

RCSas K,,(S;,R;) . By analyzing various combinations of pairs we get the matrix connectivity of RCS:

Kx@(Sl’ Rl)’ K'ﬂe(Sl’ RZ)’ "'5K36(S1’ RR)

{K } _ Rse(SZ’Rl)’Rse(SZ’RZ)""7R33(S2’RR) (2)
36 JSxR

K;fe(SS’ Rl)’ KSH(SS’ RZ)’ ""KSK(SS’ RR)

According to the terminology adopted in the game theory, this will be the solution to the "numerical
strategies», which clearly defines the actions of the opposing sides. However, the real matrix (2) often cannot
have a saddle point, which is a decision to a "pure strategies" does not exist. In this case, the solution can be
obtained in a "mixed strategy" in which each of the options of RCS - electronic intelligence and electronic

. [ S R
warfare can attribute defined probability Zl“ P =1, Zl P, =1

That is proven in game theory that for final-dimensional matrix gaming solutions in mixed strategies
always exists. Therefore, when a large number of options are considered, to simplify the solution can be used
special techniques to reduce the dimension table.

Formation of the initial data for solving game problem

Formation of matrix connectivity {K“ (S j,Ri)} and solution of play in the net or mixed strategies

SxR

where g - ig]; - is the set of construction strategies of RCS, r={r,} is the set of electronic intelligence

systems strategy.
A criterion of optimization the structure of the RCS max min K, (S,, R ;)=min max K (S;, R;)-
S R ! R S !

The cost of the game a <v < #: where , _ max min k,(s,, &,) a0d g = min max K, (S, R )-
N R
if a=p, then

K33(S1’ Rl)’ K33(S17R2)9"'9K36(S1’ RR)

{K } _ KS@(S2’Rl)’KSG(S2’RZ)""7K38(SZ’RR)
36 JSxR

KSG(SS’R1)9K38(SS’R2)""’K36(SS’RR) . (3)
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Table 1
Theoretical Game Model of Conflict
Variants of the enemy's actions R »
Part/side
R, R, . R,
Sl ng(sl’Rl) K’,‘g(Sl3R2) Kse(SlaRR)
S2 Kzs(SZ’Rl) K?s(S25R2) RN} s Ksa(SZ’RR)
Variants of
RCS’s
structure
SS
Sy K, (S5, R)) K, (S5, R,) v | Ko (S, Ry)

For distribution p, =(p,,Py,...Ps) Pg>0 to a mixed strategy ;_iz connectivity is defined as

S
Ks =K, ;Ps+K,,;Bs+..+K, sPs, VjeR,where y"p 1.

36lj 362 36 jS

i=1

For distribution p, =(p,,P,,...,Py) Pr=0to a mixed strategy ;-5 connectivity is defined as

— R
Ku =K, ;Py+ K, Py +..+ K, yPp, VieS , where 3 Py =1.

3617 rl 362j% r2 38 jR
i=1

If, a# g then, is formed a system of inhomogeneous linear equations with unknowns P P, Ko :

Ko iBs + Ko,
KonPy + Kyin Py + .+ Ky 1 P =K, i=18,
Ps+Pg+..+Pg =1,

P, +P,+..+P, =1

Pg+..+K,gPs =K, j=LR,

365]

3612

For example, consider the game dimension of 3x4, which was replaced by the equivalent game
of smaller dimension 2x2 (Fig. 1).

R R

R | R | By | Ry Ry | Ry
h A
S, |06|04]05]|08 S |05]|06
S, |05[06]|09]|07 S, 08|05

Fig. 1- Replacing the original game by equivalent game

Check the game (Fig. 1b) for the saddle pointmax min K. . = 0,6 # min max K, =08 That is the solution
N R R S £

36jj
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in pure strategies does not exist.
To find the optimal mixed strategies within the system of equations:
For RCS:
0,5P,¢ +0,6P5 = K s
0,8P, +0,5P,¢ = K 5
Py + Pyg =1

For electronic intelligence and electronic warfare:
0,5P, +0,8P,; = K 5
0,6P,, +0,5P,, = K s
Ppy + Py, =1

The solution of these systems of equations will give a result P, = 0.542, P,3=0.458, Py = 0.542, P,
= 0.458, K= 0.546.

So, the rational option of communication for RCS will be an option with P,3= 0.542 and P;3= 0.458.

The use of the first variant of organization of communication should be avoided as irrational.
For electronic intelligence and electronic warfare from the enemy's point of view the perspective will
most rational P, = 0.542 and P,,= 0.458. The use of the third and fourth options the opponent refuses both

as the irrational.

Conclusions

The given mathematical model structure of optimization of RCS allows to determine the most optimal
structure for organizing the communication system. The novelty of this methodology is the optimization in
terms of connectivity, which can be considered as an integrated indicator index of the quality of RCS
communication. The provided example allowed to get a corresponding numerical value by which was
selected the most rational structure of the RCS, electronic radio intelligence and electronic warfare.
However, it should be noted, that the final conclusion about the degree of rationality of derived structures in
a battle takes the appropriate official. It can either agree with the results of the optimization or additionally
formulate other options of RCS, electronic intelligence and electronic warfare and propose a new game for a
new solution.

Prospects for further research

Directions for further research is considered the development of a mathematical model of evaluation
connectivity between separate radio stations repeaters in conditions of dynamic changes in the RCS
structure, which will allow to solve specific tactical tasks in military management and communication.
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MATEMATHAYHA MOJIEJIb ONTUMIBAIIl CTPYKTYPU PYXOMOI CUICTEMHA
PAJIO3B’SAA3KY 3A IOKA3ZHUKOM 3B’A3AHOCTI

H.A. byxan, A.IO. Kopkin

Y emammi 3anpononosano mamemamuuny modenv onmumizayii cmpykmypu pyxomoi cucmemu paoio3e si3Ky
3a11eXHCHO 80 npoeHo3y Oill npomusHuka. Onmumizayis npo8oOUMbCs 3a NOKA3HUKOM 38 A3AHOCMI, AKULL 8i0obpadxcac
SAKICMb 368 "SA3KY MIJNC PYXOMUMU PAOTOCMAHYIAMU-DEMPAHCIAMOPAMU.

Knrwuosi cnosa: pyxoma cucmema paoioss’s3Ky, NOKAZHUK 36 A3AHOCMI, pAdioCMAaHYii-pempanciamopu, Mooesb

onmumizayii.

MATEMATHUYECKAS MOJIEJIb ONTUMM3AILIAYU TOABUKHOM CUCTEMBI CBSI3H
11O ITIOKA3ATEJIIO CBA3HOCTHU

H.A. byxan, A.lO. Kopkun

B cmamve npeonodicena mamemamuyueckas mooens ONMUMU3AYUY CIPYKMypbl NOOGUNCHOU CUCHEMbL PAOUOCEA3U
8 3asucuMocmy Om NpoeHO3a Oelicmeull npomusHuka. Onmumusayus npoeoOUMbCA NO NOKA3AMENO CEA3HOCHU,
KOMOpblll 0moopaxicaem Kaiecmeo ce:a3u MexHcoy noo0GUNCHLIMU PAOUOCHAHYUAMU-DEMPAHCTIANOPAMU.

Kniouesvle cnoea: noosudicnas cucmema céa3u, NOKA3AMeNb CEASHOCHU, PAOUOCHAHYUU-PEMPAHCIAMOPLL,
MOoOenb ONMUMU3AYUL.
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