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Abstract.We review different approaches to enabling security in Grid systems. 
We analyze such mechanisms as Globus GSI and message-level security. We also 
focus on the following aspects of Grid security: anomaly identification, and resource 
and data availability monitoring.  

 
 

         
    ,  '   
     ,   

      .  '     
 Grid- ,  '    , 

        , 
    . 

        
'       

(  ,    ),    
       Grid- . 

 ,          
     . 

   Grid 
    Grid     
: ,  ,  ,   
   , , ,  , 

 ,   ,   
 (firewall).         



141 

  OGSA (Security Architecture for Open Grid Services),  
Open Grid Forum(OGF),     Globus Toolkit (GT) -  

   [8]. 
   ,    Grid-  :  

 ,  ,    
,   [5].    

Grid-       : 
  ,     

  -     
      

   .  
  Globus GSI 

      Globus Toolkit  -   
  Grid- [4].      

 Grid-    Globus Grid Security 
Infrastructure (GSI)[2].        
GSI       , 

       
.  

       
    ,  ,  -

 (proxy certificate),    '   -
       .  

        
- ,        

     ( ,   );  
     ,   

.       GSI  
 X.509,      

  .     X.509  
     , GSI  

-  X.509[9].   
    GSI   

   (Transport Layer Security - TLS),   
    (Secure Socket Level - SSL),  

         
     -  X.509. 

   -  X.509  
  TLS.      Internet (Internet 

Engineering Task Force - IETF)   ,   
  X.509  - [9].   

Grid (Global Grid Forum - GGF)   ,  



142 

       - X.509   
 GSS-API (Generic Security Services API –    
  ),      

   Grid.       
 GSS-API      

Grid- [7].       
        

 -  X.509.     
'     « »    
' .          
    . 

 
    
       

   (       
  Grid).   Grid  Web-  (Web- ), 

 Grid       [6]. 
       

 SOAP (Simple Object Access Protocol -   
  ' ),      

;  ,         
  .  IBM, Microsoft  VeriSign   

  OASIS (Organization for the Advancement of Structured 
Information Standards)   Web- ,    
WSSecurity. 

     SOAP,    
     ,     

SOAP,      .   
  SOAP[1]  ,     

       . 
Security Assertion Markup Language (SAML).    

 ,    ,    
'  Grid     . SAML 

 OASIS   ,       
      .  SAML 
    ,    
  , '    ' .  SAML 
     ,   

      , 
   . SAML    

/ ,       
 SAML[10].  ,     



143 

   XML,   '     
   .  SAML   

 '  -  SOAP  HTTP.  ,  ,  
    SAML,   Grid '  

        
.       

    Grid. Extensible Access Control Markup 
Language (XACML).     

         
 .  Extensible Access Control Markup Language, 

 OASIS,        
    XML     .   

 ,       
,            

.  , XACML     
 '           

'   ( ,    )   . 
   

     Grid-   
   .       

       '  : DoS 
(denial-of-service)      - DDoS (distributed denial-
of-service).   ,       

     [11].    DDoS-
      ' -  (botnets).  , 

  2009 .  botnets   650  
' .  ,      

 (DDoS),      
 ,        . 

   ,        
     .   

        
   ,      .  
          

     [3],     1950-
           

.        
,         

. ,          
      ( , Grid-

  Grid- ).         
       .   



144 

    GridView [12]. GridView    
    Grid- .     
  –   Grid-    

 . GridView     
   Grid- ,      . 
       ,   . 

  ,    GridView,    Grid-
,  Grid-     .    

  .     GridView   
    (    

 (  )).  
 

     ,   Globus 
Toolkit    middleware Advanced Resource Connector(ARC) 
NorduGrid 3.0.0.  

    Grid-      
        

’ .  ’         
  .  

  
1. Simple Object Access Protocol (SOAP) 1.1.W3C, Note 8, 2000. 
2. CMS Requirements for the Grid : Proc. of the Int.Conf. on Computing in High Energy 
and Nuclear Physics (CHEP2001) / K.Holtman  
3.  . .     . / 

. . , . .  — :. "  ", 2005. — 343 c. 
4. Foster I. The Anatomy of the Grid. Enabling Scalable Virtual Organizations / I. Foster, C. 
Kesselman, S. Tuecke // Intern. J. Supercomputer Applications. — 2001. — 15, N 3. — P. 
200–222. 
5.  .  Grid / .  //  . — 2004. —  
6. — .63-68. 
6. Cornwall L.A. Authentication and authorization mechanisms for multi-domain grid 
environments / L.A. Cornwall, J. Jensen, D.P. Kelsey // J. of Grid Computing. — 2004. — 9. 
— P. 301–311. 
7. A security architecture for computational grids: Proc. of ACM Conf. on Computers and 
Security. / I.Foster, C. Kesselman, G. Tsudik, S. Tuecke —1998. — P. 83–91. 
8. Adams C. Understanding PKI: concepts, standards, and deployment considerations. / 
C.Adams, S. Lloyd — London: Addison-Wesley, 2002. — 352 p. 
9. IETF – Public-Key Infrastructure (X.509) (pkix), 2005. — www.tools.ietf.org/wg/pkix. 
10.  IETF – Transport Layer Security (tls), 2005. — www.tools.ietf.org. 
11. Tulloch M. Microsoft Encyclopedia of Security / M. Tulloch— Redmond, Washington: 
Microsoft Press, 2003. — 414 p. 
12. Kalmady R. GridView: a Grid monitoring and vizualization tool. / R. Kalmady, D. 
Sonvane, K.Bhatt —https://twiki.cern.ch/twiki/pub/LCG/GridView/. 

 
 14.10.2013 . 


