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ITPABOBI MEXAHI3MH YITPABJIIHHSI KPUTUYHOIO
IHOOPMAIINHOIO IHOPPACTPYKTYPOIO YKPAIHHU

VY crarTi IpoBeeHO aHa3 ICHYIOUMX IIPAaBOBUX MEXaHI3MiB YITPaBIiHH KPH-
THUYHOIO 1H(OpMaIiitHOI0 IHPPACTPYKTYypoIo B YKpaiHi. 30Cepe/PKeHO yBary
Ha pPOJIi TPaBOBOTO PETYTIOBAHHS CYCHUIBHHX BIHOCHH Y cdepi mpoTuaii
3arpo3am MOPYIICHHS 0e3MeKH KPUTHYHOI iH(popMaIiifHOT iHPpacTpyKTypH
[UITXOM HAaBMICHOTO BHKOPHCTAHHS IH(POPMALiHHO-KOMYHIKAIIIITHUX TeX-
HOJIOTi# TIpoTH 00’ €KTiB KPUTHIHOI iHPpaCTpyKTypH. JOCTiPKEHO OCHOBHI
CKJIaJIOBI ITPABOBOTO 3a0e3MeueH s Oe3MeKr KpUTHIHOT iHpopMaliiHoT iH(-
pacTpyKTypH: HalliOHAJIBHY Ta MDKHapoOJHy. BH3Haue€HO MOXIIHMBI iHCTpY-
MEHTH JUIsl BJIOCKOHAJICHHS MEXaHi3MIiB ITPaBOBOIO 3a0e3MeueHHsT Oe3IeKn
KpUTHYHOI iH(pOpMaNiiHOI iHOPACTPYKTYpH, 30KpeMa s HaliOHAJIBHOI
CKJIa[IOBOI TPaBOBOTO 3abe3medeHHs Oe3meku — po3podka [lopsaaxy imeH-
Tudikamii 00’exTiB KPUTHIHOI iH(OopMamiifHOI iHGPACTPYKTYpH Ta 3ampo-
BaJUKEHHS 3TIHO 3 HUM Hacropru3aiii 00’eKTiB KpUTHYHOT iHpopMaiiiHoT
iHppacTpykrypu. ChopMynb0BaHO TPOOIEMH BJOCKOHAJICHHS! MIXXHAPOTHOT
CKJIaJI0BOT NMPaBOBOTO 3a0e3nedeHHs Oe3MeKH Ta PO3BUTKY ITPABOBOTO 3a0e3-
TedeHHsI 0e3MeKn KPUTHIHOI iH(QopMamiifHOT iIHPPaCTPYKTYPH B LILIIOMY.
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LEGAL MECHANISMS OF CRITICAL INFORMATION
INFRASTRUCTURE MANAGEMENT IN UKRAINE

The article analyzes the existing legal mechanisms for managing critical
information infrastructure in Ukraine. Attention are focused on the role of
legal regulation of public relations in the area of counteracting threats to the
security of critical information infrastructure by intentional using information
and communication technologies against objects of critical infrastructure.
The main components of legal security of critical information infrastructure:
national and international are investigating. The possible tools for improving
the mechanisms of legal security of critical information infrastructure are
identifying, in particular, for the national component of legal security, — the
development of the Procedure for Identification of Critical Information
Infrastructure objects and the introduction of critical information infrastructure
objects under it. In addition, the problems of improving the international
component of legal security and development of legal security of critical
information infrastructure in general are formulating.

Key words: critical information infrastructure, automated control systems,
cybersecurity, incident in cyberspace.

IMocranoBka mpodsiaemu. CydacHi TEHJIEHIII aKTHUBHOTO BHKO-
PHCTaHHS pECYpPCHOTO MOTEHIIIATY, HOro HasBHUX MaTepialbHUX, TEXHI4-
HUX, TPYIOBHUX, IHPOPMAIIHIX pecypciB CIIPUYMHIIN (EHOMEHAIbHY
3aJIeKHICTB JIFOJICTBA BiJl TOCIYT, sIKi HAIAI0Th PI3HOMaHITHI iH(pacTpyk-
TypHi Tamy3i. Takuil po3BHTOK CYCHJIbCTBA 3yMOBIIOE HEOOXiITHICTH
(hopMyBaHHs MEXaHI3MIB IyOJIIYHOTO YIPaBIiHHS O€3MEKOI0 KPUTHIHOT
iHdpacTpykrypu. CyTTeBa poib y (GOpMyBaHHI Lii€i yMOBU HalIeKUTh
MIPABOBOMY PETYJIIOBAHHIO CYCITUILHUX BIJTHOCHH y cepi mpoTuii 3a-
rpo3aM MopyIIeHHs Oe3reKu KpUTHIHOI iH(popMatiitHo1 iHppacTpyKTy-
pu (KII) misixoM HaBMHCHOTO BUKOPUCTaHHS 1H(pOpMaLiiiHO-KOMYHiKa-
LIAHUX TEXHOJIOT1# MPOTH 00’ €KTIB KpUTHYHOT IHQPACTPYKTYPH.

Hapasi 3a0e3neueHns 3axucTy Ta cTabuibHOTO (PYHKIIOHYBaH-
H JKATTEBO BAKIMBUX 1HPPACTPYKTYPHUX OO0’ €KTIB Y CKIATHOMY
30BHIIIHBOMY Ta BHYTPIIIHBOMY CEpPEIOBHINAX € HAWBaXIUBIIIOK i
000B’I3KOBOIO CKJIaJI0BOIO HAIIIOHATIBHOT OE3MEKH PO3BUHYTHX JCPKaB.

VY Crparerii HallioHaIbHOT Oe3neKkn YKpaiHu npoOneMu 3a0e3-
redeHHs iHpOopMaIliifHO1 Oe3ImekH, KibepOesneku 1 6e3nekn iHpopma-
HIHHUX PECypCiB Ta KPUTHIHOT IHPPACTPYKTYPH BU3ZHAYAIOTHCS TIPiO-
PUTETHUMHU /10 BUPILLICHHA y cepi AeprKaBHOI HOTITHKY HALliOHAIBHOT
Oe3nexu faepxas [1].

MexaHi3amu fepaBHOro ynpasmniHHA 43



3a3HaueHl YMHHUKU XapaKTePHU3YIOTh aKTyaJbHICTh HAyKOBO-
ro AOCHIDKEHHS MEXaHi3MiB MyOIiYHOTO YNPaBIiHHS HAL[IOHAIBEHOIO
0e3MeKol0, Ta y MeKax IbOT0 HalpsiMy — MPaBOBOMY PETYJIIOBaHHIO
KPUTHUYHOI 1H(POPMAIHHOI 1HPPACTPYKTYpH, BIPOBADKEHHS SKHX
CTIIPOMOXKHE 3a0€3IIeUNTH aJICKBaTHE pearyBaHHs Ha BUKIIMKH 1 3arpO3H.

AHani3 ocraHHix myOjikamiii 3a mpodaemarukoro. Cepen
BITUM3HSHUX YYCHHX, SIKI PO3TIANATN MHTAHHS CYTHOCTI YIIpaB-
JiHHA O€3MEeKOI0 Ta KPUTHIHOIO iH(PACTPYKTypolo, MOKHA Ha3Ba-
TH Takux aBTOpiB: B.AOpamos, /l.biproxos, O.losranmp, O.Dxax,
I.Cuthuk, A.Cemenuenko, O.Cyxonois, B.JIsgoscrka, C.Konaparos,
C.Kymninceka, B.Kyii6iga, O.Hacgit. Kpim Tor0, MoCIHTiT»KEeHHIO TTPOO-
JIEMHUX TTUTaHb KPUTHYHOI iH(opMaIliitHOI iH(PaCTPYKTypH TIPUCBSI-
yeHi npani A.Wenger, V.Mauer & M.Cavelty, A. Di Giorgio, F.Liberati,
G.Giannopoulos, R.Filippini & M.Schimmer, L.Muresan Ta iH.

PazoMm 3 TMM KinbKicTe myOInikamii, A€ po3MISHYTO CYTHICTb
MPaBOBHX MeXaHi3MiB myomiuHoro ynpasiiaas KII y BiTunsHsHil Ta
3apyOiXkHil JiTeparypi, 0OMeKeHa, TOMY 03HaYCHA TeMa JI0 CJI1JKCHHS
€ aKTyaJIbHOIO.

dopmyawoBaHHs Hijied (MeTHn) cTarTi. MeToro cTaTTi € aHali3
ICHYIOUMX MPAaBOBHX MEXaHi3MiB YIPaBIiHHS KPUTUYHOKO iH(OpMa-
iiHOIO 1H(PACTPYKTYpOIO B YKpaiHi Ta AOCIIHKCHHS IHCTPYMEHTIB
IS X BIOCKOHAJICHHS.

Bukiaaa ocHoBHOro Martepiaay naociigxenHsi. CboTomHI B
VYkpaini 3akOHOAABUM aKT, e CPOpPMYITHOBAHI OCHOBH JEpKaBHOI
TTOJTITHKH, CIIPSIMOBAHOT Ha PO3B’sI3aHHS MPOOIeMH Chepr KPUTHIHOT
iH(bpacTpyKTypH, IepeOyBaroTh Ha CTalii pO3POOKH.

BinmoBigHo 1o 3aBnanp PivHOI HalioHAIBHOT MTPOTpaMu CITiB-
pobGitaunTBa Ykpaina—HATO B 2015 p. po3pobneHo 3eneHy KHUTY
3 MATaHb 3aXUCTy KPUTHYHOI iHPPACTPYKTYpH B YKpaiHi. Y Hiil po3-
IJISIHYTO TUTAHHSI CTBOPEHHS B YKpaiHi CUCTEMH 3aXUCTy KPUTHYHOL
iHppacTpyKTypH Ta cHOpMyIbOBaHO CTpaTETiuHi LiNi, MIPUHIUNN U
3aBJaHHS CUCTEMH JICPYKABHOT MOMITUKU y cepi 3aXUCTy KPUTUUHOT
iH(ppacTpykTypu B YKpaiHi (1asi — 3eseHa KHura).

VY 3eneHiii KHU31 HABOAWTHCA Take BU3Ha4YeHHsS: “‘Kputuuna
iHppacTpykTypa YKpaiHu — IIe CUCTEMHU Ta pecypcH, (i3udHi uu Bip-
TyaJbHi, 10 3a0e3MeuyoTh (QYHKIII Ta MOCIYTH, MOPYUICHHS SKHX
MIPU3BEIE O HANCEPHUO3HIMNX HETaTUBHUX HACHINKIB JUISI JKUTTETI-
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SUITBHOCTI CyCIIiIBCTBA, COLIaIbHO-€KOHOMIYHOTO PO3BUTKY KpaiHU Ta
3a0e3IeueHHs HalllOHaIbHOI Oe3neku” [2].

BaxmBUM KOMIIOHEHTOM KPUTHYHOI 1HQpacTpyKTypH € i iH-
(dopmariiina ckiagoBa — KpUTHYHA iHpOpMaIiiiHa iHPpacTpyKTypa,
KOHIICIIIIFO 3aXUCTY sIKO1 ymepiie po3podieny B CIIA, 3rogom Oyio
MIPUIHATO B O1JIBIIOCTI pO3BUHEHUX JepxkKaB CBiTy. [ 'amy3p 3axucty KII
B YKpaiHi nepeOyBae Ha TOYaTKOBOMY eTami (GopmyBaHHSI. YUHHUM
3aKOHO/IABCTBOM BHU3HAYCHO JIUIIIE OKpeMi 00’ €KTH COIiaIbHO-EKOHO-
MigHOT cpepH, Ha SIKUX HaA3BUUANHI MTOAIT MOKYTh ITPU3BECTH IO CyC-
MMJTEHO HEOE3MEeYHNX HACTIAKIB, IKi He cucTeMaTn3oBaHi. KpiM Toro,
HeMa€e BU3HAYEHOTO MOHSTIHHO-KaTETOPIHHOTO anapary B IIiH ramy3i.

BincyTHicTh TOHATTS “KpUTHYHA iHpOpMaIiiiHa iHPpaCcTPyKTy-
pa”’ y 3aKOHOJABCTBI ACSKUX JepKaB MOKHA MOSICHUTH THM, IO iH-
(dopmariiiHa ckiazoBa BXOIUTH 10 00CATY MOHATTS iH(pacTpyKTypu
B3araJii (ToOTO KpUTHYHOT iHPPACTPYKTYpH) 1 HE BUOKPEMITIOETHCS SIK
neBHa Janka. OHAK CJiJ 3a3HaYUTH, U0 B TNIyMaueHHI LIbOTO TepMiHa
B PI3HUX JieprKaBaX MPOCTEKYEThCA YiTKa aHaoris [3].

3 oAy Ha Te, MO TepMiH “KpUTHYHA iHpOpMaliiHa iH)-
pacTpyKTypa” HE Mae CTajoro TIyMadeHHs B PI3HUX JepikaBax, Ha
HaIlly JJYMKY, KpUTU4YHA iH(popMaliitHa iHppacTpyKTypa — Iie cucremMa
yIrpaBiiHHs iHQOpPMAIIi€l0 KPUTUIHO BOXKIMBUX 00’ €KTIB Ta iHPopMa-
LIHHO-KOMYHIKAIIiHI Mepexi, 10 3a0e3MeuyroTh 000POHO3/1aTHICTh
1 6e3reKy AepKaBHUX 1 MPUBATHUX YCTAHOB, (PYHKITIOHYBAHHS SKUX
MO’Ke BIUTMHYTH Ha HaIlIOHAJLHY O0e3MeKy YKpaiHu.

VY cxmani KII moxna BupinmuTé iH(pOpMaIiiiHy Ta Mepexe-
By ckiayioBi. [ndopmariitae cepenosumie Kl sBnse coboro cucremy
YIpaBIiHAS IHPOPMAIIi€I0 KPUTHIHO BOXKIMBUX 00’ €KTIB, y TOMY YHC-
JIi 00YMCITIOBaIBHI Ta iH(pOpMAaIIiliHI pecypcH, IO YTBOPIOKOTH aBTO-
Matu3oBaHi cucteMu ynpasiinas (ACY). Ipu upomy o0uncIIOBaIbHI
pecypeH yTBOPIOIOTBCS CYKYITHICTIO JIOKaJIbHUX 00UHCITIOBAaJIbHAX Me-
PEK, IHIINX 3aC001B 0OUMCITIOBAJILHOT TEXHIKM 1 IPOTPaMHHX 3ac00iB,
IO OMUCYIOTh METO/IU 1 CIOCOOM aBTOMaTu3alii 0opooku indopmarii i
MOXYTh OyTH BUKOPUCTaH1 [l OpraHizaiii po3noaijieHnx 00uuCIeHb
(Hanpukia Ui AemudpyBaHHs 321 (QPOBAHOTO KOAY, MOJCTIOBAHHS
CKJIAJTHUX COIIaNIbHUX 1 (DI3MYHUX MPOIIECIB).

Mepexea cknanoBa KII yTBOpIO€ThCS 13 CyKYIHOCTI: TENEKO-
MYHIKaIifHAX IPUCTPOIB; JiHIH 3B’ A3KYy Ta MEpEKEeBOTO 00T THAHHS;
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CHCTEM BiAKPUTHX MPOTOKOJIB OOMiHY 1HPOPMAIIIE€I0 MiXK TEIEKOMY-
HIKaLIHHUMH TPUCTPOSIMH; TII00AIbHOI cUCTeMH IH(POBUX ajpec i
IUPPOBHX iAEHTH(IKATOPIB; TPOrpPaMHOTo 3abe3neueHHs, 0 peati-
3y€ METOJIU, aJITOPUTMH 1 MIPOLIECH TEICKOMYHIKAI[ITHOTO 3B 3Ky Ha
0a3i MPOTOKOJIIB B3aEMO/Iii JIOKATLHUX O0YHCITIOBAIbHUX MEPEXK 1 Ha-
JTa€ TOCTYII IO JIOKAJIbHUX OOYUCITIOBATFHIX MEPEK Ta 1HIIHX 3aC00iB
aBTOMAaTH30BaHOi 00poOKH iH(pOpMAITii.

PerymioBanHs B3aeMo03’€qHAHHS TEICKOMYHIKAIlIMHUX MEpexk
3MIHCHIOBAIOCS BiAMOBIMHO A0 3akoHy Ykpainu “IIpo TenexomyHika-
ii” Ta [IpaBun B3aeM03’ € THaHHS TEIEKOMYHIKAI[i THIX MEPEeX 3arajib-
HOTO KOpUCTyBaHHs. HartioHanpHa KOMicid, IO 3/iCHIOE Jep)KaBHE
perymoBaHHs y cepi 3B’ a3ky Ta iHpopmaruzamii (HKP3I), cBoim pi-
meHHsaM Big 31 Oepesnst 2015 p. Ne 174 3arBepauiia HOBY PEAAKIi0
[IpaBun B3aeMo3’€IHAHHS TENECKOMYHIKaiHHUX MEPEX 3arajbHOTO
KOPHCTYBaHHS, 32 IKUMHU BBEACH1 HOBAIIil Ta BCTAHOBJICHO, LIIO:

—peaiizamis MPOEKTHOI MPOMYCKHOI CIPOMOXKHOCTI TOYKH
B3a€MO03’€IHAHHS MOXKE BiI0yBaTUCh MOETAIHO, 3a Pe3yJbTaTaMy BU-
MipOBaHb (DAKTUYHOTO HABAHTAXKEHHS BiJIMOBIJHO JIO JIOTOBOPY PO
B3a€EMO3’ € IHAHHS,

— MOXKJIMBA OTUIaTa 1HIIIaTOPOM TUTBKH YacTKHU 3aIPOEKTOBAHOT
MIPOITYCKHOI CITPOMOKHOCT] TOUKH B3a€M03’ €THAHHA B 00Cs31, JOCTaT-
HBOMY JIJIS peajtizaiii BillOBiTHOTO eTaIry;

— OIIHOPA30Ba IIIaTa 3a JOCTYII 10 TEIIEKOMYHIKAIIHHOT Mepexi
Moxxe OyTH 3aMiHEHa Ha PO3PaxyHKOBY TaKCy 3a JOCTYIL, SIKA CIIJIa4y€Th-
cs1 IHIIIaTOPOM OJTHOYACHO 3 OILIATOIO 3a MOCITYTH MPOIYCKY Tpadiky;

—3a00pOHEHO OJIOKYBAaTH B TOUKAX B3a€MO3’ € JHAHHSI BECh BXi-
HUH Tpadik, 32 BUHATKOM TpadiKy, SKHI HAAXOIUTH i3 TTOPYIICHHIM
MOPSZIKY MapiipyTu3aiii Tpadiky, Tpadik, IPOITyCK SIKOTO He Tepe-
OadeHui 1OroBopoM, ado y pasi HassBHOCTI 3a00PTOBaHOCTI 3@ TPOIYCK
TaKoro Tpadiky.

Kpim Toro, BcTaHOBJIEHI TEXHIUHI, OpraHi3aliiiHi Ta eKOHOMIY-
HI YMOBH B3a€MO3’€JIHAHHSI 3 TEIICKOMYHIKAIIIMHUMU MEPEKaMH, 110
CTOCYIOTBCSI OIIEPATOPIB TEICKOMYHIKAIIii 3 ICTOTHOI PUHKOBOKO TIe-
pEeBarolo Ha pUHKaxX NEBHUX TEIEKOMYHIKallIHHUX MOCITYT Ta MOPSIIOK
BU3HAYCHHS CKOHOMIUHUX YMOB B3a€MO03’ €/JHAHHS MEPExK [4].

Crin 3a3HaUNTH, 10 MEpeka [HTepHET MOXKe pO3ITISAATHCS SIK
TEXHOJIOTIYHa HaA0yA0Ba HAJ MEPEKEI0 €JIEKTPO3B’s3Ky, 10 3a0e3-
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neyye HaJgaHHS MOCHyT nepenadi i o0poOku iHdopmaii (HanpukiIag
CJICKTPOHHA TIOIITa, TeJiekoH(epeHiii, nepeaaya (aniip, JOCTyI J0
OOUUCITIOBAILHUX 1 1HQOPMALIHHUX CUCTEM Yy JOKAIBHUX OOYHCIIO-
BaJIbHUX MEpexax).

Hapmannst mocnyr mepenmadi i 00poOku iHdopmarii, iHIIHX
THPOPMAIITHUX MOCIYT Yy Mepexi [HTepHeT 31iCHIOEThCS B TIPOCTO-
pi mudpoBux aapec abo TOMEHHUX iMEH (pi3HOBUAM HM(POBUX i/1€H-
tr(dikaTopiB 00’ €KTIiB KOMYHIKaIlil). PerymoBanHs BIZTHOCHH Y TaIy3i
po3moniny mudpoBUX iAeHTU(IKATOPIB 1 MATPUMAHHS X B aKTyallb-
HOMY CTaHi 3[iICHIOETbCS 11032 TEPUTOPi€EI0 YKpaiHu. BiamoBigHO BU-
KOpUCTaHHS ITUPPOBUX ieHTH(IKaTOPiB 00’ €KTiB Mepexi [HTepHeT, a
TAKOXK 3a0e3MeUeHHs Oe3MEKH MPOLeCy IX BUKOPUCTAHHS 311HCHIOETh-
Csl Ha OCHOBI MIXXHAPOIHOTO MIPABOBOTO PETYITIOBAHHSL.

Ha namy aymxy, ocHoBHy 3arposy Oesneui ACY KpUTHYHO
BaXJIMBHUX 00’ €KTiB iH()OpMaLiiHOT iHYPACTPYKTYpH CTAHOBIATH LIi-
necnpsMOBaHi Iii Ha iHpopMaLiiiHi cucteMu Ta iHpopMaliitHo-Tee-
KOMYHIKaI[ii{Hi MEpexXi IporpaMHO-TeXHIYHUMHU 3acobamu. Tomy mpa-
BoBe 3a0e3neueHHs 0e3nexu KII Mae BkitouaTy 1Bi OCHOBHI CKJ1a10B1 —
HAI[IOHAJIbHY 1 MDKHAPOJIHY.

HarionansHa ckiamoBa npaBoBoro 3adesneueHHs oesnexu KII
MOyKe OyTH yTBOpPEHA CYKYITHICTIO IPUHIIMIIIB, TIPABOBUX IHCTHUTYTIB 1
HOPM, 3aKPIMJICHUX HAIlIOHAJTLHUM 3aKOHOJIABCTBOM, PETYJTFOIOUHX ITy-
OiuHi BimHOCHHU B YKpaiHi y cdepi mpoTumii 3arpozam 6e3neku ACY
KPUTHYHO BaXKJINBHUX 00’ €KTIB.

CycminpHi BiTHOCHHU B Tanmy3i 3a0e3nedeHHs Oesrmeku ACY
KPUTHYHO BKJIMBHX 00’ €KTIB iHPOpPMAIiiHOI iHPPACTPYKTYpH, IO
3a0€3IevyI0Th B3a€MOJII0 IIUX 00 €KTIB, PETYIIOITHCS 3aKOHOIAB-
CTBOM Ta pPerJIaMEHTYIOUMMH JOKyMEHTaMHU. YKpaiHChbKEe 3aKOHOIaB-
CTBO MIOJIO 3aXUCTY 00’ €KTIB, SIK1 3T1JTHO 31 CBITOBOIO MPAKTHKOIO Bifl-
HOCSTB JI0 KPUTHYHOI iHPPACTPYKTYPH, € JOCTATHBO PO3TralyKEHUM
1 BKITIOYA€ YUCICHHI HOPMAaTHBHO-TIPABOBI aKTH, AKi, MPOTE, MAIOTh
MepEeBaKHO BIIOMYMH XapaKTep.

Jiisa 3a0e3neueHHs 3aXUCTy HarOLIbin BakiuBux 00 extiB KII
HeoOXiTHO Hacammepen iaeHTu(ikyBaTu 1i 00’ ekTu. UMHHE 3aKOHO-
JTABCTBO BU3HAYAE TaKi KaTeropii 00’ €KTIB, VIS SIKUX BCTAHOBIIIOKOTHCS
0CcOONMBI YMOBH 3a0€3Me€UYeHHS 1X 3aXUCTy Ta (QyHKIIOHYBaHHS: Mif-
MIPUEMCTBA, K1 MalOTh CTpATeTi4He 3HAYEHHS JIJIsI EKOHOMIKH Ta Oe31e-
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KH JIEp>KaBH; 0COOIUBO BaXKIIMB1 00’ €KTH €IIEKTPOSCHEPTETUKH; OCOOIH-
BO BaXXJIMB1 00’ €KTH HATOTAa30BO1 Tajly3i; BaXKJIMBI JepKaBHi 00’ €KTH,
y TOMY YHCJIi IYHKTH yTIPaBIiHHS OPTaHiB JIep>KaBHOI BJIay Ta opra-
HiB MICLIEBOI'O CAMOBPSTyBaHHs; 00’ €KTH MOXKIIMBUX TEPOPUCTUUHUX
MOCsITaHb; 00’ €KTH, SKI M JISral0Th OXOPOHI i 000POHI B YMOBaX HaJl-
3BUYANHIX CUTYAIlIl 1 B 0COONMBHIA TIepiof; 00’ €KTH, IO MiJISTAIOTh
000B’SI3KOB1H OXOPOHI Minpo3airamMu JlepkaBHOI CITy>kOM OXOPOHU 32
JIoTOBOpaMu; 00’ €KTH MiABUINCHOI HeOe3meku (B ToMmy uncii [lepermik
oco0nmrBO HEOE3MEUHUX TiATPUEMCTB, IPUITHHEHHS TISITEHOCTI SKUX
oTpedye MpoBeIeHHs CIIeIlialbHAX 3aX0/1iB MI0/I0 3aro0iraHHs 3aro-
JISTHHIO IIKOJM KUTTIO Ta 3J0POB’ 0 TPOMAJSIH, MaiiHy, CIIOpyaM, HaB-
KOJIMLIHBOMY HPUPOJHOMY CEPElOBHILY; 00’ €KTH, sIKi BKIIOYEHI 10
JlepaBHOTO peecTpy MOTEHIIIHO HeOe3meuHnX 00’ €KTIB; pajialiiHi
Hebe3neuHi 00’ €KTH, ISl SKUX PO3POOIISETHCS 00’ €KTOBA MPOEKTHA 3a-
rpo3a; 00’eKTH, SKi BiTHECEHI A0 KaTeropii i3 UUBIILHOTO 3aXHUCTY;
00’€KTH, 10 HAJNEXaTh Cy0’€KTaM TOCIONAPIOBAHHS, IPOCKTYBaHHS
SIKMX 31HCHIOETHCS 3 YpaxyBaHHSM BUMOT 1H)KEHEPHO-TEXHIYHHX
3ax0[(iB IMBIJILHOTO 3aXMCTY; YEproBO-ANCIIETYEPChKA CHCTEMa EKC-
TPEHO JOTIOMOT'H HACEJICHHIO 33 €TMHUM OE3KOIITOBHUM Telle()OHHIM
HOMEPOM BHKJIMKY EKCTPEHUX CIYXKO0; aBapiitHO-pATYBalIbHI CIYXKOH;
HarionaneHa cucreMa KOHQIICHIIIIHOTO 3B’ SI3KY; TUIATIXKHI CHCTEMH;
HepyXoMi 00’ €KTH KyJIbTypHOI cTiaiuHu [2].

Jlestki 13 3a3HaUEeHUX KaTeropiii 00’ €KTiB, 9aCTKOBO 200 MIOBHICTIO,
MOXXYTh OyTH BiTHECEHUMH JI0 00’ €KTiB KPUTHIHOT iHPACTPYKTYPH.

Crnenmdika 3ade3nedeHHs iHGopMamiitHOi Oe3nmekn 3HaWIIIa
BimoOpaskeHHs B 3akoHax Ykpainu “[Ipo ocHOBM HarlioHanbpHOI 0€3-
niekn Ykpainu” [5], “IIpo koHIenIito HalliOHaIbHOI IporpaMu iH(OP-
marm3arii” [6], “IIpo HamioHanbpHY Tiporpamy iHbopmaruzaii” [7], a
TakoX y KoHnenii po3BUTKy cektopy 6e3neku i oboponu Ykpainu [8],
Crparerii HatioHanpHOT Oe3niekn Ykpainu [1], Crparerii kibepOe3me-
k# Ykpainu [9].

VY 3akoni Ykpainu “[Ipo ocHOBU HallioOHAILHOT Oe31eKkn YKpai-
HU BIiepIe JaHo O(QiliiiHy OI[IHKY 3HAYYIIOCT] i CACTEMHOT CyTHOCTI
iH(pOpMaIiitHOT OE3MeKH SIK HeBiJl' €MHOT CKJIaJJ0BOT HAI[iOHAILHOT 0e3-
IIEKU YKpaiHu.

Crpareriero HarioHaJdbHOI O€3MEeKH BH3HAYEHO aKTyasbHI 3a-
TPO3W HAIliOHAJIbHIN Oe3Melli Ta 3a3Ha4eHO MPIOPUTETH IS 3a0e31e-
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YeHHs iHpopMaLiitHoi 6e3neku, KibepOesneku 1 6e3neku iHpopmariii-
HUX PeCypciB Ta KpUTUYHOT IHQpacTPyKTypH.

I3 3a3HaUEHUX NPIOPUTETHUX HAMPAMIB Hapa3i po3po0JIeHo Ta 3a-
TBepukeHo Jmme Crparerito KidepOesnekn YKpaiHH, KO0 BU3HAYCHO
cy0’extu KibepOe3reku Ta 3axoau 3ade3rmeueHHs Kibepoesnekn YkpaiHu.

[Ipuannnm, Ha SKUX Mae OazyBarucs 3abe3neueHHs Kibepoes-
ek YKpaiHu: BEpXOBEHCTBA MpaBa 1 MOBaru J0 ImpaB Ta cBOOOT JIo-
IUHU 1 TPOMaJTHUHA; 3a0€3IeUCHHS HAIlIOHAIGHUX IHTEepecCiB YKpai-
HU; BiIKPUTOCTIi, JOCTYITHOCTI, CTa0ITLHOCTI Ta 3aXHUIIEHOCTI Kibep-
IIPOCTOPY; AePKABHO-IIPUBATHOIO IAPTHEPCTBA, LIMPOKOI CIIiBIpaLi 3
TPOMaJITHCHKUM CYCHUTBCTBOM y cepi 3abe3neueHHs KibepOesnekn
Ta Kibep3axucTy; MPOTOPIIHHOCTI Ta aJeKBaTHOCTI 3aX0/iB Kidep3a-
XHUCTY peajbHIM Ta MMOTSHIIHHUM PU3HKaM; IIPIOPUTETHOCTI 311001 xK-
HUX 3aXOJliB; HEBIABOPOTHOCTI MOKapaHHs 3a BYMHEHHS KiOep3/10uu-
HiB; IPIOPUTETHOTO PO3BUTKY Ta MiATPUMKH BITYU3HSIHOTO HAyKOBOTO,
HAyKOBO-TEXHIYHOTO Ta BHUPOOHUYOrO MOTEHIIaNy; MIKHApOIHOTO
CHIBPOOITHUIITBA 3 METOI 3MILIHEHHS B3a€EMHOT JI0BipH Y cepi Kidep-
Oe3reky Ta BUPOOIEeHHS CIIUTBHUX M1IXOIB Yy MPOTHIIT Kibep3arpo3am,
KOHCOJIIIAIli] 3yCHJIb Y PO3CIIiIyBaHHI Ta 3a100iraHHi Kioep3JiounHaMm,
HEJIOMYIEHHS BUKOPHCTaHHS KiOepnpocTopy B MPOTUIPABHHUX Ta
BOEHHUX IUISAX; 3a0€3MEUeHHs] JIEMOKPAaTHYHOTO IMBIIBHOTO KOHT-
pOJTIO HAJl YTBOPSHUMH BiATIOBITHO /10 3aKOHIB YKpaiHU BiiCEKOBUMH
(hopMyBaHHSIMH i PAaBOOXOPOHHUMH OpPTaHAMH JEP>KaBH, 1110 JIIFOTh Y
chepi xkibepoesmek [9].

3 meroro peamizarii Ctparerii kibepoesmekn Ykpainn KaoOine-
ToM MiHICTpiB 3aTBepKEeHO TuTaH 3axo/iB Ha 2017 p. i3 peamizarii mmiei
Crparerii [10]. Llum nmaHOM niepe6adeHo MoIaHHs B YCTAaHOBICHOMY
nopsinky KabineroBi MinicTpiB Ykpaiuu nepeniky iHpopmaniiiHo-
TEJIEKOMYHIKalliiHUX CUCTeM 00’€KTiB KPUTHYHOI iHPPACTPYKTypH
Jiep>KaBU 3 METOIO HOTO 3aTBEPAKCHHSI.

@DaKkTUYHO 1I€ MEepLIMi KPOK A0 3aKOHOAABYOTO BH3HAUCHHS
00’ €eKTiB KpUTHYHOI iHQpacTpyKTypu. BogHouac peasizaliist HOI0KeHb
JICpKaBHOI MOJIITUKHY B Talty3i 3a0e3neueHns oe3nexu KII Bumarae mo-
JAJTBIIOTO PO3BUTKY MPABOBUX MPUHIIMITIB i HOPM, IO PETYIIOIOTh BiJl-
MOBI/IHI CYCIIJIbHI BiJHOCHHU, TOOTO HAIlIOHAJIBLHOI CKJIaI0BOI IPaBO-
Boro 3abe3mneuenns oe3neku KII. Ykpaina mae 3a0e3neuntu popmyBaH-
HS 3arajIbHO/IEP’KaBHOT CUCTEMH OIIHKHM PU3HKIB Ta 3arp0o3 KPUTUIHIN
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1HPPACTPYKTYPi, HATEKHY KOOPIUHALIIIO OPTaHiB AeP:KaBHOI BIaI Ta
Y3TOKEHHS A1 pi3HUX 3airyueHux ocib. Lle Takox Moxke moTpedyBaTu
BH3HAYCHHSI 200 CTBOPEHHSI BIIMOBIAILHOTO JICPKABHOTO OPTraHy Ta
HaJIaHHS HOMY BIJIITOBIIHUX TOBHOBAXKEHb.

BBaxxaemo, 1110 HACTYITHUM KPOKOM II[0/I0 3a0e31eueHHs IPaBo-
BOTO PETYITIOBaHHS 3aXHCTy KPUTHYHOI iHPACTPYKTYPH IICIS 3aKO-
HOZIaBYOTO BU3HAYCHHSI OCHOBHHMX TEPMiHIB IIOBUHHO OYyJH 3ampoBa-
mxeHHs [lopsanky imenTudikarii 06’ €KTiB KpUTHIHOI iHPOpMAITIHHOT
iH(paCTPYKTYpH.

Inentudikamis 06’exriB Kl B moganemomy mMoxe OyTw 3iii-
CHEHA LIUIIXOM 3alpPOBAKEHHS MacHopTu3amii 00’€KTiB KPUTHYHOI
iH(popmartiitHoi iHpacTpykTypu. Taki macmopTa MarOTh MICTHTH 3a-
TaJIbHI JJaHi Mpo 00’ €KT, 1aHi 010 OCHOBHUX JKepen HeOe3 ek, daHi
po HeOe3MeuHi NPUPOAHI YMOBH, TEXHOJIOT1UHI TPOLIECH Ta pearyBaH-
HSl Ha 3aTPO3H TOLIO.

MixHapoaHa CKJIazoBa MpaBoBoro 3abesneueHHs Oesmexu KII
nepeadavae periaMeHTYBaHHS CyKYITHOCTI IPUHLUITIB 1 HOpPM, BU3HA-
YEHUX MIKHAPOIHUMH JIOTOBOPAMH 1 BU3HAHMX JIEPKABOIO, L0 pery-
JIIOIOTh MUTAaHHS MIXHAPOAHOTO CHiBPOOITHHUIITBA B 1iH cepi.

[Mignucanns Yroau mpo acolialiiio Ta mnojaibiia i parugika-
1isg YKpaiHoto 1 Hu3Ko1o Kpain-wieHiB €C 3yMOBIIOIOTh HEOOXiAHICTD
BH3HAYEHHS MEPIIOUEPTrOBUX KPOKIB, SIKi TOBUHHA 3p00OUTH YKpaiHa y
chepi 3axucTy KPpUTHIHOI iIHPPACTPYKTYPH 3 METOIO TIPUBEICHHS CBO-
X MAIXOMIB Y BiIMTOBITHICTS i3 MIIX0IAMH, SIKi 3aCTOCOBYIOTHCS B €C.

VYV 2004 p. €K onputogania odiriiiHe TOBiIOMIEHHS, B IKOMY
MictuBcs gk o At €K y it cdepi, Tak i mpomnoswuiii mosmo gonaT-
KOBHX 3aXO[iB 3apaju BIOCKOHAJIECHHS €BPONEHCHKOI CUCTEMH 3arlo-
OiraHHs, TOTOBHOCTI Ta pearyBaHHSI CTOCOBHO TEPOPUCTHYHMX aTaK,
CHIPSIMOBAaHMX MPOTH E€JIEMEHTIB KpUTU4HOI iH(pacTpykTypu €C. ¥
MOB1IOMJICHH] HArOJIOLITYETHCS, 11O MiX1]] 10 3aXUCTY KpUTHYHOT 1H)-
pacTpyKTypH B ycix kpainax €C moBUHEH OyTH METOIOJIOTIYHO OJTH3b-
KUM. 320€3MEeUUTH BIPOBAHKEHHSI Ta peai3alilo Takoro 3arajbHOro
MiAXoMy MaroTh €Bpolieiicbka mporpaMa 3aXUcTy KpUTHYHOI iH(pa-
crpykrypu (€I13KI) Ta €Bponelicbka iHpopMariiiHa Mepexa more-
PpeILKeHHsI 3arpo3 KpUTHYHIN iH(pacTpyKTypi [2].

VYkpaina pa3zom i3 aepkaBamu-uicHamu Pagn €Bponu Ta iHIH-
MH JiepkaBaMH mianucana KoaBeHIito mpo Kidep3I0unHHICTS (IKY pa-
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TU(iKOBaHO), 110 Habpana ynHHOCTI B 2006 p. KoHBeH1Lis cripsiMoBaHa
Ha 3yNMUHEHHS Jii, COpSMOBaHUX MIPOTH KOH(DIACHUIHHOCTI, HiJliCHOC-
Ti 1 JOCTYITHOCTI KOMIT IOTEPHUAX CUCTEM, MEPEX 1 KOMIT IOTEPHHX Jla-
HUX, 2 TAKOXK 3JI0BKMBaHHs TAKUMH CHCTEMaMH, MEPEKaMH 1 JaHUMH
[IJISIXOM YCTaHOBJICHHSI KPUMIHAIIBHOT BIJIMOBIJAILHOCTI 32 TaKy MOBE-
THKY, HaJJaHHS [TOBHOBAXCHb, JJOCTATHIX JJIs1 00pOTHOM 3 KpUMiHATh-
HUMH TIPaBOMOPYIICHHSIMH IIUISTXOM CIIPHUSHHS IXHBOMY BHUSIBIICHHIO,
PO3CIiAyBaHHIO Ta MEPECIiAyBaHHIO K Ha BHYTPIIIHbOACPKABHOMY,
TaK 1 Ha MXKHAPOITHOMY PIBHAX, 1 YKIAJACHHS TOMOBJIEHOCTEH MO0
MIBUIKOTO Ta HAAIHOTO Mi’>KHApOIHOTO CIIBPOOITHHIITBA.

Kpim Toro, mmanom 3axomniB Ha 2017 p. i3 peamizamii Ctpare-
rii xibepOe3nexu Ykpainu nepenbaueHo ImruiemenTartis JupexruBu
2008/114/€K mono 3axucTy KpUTHYHOI iHPPACTPYKTYpH, 30Kpema
3 IUTaHb KibepOe3neKku Ta Kibep3axucty o0’ e€KTiB KpUTHUHOI iH]pa-
CTPYKTYpH.

3 ypaxyBaHHSIM PO3BHTKY CHUCTEMH MiKHApOAHOI iH(opMma-
LifHOT Oe3MeKr MOXKHA BUAUTUTH TaKi OCHOBHI TPYyIH MI>KHAPOAHUX
BiJTHOCHH, III0 BUMAraroTb HOPMAaTHBHOTO MPABOBOTO PETrYIIOBAHHS B
pamkax mpaBoBoro 3abesmnedeHHs oe3nexu KlI: BU3HaYeHHS MEX Ha-
nionansHoi KII B miobanbHiil iHGopMalliiHO-KOMYHIKaIliiHIN iH(pa-
CTPYKTYp1 Ta 3aKpilIeHHS 03HAK KOMII IOTEpPHUX IHIUACHTIB B ACY
00’ €KTiB KpUTHYHOI iHPOpMAIiHHOT IHPPACTPYKTYpH.

HeoOxinHiCTh BU3HAYEHHS MEX HalllOHAJIbHOI YACTUHU IVIO-
OapHOI 1H(pOPMAITIHHO-KOMYHIKAIIHHOT 1H(PaCTPYKTypH 3yMOBJICHA
HEMOKJTUBICTIO BCTAHOBJICHHSI CTIHKOT IIPHB’SI3KM MU(PPOBUX 1ICHTH-
(hikaTopiB 00’ ekTiB iHPOpMaIIiitHOT iHGPACTPYKTYPH A0 HAI[IOHATHHOI
tepuropii. OHaK Aep>KaBHUN CyBEepEHITET KpaiHu nepeadadae 3aKpi-
IUICHHS 3arajIbHOBU3HAHUX MDKHAPOAHUX HAIlIOHAIBHUX MEXK, Y TOMY
YHCIl B IPOCTOpi 00’ €KTiB iH(pOopMaLiitHOT iHPPaCTPYKTYPH.

BincyTHicTh 3aranbHOBU3HAHNUX KOPAOHIB AEP:KaBHOTO CyBepe-
HITETY JIepKaB B LIbOMY IIPOCTOPI € CYyTTEBOIO MEPELIKOOI0 IJIs 3aCTO-
CyBaHHS HOPM MIKHApOJHOTO Ipasa J0 Aill IHIIHNX JiepkKaB. 30Kpema,
1Ie MEePEeIKOKAE BCTAHOBJICHHIO MEXK BIJIIOBIIAIBLHOCTI JIEpiKaB 3a
nopyurennst 6e3nexu Kl ta opranizauii MikHapoIHOTO CIIiBPOOITHU-
uTBa y chepi npoTH i1 KOMIT IOTSpHIH 3JI0YMHHOCTI 1 T. iH.

Sk Bimomo, BuAieHH (P POBHX 11eHTH(IKATOPIB 00’ €KTIB Me-
pexi [HTepHeT HaIliOHATBFHUM MPOBaKIepaM, a TAKOX MiATPUMKA B aK-
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TyaJbHOMY CTaHi BiANOBiAHMX iHQoOpMamiiiHux cucteM [P-anpec i no-
MEHHUX IMEH 3/IIiCHIOEThCS aMEPUKAHCHKOK HEKOMEPIIHHOW opra-
nizamiero ICANN i HexkomepiiiHuME opraHizaiismu RIP, 3apeectpo-
BaHMMH B Pi3HHX JiepkaBax cBity. [laHi opraHizaimii He € cy0’ eKTamMu
MI>KHApOJIHOTO ITPaBa 1 HE BOJIO/IIF0Th MIYKHAPOTHOO MPABO3/IaTHICTIO,
T€3MATHICTIO Ta HE HECYTh IOPUANYHY BiATIOBIMaTBHICTE 32 IIIKOY, 3a-
MOJIISIHY 11 IPOTHUIIPABHUMH JTiSIMU.

3 11i€1 TOYKHU 30py BOHU HE MOXKYTh TapaHTYBaTH CTIHKICTh BHKO-
HaHHS BUAUTEHUX (DYHKITIH B yMOBaX 3HAYHOI THHAMIKH MDKHAPOIHUAX
BimHOCHH. JKomHa aep:kaBa a00 MiKHApOIHA OpraHi3arlis He B3sUTH Ha
cebe MDKHApOIHHUX MPAaBOBUX 3000B’s13aHb MO0 3a0€3MEYeHHS CTiil-
KOCTi 1 Oe3mnexu (pyHKIIOHYBaHHS CHCTEMH U(PPOBUX 17IEHTU(IKATOPIB
106anbpHO1 iH(OopManiiHoi iHGPaCTPYKTypH. Yce 1ie Pa3oM CTBOPIOE
MIEBHI PU3MKHU MOPYIIEHHS CTIHKOCTI (DYHKIIOHYBaHH I00aIbHOT H-
(dopmaniitHoi iHppacTpyKTypH.

Tak, ['pyna ypsnosux ekcneptisB OOH BBaxae, mo: aep>kaBHUMA
CYBEpEHITET 1 MOBHOBAa)KEHHS JIep)KaBU JaBaTH MPAaBOBY OLIIHKY (ak-
TaM, po3B’S3yBaTH Ti UM 1HIII PABOBI MUTAaHHS € OCHOBOIO CHCTEMH
3axXHCTY HalliOHAJILHUX 1HTEPECiB, 3a0e3MeUeHHs HallioHaJIbHOT Oe3Iie-
KH, IPOTH/II1 3arpo3i 3TI0BMUCHOTO BUKOpUCTaHHs 00’ ekTiB KII mpoTu
npas i cB00OJ TPOMAJISiH, IHTEPECIB CYCHUILCTBA Ta JCPKaBH, TIOPY-
IIeHHS MDKHAPOJAHOTO MUPY I 6e3mneku. Yci gepkaBu HECYTh TOJIOBHY
BIJIMTOBIIATBHICTE 32 3a0€3MeUeHHS Iep>KaBHOI Oe3IeKH 1 6e31eKn CBO-
X rpoMajsH, y TOMY 9HCII B iHpopMariitHoMy cepemoBui [ 11].

be3 BCTaHOBIEHHS IPOCTOPOBUX MEX IEPKABHOIO CyBEepEeHiTe-
Ty B iH(popMaItiitHOMy cepeTOBHIIII B3araii i B Mepexki [HTepHeT 30Kkpe-
Ma, NOKJIalaHHs TaKoi BIAIOBIAAJbHOCTI Ha JepKaBU HE IPENICTaBIIs-
€THCSI MOXKITUBUM.

[Ipo akTyanpHOCTI 3aKOHOJABYOT0 3aKPIMJICHHS 03HAK KOMII 10~
TepHUX iHIKUACHTIB B ACY 00’ €KTiB KpUTHYHOI iH(opMaLiifHOi iH]pa-
CTPYKTYPH TOBOPHUTH IIMPOKE 3aCTOCYBAHHS MOHATTS “IHIMICHT B
MiKHaponHOMY MpaBi. Tak, HOHATTS “Mi>KHAPOAHUH IHIUACHT 3a3BU-
Yail PO3KPUBAETHCS SIK HEBEJIUKI, 200 OOMEXKeHI i1 4K aBapis, pe3yiib-
TaTOM SIKUX CTaB IMIMPOKUH OOMiH JlyMKaMH MiX JBoMa abo Oinblie
HaI[lOHAJILHUMU JIep)KaBaMH.

[HIMaeHT y KibeprpocTopi, 3a3BU4ai OB’ I3aHUH 13 MOPYIICH-
HSM (YHKIIOHYBaHHS CKJIQJOBUX KiOEpIpocTopy — €JIeKTPOHHOTO
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cepeloBHILa 30MpaHHs i aBTOMATH30BaHOI 00poOKHM iHpOpMaii, 1o
BHM3HAYAIOTh MPOIIECHU 3/1IHCHEHHSI JIAHUX OIepalliii, a Takoxk iHpopMa-
LIHHUX CUCTEM 1 CUCTEM aBTOMAaTHU30BAHOTO YITPABIIIHHSI.

CyTHICTb 3arajibHOr0 BU3HAUCHHS ““MIXKHAPOIHOTO 1HIIUJACHTY”
y cdepi KII Oyne Bu3Hauarucs, Hacamrepe|, XapakTepoM MixKHApO/I-
HUX BIIHOCHH MIX Jep:KaBaMHy, TOPYIIeHUMH “iHIuneHTom . L mo-
Iist MOKe OyTH pe3ynbTaroM HemependadeHux Jiil 1epkaBd, y TOMY
YUCITI M, IO 3aBIAI0Th IIKOAH iIHTepecaM IMyOTiYHUX OpTaHiB OgHIET
gy OibINe JepkaB, abo, HaBMakW, OyTH OJHHM i3 0ararboxX HaBMHUC-
HHX, aji¢ He3HAUYHUX ITPOBOKAIiH, 3MIHCHIOBAHMX areHTaMH OIHIEl
Jep>kaBu NpoTH iHIIOT Aepxasy. Hapasi Taka mosiTHKa MpOBOANUTHCS
Pociiiceroro Denepariiero.

3 orsiAy Ha Te, 110 MIXKHAPO/IHI BIIHOCHHH B TalTy31 iHIIHICHTIB
y cdepi KII He perynioroTscst Mi>KHApOAHUMH TOTOBOPAMH, OCHOBHUM
1, 10 CyTi, €EAMHUM JKEPEIOM MIXKHAPOIHOTO TPaBa B JAHOMY BUIIAIKY
CITy’KUTb MIKHApOJHUHN 3BUYAl, OAHAK, OO 3aCTOCYBaHHs 10 chepu
KII cynpoBoiKy€eThCsl 3HAUHUMH CKJIa/THOLIIAMH.

s Ykpainu MOXKIJIMBE 3alpOBaKCHHS TIO3UTUBHOTO JIOCBIAY
iHIMX gepxkas y cdepi 6e3nexu KII, 30kpema mpodiema 3a0e3rneueHHs
Oe3nekn iHGOopMaIiiHIX TEXHOIOTiH, Oyia 3aKpiljieHa B MiXKHAPOI-
Homy crannapti ISO/IEC 15408 “3aranbHi kpurepii OliHKH Oe3MEeKH
iH(hOpMAaIIITHIX TEXHOJOTII.

i1t 00TOBOpEHHS Ha MI>KHAPOIHOMY PiBHI Ta BUPOOJICHHS CTaH-
JApTiB y TaTy31 YIIPABIiHHS Ta KOHTPOJIO iHGOPMAIlIHHUMHA TEXHOJIO-
rismu B 1998 p. 3acHOBano [HCTUTYT ynpaBmiHHA iH(QOpMAaIitHIMA
texaoyiorismu (IT Governance Institute, ITGI). Hum Bugano cran-
mapt “Llimi koHTpoOIIO M7t iHpOPMAIiHHIX Ta CyMDKHUX TEXHOIOT1i”
(CobiT®), axuM HaJJaHO XOPOILi HIPAKTHKH yIPABIiHHS Ta KOHTPOJIIO
iHpopManiitHux TexHonorik. Lli Xxopomri MpakTUKU SBISAIOTH COOOI0
CYKYTHICTb AiH, BUKJIQJICHUX Y BUIVISIII KEPOBAHOI Ta JIOT1YHOI CTPYK-
Typu. Ilepenosi mpaktuku, BukianeHi B CobiT®, sBusioTh co00I0
y3rojKeHe OaueHHs 6araTbox eKCIepTiB, SIKi Opayu ydacTs y po3po0ii
i€l METOIONIOT'11, € 3araJIbHOOCTYITHUMH JJ151 BHKOPUCTAHHS TIPH PO3-
poOIi HOpMAaTUBHO-TIPABOBUX aKTiB YKpaiHu.

BucHoBKY i nepcneKTHBH NOAAJBLITUX A0CTiKeHb. CyCcHib-
HI BiIHOCHHM B raiy3i 3abe3neuenns 6e3nexu KII B Ykpaini Ha qanwii
Yyac He BPETYJIbOBaHI 3aKOHOAABCTBOM. JlOIIIITBHUM, Ha HAITYy AYMKY, €
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CHpSIMYBaHHSI PO3BUTKY ITpaBoBOro 3ade3neueHns oe3nexu KlI B pam-
Kax peaiizauii monoxkeHb Ctpareriii Ta Konuemniiii B 11iit cdepi.

3anporoHoBaHi B CTATTi iIHCTPYMEHTH BIOCKOHAJICHHS MeXa-
HI3MIB IpaBoBoro 3abesneueHHs O0e3neku KII BpaxoByroTh po3mosin
npaBoBoro 3abe3mneueHus Oesneku Kl Ha HalioHANBHY Ta MIXKHAPO/I-
HY CKJIaJI0Bi. 30Kpema, I HalllOHAJIbHOI CKJIa/10BO1 MPaBOBOTO 320€3-
riedeHns 6e3neku K1l takum incTpymeHTOM MOske OyTu [Topsmox imeH-
trudikarii 00’ekTiB KpuTHdHOI iH(pOpMariitHoi iH(pacTpyKTypu Ta
3armpoBaKEHHS, BIATIOBITHO IO HHOTO, TTACTIOPTH3aIlii 00’ €KTIB KpH-
TUYHOI iHpopManiiiHoi iHpacTpykTypu. st Mi>kHApOIHOT CKIT1aT0BOT
paBoBoro 3a0e3neueHHs Oe3nekn Kl — Bu3HaueHHs MeX HaI[iOHATb-
Hoi KII B rmobansHii iHpopMaliiHO-KOMYyHIKaIiiHIi iHppacTpyKTypi
Ta 3aKPITUICHHS 03HAK KOMIT 0TepHUX iHIuAeHTiB B ACY 006 extiB KlI,
3aMpoBaHKEHHSI IPUHLMUIIB 1 HOPM, 110 PEryJIIOI0Th BiANOBIAHI MiXk-
HApOJHI CTaHAAPTH.

VY mopmanbmmx JOCTiIKEHHSX, 3 YpaxyBaHHSIM c(hopMOBaHOTO
BusHaueHHs1 KII Ta pesynprariB 1i€i poOOTH, MIaHY€ETHCS MPOBECTH
aHaJIi3 HOPMaTHBHO-MIPAaBOBOT 0a31 PO3BUHEHHX JIEPIKAB CBITY Ta TyM-
KM HAyKOBIIIB IIOJI0 PI3HUX Bapiallill MOHATIHHO-KATeropiiHOTO amna-
pary KpUTHYHOI iHQPACTPYKTYpH Ta PO3DISIHYTH PO3MOALT 00’ €KTIB
KPUTUYHOT THPPACTPYKTYPH Ha CEKTOPH JUISI HAYKOBOI pO3pOOKH Me-
TOJVKHU BiTHECEHHS TIEBHUX 00 €KTIB 70 KPUTHYHOI iH(OpMaIiifHOl
1HpaCTPYKTYpH.
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Summary

The article analyzes the existing legal mechanisms for managing
critical information infrastructure in Ukraine. The instruments for their
improvement are proposing in this article.

An important component of critical infrastructure is its infor-
mation component — a critical information infrastructure. The sphere
of protection of critical information infrastructure in Ukraine is at the
initial stage of formation. The current legislation defines only certain
objects of socio-economic sphere, in which extraordinary events can
lead to socially dangerous consequences.

In view of the fact, that the term “critical information infrastruc-
ture” does not having a consistent interpretation in different countries,
we propose our opinion. “Critical information infrastructure is a system
of information management of critical facilities and information and
communication networks that provide defense capabilities and security
of public and private institutions, whose operation may flow to the na-
tional security of Ukraine” (KII).

In the KII we can identified information and network compo-
nents. Information environment of KII is a system for information
management of critical objects, including computing and information
resources that form automated control systems (ACS). The network
component of KII consists of a set of telecommunication devices, com-
munication lines and network equipment, systems of open protocols
for the exchange of information between telecommunication devices,
global system of digital addresses and digital identifiers, software. The
Internet network can be considered as a technological add-on over a
telecommunication network that provides the provision of data trans-
mission and processing services (e-mail, teleconferencing, file transfer,
access to computing and information systems in local area networks).

The main threat to the safety of ACS of critical information infra-
structure objects is targeted actions on information systems, informa-
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tion and telecommunication networks by software and hardware. KII
legal security include two main components —national and internation-
al. The national component may be forming by a set of principles, legal
institutions and norms, which are enshrined in the national legislation
regulating public relations in Ukraine in the area of counteracting the
security threats of the ACS of critical objects.

In order to protect the most important objects of KII, it is ne-
cessary to identify these objects. The current legislation defines such
categories of objects, for which special conditions for ensuring their
protection and functioning are established. Some of them, in whole or
in part, may be classifying as objects of critical infrastructure.

The specificity of providing information security was reflecting
in such Ukraine laws like “On the Fundamentals of National Secu-
rity of Ukraine”, “On the Concept of the National Program of Infor-
matization”, “On the National Program of Informatization”. As well
as the Concept of Development of the Security and Defense Sector of
Ukraine, the National Security Strategy of Ukraine, the Strategy of Cy-
bersecurity Of Ukraine.

The National Security Strategy identifies actual threats to nation-
al security and sets priorities for information security, cyber security
and security of information resources and critical infrastructure.

At the same time, the implementation of the state policy in the
field of security of KII requires the further development of legal prin-
ciples and norms governing the relevant social relations, that is, the
national component of the legal security of KII. Ukraine should ensure
the establishment of a nationwide system for assessing risks and threats
to critical infrastructure, and after the legislative definition of the main
terms, the implementation of the Identification of Critical Information
Infrastructure objects. Identification of objects of critical information
infrastructure can be accomplishing by introducing the certification of
objects of critical information infrastructure. Such passports must con-
tain general data about the facility, data on the main sources of danger,
data on hazardous natural conditions, technological processes and re-
sponse to threats.

The international component of the legal security of KII provides
for the regulation of a set of principles and norms defined by interna-
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tional treaties and recognized by the state, regulating issues of interna-
tional cooperation in this area.

Ukraine has signed the Convention on Cybercrime together with
the member states of the Council of Europe and other States. Itis aiming
at stopping actions against the confidentiality, integrity and availability
of computer systems, networks and computer data, as well as abusing
such systems, networks and data by installing the criminal responsi-
bility for such behavior, the provision of powers sufficient to combat
criminal offenses, and the conclusion of agreements on rapid and reli-
able international cooperation.

In addition, the plan of measures for 2017 on implementation of
the Cybersecurity Strategy of Ukraine provides for the implementation
of Directive 2008/114/EC on the protection of critical infrastructure, in
particular on cybersecurity and cyber defense of critical infrastructure
objects.

Development of the system of international information secu-
rity, the following main groups of international relations that require
normative legal regulation within the framework of the legal security
of KII: definition of the boundaries of the national KII in the global
information and communication infrastructure and fixing signs of com-
puter incidents in the control system of critical objects information in-
frastructure.

The absence of generally recognized borders of state sovereignty
of States in this space is a significant obstacle to the application of in-
ternational law to the actions of other states. In particular, this impedes
the establishment of limits of responsibility of states for violating the
security of the KII and organizing international cooperation in the field
of countering computer crime.

The urgency of the legislative consolidation of signs of com-
puter incidents in the automated control system of critical information
infrastructure objects suggests the widespread use of the concept of
“incident” in international law. An incident in cyberspace usually as-
sociated with a violation of the functioning of the components of cyber-
space —an electronic collection environment and automated processing
of information that determines the processes of the implementation of
these operations, as well as information systems and automated control
systems.
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The essence of the general definition of the “international inci-
dent” in the field of KII will be determining, firstly, by the nature of in-
ternational relations between states that are violating by the “incident”.
This event may be the result of unforeseen actions of'the state, including
actions that harm the interests of public bodies of one or more states, or,
conversely, be one of many intentional but minor provocations carried
out by agents of one state against another state.

Given that international relations in the field of incidents in the
field of KII are not regulating by international treaties, the main and,
in fact, the only source of international law in this case serves as an
international custom, however, its application to the sphere of KII is
accompanying by considerable difficulties.

For Ukraine, it is possible to introduce the positive experience of
other states in the security of the KII. In particular, the problem of secu-
rity of information technologies has been enshrined in the international
standard ISO / IEC 15408 “General criteria for assessing the safety of
information technology”.
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