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TEXHIYHI HAYKU

pobnenHi memody ix y3e00xeHHsA. Y cmammi po3pobreHa mamemamuuHa
ma cmpykmypHa mooenv memoody. ObspyHmMosani ymosu, npu AKUX HEMOH -
7iuee BUHUKHEHHS He0038071eH020 6 HOOHIl 8epcil iHpopmayitino nomoxy.

KrouoBi cnoBa: cucmema ponvosozo posmexncysants 0ocmyny, iHgop-
MAUiliHo-meneKoMyHiKaAyiliHa cucmema, MoOepHi3auis.

ITocTaHOBKA NMpo6/IeMM y 3aTaIbHOMY BUITIAL. AHaJIi3 CTPYKTypH
Ta AisibHOCTI Jlep)KaBHOI NPUKOPAOHHOI CITY>KOM SIK IPaBOOXOPOHHO-
IO OpraHy CIIeLliaJ/IbHOrO INPU3HAYEHHA II0Ka3aB YiTKy iepapXilo mipmo-
PANKYBaHHA OpraHiB i MiJpo3filiB IPUKOPJOHHOIO BiIOMCTBAa pasoM 3
inpopmaniiino-tenekomynikauiiaumu cucremamu (ITC), dynkuionan
AKVX pO3IOfineHnit 3a piBHAMY ynpasininus [1; 2]. [Tocagosi ocobu npu-
KOPJIOHHOI C/Ty>KOV BUKOHYIOTb IIeBHI PYHKIIiOHa/IbHI 000B’A3KM B MeXax
CBOE€I TOcajiu, sAKa CIPUIIMAETLCA SAK IIEBHA POJIb, Y3arajJbHEHa CyTHICTb,
[0 CTAHOBUTD BY3HAYEHUIT Nepemik (QyHKIUii i miAnopsaAKOBaHICTh Ipa-
niBHMKa. TakM YMHOM, peasnbHi CHCTEMY BMMAralTh 3alIPOBa/I)KeHHs MO-
Zienell po3MeXXyBaHHA OCTYIY NOOYTOBAHUX Ha CYTHOCTSAX PO, KA Ma€
IIEBHY MHOXXMHY IIpaB i NOBHOBa)keHb. PasoM i3 TMM iHTE€HCMBHMII IIpO-
Lec peoprasisanii opraHisaliifHO-IITaTHOI CTPYKTYpU Ta BJIOCKOHATIEHHA
camux ITC BuMarae nocTiiffHOrO y3rofKeHHs (YHKIIii ITOCagoBUX 0cid
NPUKOPAOHHYUX MiAPO3AiNiB 3 popManpHUM onucoM porneit aioounx ITC.
Bapro 3asnaunty, o I'TC npukopfoHHUX Migpo3/iniB QYHKIIOHYIOTh Ha
3arajJibHOMY IIOJIi JJaHUX, AKEe PO3TOPHYTO Y LIEHTPaJbHOMY CXOBMIL Jia-
HMX. BuljeHaBeileHe BuMarae BUPIlIeHHA POO/IeMH Y3rO[KeHHs PisHMX
BepCiil CHCTeM POIbOBOTO PO3MEXYBAaHHSA HOCTYITY, AKi PYHKIIOHYIOTb Ha
3araJibHOMY IIOJIi JAaHMX TeTepOreHHOI iHTerpoBaHoi iHpopMaliiiHO-Tee-
KOMYHiKaIiltHoi cuctemu “[apT” IpUKOPOHHOTO BilOMCTBA.

AHani3 oCcTaHHIX FOCTifKeHb i my6miKkaniif, B IKMX 3a1I09aTKOBAHO
BHUpilIeHHA JaHOI Mpo6IeMy Ta Ha AKi ONMMPAIOTbCA aBTOPU. YIepiue
TaKui Mifxif 6yB posriaHyTHit Ha MexXi 70-80-X POKIB y JOCTiXKEHHAX
IpoLEeCiB PO3MEXYBaHHA [JOCTyly Kopmnopauiero IBM Ta orpumas
Ha3By pOJIbOBOTO po3MexyBaHHsA pocTyny. Ha moyarky 80-x pokis 6yra
npefcTaBieHa Mojendb JlenaBepa-MakiiiHa, 10 3ycTpida€eTbcs B jiTepa-
Typi Takox mnig HazBoro MMS-mopeni (Military Message System), 1m0 1mo-
€[HYE OUCKPELiiHNIA 1 MaHJATHUII IPUMHLINIIN PO3MEXKYBaHHA NOCTYILY 3
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BUKOPVCTAHHSAM IOHATTS Ta MeXaHi3My poeil. Tpoxu mi3Hile 3’ ABUINCS
i opmanbHi BU3HAYEHHS PONIBOBUX OCHOB yIpaBiiHHs goctynoM (Role-
Based Access Control - RBAC) [3; 4].

Cucremu, o0OyfoBaHi Ha MOJe/i POTbOBOTO PO3MEXYBaHHA JJOCTY-
Iy 1epefdavyaoTb pO3MeXXyBaHH:A Mpolecy QyHKI[iOHYBaHHA CUCTEMN Ta
po6OTM KOpHCTYBaya Ha CEAHCH, y KOXKHOMY 3 SIKUX, Y CBOKO 4epry, BUi-
JISIETHCS IBA TIOCTIIOBHYX eTanu: ifeHTudikauis ta aprenTndikanis [5].

PonboBi Mopieni MoegHYIOTh MaHAATHUI IifXi/ B0 OpraHisamii jocTy-
Iy 4Yepe3 IeBHY arperaniio cy0’ eKTiB Ta 00’€KTiB JOCTYIy i, TMM camum,
3a6e311e4y0Th )KOPCTKICTD IPaBU/I PO3MEXYBaHHS HOCTYIY i AUCKPeLiii-
HUII TifXif, 10 3a0e3Iedye THYYKICTh y Ha/AlITyBaHHI CUCTeMM PO3Me-
YKYBaHHS JOCTYIY Ha KOHKpeTHi (pyHKIIiOHa/IbHO-OpraHisariiiiai mpouecu
npepMeTHOI 06macTi. JJaHi 0cO06MMBOCTI po/IbOBOI HOMITUKY FO3BOJAIOTDH
OymyBartu cuctemu po3MexxyBanHs goctyny (CPJI) 3 xopoioro KepoBaHic-
TIO y CK/IQIHMX CHCTEMAX 3 BE/IMKOIO Ki/IbKiCTIO KOPUCTYBaYiB Ta 00 €KTiB, i
TOMY 3HaXONATDb LIMPOKe 3aCTOCYBAHHA B IPAKTUYHMX CUCTeMaxX [5].

Pasom i3 TuM cucTeMu po3MeXyBaHHs [OCTYIY, sIKi moOyzmoBaHi 3a
PO/IbOBOIO MOJIEJUIIO, He IepenbavaloTb OlepyBaHHS 00’€KTaMy, L0 €
CIIIbHMMM 3 HIIMMY cUcTeMaM. BUHMKHEHHA TaKoi cUTyalii MOXX/IMBO
npu MopepHisalil iHpopMaIiiHO-TeTeKOMYHIKAL[IIHIX CUCTeM y CKIafi
BiloM4MX aBTOMaTM3oBaHMX cucrteM. Ha wiit crapii anpiopHo pisHi Bep-
cii mporpamMHoro 3abesrnedeHHs ONEPYITh CIIIBHUMY AaHUMMN. [I/1s ycy-
HEHH KOJIi3iil, BUKIMKAHUX BiIMIHHOCTAMI MOJIe/Iell pO3MEXKYBaHHA [0-
CTyIy, HeOOXiZIHO 3[iICHUTI 3aBIaHHA IX Y3TOI>KeHHs. AHaIi3 CIiIbHOTO
(YHKI[IOHYBaHHS Pi3HUX Bepcill CUCTeM POIbOBOTO PO3MEXYBaHHS JIO-
CTYyIly ITOKa3aB HassBHICTb 3a00pOHeHMX iH(OpMalLiiiHIX IOTOKIB B 00Xif
MOMTUKY 6e31exn ofHiel i3 cucreM [6].

Mera crarri. Ha migcrasi ananisy cmipHOro QyHKIiOHyBaHHS po-
NbOBUX MOJie/Iell pO3MeXKyBaHH: JOCTYIIy Ha 3arajibHOMY II0Jli JlAHUX PO3-
poOUTH MeTOx iX y3rO/PKeHH:, CyTb AKOTr0 IHoJArae y popMyBaHHI Takmx
IapaMeTpiB CUCTEMM PO3MEXYBAHHA JJOCTYILY, B AKill HEMOXX/IMBO peali-
3yBaTy HeJ03BOJIEHNMI iHOpMaLiiiHNMII IOTIK Y KOXHIiT 3 Bepciit OKpeMo.

Buxnag ocHoBHOTrO Martepiany mocnimkeHHsa. BinnmosigHo go dop-
MaibHOI crienuikarii pobOBMX MOfe/Iell IPaBo JOCTYIy KOpUCTyBada
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BII3HAYAETHCA [PU3HAYEHOI POJIIIO, KA B CBOK Yepry MICTUTD IIeBHUI
Habip moBHOBaXkeHb (puc. 1).

Puc. 1. Ilpuknan HagausHA KopuctysadaM ITC neBHuX moBHOBaXKeHb depes ix pori

Tak, yepes BifoOpa’keHHA MHOXXIH CYTHOCTEl PO/IBOBOI CUCTEMU
PO3MeXYBaHHA JOCTYIIy MOXKHA BU3HAUUTH BiJOOpa>keHHS MHOXXVHY KO-
PUCTyBa4iB Ha MHOXKVHY IIOBHOBa>KEHb.

Y pob6ori [3] HaBefeHi Pi3HOBUM POIBOBUX MOJETIEN, 3a/IeXKHO Biff
MOXX/IMBUX BifIHOCHH MDX POJIAMU, y TOMY 4MCTI Tepefiadi (meneryBaHHs:A)
IIOBHOBA)KEHD 1 IIPaB BiJl OMHMX POJIeil IHIIYM POJLAM:

13 iepapXiYHOIO OpraHi3ali€lo CUCTEMHU POJIel];

B3a€MOBMK/TIOUHIMM Ha OyIb-sKi ceaHCu porsaMu (MOJe/b CTaTUYHO-
IO pO3IOfiTy 060B A3KIB);

B3a€MOBUK/IIOYHMMI Ha OfVH CEAHC PONAMU (MOZENb AMHAMIYHOTO
posIofiiny 060B’A3KiB);

KUIBKiCHUMU OOMEXXeHHAMMU 32 ponamuy;

IpyIyBaHHAM POJIEN i TOBHOBa)XEHb.

Hagepieni pisHOBUAM Mopenelt Tibku GpOPMYIOTh BUAY BifoOpakeHb
MHOXXVHJ KOPUCTYBa4iB Ha MHOXXIHY POJIell i MHOKMHY ITIOBHOBa)KeHb Ha
MHOXVHY pOJIeli, KiHIIeBUM Pe3y/IbTaTOM AKMX € BijOOpaKeHHS MHOXM-
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HJI IOBHOB@)KeHb HA MHOXKMHY KOPJCTYBa4iB y KOHKPETHMII MOMEHT 4acy
¢byHKIiOHYBaHHA cucTeMu. BuinesasnadeHe 103BOMUTL CPOPMYBATH MaTe-
MaTUYHY MOJIe/Ib MeTOJy y3rofi>keHH:A ponboBux CPII.

IndopmariiHo-TereKoMyHiKaliiiHa cucTeMa, B sKill CIibHO (PyHK-
1ioHyI0Tb JiBi pisHi Bepcii ponpoBux CP]I (3a HeOOXiIHOCTI y3TOmKeHHs
617111101 KiNTBKOCTI MeTOJ|, MOYKe OYTY PO3ILIMPEHMI 32 PaXyHOK IIOIIAPHOTO
Y3TOJ)KEHH1) € CYKYITHICTIO TaKMX MHOXXVMH 000X Bepciit:

U, U,;U, €U, U, eU — MHOXV/HI KOPUCTYyBauyiB;

R,R,;R €R,R, € R — MHOXVHU POJIE;
A, A4, A € A, A, € A— MHOXXUHY IIOBHOBa>KEeHb;
F™: 4 — R, F"™: 4, — R, — BitoOpa)KeHHsI MHOXXVHI TOBHOBA)XE€Hb

Ha MHOXXVHY POJIeli;
F*:U, — R ,F :U, — R, - Biffobpa>keHHsI MHO)XV/HY KOPMUCTYBaYiB

Ha MHOXVHY POJIeil.

3asHauMMo, 110 MHOXXMHM ITOBHOBa)XK€Hb OHO3HAYHO BU3HAYAIOTh
omepariii Hai 06’eKTaMy Ta, BiAIIOBIHO, 1 caMi 00 €KTH, HAfl AKUMMA 3[ii1-
CHIOIOTBCs BU3Ha4eHi oneparii. Is1 BuMora Hak/Iafjae meBHi 0OMe>XeHHs Ha
MHO>XXVHY TIOBHOBa)XKeHb, a caMe ITOBHOBa)KeHHs pisHMX Bepciit CP]l mo-
BUHHi OyTV aTOMapHUMM Ha 3ara/bHill MHOKVHI TOBHOBa>KEHb A :

EﬁP_,:@,VPI.eP,VP,eP. (1)
Ina BunajKy, Konu A, | A, =& CIilIbHI IOBHOBaKEHHSA PiSHMX BepCii

CP]I BifcyTHI, a Ile B CBOIO Yepry YHEMO>K/IMB/TIOE BUHMKHEHHA OYIb-AKNX
iHpopMaLiiiHMX MOTOKIB MK KOpPMCTYBayaMy 3 IPUYMHMU BifICyTHOCTI
crinpHMX 06’ekTiB. B iHIIOMY BMIIAfKy, KOMM A |4, =@ — MHOXWHU

IIOBHOBa)XeHb pisHMX Bepciit CPJl mepeTnHAIOTHCA, 1[0 MOXKe IPU3BECTH
[0 HeHO3BOIEHMX iHQOpMaLilHMX MOTOKiB. BU3HAYMMO MHOXVHY
IIOBHOBa)KeHb KOPUCTYBAUiB AK:

U ={4, F""nF" =z} ©)

i
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JlaHi MHO>XKVMHM € HiAIPYHTAM BU3HAYEHHA MOXXIMBOCTI y3TOIPKEHH:A
060x Bepciit CP]], a came y BuniajjKky BUKOHaHHs YMOBY

(UAlmU“Z:@)U(UAI\UAZ:Q), (3)
[IOBHOB@)KEHHSI KOPUCTYBAYiB He CyIlepevaTh OfVH OJHOMY.
Orxe, pisHi Bepcii CPJl MoxyTb 6y ysromxkeni. B iHnmomy Bumazky,
HeoOXiHO 3abe3meYnTy TOTPUMAHHS OCHOBHOTO IpaBuIa Oe3meKy s

ponpoBux CP]I, a came: crucTeMa QYHKIIOHYE O€3IIE€YHO, SKIO i TIIBKU
AKINO OyIb-AKMII KOPUCTYBad u € U, sSIKUII HpAIo€e B ceaHci ¢ € C Moxe

3[IiIICHIOBATH [Iil B ME)XaX IOBHOBAXXEHHS a € A,3aYMOBI, i€ A€ f,,,.10n(C)

[3]. Lle Bumarae piBHOCTi TOBHOBa)KeHb /IS CIIIBHUX [IsI 000X Bepciit
CP]I xopucrysauis, To6TO:

Ut =U"NUM cU, VU" €U,. (4)

BumiesasHaueHe 03BonA€e copMyBaTU CTPYKTYPHY MOZETb METOMY
Y3roJpKeHHs PiSHMX BepCiil PONbOBUX CUCTEM PO3MEXYBAaHHA [JOCTYILY
(puc. 2).

Y BuUNAZKy HEBUKOHAHHA YMOBM (4) OTPUMYEMO MHOXKUHM
KOPUCTYBaYiB, pojeil i IOBHOBaXKeHb, AKi CIPUYMHAIOTH ITOPYLIEHHA
npaBuia GesleKy Ipyu crirbHOMY GYHKIioHyBaHHI 060X Bepciit CP]I i
noTpebyIoTh 3MiHN:

U,={U},UM =U" YU €U, VU €Uy, (5)
R,=F" (U, UFE"(U,), (6)
4,=F"(R,)UE"(R,), @

ne F — 3BOpPOTHE Bi,[[O6pa)KeHHH MHOXMHN poner?[ Ha MHOXIHY IOBHOBa>X€Hb

[Tepeposmoin porneit Ta (a60) MOBHOBaXKEHb MK Pi3HMMMU BepCisiMu
CP]], 3piiicCHIOETbCS afMiHiCTpaTopaMy CUCTEM 3 ypaxyBaHHsA (YHKIIiO-
HaJIbHMX 3aBJIaHb KOPUCTYBa4iB. 3a MOTpebM OKpeMi TOBHOBa)KEHHA KO-
pUCTyBauiB MOXKYTb OyTH 0OMeXeHi Ha Iepiof; MofiepHisauiii, micis 3aBep-
IIEHHS SIKOI BilTHOB/IEHi.
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Buxinni mani
U,U, R,R, A, 4, U,=U\U,
F*:U —R,F":U,—~R,
F™: A= R, 4, R,
ol

Bu3HaueHHSA MHOXHH
MOBHOBAXKEHb KOPHUCTYBAUiB

Ut =§4, FU" A 2 3}

Axuo
PN =)J@.4‘ U =®)

Skuwo
Ut =y
YUA U, YU cU,

[Hi
BusHaueHHs MHOXKHH

HEBIAMOBIIHOCTEH
U, = Ur 2U"R VUM €U, VU €U,
Rri = Flw (Ud )‘JFQL‘R (Ud')
A, = f\” (‘R«f )U FZAR (Rd )
I
ITepeposnonin poneii Ta (ado)
[IOBHOBAXKCHB

ViromxkeHHs
3/HCHEHO

Puc. 2. CrpykTypHa MOfieZib METOZY Y3TOJPKEHHS Pi3HUX BePCiil pO/IbOBUX CUCTEM
PO3MEXYBaHHA TOCTYITY
BucHOBKM [OCTiIKeHHA Ta MepCHeKTHBM MOJaIbIINX PO3BiOK Y
KaHOMY HanpAMKy. OTxe, po3po06/IeHNIT METOT, Y3TOKEHH Pi3HUX Bepciit
POJIbOBMX CHCTEM PO3MEXYBAHHS JOCTYIY HO3BOMUTH (OPMaIbHO OIIVICA-
TV TIPOLIEAYPY CIiIBHOTO (PYHKI[iOHYBaHHA 000X iH(pOpMaLiliHO-TeeKo-
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MYHIKaL[ilIHMX CHCTeM 3 IUTaHb Oe31eKy iHpopmariii Ta BUSHAYUTY YMOBY,
3a SIKMX HEMO)X/IVBe BUHVMKHEHHsI He[03BOIEHMX 1HPOPMaLIilIHIX IIOTOKIB.
Y mnopanbpmioMy, Ha MifcTaBi po3poONIEeHNMX METOHNIB Y3TOMKEHHS
pi3HMX Mofenell pPO3MeXYBaHHS MOCTYILy, IIPOIIOHYETbCS pPO3pobOKa
METOJ[O/IOTIYHOTO 6a3MCy Y3TO[KEHHA MOJeNeil PO3MEXyBaHHSA TOCTYITY
iHpopMaliliHO-Te/IeKOMYHIKaLiIHIX CUCTEM Ha CTafil MofepHisauii.
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Cmpenvouyxuti M., Myn 1., [Ipokonenko E. MeTOH cOITacCOBaHNA CH-
CTeM PO/IeBOT0 PasTPAaHNYEHN JOCTYNAa MHPOPMAIVIOHHO-TeTEKOMMY-
HHUKAI[VIOHHBIX CHCTEM Ha CTaVI MOCPHU3 AL

B craTbe mpoBefeHO MCCIeNOBaHME YCIOBMII COBMECTHOTO (YHKIINU-
OHMPOBAHMS PA3/IMYHBIX BEPCUII CUCTEM POTEBOTO pasTpaHNYEHNA JIO-
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CTyIa B MH(POPMALIOHHO-TeJIeKOMMYHMKALMOHHBIX CHCTEMaX Ha CTAfUM
ux MopepHmsauyy. ITokasaHo, 4TO MopmepHM3ALMsA MH(POPMALVIOHHO-
TE/IeKOMMYHMKALVIOHHBIX CUCTEM TpebyeT IOCTOSHHOTO COITIACOBAHVI
¢dbopmanbHOro omycaHus poeil ¢ QYHKLMAMI JO/DKHOCTHBIX JIMLL ITOTpa-
HIYHBIX [TOfjpa3fie/leHnil. AHa/IN3 COBMECTHOTO (YHKIIVIOHMPOBAHMSA pas-
JINYHBIX BEPCUIl CUCTEM PO/IEBOrO pasrpaHMYeHMs JOCTYIA [OKasasl Ho-
Tpe6HOCTD B pa3paboTKe MeTOfa MX COoI/lacoBanus. B craTbe paspaborana
MaTeMaTuydecKas 1 CTPYKTypHasi Mofienb Metosa. O60CHOBaHbI YCIOBMA,
[PV KOTOPBIX HEBO3MOXXHO BO3HMKHOBEHI€ HEPa3pEIIeHHOIO B KaXKAOi
U3 Bepcuit NHPOPMALMOHHOTO TIOTOKA.

KiroueBble coBa: cucmema ponesozo paszpanuveHus 0ocmyna, u-
POPMAUUOHHO-MENEKOMMY HUKAUUOHHAS CUCTEMA, MOOEPHUZAUU.

Strelbitskii M.,Mul D., Prokopenko Y. Role-based access control adjust-
ment method of the information and telecommunication systems at the
stage of modernization

Permanent modernization and improvement process of a departmental
information and telecommunication systems automation requires consider-
ing the possibility of joint operation of different versions of information se-
curity. The integration of new and old one means entails the transfer of the
yearly functional tasks, algorithms of their solution and security mechanisms
in the new software and hardware environment. The result is a common data
field that is used by the old and new components of automated systems. At
this stage of the systemss life cycle the problem of transition to new software
and hardware platform without disturbing the life cycle is arising.

The analysis of the access basic models has shown that one do not pro-
vide the other similar models joint operation on the general data field as one is
possible in the information and telecommunication systems modernization.

Formation of the information and telecommunication systems” secu-
rity policy, subject which ensured the information reliability is impossible
without models of information security, as formalized description of its
basic principles. Only through formal models one can prove the system’s
security by relying on the postulates of mathematical theory. The Security
Models defines the basic principles of the security policy functions and used
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in its construction, formation of technological solutions and justifying the
systems ability to provide information reliability.

It is necessary to carry out the task of coordination of the automated
systems under condition of their modernization when in the old and new
versions of software are a priori implemented information security func-
tions to resolve the conflicts caused by differences in the models.

The role-based access control system does not involve handling objects
that are shared with other systems. This situation is possible during the mod-
ernization of information and telecommunication systems. Analysis of the
joint functioning of different versions of role- based access control systems
showed the presence of forbidden information flows bypassing the security
policy of one of the systems. The mathematical and structural model of the
method are developed in the article. The conditions under which it is im-
possible to cause the disable information flow in each version are justified.

The developed role-based access control adjustment method will allow
formally describe the procedure for the joint operation of both information
and telecommunication systems.

In the future, based on the developed access control adjustment meth-
ods it is proposed to develop a methodological basis for the joint of the
models for the different of access to information and telecommunication
systems at the stage of modernization.

Keywords: role-based access control system, information and telecom-
munication system, modernization.
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