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The article deals with the nature, basic principles and objectives of the bank risk 

management system under modern conditions and the requirements of regulators as to the 
transparency of their activities. The authors have developed a scheme of the bank risk 
management and justified basic directions of disclosing information about banks on the basis 
of international approaches in the context of introduction of the International Financial 
Reporting Standards.  

Key words: risk, risk management, information disclosure, transparency and corporate 
governance. 
 

Я. М. Кривич, І. О. Макаренко  
ДВНЗ “Українська академія банківської справи Національного банку України” 
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Розглянуто сутність, основні принципи та завдання реалізації системи ризик-
менеджменту банку в сучасних умовах, а також вимоги регуляторів щодо забезпечення 
прозорості його діяльності. Автори розробили схему управління ризиками банку та 
обґрунтували основні напрями розкриття інформації про них на основі міжнародних 
підходів у контексті переходу банків на міжнародні стандарти фінансової звітності. 

Ключові слова: ризик, управління ризиками, розкриття інформації, прозорість, 
корпоративне управління. 
 

Statement of the problem 
“Transparency is the foundation of a reliable and effective corporate governance”, is stated in the 

key postulates of Principles for enhancing corporate governance of the Basel Committee on Banking 
Supervision from 2010 [1]. In a such way during the overcoming of the global financial crisis 
consequences supranational regulator outlined the role of transparency in the growth of requirements to 
banking activities. Moreover, the key area to minimize the risk of financial intermediaries in the opinion of 
the Committee is an extensive information disclosure in accordance with established principles of 
International Financial Reporting Standards (hereinafter – IFRS) of the International Accounting Standards 
Board, which was amended in the part of the accounting and evaluation of financial instruments. In 2012 
the Enhanced Disclosure Task Force Financial Stability Board published the report “Improving the quality 
of risk information disclosed by banks”, which emphasized that the existing disclosure requirements of 
banks are quite numerous and sometimes overlapping that impairs the perception of the financial 
statements [2]. As a result, inadequate risk assessments and provoking of regular crisis in the financial 
markets are possible. 
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While outlining the post-crisis global regulatory initiatives in formation of the requirements for the 
disclosure of the activities of financial institutions, including banks, it should be noted that they are aimed 
at the improving their risk management systems. National banking practice remains interested in the 
process of risk-based banking supervision at the macro level, improving risk management and disclosure of 
risks of banks at the micro level. It should be noted that the transition of the banking system of Ukraine to 
IFRS started in 1998 ended with the amendments to the Law of Ukraine on the obligatory drafting and 
presentation of the financial statements of banks according to these standards. Therefore, the providing of 
proper disclosure about the level of banking operation risks is the basis of banking risk management and 
the issues outlined above are relevant. 

 

Analysis of recent research and publications 
The issues of risk management and disclosure in the financial statements are highlighted in 

international documents of such prestigious organizations as the Basel Committee on Banking Supervision, 
the International Accounting Standards Board, and in the writings of scholars N. Glebova, M. Polozhevets, 
L. Prymostka O. Ustenko etc. At the same time in conditions of reforming of the banking risk management 
methodology and IFRS application the issue of transparency in risk disclosures remains not well-studied. 

 

The formulation of objectives 
Given the significant scope and wideness of the issues under consideration the article raises a 

number of more specific objectives, namely: 
– describe the nature, fundamental principles and objectives of the implementation of the bank 

risk management in the current environment; 
– develop a scheme of bank risk management; 
– justify the main trends and requirements as for the disclosure of the banking risks. 

 

Presentation of main materials 
Today in Ukraine the risk has quite weighty impact on almost all of the processes taking place in the 

political and economic spheres, as well as on banking system. However, despite the rapid spread of risk 
management practices in banks, there is no single definition of “bank risk” so far. Most often the likelihood of 
events that adversely affect the income or capital of a commercial bank is understood under this concept. 

Risk Management – a system of principles and methods for prediction, prevention, evaluation and 
neutralization the negative impact of threats and dangers affecting the bank [3]. 

The basic principles of the implementation of risk management are [4]: 
– The principle of scale (maximization); 
– The principle of minimization; 
– The principle of adequate response; 
– The principle of rational acceptance. 
The task of risk management are as follows: 
– Identifying the most vulnerable and weak spots in the banking activity; 
– Systematic comprehensive diagnostics of likelihood of adverse events; 
– Choice of alternative variants of management decisions to provide optimal balance between risk 

and profitability of financial transactions; 
– Minimization of losses upon the occurrence of adverse events. 
Risk management of banking consists of a series of successive stages which are shown in Figure 1. Let 

us consider in more details the elements of the proposed scheme of risk management of a commercial bank. 
The first stage – analysis of factors and conditions that affect the likelihood of risk. A large number 

of factors affect the activities of any bank directly or indirectly. The whole complex of them can be divided 
into two types: internal environment factors and environmental factors. The action of the first group is 
conditioned by specific activities of banking institutions: policy, strategy, tactics, and personnel and their 
qualifications, organizational structure, and so on. The influence of environmental factors is realized 
through regulation (standards, procedures, guidelines, standards of accounting for the regulation of risk) 
and through interaction with the external environment (customers, competitors, partners, etc.). 
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 І. Analysis of factors and conditions that affect the likelihood of risk 

ІІ. Analysis of potential risks: establishing the potential risk areas  
and identifying all possible risks (qualitative risk analysis) 

ІІІ. Assessment (measurement) of certain types of risks (quantitative risk assessment) 

IV. Implementation of regulatory impact on risk 

Setting standards and limits Diversification 

Provision for impairment losses 

Hedging 

V. The solution introduction, monitoring 
 

VІ. Evaluation and monitoring 
 

Insurance 

 
 

Fig. 1. Scheme of bank risk management  
 

An the second stage the parameters of all possible risks are set, the reasons of their occurrence and 
possible consequences are analyzed. It should be noted that at present there are many different options and 
approaches to the classification of banking risks. Each author or a group of authors offer their own 
classification criteria when choosing the sphere of the functioning of risks. In general, banking risks can be 
divided into three main groups: financial, functional and other external ones [5]. 

Financial risks arise as a result of bank lending, deposit, investment. They are determined by the 
probability of losing money and are associated with unforeseen changes in volumes, profitability, value 
and composition of assets and liabilities. 

Functional risks arise by the creation of any bank product or service because of inability to control 
the financial and economic activities timely and fully, to collect and analyze relevant information. 

Other external risks include risks that are beyond the control of the bank's activities (political 
situation, economic situation, force majeure). 

However, financial risks constitute the particular interest for this research. Let us consider the main 
types of financial risks that are specific for banks. 

Banking credit risk – a measure (degree) of uncertainty concerning the occurrence of adverse events when 
carrying financial transactions, the essence of which is that the bank's counterpart fails to fulfill his obligations 
according to the agreement and will not be able to take advantage of ensuring the return of borrowed funds. 

Deposit risk of commercial banks – a measure (degree) of uncertainty about the possibility of 
transfer or settlement of current account to another bank or early withdrawal of deposit. 

Currency risk of the commercial bank – a bank will suffer losses due to fluctuations in exchange 
rates and the prices of precious metals. 

Interest rate risk of commercial banks – a measure (degree) of uncertainty about the possibility of 
suffering losses by a bank due to adverse changes in interest rates. 

The investment risk of the bank – a measure (degree) of uncertainty about the possibility of 
depreciation of securities purchased by the bank. 

The liquidity risk of commercial banks – a measure (degree) of uncertainty regarding the ability of 
the bank to ensure timely fulfillment of obligations to clients by converting assets into cash. 

The risk of insolvency (bankruptcy) – a measure (degree) of uncertainty as to the ability of a bank to 
meet its obligations. 

The third stage – Evaluation of certain types of risk. Depending on the type of banking transaction a 
quantitative evaluation of possible losses is performed, and the probability of an unwanted event which results 
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in the loss is determined. For this purpose, different techniques may be used depending on the specific type of 
risk. In particular, the calculation of the sensitivity of the portfolio value to market factors: alpha, beta analysis, 
the duration analysis, the calculation of credit risk – as the correlation between different borrowers: liquidity risk 
and funding – calculation of gap liquidity, operational risk – the organization of the system of monitoring of 
operations linked to the laundering (legalization of dirty money) and so on. 

The next one, the fourth stage – implementation of regulatory impact on risk. At this stage the search 
of ways of timely and quality protection against unacceptable risk and the development of specific 
mechanisms for their implementation is performed. Planning of activities for both prevention and for the 
case of risk realization. 

Let us consider in more detail the most universal methods of management of banking risks, namely: 
– Setting standards and limits – is realized by placing restrictions on the amount of financial transactions 

with the following control of the implementation of decisions made. Usually this method is used to avoid 
concentrations of credit and market risk and liquidity support to the banking system at a certain level; 

– Diversification of risk – is based on risk division and can take the form of diversification of 
financial activities, diversification of currency portfolio, diversification of deposit portfolio, diversification 
of the program of real investment, etc.; 

– Provision for impairment losses – provides risk coverage for the bank's own funds that are 
reserved (reserve for credit transactions, security transactions, receivables); 

– Hedging – is based on the use of financial instruments to reduce the risk associated with the 
negative impact of market factors on the price of another one related to the first tool. Designated tool is 
used to reduce the risk of losses associated with the change in market factors (price of financial 
instruments, exchange rates, interest rates) by taking certain measures; 

– Insurance – the transfer of risk by the contract according to which the insurance company is the debtor. 
In practice, to reduce the credit risk of commercial banks insurance, limits, diversification and 

provisions are used. The most effective method to reduce risk is to diversify deposit contributors and 
limits, that is setting the critical amount of deposit. The main method of the measurement of interest rate 
risk of the bank is to analyze gap (difference between the size of sensitive to changes interest rates of assets 
and liabilities that should be revaluated or liquidated by a certain date). The main methods of reducing the 
interest rate risk of commercial banks are the gap management, immunization of portfolio, insurance, 
which provides a complete transfer of corresponding risk to insurance companies and others. 

Having reviewed the key aspects of building of the modern risk management systems of banks, let 
us focus on other integral components of corporate governance such as information disclosure and 
transparency of banking. 

Basel Committee on Banking Supervision determined “transparency” as “the disclosure of accurate 
and timely information allowing users to assess the financial position and results achieved by the bank, its 
operations and associated risks accurately”. 

It should be stressed that the demonstration of the bank's ability to manage risks and control them 
effectively is a sign of a well-functioning capital market activity, and statements that corresponds to IFRS 
(generally recognized accounting and reporting standard system) is a way of such a demonstration. 

Widely recognized document “International Convergence of Capital Measurement and Capital 
Standards: New Approaches” (Basel II) [6] “The international regulatory framework for banks” (Basel III) 
“International regulatory framework for banks” [7] of Basel Committee on Banking Supervision and 
Requirements IFRS 7 “Financial Instruments: Disclosure” [8], share some of the provisions in the 
sensitivity analysis and in describing risks and risk management policy. Along with other documents  
(table 1), the ones mentioned above are aimed at unification of the requirements for comparability and 
understandability of information about the risks of banks’ reporting. 

Thus, according to the Principles of enhancing corporate governance the bank must disclose key 
aspects of tolerance / appetite for risk (without violating confidentiality required) with the description of 
the process of risk determination and of involvement of managers in these processes. If there are 
transactions with complex and opaque structures, the bank must disclose adequate information about the 
purpose, strategy, structure, risks and control of such activities [1]. 
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Table 1 
Key international documents containing the requirements  

for disclosure of banks' risk management 

Document Organization Released 
Basel III (part of strengthening of banks’ 
transparency and disclosures) 

Basel Committee on Banking Supervision 2011 

Principles for enhancing corporate governance 
(Disclosure and transparency) 

Basel Committee on Banking Supervision 2010 

Compensation Principles and Standards 
Assessment Methodology 

Basel Committee on Banking Supervision 2010 

IFRS 7 “Financial instrument: disclosure” International accounting standards board 2007 
Basel II  Basel Committee on Banking Supervision 2004 
OECD Principles of Corporate Governance Organization for Economic Co-operation and 

Development 
2004 

Best Practices for Credit Risk Disclosure Basel Committee on Banking Supervision 2000 
Public disclosure of trading and derivatives 
activities of banks and securities firms 

Basel Committee on Banking Supervision 1999 

Enhancing Bank Transparency: Public disclosure 
and supervisory information that promote safety  
and soundness in banking systems 

Basel Committee on Banking Supervision 1998 

 
Basel III contains requirements to increase of capital coverage of counterparty credit risks, in 

operations with financial derivatives in particular, with repurchase agreements, transactions with asset 
securitization and other structured instruments. Unlike the traditional approach to understanding the credit 
risk for the loan, CCR creates a bilateral risk of loss: the market value of the transaction can be positive or 
negative for each of the parties of this agreement, and the market value is an uncertain measure, it can 
change over time as the basic market factors change. 

It should be noted that Pillar 2 (control) concentrates on strengthening of supervision on the 
calculation of capital, risk management, corporate governance, risk taking, risk aggregation, the 
introduction of stress tests, and the component of Pillar 3 (disclosure) – the increase of market discipline 
and information disclosure of certain types of risks. 

Within Pillar 3 of Basel II the general requirements to the disclosure according to the types of 
banking risks (discussed in the previous scheme of their management) are established (table 2). 

 

Table 2 
Basel II disclosure of the banking risks 

Risk Disclosure 

C
re

di
t r

is
k 

–  Total gross exposure of bank credit risk, and the average gross risk during the period, divided into major 
subtypes of risk; 
–  Geographical distribution of credit risk; 
– The distribution of credit risk by industry and type of counterparty (on a consolidated basis); 
– Concentration risk on large borrowers and lenders (depositors); 
–  Breakdown by contractual residual maturity of the total loan portfolio and its components; 
–  Past due, restructured loans and prolonged, as well as provisions for losses on them 

M
ar

ke
t R

is
k – The structure of the market risk, including disclosure 

– The approach (capital requirements to interest rate coverage risk, equity risk, foreign currency risk, 
commodity risk) and present quantitative estimates VaR; 
– The carrying and fair value of securities portfolios; 
– Cumulative realized and unrealized gains (losses) for the various portfolios of securities; 
– Assessment of growth (decrease) in income or economic value of equity in different scenarios shocks in 
interest rates; 
– The structure of claims outstanding the securitized bank 

O
pe

ra
tio

na
l 

R
is

k Approaches to evaluation of capital adequacy under operational risk, including review of existing internal and 
external factors and their quantitative assessment 



 186 

Despite the chosen course on the convergence of international disclosure requirements at the global 
level, there are some differences between the regulatory documents of the Basel Committee on Banking 
Supervision and the International Accounting Standards Board, particularly in the part of the identification 
of certain types of risks, rules of their evaluation and reflection. 

According to IFRS the risks of the banks for which disclosure is required include credit, market 
(currency, interest rate, other market risk) and liquidity risk, while the Basel Committee on Banking 
Supervision operates the following types of risks: credit, operational risk, market (interest rate, equity 
securities, currency, commodity) risk. These institutions have different approaches to determination of 
loss, the occurrence of default probability, calculation of provisioning [9]. 

However, it should be noted that in general IFRS 7 has more detailed requirements to the disclosure 
of qualitative and quantitative information about the risks of banks (fig. 2). 

 
 Disclosure requirements of the banking risks (IFRS 7) 

Qualitative disclosures Quantitative disclosures 

1) The risks exposure and features of its 
occurrence; 
2) The purpose, policy, risk management; 
3) The methods used to measure risks; 
4) Any changes in the items above 
compared to the previous period 

1) The quantitative risk appetite at the 
balance sheet date; 
2) Significant and reliable methods for 
determining risk exposure; 
3) Information about risk concentration 

Credit risk Liquidity risk Market Risk 

1) Credit risk exposure at 
the reporting date without 
deductive provision; 
2) The amount of 
provision on Section 1; 
3) Credit quality of not 
overdue and not impaired 
financial assets; 
4) The carrying amount 
of assets that would 
otherwise be overdue or 
impaired 

1) Analysis of financial 
liabilities by maturity; 
2) The maturity analysis 
of derivative financial 
instruments; 
3) Description of how the 
Bank manages liquidity 
risk mentioned 

1) The results of the 
sensitivity analysis for 
each type of risk; 
2) The method used for 
sensitivity analysis, key 
assumptions and 
parameters; 
3) The objective of the 
method used and the 
limitations that may arise 
from the information not 
fully reflecting the fair 
value 

 
Fig. 2. Scheme of bank’s risks disclosures in the financial statements (IFRS 7) 

 

This information about the risks associated with financial instruments is disclosed in the financial 
statements or, or any other statement, such as the management commentary to the annual report or a 
separate risk report. 

IFRS 7 sets higher requirements for quantitative and qualitative analysis of currency risk, interest 
rate risk, liquidity risk and other price risks. Disclosure of qualitative information includes a description of 
objectives, policies, management and control of such risks. Quantitative disclosure provides information 
about the level of risk. Having this information in the financial statements gives users an overview of the 
use of financial instruments by the entity and of the risk exposure arising as a result of this. 
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The standard also requires a summary of quantitative information about the susceptibility of 
enterprise to each type of risk at the reporting date. This information should be presented “through the eyes 
of management”, i. e. on the basis of internal reports that are submitted to managers. 

It should be emphasized that the future of risk management and information disclosure lies in the 
plane of convergence of the studied international requirements and the development of a unified list of 
disclosures about the various aspects of control and risk characteristics from the position of interested 
users. 

 

Conclusions 
Understanding risk management as a system of principles and methods of prediction, prevention, 

evaluation and neutralization of the negative impact of threats and dangers on the bank, the scheme that 
takes into account both the stages of analysis of risk factors (including quantitative) and modern methods 
of risk leveling was built. Moreover, in response to international efforts to overcome the global financial 
crisis the need for systematization and detailed analysis of the regulations in this sphere increases. The 
analysis suggests that the disclosure of information about the different types of bank’s risks and their 
characteristics is the basis for the creation of the bank risk management systems in accordance to generally 
accepted examples of international practice as Basel II, Basel III and other documents of the Basel 
Committee on Banking supervision, IFRS. The submission of detailed information (quantitative and 
qualitative aspects) about specific types of banking risks, methods of identification and measurement, 
sensitivity analysis along with general information about the structure and principles of risk management 
system are the main directions of the bank transparency increase. 

 
Prospects for future research 

Within the outlined issues the question of the implementation of international practice of bank risk 
management into the national banking system requires further consideration. An important aspect of this 
introduction is the disclosure of such risks in the financial statements of banks, which must necessarily take 
into account the requirements of IFRS 7, that contain more sophisticated approaches to the formation of 
accurate, clear, relevant and comparable information in terms of accounting and risk reflection in their 
financial statements in comparison to previous national standards. 
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