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The method is considered for realization of public-key cryptographic transformations based on the use of the
position-independent base notation system in the remainder classes.
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Introduction

Present-day public-key cryptographic transforma-
tions are based on the algebraic curves transformations
(elliptic curves (EC), hyper- elliptic curves (HEC), the
Picard curves (PC) and super-elliptic curves (SEC)).
The trend of cryptographic methods development is
moving towards the increased key lengths that, in its
turn, results in decreasing of the speed of public-key
cryptographic transformations. This is especially crucial
at providing for the prescribed resistance while realizing
the EC-based cryptographic transformations in special
systems and devices where there exist substantial re-
strictions with respect of the memory capacity and the
weight-and-dimension characteristics, i.e., in those
cases when it is impossible to use powerful stationary
high-efficiency computers with a large exponential grid.
This phenomenon stipulates the importance and actual-
ity of seeking for the methods of increasing the effi-
ciency, reliability and trustworthiness of the crypto-
graphic transformations.

Analysis of reference

The analysis of the methods for increasing of the
efficiency of SEC in the HEC Jacobian allowed to theo-
retically substantiate and to practically demonstrate the
dependence of the realization of the efficiency of SEC
operations in the Jacobian of HEC upon the aggregate
of the following basic characteristics - type of realiza-
tion of cryptographic transformations (software, hard-
ware and software-hardware); algorithm type of the
SEC divisors; the prescribed base field, over which the
given curve is set; the type of the curve; the values of
the curve coefficients; the selected system of coordi-
nates, in which the HEC Jacobian divisors (affinity,
projective, weighted and mixed) are represented; the
accepted method of arithmetical transformations etc.
The known methods of realization of the SEC algorithm
(the Quantor divisor summation method, the Kobliz
method, the method of arithmetic transformations of

divisors in the HEC Jacobian of the second, the third
and the fourth kinds, methods of summation of divisors
with different weights, the Karatsuba method for multi-
plication and reduction of the polynomial functions by
the module in the field, the method based upon several
results of the Chinese remainder theorem etc.) do not
always satisfy the requirements with respect to the effi-
ciency of cryptographic transformations. At the same
time, the reference sources [1 —5] demonstrate high
efficiency of the modular arithmetic (MA) codes, i.e.,
the system of computation in remainder classes (CRC)
while solving separate problems of digital data process-
ing (solving of filtering problems, problems of realiza-
tion of FFT, DFT etc.) from the point of view of the
high efficiency of their realizations. Thus, it is known
that the Fourier transformation is related to calculation
n—1
of the polynomial of the kind P(x)= Z a;x'. One of
i=1
the applications of the Fourier transformation lies in
n
calculation of the convolution ZaiBi of two n-
i=l
vectors and

dimensional A =(0y,09,...,0)

B =(B,B5,...B,) . In the given case the convolution

operation is the complete analogue to the realization of
arithmetic operations of multiplication of two numbers
A and B in MA with consequent summation of the com-
ponents of the kind o;B; (modm; )+ a;B;(modm;) .

In the given aspect this phenomenon stipulates the
importance and actuality of the search for the methods
for increasing of the efficiency, reliability and validity
of the public-key cryptographic transformations on the
basis of the using the properties of the position-
independent MA code structures.

The objective of the paper is to develop a highly
efficient method for realization of public-key crypto-
graphic transformations on the basis of the using the
position-independent MA codes of position-independent
structures, i.e., CRC codes.
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Recitals

The influence of the CRC main parameters (inde-
pendence, equality and short form of the operand-
representing remainders) upon the structure and the
principles of operation of the data processing system
(DPS) in MA are considered in details in [1 — 6]. In par-
ticular, it is demonstrated that short form of the rests in
representation of numbers in modular arithmetic pro-
vides for the possibility of wide selection between the
options of system engineering solutions at realization of
the modular arithmetic operations.

It is known that there exist four principles of reali-
zation of arithmetic operations in MA — the summation
principles (SP) (on the base of short binary summators
[1]); the table principle (TP) (on the base of using ROM
[1, 6, 10]); the direct logical principle of realization of
arithmetic operations based on description of module
operations at the level of the systems of switching func-
tions by means of which the values of binary digits of
the resulting deductions are formed (it is reasonable to
use systolic and programmable logical matrices as well
as EPLD [6] as the element base for technical realization
of the given principle); the principle of ring shift (PRS)
based on using of the ring shift register (RSR) [6 -9, 11].

The absence of bit-to-bit associations (the absence
of the transport process) between the binary digits in
operands processed in DPS during the process of cryp-
tographic transformations (at realization of module op-
erations) on the basis of TP or PRS is one of the main
and the most attractive particularities of modular arith-
metic. Within the base notation system (BNS) the per-
formance of an arithmetic operation assumes the subse-
quent processing of operands digits upon the rules de-
termined by the contents of the given operation and
cannot be finished up to the moment until the values of
all of the intermediate results considering all the rela-
tionships between the bits, are sequentially determined.
Thus, BNS in which the information is represented and
processed in the present-day DPS, have a substantial
drawback - the presence of bit-to-bit associations which
impose their imprint upon the methods of realization of
arithmetic operations; make the hardware more compli-
cated, decrease the trustworthiness of calculations and
restrict the computing speed of crypto-graphic transfor-
mations realization. Therefore, it is only natural to seek
for the opportunities of creation of the kind of arithme-
tic, in which the bit-by-bit associations would be absent.
In this connection it is worth to pay attention to the base
notation system in the residual classes. The system of
residual classes possesses a valuable parameter of inde-
pendence of the remainders upon each other pursuant to
the accepted system of bases. This independence opens
up wide opportunities to the development of not only
the new kind of machine arithmetic but also to the prin-
cipally new structural realization of DPS, which, in its

turn, is substantially extending the sphere of application
of the machine arithmetic. In most of the reference
sources it is noted that implementation of non-
traditional methods for data representation and process-
ing in the numerical systems with parallel structure and,
in particular, within the so-called modular base notation
systems possessing the maximal level of the internal
parallelism in organization of the data processing pro-
cedures is one of the practical trends in increasing of the
user efficiency of computing equipment. The position-
independent computing system in the residual classes is
also referred to the above systems.

Short form of the rests, which represent the op-
erand, is one of the CRC properties. It is just this
property that allows to substantially increase the
computing speed at execution of the arithmetic opera-
tions due to the possibility of application (unlike in
BNS) of the table arithmetic where the arithmetic
operations of addition, deduction and multiplication
are performed practically in one and the same cycle
[10]. The search for the way of increasing of the data
processing efficiency led to the necessity of devel-
opment of the table method for realization of modular
operations on the basis of PRS.

The known table method for realization of the
modular multiplication operation is realized in CRC by
means of using the table multiplication code (TMC) [1,
10]. In this case the table o;B;(modm;) of modular
multiplication for the arbitrary base m* of the CRC is
symmetrical with respect to the left-hand side (the main
one) and the right-hand side diagonals as well as of the
vertical and the horizontal. The symmetry with refer-
ence to the left-hand side diagonal is determined by the
switching capabilities of the operation o;p;, of multi-
plication and the symmetry with respect to the right-
hand side diagonal is determined by the fact that

(m; — o) (m; —B;) = a;B; (mod my; ) . (1)

The symmetry relative to the vertical and the hori-
zontal is determined from the condition of the module
multiplicity to the sum of the symmetric numbers from
the multiplication table.

;B +a;(m; —B;) = 0(modm;), ()
a;B; +B;(m; —a;) = 0(modm;) . (3)

Considering the above it is evident that for the ta-
ble realization of the modular multiplication operation
o;B;(modm;) it would be sufficient to have numerical
information about its one-cighth portion only. Hence
there occurs the possibility to simplifay the modular
multiplication table.

To the most efficient realize of the operation
o;B;(modm;) there are applied special encryption

methods allowing to decrease modular multiplication
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table by four times. Solving to the set problem is possi-
ble as the result of application of special codes. Let us
consider one of the options of performing of the modu-
lar multiplication operation by means of using TMC
(see Tables 1 and 2 (for m; = 5)).

Let the input values of o; and B; are given and

the values o;(B;) lying within the range of
[0,(m; —1)/2) may be encoded in an arbitrary way and
the values o;(B;) lying within the range of
[(m; +1)/2, m; -1) are encoded as

m; —a;(m; —B;) .The following index (attribute) of
TMC is introduced in order to distinguish between the
ranges:

0, if 0< (05 (Bi)ﬁ (mi —1)/2,

Ya(yﬁ)z{l,if (mi +1)/2£oci (Bi)ﬁmi -1. @

A set of analytical relations (1) — (4) is a mathe-
matical model of the process table of the modular
arithmetic operations. It is the basis of the method set
out below a table of the modular arithmetic operations.

The method to determine the result of the modular

multiplication operation oc;B; (modm;) in CRC by
means of using of TMC are the following — if two oper-
ands are set in TMC

o = (Y0, By = (1. BY)

then, in order to obtain the product of these numbers
upon the module m; it is sufficient to find the product
oc;B; (modm;) and to invert its generalized index y; in

the case when v,, if different from g 5 ie.,

o;B; (modmy; ) = (yi,a;B; (mod m; )),

where
_ Via ifY(x in’
Vi if v =7Vp3
(5)
, o;, ify, =0,
o = .
m; —o, ify, =1.

While using this method, the ROM, which is real-
izing the modular multiplication operation, is structur-
ally decreased by four times. At performing the opera-
tion with the help of the table methods additional de-
creasing of the equipment is possible in some cases due
to the fact that it is not only one table that is built for
modular operations but k smaller tables allowing to
provide the answers to each of k digits of the result,
where k is the register capacity necessary for storing of
the digits of the remainder upon the considered base of
CRC[1].

By now the issues of efficient realization of
arithmetic operations of summation and deduction
using TMC were either unconsidered in the reference
literature or this realization was considered by most
of researchers theoretically and practically impossi-
ble. The realization is made difficult by the fact that
it is rather difficult to synthesize the table algorithms
for these modular operations while the tables for re-
alization of the modular operations of summation and
deduction are different from the point of view of their
digital structure. Therefore, they do not possess the
symmetric properties inherent to the tables of modu-
lar multiplication. However, it is possible to obtain
quite different results with the help of investigation
of the opportunities of realization of one modular
operation using the tables realizing the inverted to it
operation and vice versa.

While investigating digital properties of the tables
of modular operations of summation and deduction the
following analytical correlation is proved

[(va,a})+(vg,ﬁ} )}+

+{[mi —(Ya,oc} )} —(YB,B; )} =0(modm;),  (6)

where
o = (Va0 ). B = (7p.Bi

are the input operands represented in TMC. We shall
put down the expression (1) in the form of

(va,a})+(vg,l3}) =
S e o

From the expression (2) it follows that in order to
obtain the result of the modular operation of summation
in TMC it would be sufficient to know the result of the
modular operation of deduction, i.e., there occurs the
possibility to efficiently (from the point of view of de-
creasing of the number of ROM equipment) use TMC
for three modular operations — multiplication, summa-
tion and deduction.

On the basis of the expression (2) we shall con-
sider the method, by means of which it would be possi-
ble to effect performance of any of the three arithmetic
operations in CRC - multiplication, summation and de-
duction.

The operation of modular summation is effected
by means of the algorithm described in the expression
(2). We shall develop the algorithm for execution of the
operation of modular summation with the help of the
Table for performance of the modular deduction opera-
tion

()

(ot —B;)modm; .
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In compliance with the expression (2) we consider
the method of realization of the modular summation
operation

1. The minuend

1

a; = (Ya - OLi)
is inverted upon the module m;, i.e., we obtain the fol-
lowing expression

o; = ((y, +Hmod2,a;) .

The subtrahend (yB,B;) will be left without changes.
2. By means of ROM realizing the modular deduc-
tion operation the result of the operation
(o —P;) mod my;
is determined upon the input operands oc; and B; . Like

for the algorithm of modular multiplication the index y;

of the result of the modular deduction operation is
formed with keeping with the values of the indices of
the relevant operands, i.e., in compliance with the val-
ues

(Yq +Dmod2

and yg where

i

7, if (vq +1)mod2¢yB,
y, if (ya +1)mod2=yB.

Therefore, the result of the modular deduction op-
eration will have the following representation:

(Yi:(a;_B;)mOdmi)-

3. The obtained result of the modular deduction
operation we shall invert upon the module m;, i.e.,

((Yi +1)mod 2, (oc; —B;)modmi) .

Table 1
Table multiplication code
KTY KTY
a; a;
Ya a;’ Ya a;’
0 1 3 1 2
2 0 2 4 1
Table 2
Modular multiplication table
a:
! 0 1 2 3 4
Bi
0 0 0 0 0 0
1 0 1 2 3 4
2 0 2 4 1 3
3 0 3 1 4 2
4 0 4 3 2 1

Table 3
Modular summation table
a:
! 0 1 2 3 4
B
0 0 1 2 3 4
1 1 2 3 4 0
2 2 3 4 0 1
3 3 4 0 1 2
4 4 0 1 2 3
Table 4
Modular deduction table
a:
! 0 1 2 3 4
B
0 0 1 2 3 4
1 4 0 1 2 3
2 3 4 0 1 2
3 2 3 4 0 1
4 1 2 3 4 0
Table 5
Second quadrant of Table 2
a; 1 2
Bi 4 3
1 4 1 2
2 3 2 4
Table 6
Second quadrant of Table 4
a; 1 2
Bi 4 3
1 4 0 1
2 3 4 0
Table 7
First quadrant of Table 4
a; 2 1
B 3 4
1 4 2 3
2 3 1 2

Thus, despite the difference in the digital struc-
ture of the tables of modular operations of summation
deduction and multiplication there was created a new
original table method for realization of arithmetic
operations in MA.

On the basis of the method it is possible to syn-
thesize a structurally simple, highly reliable and su-
per-efficient DPS in MA, the basis of which is
formed by three separated switches each of them real-
izing only 0,25 part of the relevant complete table of
modular operations of multiplication (Table 2) and
deduction (Table 4) (the first switch is the II quadrant
of the multiplication table (Table 5); the second and
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the third switches are respectively I (Table 7) and II
(Table 6) quadrants of the deduction Table 4).

In this sense the table multiplication code ob-
tained a new quality and became the universal table
code for performance of the three arithmetic opera-
tions in CRC.

Conclusions

The method for realization of public-key crypto-
graphic transformations is considered. The present
method is based upon representation and processing of
the integer-number digital data. The algorithms for re-
alization of arithmetic operations of summation, deduc-
tion and multiplication are developed on the basis of the
said method.

The principal advantage of the suggested method
lies in the possibility to attain the extra fast action in
data processing. Thus, the result of execution of an
arithmetic operation by using of the table method can be
obtained at the moment of arriving of the input operands
for processing in the DPS, i.e., within one cycle, that
cannot be executed in standard binary BNS. Therefore,
the time for execution of arithmetic operations in TMC
is comparable with the clock frequency of TMC that is
principally non-attainable for TMC in BNS.

The results of the presented investigations can also
be used in the systems and devices for processing of
large-size arrays of digital data provided in the form of a
non-integer representation in a real time scale. In par-
ticular, this method is recommended to use in the sys-
tems and devices in order to increase the efficiency of
public-key cryptographic transformations.
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Tocmynuna é peoxonneeuto 10.10.2013

Penensent: a-p texH. Hayk, npod. B.C. Xapuenko, Harwmo-
HaJlbHBIA a’pokocmuyeckuii yHuBepcuteT uM. H.E. JKykos-
ckoro "XAHM", XapbKoB.

MATEMATUYECKAA MOAESb U TABHI/!‘-IHbIVI METO[ PEAJIU3ALIUN
MOAYJIbHbIX APUOMETUYECKUX ONEPALIUA MNMPU KPUMTOMNPEOBPA30OBAHUAX
B KIACCE BbIYETOB

B.A. Kpacno6aeB, A.W. Teiprenunnkos, C.B. Comos, C.A. Komman, I'.B. Cokon, H.B. PBayosa

Paccmompen memoo ons peanusayuu Kpunmonpeoopazoeanuii ¢ OMKpbIMbIM KIIOYOM, KOMOpble OCHOBAHbL HA UCHONb30-

8AHUU Hel’lOf)’ul{uOHHOlZ cucmemvl CHUCIenusA 6 Kilacce 6bl4enos.

Knrouesvie cnosa: HEeNnoO3UYUOHHAs cucmema CHUCi1eHUsl, Mody/mpHaﬂ cucmema cHucienu, Kpunmonpeo6pa306auu}l.

MATEMATUYHA MOJE/b | TABHMHHMIZ METO[ PEANI3ALIT
MoAaynbHUX APUGPMETUYHUX OMEPALIU NMPU KPUNTONEPETBOPEHHAX
Y KNACI NALLIKIB

B.A. Kpacnob6aes, O.1. Tuprummnikos, C.B. Comos, C.O. Komman, I'.B. Cokoin, H.B. Pauosa

Poszensnymo memoo ons peanizayii kpunmonepemeopens 3 8IOKpUMUM KIIO4YeM, SIKI 3ACHO8AHI HA GUKOPUCMAHHI HeNno3u-

YIuHOI cucmemu YUCieHHs y K1aci TUKie.

Knrouosi cnosa: nenosuyitina cucmema wucienns, MOOYIAPHA CUCIEMA YUCTEHHS, KPUNIMONEPEMEOPeHHS.
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